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0abodls madgs (5 gl JolS g0 a5 By g o LT Psense Jlg ;s a s g ool coas SO L idu ol 5o
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Looking for config.xml on done.

enerating a MFS shome partition... done.

izabling APM on ~devrad3

(passl:atal:@:1:8): SETFEATURES. ACB: ef 85 B8 B8 B0 48 B8 BA AP B8 BB A9
(passl:atal:B:1:8): CAM status: ATA Status Error
(passl:atal:B:1:8): ATA status: 41 (DRDY ERR), error: B4 (ABRT )
(passl:atal:@:1:8): RES: 41 B4 B9 6B ©O@ BP0 AP0 BB BB B8 B0

to configure APM: Mo such file or directory

elcome to pfSense 2.3.5-RELEASE on the 'cdrom’ platform...

ounting unionfs directories...done.
ELF ldconfig path: ¢lib “usr-slib Ausr/libscompat -usr-loc
171ib #usrslocal~slibsipsec susrslocalslibsperl5-5.24-mach/CORE
.out ldconfig path: -susr-libsaout ~usr-lib-compat-aout
one.

DS oo Lod 4y 5w o lalod 1) aied (T (505 i > 50 a5 355 L (s PFsense (o lsolis 55 50
oS g5 el plin b lad (5w nl G gl 5las cee 6,351 Jl> 50 CD-ROM 5,k jl &5
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single user mode sy 5 oS o (5,135,L JulS & jg0 | pitaam (55l0lel, a5 multi User iz el
a5k Led ol 4 o 0)ly sl g sl INTE ot glaslely 51 LS g atws (g5laslel, 5l am abBo jiso cpl aS

00 ool 1) el 00iiS (6,515, 45 (550l (6 o0 S Lo i ol o sl a5 oyl Shell G s 5 Slsesl
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1. Boot Multi User [Enter]
2. Boot [Slingle User

3. [Esclape to loader prompt
4. Reboot

Options:
5. [Klernel: kernel (1 of 2]
6. Configure Boot [Dlptions...

oS el s gl 5y sl 5, 50 0 sl saonls ales sl eliy multi User el oo, bl 5l as
Sl 25 o Lol a5 1) alKEs 1 g ol Lo ims (sl 133l 50,8 S Jlo 50 &t i oyl o
sanlie dMeSg ;Lo s b auilys o (g5lailel, Jolie jo Lads 1) i cpl was co Giales yis olelb! b Las

S o0 odmline 1) b plig cpl led 55 UK jo 0aS
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iwi_ibss: If you agree with the license, set legal.intel_iwi.license_ack=1 in -b
pot~loader.conf.

odule_register_init: MOD_LOAD (iwi_ibss_fw, BxcBB846a1B8, A) error 1

iWi_mMonitor: You need to read the LICENSE file in “usr-sharesdoc/legal~-intel_iwni

iWwi_mMonitor: If you agree with the license, set legal.intel_iwi.license_ack=1 in
/boot~loader.conf.

odule_register_init: MOD_LOAD (iwi_monitor_fw, BxcHB46acH, A) error 1
netmap: loaded module
kbdl at kbdmuxB

ryptosoftd: <{software crypto> on motherboard
padlockB: No ACE support.

cpiB: <INTEL 448BX> on motherboard

cpiB: Power Button (fixed)

<High Precision Event Timer> iomem BxfedBBBABB-BxfedBB3ff on acpib

imecounter "HPET" frequency 14318188 Hz quality 958

puB: <ACPI CPU> on acpiB

ttimerd: <AT timer> port Bx4B-8Bx43 irq B on acpid

imecounter "i8254" frequency 1193182 Hz quality B

vent timer "iB254" frequency 1193182 Hz quality 188

trtcB: <AT realtime clock> port Bx78-8x71 irq 8 on acpiB

vent timer "RTC" frequency 32768 Hz quality 8

iMecounter "ACPI-fast"™ frequency 3579545 Hz quality 988

cpi_timerB: <24-bit timer at 3.579545MHz> port Bx1888-Bx188b on acpild

Ol g g ool Liolad e sl p O jgotr S lo pliy p Cll &jgoa pladl 5l o den i3y
3 a5 0s oo odalin py IS jo |y idu cpl £9,d (sl Dglaie cuas ey y0 5 (gslaslely leg yo e play

33.388MB-=s transfers (UDMAZ2, cdB at atal bus B scbusl target B lun B
<NECUMHar UMware IDE CIDR18 1.88> Remowvable CD-ROM SCSI dewvice
Serial Number 1800BHBBBBBHEAREBBA1
33.388MB~-=s transfers (UDMAZ, ATAPI 1Zbytes, PIOD 65534bytes)
585MB (299587 2848 byte sectors)
gquirks=8x48<RETRY_BUSY>

32768bytes)
28488MB (41943848 512 byte sectors)
Previously wWas known as ad3
wgend. 2: <UMuware> at usbus8
thidB: <UMuare> on usbusA
imecounter "TSC" frequency 15999518H8 Hz quality 1868
i <UMware> on usbus@
oot mMount waiting for: usbusl usbusA
oot mMount waiting for: usbusl usbusA
<vendor BxBeBf> at usbusA
<UMware Virtual USB Hub> on usbus8
6 ports with 6 removable, self powered
oot mount waiting for: usbusA
thub2: 7 ports wWwith 7 removable, self powered
rying to mount root from cd9668:-dev/izo9668-PFSENSE [rol...
onfiguring crash dumps. ..
enerating MFS ~svar partition
enerating MFS ~setc partition
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A ailgs o Loy Gin )0 a8 050 ool Llaled Lad sly 5 JSKS 90 (oaliy (25w onl pledl 5l o
Ol el as WS o ceal idu 8 ls |y Lads 5 00,5 Jes 5055 O jgody sin (pl S Gl (5,615, b cal

‘o}iuf‘5)&f}g498‘;im}|q*g e

[Gtarting device manager (dewd)...done.

[ Press R to enter recovery mode or 1
[ press I to launch the installer 1

(R)ecovery Hode can assist by rescuing config.xml
from a broken hard disk installation, etc.

(IInstaller Wwill be invoked

imeout before auto boot continues (seconds): 7

25 IS8 o lad 1) Ao (nl &5 Wsdion (orad B )l Lad Dgp Jolpe 0,5 (o g 4l o pladt 5l o

:Jf;f <° ouslice

FlB=Refresh Display

Your s=elected environment uses the
following console settings, shown in
parentheses. Select any that you wish
to change.

< Change Screenmap (default) >
< Change EKeymap (default) >
< Accept these Settings >

ad ais Gioled doras 4 a5 gl piaew sl (35w cpl (28 Gl Olendas plaS aes s |y cul oIS

i (G LiSu 3,y e ENtEr 105 9 (ol gz oS 5l eolatul b 3T a5 (69,0 8, b L g 002 clin

1038 o odmline 3 JSKG j0 AT Wed 0
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FilB=Refresh Display

Choo=se one of the following tasks to
perform.

< Ouick-sEasy Install >

< Custom Install >

< Rescue config.xml >
< Reboot >

< Exit >

35 sad Jlgms pliz Lo 5l a8 sl (ol Gl 5 gy il 90557 (o0 ST el > L Lo (5 5o
&y 2Bl el S solaiul caal gl 4 ol Al o ) 50 0ed ol el (gl pfsnes =l ag
alsiion ol b 3l L o o XN L 5,0 55 cnbly oy Slem &2 (505 o5 Lo o8 il e
438 50,5 Dbl jlam ad aalys eols esg s x5 backup isu o 0 S8 SL 1) 095w Oleslass

Mugdee a2 lye 25 O)god ale e bled g 0l valss £9,0 cal Sl

F1B=Refresh Display

Easy Install will awtomatically install
Without asking any questions.

WARNING: This will erase all contents
in your first hard disk?! This action is

irreversible. Do you really want to
cont inue?

If you Wwish to have more control on
your setup, choose Custom Installation
from the Main Menu.

< Cancel >

JB dlo oy Lot a5 WS oo el Lol 4y g sl el 0l L jo a5 daagse Giuled 1) (oolin Lol 4 g0 ()
o2 51 0gd oo Shoyls 09y Ll Sgs 3yla (59, a5 Slelbl asn 5 0l 00,5 Ll |, EaSy coas g4
ply 05> play (pl oS Gl 1) Custom cdls ail ails cual >l (59,0 (8 an J S Auls Cawgo
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S Slelllol dan g 098 (0§95 Lo S (g0 (e ,b b s Jl o o1 50,5 0K 5l am g 0,00 1) (3

gl 0 00l inled 3 Ojga el 4 old e Ojg0 4 mp coal D Balgs ST L

F18=Refresh Display

szsbhinnenwfs -U -j “devsadaBsla

[ 83%

< Cancel >

oglle a5 el (3,5 e g1y o3l slo s b (0,5 sl I, NeWTS 5l solaiul b cuas sl UL JSs 5o

S o format sslical gy wo |, b s b 00,8 bl

F18=Refresh Display

susr/binstar -C /mnts —-xzpf sdistrib/pfSense.txz

iy 5% 1

0 OO i 4 £9y0 5355 Sjgo a4 (onal aslip al> e (nl )3 39 (o (pE)l oS S Al e pled] o
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FlA=Refresh Display

You may noH Wish to install a custom Eernel configuration.

< Standard Eernel >

< Embedded kernel (no UGA console, keyboard >

aled Lo (sl Sl 99 457358 (o0 o Jlgew i £55.3)50 50 L 5l (A5u (nl 5o (S al> e plas 5l oy
Consl b s 6l b3, ol 4o a5 Standard b oS Clail | bl 51 S ails oo Lo 995 oo 00l
s (1 s 3l 58 ol ilie 45 S o onlitul é g oS amio 5 LT 15 (iled amio 5l S
Loy g o [l 1y 00 L sl 58] e 51 S5 e 45 situds LB ,00 Embeded 4 a5 5 ls 5455 oo
Als oo Lo (g G QLS 0l 5o Lo oy a5 0S8 LT b g 5 a8 Laly b 51 lakd iy oo
192.168.1.1 5,5 yiw ip (wyol jleolitul b g oS coas ba 580 e 5l £45 0l 59, 1, PfSENSE 251, 44

(o3 oo LT g Ll a0 Jlasl g, L oyl b bLsf i 50 as Joie o

S oo lay dalol 15 O jge 4 coal Al e o laslinl ais 0,5 Gl 1oy
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F1B8=Refreszh Di=zplay

#binssh ~susr-localsbinsafter_installation_routines.sh
¢ S v 1
< Cancel >

Lo sl oo plasl 5l o g 090 (oo o Lo w59, o5 550 4 PFSENSE 5 aiin oo al> 0 ol 4o
295 (g0 0010 ioled 5 pliy

F1B=Refresh Display

This machine is about to be shut down.
After the machine has reached its
shutdown state, you May remove the CD
from the CD-ROM drive tray and press
Enter to reboot from the HDD.

MRLELDLIEE < Return to Select Task >

SIS 5,5 sl L 45T, s a3 e 5 05 RESTAIE | 555 s sl Lt o oLl e

S sl oy Sss o)l 5 )b 5l 1) s 9 0S z 5 095 oo 51
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pfSense is now rebooting

After the reboot is complete, open a web browser and
enter https:/~192.168.1.1 (or the LAN IP Address) in the
location bar.

ouw Might need to acknowledge the HTTPS certificate if
pour browser reports it as untrusted. This is normal

s a self-signed certificate is used by default.

DEFAULT Usermame=: admin
DEFAULT Password=: pfsense

ebooting in 5 seconds. CTRL-C to abort.
ebooting in 4 seconds. CTRL-C to abort.
ebooting in 3 seconds. CTRL-C to abort.

00 0000 i gs Lo (5l pliny (! o .l o Restart Jls o Loy piunw a5 0sS o oamlie UL S0 o
5ol as el 192.168.1.1 e a5 oS ooliswl IP ol ax 5l g Lol Gido 4 45 89,9 (Sl a5
Jaie sl g 00,50 ool 1 1,57 0y ls Certificate JSiw v 515 wgis Juate pfsense 4 Lan oo 5 b
wdls> riss JolS Lads (sl abogyye 5 4o 45 0 eoliiul PFSENSE jsus e, s @DMIN (5,15 oL 51 o
ol S5 &y 4 a5 FreeBSD  Jule pincew l0ader b Lads g saze o (g3lal ol 5l o ols

R

1 pfSenze

F1

15 Jlo sl Sloj Soe o 4l a5 59 oo Los pFsense as sl o, Sl 5595 & g0 4 i 0l
S 08 it 1y g3lil ol ) ey 0ST amio (59, F1 oS 5l ooliinl b aily (oo Lo g 0 salys by 4l
boot sla cll> 0,5 Sl 51, a5 cusl FreeBSD o _wudloader < jisu cpl os o s5Ls o) a0 adl
o2 i cpl 50 Lad g 05 e ooliiul Gl 00 o Loy piwcas (59,2 FrE@BSD (LS a5 sla Jole pivs
Loy s 5l om0l e oolainl Sl 3y,b 5l (g5lail ol ) (5l a5 asS” Gl oo 1) PXE (51l of ) ailes o
a5 Sype ,0 a5 wad o Multiuser b gsingle gg 05 Gl 5 atwa 3 L3 g5lail ol ise o)l

Dgd oo Multi User glaa b JolS glail ofy b o)ls oS Enter L g awaus plosl Sl
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Boot Multi User [Enter]
Boot [Slingle User

[Esclape to loader prompt
Reboot

ons:
[Klernel: kernel (1 of 2)
Configure Boot [Olptions...

IS8 O a0 4 cas oo g oads ool Gigled Ojge s auiS oo odaline | i slo plig Lo ide ol 5l oy

S ol 1) by Sl )5 Gladais (isw ol Lads U auSCe oy anlol 45

Filesystems are clean, continuing...
ounting filesystems...
isabling APM on ~dev-ad3

ratal:@8:1:8): SETFEATURES. ACB: ef 85 B0 6@ B8 48 B0 B BB BB B8 6@

ratal:B:1:8): CAM status: ATA Status Error

ratal:@:1:8): ATA status: 41 (DRDY ERR), error: 8B4 (ABRT )

atal:@:1:8): RES: 41 B4 B0 HO BH HH HE BH B B8 B4
to configure APM: Mo such file or directory

elcome to pfSense 2.3.5-RELEASE on the "pfSense’ platform...

o core dumps found.

reating symlinks......ELF ldconfig path: ~/lib ~“usr-1ib ~usr~lib/compat “usr-loc
1#1ib Zusr~local~libsipsec ~usr-local/libs/perl5-5.24/mach/CORE

.out ldconfig path: ~usrslibsaout ~usr-/libscompat-aout
one.

oonlicn a5, L 1) ol oo o0l e | sl i 45 1) j395 piecms sl 450 &)l5 Lok 05 JS5 5o

(g oo sl (iou cnl sla lop b JolS 50 4 aSids (i 50 )l UP il 50 0 Condg 5035 o
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reating symlinks ELF ldconfig path: /lib /fusr/lib “usr/libs/compat -usr-/loc
171ib susrslocals1libsipsec susr~slocalslibsperl15-5.24-machsCORE

.out ldconfig path: Afusrslibsaout ~usr-lib/compat-aout

one.

[External config loader 1.8 is now starting... adaBsl adaB=sl1la.Bd i=s now starting..
adaBs1b.8 is now starting...

Default interfaces not found —— Running interface assignment option.

link state changed to UP
link state changed to UP

alid interfaces are:

A8:8c:29:b1:74:4f (down) AMD PCnet-PCI
B8:8c:29:b1:74:59 (down) AMD PCnet-PCI

Do ULANs need to be set up first?
If VLANsS wWill not be used, or only for optiomal interfaces, it is typical to
lsay no here and use the webConfigurator to configure ULANs later, if required.

[Should ULANs be set up now [ypinl?

ot ol ol & b (53055 01 45 08 5020 S 1, VIAN o 558 sm el s iy ol 3 Lot 51 o
oo Lot (A5 (nl (SLL el 5o b salss ools mudei JolS Lk (sl i ol (b 59 g S (250 (0l 5o
5l 00 o v 3 il o bl 50 ol oS ooliiol 3 tne 42 N g by ixe 4 Y e 5 5l sl
i Sy e Lo i el 48 s 4y et Gl adlgs a1, o g0 ol 5l o das 4 0y e L 4

W9 9usS e odbline 5 JSK 40 4 gam iSu oy B oS eolarwl ENter aw g N oan S 5l a1, vian

BB:8c:29:b1:74:4f (down) AMD PCnet-PCI
BB:8c:29:b1:74:59 (down) AMD PCnet-PCI

Do ULANs meed to be set up first?
If ULANs wWill not be used, or only for optional interfaces, it is typical to
lzay no here and use the webConfigurator to configure ULANs later, if required.

[Should ULANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

Enter the WAN interface name or 'a’ for auto-detection
(leB lel or al:
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) o)l 92y (ool (slo aSed 13 9 03,5 e 393 s 42 451 (5l 40D slo )5 b Lol vy al> 50 3o
2 e el AN gwan as o ol 18,5 13 ol pad o pfsense ;leslaisl 5l Lol Gua s bl
oS S OBl 8,18 cus yiwd &6yl g el Jaio Lot WAN oSt 4 oS (gl a5 15 aub Lty gl puis
AalS 5L 5 oS 3ly ) 0cS e odmlice 451, aSes OIS b gl Lt a5u ol o eeulods a5l &)lS oy

258 plowl e pl )55 & jgo b oS Sl 1) ol Sas5 cll> a5 a

S

Sl 0l 00lo roled Lads (gl 5 S5y s D yg0 45 aS Al les IS o led Ceond 50 g 0aS oolatil cel 5 8y
) 095 aSils &Ll a8 amo o |y (ylgs ol Lok a5 el o0 s0ls Ligles Lo (sl a5 &S 2 MAC yw 0]

WS Qb sy 4y B ol o

5 aS auS bl LS cdl O yso a ] canl ate LaN asl a5 a5 gl aSlls )5 sl Ll isu ool 5l am
0iSe comline 151 5 S5
Default interfaces not found -- Rumning interface assignment option.
leB: link state changed to UP
lel: link state changed to UP

alid interfaces are:

A8:8c:29:b1:74:4f (down) AMD PCnet-PCI
A8:8c:29:b1:74:59 (down) AMD PCnet-PCI

Do ULAM= need to be set up first?
If ULAHs wWill not be used, or only for optional interfaces, it is typical to
lzay no here and use the webConfigurator to configure VLAHs later, if required.

[Should ULAN= be =set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing "a’ to begin the process.

Enter the WAN interface name or 'a’ for auto-detection
(led lel or a): led

Enter the LAN interface mame or 'a’ for auto-detection
OTE: this enables full Firewalling~HAT wmode.
(lel a or nothing if finished):
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o bl Wi 4 0S5 0)ls 1T jlade STL 5 as Slsail 1) 093 1N ©)l5 asly (oo Lot o al> 50 cnl 5o
ey g0 Obl 4 aSed Gl )lS il als e 5 098 (oo (A 250

Default interfaces not found —— Runwning interface assignMent option.
leB: link state changed to UP
lel: link state changed to UP

alid interfaces are:

leB BA:Bc:29:b1:74:4f (down) AMD PCnet-PCI
lel BA:Bc:29:b1:74:59 (down) AMD PCwnet-PCI

Do VLANs need to be set up first?
If ULANs wWill not be used, or only for optional interfaces, it is typical to
jzay no here and use the webConfigurator to configure WLANs later, if required.

[Should ULANs be set up mow [yinl? n

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconmect all
interfaces before pressing 'a’ to begin the process.

[Enter the WAN interface mame or 'a’ for auto-detection
(leB lel or al: leB

[Enter the LAN interface mame or 'a’ for auto-detection
DTE: this enables full Firewalling~/NAT mMode.
(lel a or nothing if finished):

lan Koo b 5l awls 45 08 Gl 1 lan asis o5 Wl J Wan oS &8 oo,8 bl 5l asy b

ol s 3 w8 5l JeosiS 5 o)k 5l e G ol )il sl s pfsense

[Enter the LAN interface name or 'a’ for auto-detection
OTE: this enables full FirewallingsNAT mode.
(lel a or nothing if finished): lel

[Enter the Optional 1 interface name or 'a’ for auto-detection
( a or nothing if finished):

he interfaces will be assigned as follows:

Do you want to proceed [ypinl?

slo &S Consg Lo 4 oS oolaiwl | FiNiSh b g 0l 05,5 ettt |, aSts slo )5 a8 Jloj 31 (g9ie 40
Q4 Slopdaty 5 cual (idu ;500 5 0S Slg [ Y oyl Jeud |y Olandais cpl ST a5 098 oo o0ls islad Loy aSls

‘59“"5“6)“)"‘ o‘) Le,wsﬁdwsao&wf)g}iwjé Jl}sw‘ od.:..w) UL’L’
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o you want to proceed [pinl? vy

riting configuration...done.

pdating configuration

hecking config backups consistency...done.
Setting up extended sysctls...done.
[Setting timezone...done.

onfiguring loopback interface...done.
[Starting syslog...done.

[Starting Secure Shell Services...done.
[Setting up polling defaults...done.
Setting up interfaces microcode...done.
onfiguring loopback interface...done.
reating wireless clone interfaces...done.
onfiguring LAGG interfaces...done.
onfiguring VLAN interfaces...done.
onfiguring Qin@ interfaces...done.
onfiguring HAN interface...done.
onfiguring LAN interface...done.
onfiguring CARP settings...done.

[Syncing OpenUPN settings...done.

[Starting PFLOG...done.
[Setting up gateway mMonitors...done.
[Starting DNS Resolwer. ..

L ;)u}w &° J}w..: 3 .))‘3 Los 9 Sl 00 ‘5)|Ju‘ a‘) J.als Sygo Locis pfsense L.?'bb e C\.L’>).A Be
Ry SOy

[Starting CRON... done.
pfSense (pfSense) 2.3.5-RELEASE i386 Mon Oct 38 11:88:89 CDT 2817
Bootup complete

FreeB3D-i386 (pfSense. localdomainl) (ttyuB)
pfSense — Hetgate Dewvice ID: 66973cbe59cb6f3fealbs
»*»x Helcome to pfSense 2.3.5-RELEASE (i386 full-install) on pfSense =

HAN (wnan) -» led ->» wv4-/0HCP4: 192.168.174.129-24
LAN (lan) -> lel ->» wd: 192.168.1.1-24

B) Logout (S55H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) 3et interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7)Y Ping host 16) Restart PHP-FPHM

8) Shell

Enter an option:

odpm) bl & el al o cpl Jo (28T ales I3 cw)p 3j90 JolS Sjge a4 sam sla 06l 0 25w ol
w‘ o\)l.&uu‘ 9 6\)‘.‘.’}&‘4 OOLQ—‘ Locis W JL’> 9 w‘
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S

s S5 3,0 5l b L g cils aualssh ow iws Pfsense & Wan asis 5,k 5l oS solazulinvalid

Qgd ol pfsense 4wy Ll b 5l Lan s o
1SS

18 sse b JouiS s5i0 y o5 wg Shell iz o)y JsustS 550 51 auls Jlspld cgo (p0,5 Jladyed (sl
o U5 &g 4 gl Shell Lo o)ly b osS Enter sa g oS )15 |, Enter an Option: Jils o

FreeB5D-i386 (pfSense.localdomain) (tiyuB)

pfSense - Metgate Dewvice ID: 66973chbe59cbf3feaBdbs
»x Llelcome to pfSense 2.3.5-RELEASE (i386 full-install) on pfSense xxx

HWAN (man) -> lef -> vd/DHCP4: 192.168.174.129-24
LAN (lan) -> lel -> vd: 192.168.1.1-24

Logout (SSH only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

[Enter an option: 8

[2.3.5-RELEASE][root@pfSense. localdomainl/root:

OO0 S pde &ly OLo)é Q.il ¢ oS oolarul prt| QLA).é 3l Jlg 8 O Jud e lp Lo sy Qﬁ| 59
)&‘S')J‘ e 9 dinlac\.:.))‘bdg)x.a @wjoﬁo)bsalwhglm C;}..u Lg‘)‘éd.fb}uu’_aooum‘ pr|9).:l$
4w oolazwl iy leyd 5l Jlgld ol 0,8 Jled

#pfctl —d
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#pfctl —e

S osliiul p5 loyd Sl e (09,5 Jled (sl

ULA)_‘B g_J‘" £5>5)'> ») Jg.w 5o ég.w = oolawl uo; enable 6‘)’ e 9w 9 d|sab|e 6‘).) d o )LA,.}‘ 4

W PRSP K UM.:LQ.:

=% Lelcome to pfSense 2.3.5-RELEASE (i386 full-install) on pfSense x=x

HAH (wman)
LAN (lan)

-> leB
-» lel -> vd:
Logout (S3H only)

Assign Interfaces

Set interface(s) IP address

Reset webConfigurator password
Reset to factory defaults

Reboot system

Halt system

Ping host

Shell

Enter an option: 8

[2.3.5-RELEASEl[rootapfSense.
pf disabled
[2.3.5-RELEASE]l[rootapfSense.
pfctl: pf not enabled
[2.3.5-RELEASEl[roota@pfSense.
pf emabled
[2.3.5-RELEASE]l[rootapfSense.

-» wd/DHCP4:
192,

192.168.174.129/24
168.1.1-24

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

localdomainl- root:
localdomainl root:

localdomainl/root:

localdomainl/root:

Db oo JgiS o 3ls )] szl Sl am 5 oS L2l exit leyd e onl 5l o 2, sl
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Pfsense ;s JguasS (5gu0 L (oluiT pgs ind
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Pfsense ;o JgmaS oo b o L]

ASJ-QQLSAL)MJLQJ‘)LQ.MJM 6Lbu)l5|p6Lmu.:)éTu"6Ul; MML:LSAOM MjéJALMJ }M.?uugl
19 ol ade 3l oolitl b sl cilin (sgte 16 ol cymly i 5 05 e SaS g sl @ il (6l Lo

Lsl (25u 16l b patsee &g 4 b (250l )0 ugd (oo (i3 o] 9,ls ENTET 1) 5 amio by i

ddxe ub)s 6)|.\J‘ o‘) 9 IP u,u)»b—l QO)S Y“'Ja'“" ‘She“ A (g ywd suLw)‘)f u,u.tLoJ 6‘14 L§’>).l FLy ».\.t}u <°

o Sy S5 s (o LT Ll L aalol )5 a5 098 (o oolial g Ly 50 50y (31 i 5 g o

Qe o Gioled Lads 4 1) IP glows ol 5 (uai (5,9 45 00 (o 00ls inled Loy (gl |y JguuiS

Enter an option:

FreeB5D~i386 (pfSense.localdomain) (ttyvB)

pfSense — Netgate Device ID: 66973cbe59c6f3fealdbs

== llelcome to pfSense 2.3.5-RELEASE (i386 full-install) on pfSense ===

HAN (wan) -»> leB
LAN (lan) -» lel

a)
1)
2)
3)
4)
2l
6
7)
B8

Logout (SS5H only)

Assign Interfaces

Set interface(s) IP addre
Reset webConfigurator pas
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

Enter an option:

-» v4,s0HCP4: 192.168.174.129-24

—-» wd: 192

9
18)
58 11)
swHord 12)
13)
14)
15)
16)

.168.1.1-24

pfTop

Filter Logs

Restart webConfigurator

PHP =hell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

Logout 54 L 0 sue

oly 5l auiley (oo Loy eS8 o0 )15 063 oo i Lol pfsense ,5,. 4;Ssh Gk s a8 Sy yo isu o)
bl oidu ;0 S oolaiul oo JomdS (5900 ()l 5l g g e pfsense 4 ssh JSSg, 5l eolaznl b g0

I s 0y Sl oS 5l eolitul oy, g o dwalgs Ll JalS & g0 4 pfsense ,s ssh kil ol o0y

g (oo oolainl ssh ;o T ©lp o cpl o auales Uo3ge]
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WS sle o5 0,8 Ol e b 1 dae

Oy reboot Sham g el loy o idu ol 0 Gl | 0g5 asiiss sl )15 wilys oo Lol s ol o
S daxl e ol (idu 4 0leT (oo L g el ool ol sl it cpl e 45 ol 8 )lg 5l LB g e

DS oapline |y gie ol 9,0 adgl (isw p5 S 50 el Lol yiies sie ol Sllgws b g

Logout (SSH only) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt =y=stem Restore recent configuration
Ping host Restart PHP-FPM

Shell

[Enter an option: 1
alid interfaces are:

led BB :Bc:29:b1:74:4f (up) AMD PCnet-PCI
lel A8 :8c:29:b1:74:59 (up) AMD PCnet-PCI

Mo ULAMs need to be set up first?
If ULANs wWill not be used, or only for optional interfaces, it is typical to
lsay no here and use the webConfigurator to configure ULANs later, if required.

[Should VLANs be set up noWw [yinl?

E9ro VAN 0,5 wdas b dwlsl jo ¢ dase il L sl 1, mac Sl ol b aSes slos IS Jol Lo o
S bl Wan g Lan aSiis sl )5 auilys o e el yloj it Sllgus Jie sy ol dalol g 05 o

DS solatl CtHC loj oo slo oS 51 2w cpl 5l 29,5 &l

set interface IP address 40 L2 sue

DLl an S @udats 1 1) Ll 1P Glems ol asly (oo 093 St sl )57 (0,8 Dbl 5l am s cpl 5o

D9 (g0 03ld Gialed Lads sl 25 (i b el ghe (pl (40,5
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#» llelcome to pfSense 2.3.5-RELEASE (i386 full-install) on pfSense s

HAN (wan) -> leB —> vd-/DHCP4: 192.168.174.129/24
LAN (lan) ->» lel -» wv4: 192.168.1.1-24

Logout (SSH only) 9) pfTop

Aszign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Rezet webConfigurator password 12) PHP shell + pf3ense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt =y=stem 15) Restore recent configuration

Ping host 16) Restart PHP-FPH
Shell

[Enter an option: 2
Available interfaces:

1 - WAN (leB@ - dhcp, dhcpB)
- LAN (lel - static)

Enter the number of the interface you Wish to configure:

jbwwwl L JLA 6l).\ ‘05.{::@0\)‘0 WLQJLQ-MJ‘S‘)J IP w)é] u@ug&»dlﬁ;)wﬁl ‘J....:‘ L
S Dygeo 4 o2 1AN Cond g S o b0 ip wpol dhep 5 b sl wan cad a5 ol asls oIS
@ DHCP I ool ) ISel cqutrs yuss |, [P o j0T ol a5 ol suad alsl 10 Lo g ol 00,8 b, ip yw0]
Hleyd b 5,k 5l g oS ST NP yol 5l e Ko o las 099 1aN aSts &S (69,0 (28 i Oy
ol Sgdume Jlg gl 5 b sl 1aNn aSes &5 slp ip Sogs cdl o coils ¢ oS Jlé o1 g9, |, DHCPD
oIS oo L o IS 55 s (oo gt Lo sl y i (ol (50,5 JUsb g, Jlg b i 3 o5

DS e odnline Jllan als JISTp ojyol s
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1 - WAN (led - dhcp, dhcpB)
- LAN (lel)

[Enter the number of the interface you Wwish to configure: 2

Enter the nenw LAN IPvd address. Press <ENTER> for none:
» 192.168.18.1

[Subnet masks are entered as bit counts (as in CIDR notation) in pf3ense.
e.g. 255.255.255.8 24

255.255.08.8 16

255.8.8.8 8

[Enter the new LAN IPvd subnet bit count (1 to 31):

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAM, press <ENTER> for none:

Enter the new LAN IPuvE address. Press <EHTER> for none:

Do you want to enable the DHCP server on LAN? (y/n) n

Ly asaz P wysl b > cualle Jlie 1o Lo (gom (idu ;0 ¢ oS (o ol 1) pgo aSlits &S Jgl pad o
A jo a8 WS e il o 1y Slendass DHCP 5,0l 51 S04 & jgm a5 0sS 0 )ls (g5uz ST adlaS asS o)l
ol it olael a8 0 5,1s 1, Subnet Mask sl e sasm Jlgms i o cims (g3lw o0l Lt lan
b Lo Wan S s .l 255.255.255.0 Jobee 24 sse Jlie (61 el 50,5 ol L (sl 1, Lo
o) 0l o e bled Oyge 50 sl s T a4 led Lan aSis jo a5 0 oy oo |, gateway ol

WSS 0y il e e 1,6 (59

ol e 39 5 08 il om |, DHCP a5 50 352 g olSel o2l i o2l 5o a5b Wan Las as & )ls S

el p) IS5 Ojpe 4 gam uls oS o lg 1) N e S O j90
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For a WAN, enter the new LAN IPvd4 upstream gateway address.

[Enter the new LAN IPv6 address. Press <ENTER> for nomne:

lease wWait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

he IPv4 LAN address has been set to 192.168.18.1-24
ou can noW access the webConfigurator by opening the following URL in your web

http:s-192.168.18. 1~

ress {ENTER> to continue.

QSMJJ.';.M.\Q &5)50..\.&0\)‘\) wLmLo.wd\iMuuLo.ﬁlaﬂ oﬁjgbw5dl3ﬁbumQJ.ZA‘_g)‘Af)L)ML)‘)é
JoiS ol (5500 4 5 asms JLzd |y enter oS .ams o ioles Lads 51y a0 P )0l L o2 |, pfsense b

.oy\i’;gaoale Onles azman UL jo Ll (ol Lo ip w)bi)l.! el 9,5k

:Reset Web Configurator password s b 3 sac

2 R el ol oly Slam iaees ks 88 e ey ) g bl seee se) wuly oo Lol 25 cal 5o
Sl 05 Gsb 5l e ly el ) & ADMIN IS Gl (28 G 30, 45 050 (0 S8 (oliny
0o Jlgas 4 kS uBS kS 5,8 i e, 4 1, ADMIN 515 56, a5 auad Lei 51 Jl> < el pfsense
25 IS8 po la 1) Uolhe ol S oy is pfsense a4 555 & g0 4 lad 6l 5o, b awms gl 1) Y o
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[Enter an option: 3

he webConfigurator adMin password and privileges will be reset to the default (
hich is "pfsense™).
Do you want to proceed [yinl? y

he password for the webConfigurator has been reset and
the default username has been set to "admin™.

emember to set the password to something else than
the default as soon as you have logged into the webConfigurator.
ress ENTER to continue.

00,5 [y yuadS 28 Lhem Lliie 4y o) g S ables  JowdS Lol axans 4 Lad saze €NTEr (05 5l oy

: Reset factor Default oo b 4 oo

e 2 ey 3l Sl 41y 35 Iyl ke a8l 42805 S 5y 8 Sy e Lot e ol 3
oolatwl ;o 95,5 5 adgl cdlo 4y g oo Sb yl ools ploxil Lty a5 Slopdass dan a5 098 oo el gio ol cam

Seled 8y iy cnl

Reboot System 50 L5 sue

s ol 0,5 Gl Sl am alsS solaul isn cpl 5l awly ce Lol 995 el dme 50,5 (s3lail ol (6l

Oj,m «? oals WLA.) ).:) r:l:...: Lo ‘5‘]:

Enter an option: 5

pfSense Will reboot. This may take a few minutes, depending on your hardware.
o you want to proceed [ypinl?

A aalgs saze (g5l ol Lot e Jlow a5 yolo Y ly 5l am
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halt system s L 6 s0e

s 0 o)led (590 @b 5l Lk JIT cnl sl o 1) 995 i 3,5 Lhgels 3l el 0 lge 5 (B po
Sisals IS 555 oy 4y Lo i Iy 1 Y Gl 5 i ) 08,8 551315 g ol 1 IS ol il

IRNARTAPES
Ping host 40 7 sae

Oy S sl QT asly oo fxlp Ll gie cpl jo oS cl PING ylo,d 4l 0,5 Cod sl l3l 5 -
Algy so Lol oy IS 50 0uls 0ol iuled O jge 4y S oolaul ip ug)oT).a 0099 pywd 4O g (3093 (padg

e alodl |y ISyl

[Enter an option: 7

Enter a host name or IP address:! yahoo.cowM

ING yahoo.com (98.137.246.7): 56 data bytes
64 bytes from 98.137.246.7: icMp_seq=8 tt1=128 time=345.882 ms

64 bytes from 98.137.246.7: icmp_seq=1 tt1=128 time=328.631 ms
G4 bytes from 98.137.246.7: icrp_seq=2 111=128 timne=484.844 ms

—— yahoo.com ping statistics ———
[3 packets transmitted, 3 packets received, B8.8% packet loss
round-trip mincavg-max-stddev = 328.631-359.519-484.844-32. 746 ms

ress ENTER to continue.

I, yahoo.com colu UL S 5o lynle a5l v oS oolaswl 1P Lwyol 5l ol oo o0 Lide opl 5o Leds

)l S g Sl 00l o0ls QAULN Lo L;‘)“' p|ng w|9.>)é ;.)‘P 9 03 JL.:)‘ UT 6‘)1 L) 4 sloss 9 oé;p|ng

9,5 (o0 5k hol s5re 4 0)lgs Lets 0,5 enter

:ShE||(5}uli8 dde
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Jleel ol 5 Co e a5 oy Lo 5l oslatal L agilys oo ol Boyb 5l Led 5 Conl (50,25 (5500 25 (2]
asle slpleyd g loyd Las sl oolaiwl a4 jls Lot a5 gloj 12 10 9,50 Ojge 4 GiSu (pl 9, awes bl |

D5 (oo la il

Pftop s 9 sue

5 Lt o2 ST e aiS o ooliiwl PfJlg e 5 aly opl cusl Lasein pfsense ol 5l g auils oo a5 (5 shilen
39 ¢ dten Lal ) sz 9 b oauil 00,5 oolaiwl piows ledislo p Comsy (ioled slp 5l > o tOp
O ygo s dilgs oo e (5 e a5 5,18 9925 tOP LB o pf sy saslin 51y ailSlas 4l FreeBSD

el 0 00l iules 5 JKb 50 a5 oS esaline 1y 043 P g b camsg (gl alasd

pfTop: Up State 1-1-1, View: default, Order: none, Cache: 18888 19:88:
9:82p
DEST STATE AGE EXP PRETS BYTES

icp 0 192.168.174.129:22237 192.168.174.2:22237 B:a 4474 9 17294 472R

20,5 32 g gt @ B 08 eslinul oS sl sl ol 5l ot )5 sl

filter log (s9:0 10 sue

25 5 o e 1) lod (29,5 atS eoliiul (s5ie i ol 5l 955 Jlg 6 108 cundg (30,5 sanline sl
5ozl sl 0,5 walyE Cumo Lads b ol 155 lea L 108 5,50 j0 ailflan sy [0 45 0uS o dalie
23S oolawl ctrl+c sl ols )‘| g Q{l
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pr

I<H, , 128, 2649, 8, none, 17, udp, 78, 192

Pr

pr

1 19:83:59 pfSense

1 19:84:88 pfSense

1 19:84:84 pfSense

filterlog:

filterlog:

5,16777216, , 1888888183, 1el,match,block, in, 4,8

.168.48.1,192. 168.40. 255,137, 137,58

5,16777216, , 18888808183, lel,match,block, in,4,8

.168.48.1,192. 166.408. 255, 137,137,586

5,16777216, , 18888808183, lel match,block, in, 4,8

.168.48.1,192. 166.408. 255, 137, 137,58

filterlog:

128, 14426,8, none, 17, udp, 78, 192. 1658.

pr

1 19:84:85 pfSense

filterlog:

128, 14427 ,8, none, 17, udp, 78, 192. 168.

pr

1 19:84:86 pfSense

filterlog:

128, 14429,8, none, 17, udp, 78, 192 . 1658.

pr

pr

pr

, . 128, 2655, 8, none, 17, udp, 78, 192

1 19:11:28 pfSense

1 19:11:29 pfSense
,.128,2654,.8, none, 17, udp, 78, 192

1 19:11:38 pfSense

:11:33 pfSense

, 8, none, 17, udp,

:11:34 pfSense

, B8, none, 17, udp,

:11:34 pfSense

filterlog:

62,16777216, ,120088, leB,match,block, in,4,8x0, ,
174.1,192.168. 174. 255, 137, 137,58
62, 16777216, , 170088, l1ed,match, block, in, 4,8x8, ,
174.1,192.168. 174. 255, 137, 137,58
62,16777216, , 120088, led,match, block, in, 4,8x8, ,
174.1,192.168.174. 255,137, 137,58
5,16777216, , 1AAAABB1G3, lel, match,block, in, 4,8

.168.48.1,192. 166.48. 255, 137,137,586

filterlog:
filterlog:

filterlog:
78,192.168.
filterlog:
78,192.168.
filterlog:

128, 14476,8, none, 17, udp, 78, 192. 168.

5,16777216, , 1888888183, 1el,match,block, in, 4,8

.168.48.1,192. 166.48. 255,137,137, 548

5,16777216, , 1888888183, 1el,match,block, in, 4,8

.168.48.1,192. 168.40. 255,137, 137,58

62,16777216, ,128808, leB,match,block, in,4,8x8, ,
174.1,192.168.174.255,137,137,58
62,16777216, ,128808, leB,match,block,in, 4,8x8, ,
174.1,192.168.174.255,137,137,58
62,16777216, ,1280808, leB,match,block, in, 4,8x8, ,
174.1,192.168.174.255,137,137,58

:Restart WebConfigurator sge 11 sae

1)U ol ailss oo JamaS ol 5l eolainl b oS sl oly o bgo |y g dasly a8 oy ylo 5L Lels o)lge 51 0 40

A2 plodl

:php-shell pfsense-tools sge 12 sue

lg o oo it ol 5l eoliil b Lad a5 el pfsense by sl coss drwy soie S LiSu oyl

Sy S 50 0uS sl pfsense [Lsle jo Sl 5 ams alxil gie ol 5l eolanwl L |, Development

WS e odaline ) i (pl o sl sl leyd g (5995
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Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPM

Shell

Enter an option: 12
Starting the pfSense developer shell....

elcomMe to the pfSense developer shell

ype "help” to show common usage scenarios.

Available playback commMands:
changepassword disablecarp disablecarpmaint disabledhcpd disablerefererchec
enableallowalluan enablecarp enablecarpmaint enablesshd externalconfiglocator
atewaystatus generateguicert gitsync installpkg listpkg pfanchordrill pftabledr
ill removepkgconfig removeshaper resetwebgui restartdhcpd restartipsec svc unins
tallpkyg

pfSense shell:

50 Sl oo Loy a5 S1ps5 poglle auS oo odmline |, isw ol 5l eslaul g, Led Help 0,5 1,>1 5l am
0 e odalie UL IS j0 a5 Sl Jlesl sl ol o o2 Playback e ys 5l oss” Jleel Jlg 26 php
1005 ool 3 &9 4 playback oleyd 5lasl SSh gy 0,5 Jlad lp Jle (sl S soliiwl
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Enter an option: 12

Starting the pfSense developer shell....

elcoMe to the pfSense developer shell
ype "help” to show common usage scenarios.

Available playback commands:
changepassword disablecarp disablecarpmaint disabledhcpd disablerefererchec
enableallowallwan enablecarp enablecarpmMaint enablesshd externalconfiglocator
gatewaystatus generateguicert gitsync installpkg listpkg pfanchordrill pftabledr
ill removepkgconfig removeshaper resetwebgui restartdhcpd restartipsec svc unins
tallpkyg

pfSense shell: playback

ould not locate playback file.
pfSense shell: playback enablesshd
layback of file enablesshd started.

Starting enablesshd
Enabling SSHD, please wait...

pfSense shell:

ol o aulai sy pfsense [ oy Ll & Wan oSl o 5P ool 3o,k 5l el (0,8 i & j90

s plsl 1 ISl 5 & e 4 ailes e playback yle)d 5l eolainl b Less ise

Enter an option: 12

[Starting the pfSense dewveloper shell....
elcome to the pfSense developer shell

ype "help” to show common usage scenarios.

Available playback commands:
changepassuword disablecarp disablecarpmaint disabledhcpd disablerefererchec
enableallowalluwan enablecarp enablecarpmaint enablesshd externalconfiglocator
atewaystatus generateguicert gitsync installpkyg listpkg pfanchordrill pftabledr
ill removepkgconfig removeshaper resetwebgui restartdhcpd restartipsec swvc umnins
tallpkg

pfSense shell: playback enableallowallwan

layback of file enableallowallwan started.

Adding allow all rule...

urning off block private networks (if on)...
urning off block bogon metworks (if on)...
eloading the filter configuration...

pfSense shell:
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oy buly 4 e Wan ass o5 1p ol G,b 5l osiles o bod JolS @jgo 4y e ) ol Tzl 5l oy
oo 4 0,)Lg0 b oS Lzl 1) eXit loys a5 canndlS Loy idu ol 5l o 2,5 slp gl Juate pfsense
03,55k JgmS

Update From console g4 13 soe

5o a5 0sS solatul s cpl 5l ol e e pFSENSe (gg, 5 oo cuai slo sl 48,5 Sl 59,0 &l

o oselive pj S po 1) idu (pl 09d (oo (Sl S92 B Al s 5095 Dj90 4 A5 (al 4 Gad 0l

[Enter an option: 13

»»» Updating repositories metadata...
pdating pfSense-core repository catalogue...

fSense-core repository is up to date.

pdating pfSense repository catalogue...

f3ense repozitory iz up to date.

All repositories are up to date.

»>> Unlocking package pfSensze-kernel-pfSense... done.

DS oo ovalie | 09 390 b aS (glo a5l cnld b leds 15w (pl o Sla) 59, 5l o
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php56-gettext: 5.6.31 -> 5.6.32 [pfSenszel

phpa6-filter: 5.6.31 -> 5.6.32 [pfSensel

php5S6-dom: 5.6.31 ->» 5.6.32 [pfSenszel

php56-curl: 5.6.31 -> 5.6.32 [pfSensel

php56-ctype: 5.6.31 -> 5.6.32 [pfienszel

php5S6-bz2: 5.6.31 ->» 5.6.32 [pfSenszel

php56-bcHath: 5.6.31 -> 5.6.32 [pfSensel

php56: 5.6.31 ->» 5.6.32 [pfienszel

pfSense-rc: 2.3.5 -» 2.3.5_1 [pfSense-corel
pfSense-kernel-pfSensze: 2.3.5 ->» 2.3.5_1 [pfSense-corel
pfiense-default-config: 2.3.5 -> 2.3.5_1 [pfSense-corel
pfSense-base: 2.3.5 ->» 2.3.5_1 [pfSense-corel
pfSense-5Status_Mownitoring: 1.6.2 -> 1.6.5 [pfSenzel
pfSense: 2.3.5 -> 2.3.5_1 [pf3en=zel

ntp: 4.2.8pl8_2 -> 4.2.8pll [pfSensel

libxml2: 2.9.4 -> 2.9.7 [pfSenzel

curl: 7.56.1 -> 7.57.8 [pfSensel

urvber of packages to be upgraded: 42

44 MiB to be downloaded.

I) 065 o (Sloy 590 pll leg 1o s oo Gioled Lol a4 1) ool oglils (glo ay o (e Ll o

IRWARTAPES Egy @Lw))'j).) MbY@ub e &lgwdéﬁp)o ASS ; reboot L g Logels

«disable sshd 4 14 sae

&l oy idu jo JulS Sygo a1y gy ool ¢ cusl SSh 5l eslanul pfsense L LLs )l sla ol 51 (S

A....S Jl*-e)-*-" ‘).I] M‘yLSAJﬁMMS)QﬁM)‘ ODLM‘L)‘J}AMLSQO\)L) G-@?-\Lﬁ U9

:Restore resent configuration g 15 sue

735 (B 0Slg e ghe p ) 50 098 (sa ol bl el &S S Jlesl (Sl Lol 0)lge 5l (S y0
RVEL SRRV RUSSTS LIV I PSS TR N BRVEL S VI o L )
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Enter an option: 15

estore Backup from Configuration History

1) List Backups
[2) Restore Backup

lease select an option to continue:

2o g sledg, Cundy o 3 Cdid> )0 aS S sdalin |, backups i e auly o lais 1o jled (g5t 4o

10uS o odmlie ljsylﬁ)'h)i.:ﬁaf_me@&l@ Iy oloel 09> Jlgpuld jo Lol a5 conl Slpess

4-4-18 B6:33:28 vils. 8 (system)
pfSsh.php added allow all wan rule

4,418 B6:35:46 vl5.8 (system)
pfSsh. php added allow all wan rule

4,4-18 B6:57:11 vi5.8 admin@192.168.174.1
sservices_captiveportal.php Made unknown change

4,418 @7:88:59 vl5.8 admin@192.168.1.18
sservices_captiveportal.php made unknown change

4,4-18 B7:82:15 vi5.8 admin@192.1668.1. 18
sservices_captiveportal.php Made unknown change

estore Backup from Configuration History

1) List Backups
) Restore Backup

lease select an option to continue:

O & o)l 5l a1y gose sl Lod (o gl a o ol 5l o a8 w8 eslinl 2 (g5t 51 oS5k sl

1S oo odlie 5 UK 0y gie 5l S o lg 1, 0g el S y lendass
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[Enter an option: 15

estore Backup from Configuration History

1) List Backups

lease select an option to continue: 2
hich configuration would you like to restore?

S oolal Q an 35 5l ab bad isw opl 5l o 2,5 sy

Restart PHP-FPM (540 16 sue

F S S oo ooliud php-fpm sl 5 Php (g el (L5 51 955 o5 L, (sl pfsense i 18
ool gin 3 Q..gl BUE M =) J Ao ¢)o)5 Glalely gl g 09 = ©S glls php-fpm geepyee 3,50

s ol

Lo aS il a8 )5 L o ) (g0 Lot gl PFSENSE aali 53yl ool 5l oo yiwd g g Lasly a0 o o lg 51 L3
16 L ot Joad ol o aws plil 1) oaias Glog o> b g b 5 ool slo) 57 51 ey T 30k 5 oilys o
Mg oo Ll JsuoS Lol 590 2
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oy by 4 Jlasl o9

é;)lsswl ol M;)Ja.:)d J‘j]"b Q‘»’o‘ Lgl).)ASwl 9 u|)uaaz.’ pfsense LJ‘?J"LQ 6Lb S o )|‘5§4
4ol ;0 g ools alil 1) 555 1l 5,50 sl aan o 5l eoliiwl b asly oo Lot Jl> crue )0 5 00,5 ool |5l
O35S o pde g S e bl el jlam oy ol o s G Bos3 sl o PTSENse o el LB 0,18

AAS@O\)L&JLQ.AM&‘)’ |) ..\MJ)AS J‘s))l_‘) U"‘
g S5l il ol @ Jlail sl 5 98 oolil g 555550 52 5wl (oo L gl ol & Ll 61,
9o i ol a5 192.168.1.110p wjol gLlan aos & ,b 5l Lais adgl lewdas jo iso ol aS oS

Al anble jgas aSh ol jo aS ay )l Lo SISl ol s @ Ll Gl s o Conl s BB

Jol al> e 0 Lads 5 0iS 0 o] pfsense 5o, L1, Admin )5 Lo 1, pfsense Jls b cuai oboj 5o

009y JosS (5o b I8 isn j0 a4 el Gl T3 LB ey ol S eolaial b ol 5l g ol o)l

elosys ola 15T Glo S5k

ool @ AN ass 5w S 81 5l g, g Jog s il @ 0l o0 I i) 90 @ Lo
ik aisls g 45590 b bads piwnw 45°192.168.1.0 ol ip

Ot D30 48 Gl 4T WAN aSs S)5HD apol Gasb Slog 4 (o yiass pae 00,5 Jlb el o 099 b,

g oo Ldl aalol o ogy nl bowas plosl | IS cpl b5 Lyl i (o Lo 5 098 coi Slpidn oges g (2,9

: pfsense 4 Wan a5 b 51 Jlas! o,
Al BN g wd JguiS (Goie a0 b g 0y lo 055 Jlg nld 4y (6158 Cmmns s s @ 5L Lo SISl (gl

o odalie py S o ) 25w opl el pfsenseShell oo 5,05 b oss Gl 1) 12 435 Wb 4o ol )
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Enter an option: 12
[Starting the pfSense developer shell....

elcome to the pfSense developer shell

ype "help

to shoWw coMMmon usage scenarios.

vailable playback commands:
changepassuword disablecarp disablecarpmaint disabledhcpd disablerefererchec
enableallowalluwan enablecarp enablecarpmaint enablesshd externalconfiglocator
atewaystatus generateguicert gitsync installpkg listpkg pfanchordrill pftabledr
ill removepkgconfig removeshaper resetwebgui restartdhcpd restartipsec svc unins
allpky

pfSense shell:
DS )l 1y s leyd Gis 5o
pfSense shell: playback enableallowallwan

WS e odnlin |y ) ISS Ojg0 4 (29,5 Gle s ol 2l am

urning off block private networks (if on)...
urning off block bogon networks (if om)...
eloading the filter configuration...

pfSense shell:

510 A b Sl (g e el o ol 390 53 0lap oal s 3 A sm adblie oS (g, shilas
b augs Jate Pfsense & OWAN aSis &)lS ool 3,k 5l Leds Jb ¢ ol 0,8 Jlad i 1) 098 oo oo

o] s 4y Al 8y Lol amas a5 0ed b el gl ) Dyge 4 gl axas
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&« C | @ Not secure | [EZRSREZRPRYNEAN oy ®

[Jisense S

SIGN IN

S)lg 1y ol pfsense o5 (53 ey joueie, Gidu ;0 9 AAMIN (68 oL asu 50 Wb b o)y
A 99,9 5l A WaS axzlie JouwdS (gaie 4 58 Lien Sl a4 fols s ol Wl eols i | ey ST alS

;A:;S@M@uml);lﬁnj&.:)oJ%}.:@gl,ﬁ Sl a,,lewizard S aS ) 'aLwl;Lo.wW

ﬁsense S| n s Services Status ~ Diagnostics ~ Gold ~ Help ~

COMMUNITY EDITION

Wizard / pfSense Setup / (7]

This wizard will provide guidance through the initial configuration of pfSense

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

ol 4 o2 gamr sleisu jo 4T e alil 1) adgl Slalass (5 SO sl o Wizard oyl 5l eoliiwl b Lo

pfsense (sl sg, 9sls (o o i (nl 5l oo @) sl aaps plonl | Sledlass ol ailss (o i 5o
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=T ,]a;‘) d..Jj‘ 6)“)"‘ o|) L leard K=

COMMUNITY EDITION

Wizard / pfSense Setup / Bling your pfSense with pfSense Gold (2]

I
Bling your pfSense with pfSense Gold

Feel the power of a pfSense Gold subscription. Receive special benefits while supperting ongoing development of the Open Source pfSense project

Benefits include access to our AutoConfigBackup secure cloud based backup service for up to 10 hosts, pre-publication access to the updated
pfSense: The Definitive Guide book in PDF, fully updated for the pfSense 2.1 release, and a monthly online MeetUp! Video conference to discuss and
demonstrate advanced features and architectures using pfSense

Go to pfSense Gold Subscriptions to sign up now.

slp 1y el pfsense jloslavul o STxil 55 piwaw a5 |, pfsense Gold ;i eolaiul slyiaols gl pad ;o
Ll 1, DNS (sla g, g hOstname cledass ol oo e 25w ol 50,5 NEXE 5o aiS o (byme Lol

ol 0l 00l ioled iy S j0 i opl aS aueo

COMMUNITY EDITION

Wizard / pfSense Setup/ General Information 2]

General Information

On this screen the general pfSense parameters will be set

Hostname [ pfSense

EXAMPLE: myserver

Domain localdomain

EXAMPLE: mydomain.com

The defaut behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queriss, visit Services > DNS Resolver and enable DNS Query Forwarding after complating the wizard

Primary DNS Server
Secondary DNS Server

Override DNS vl

Allow DNS servers to be overridden by DHCP/PPP on WAN

435 05l w2l 500 599 Lais Wan ass jo a8 DHCP 5, 5 Liis DNS (slo g s a5 0y jlo wad S
ailaie wiSie soalive pj JSK& ;0 a5 Time Server leas gom idu ,o .08 bkl |, Override DNS

oy (idu 10 a5 0SS Jlesl (6 5t5 e Time server hostname isy jo 5 oS obsl 1) 045 L3l o
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el Cuzo il 0 S9zge ploy Sbyg e 5 Gloj e 3T o] 950 0 a5 ©j5e 4 NTP (g5l

0SS oo odmline 3 S jo Led 1) sy oplo S

Firewall ~

COMMUNITY EDITION

Wizard / pfSense Setup/ Time Server Information (2]

e —
Time Server Information

Please enter the time, date and time zone.

IEIETTISEEE | o.pfsense poolntp.org

Enter the hostname (FQDN) of the time server

Timezone | Etc/UTC v

Configure WAN oS oS 1) &l 03,5 Juate pfsense 4 a5 |, wan aSos o )5 Ld g ido jo
Jdo plas e 5 aales 13 w0550 JolS &0 4 4t &)1S ledats Cend jo i5w ol INterface
LIP ool olas ailsg a DHCP g, 5 oS o ooliial Lgy Ip sl ol jlwan  sle asos 25T a8
Lo | o (sl ol JUad DHCP aiy ;5 1P it 13 (58 i g0 4 S Cpmad 43 a8 s o3l o)l

RVELRUPPIPRV WSS L GWIR

Wizard/ pfSense Setup/ SonilsMENIANNEETL: 2]
"

On this screen the Wide Area Network information will be configured.

SelectedType DHCP v
General configuration
MAC Address

This field can be used to modify ('spoof’) the MAC address of the WAN interface (may be required with some cable connections). Enter a MAC address

in the following format: xexxaxxxxxax or leave blank

Set the MTU of the WAN interface. If this field is left blank, an MTU of 1492 bytes for PPPcE and 1500 bytes for all other connection types will be
assumed

If 2 value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect. If
this field is left blank, an MSS of 1492 bytes for PPPoE and 1500 bytes for all other connection types will be assumed. This should match the above
MTU value in most all cases.

Static IP Configuration
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admin IS jseie, aiilsi oo Gore opl B2,k 5l L a5 <ol Admin WebGUI Password sox cud

Gk 31 00,5 Copie lp a8 ail adls axgl g WS O)ly pa e Cudan Hlgs Wb Ty ey cpl sums s |,

WS oo odmline 3 IS jo 1) isn cpl S ool olslssh g Gy bl cpen

msense m nter Firewall + ] VPN ~ Status ~ Dia Gold ~ Help ~

COMMUNITY EDITION

Wizard / pfSense Setup/ Set Admin WebGUI Password (7]

Set Admin WebGUI Password

On this sereen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled

Admin Password

Admin Password AGAIN

a5 3,18 3925 pacns 302me (31l ol 4 5L ail 08,8 Jlee!l Sl L Wizard ol slo isw 0 51 >

o oapline |, (isu cpl ;) JS 50 a5 aums bl 1, Reload configuration ise cpl 5l aslys oo e

msense System ¥ Interfaces ~ Firewall ~ Services - VPN ~ Status - Diagnostics ~ Gold ~ Help ~

COMMUNITY EDITION

Wizard / pfSense Setup / Reload configuration ]

Reload configuration

Click ‘Reload" to reload pfSense with new changes

» Reload

Sbb(Wizard completed) ise cib> 10 45 wgd oo Gam axio 3,y L Reload ;o 5 Ol 5l ow

C||Ck here to SIr <9 6*‘-‘-‘)&*’ MMOM J)‘j 6‘195@‘500%@)4)&}{“)& ‘)Md‘ ]

Qg 3)ly g (i, ol amin 4y b usS SIS continue on to pfSense webConfigurator

www.takbook.com




risense

www.Mabedini.ir

¢/ISENSE@  System~+  Interfaces~  Firewall+  Services~  VPN~+  Staus+  Dia S Help ~

COMMUNITY EDITION

Wizard / pfSense Setup / Wizard completed. 2]

Wizard completed.

Congratulations! pfSense is now configured
Please consider contributing back to the project!

Click here to purchase services offered by the pfSense team and find other ways to contribute

Click here to continue on to pfSense webConfigurator.

Dashboard iz L oLl

0 e odalie 151 5 S j0 a5 wad oo LT Dashboard sl 4y cise b leds piiacs 4 ol o)y 5l o
5o 25 5 S O 3l agd oo b Led (gl g (g0 0)ly s 42 45 (Jiloj o & Lo (08 iy s5ie &

Cawl o yiws jo Status isw j0 04> 40
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COMMUNITY EDITION

Status / Dashboard

System Information

Name

System

BIOS

Version

Platform

CPU Type

Uptime

Current date/time

DNS server(s)

et nanfin chanmn

State table size

MBUF Usage

Load average

CPU usage

Memory usage

SWAP usage

Disk usage (/)

Disk usage ( /var/run)

+ @
~00 Netgate Services And Support (-Xx}
pfSense.localdomain
Retrie on T
pfSense
Netgate Device ID: 66973cbe59¢6f3fea0bs
~
(5

Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: 05/19/2017

Interfaces FO00

£ WAN 4+ autoselect 192.168.174.129
2.3.5-RELEASE-p1 (i386)

built on Wed Dec 13 07:43:29 CST 2017

FreeBSD 10.3-RELEASE-p26

]
(57

Version mfurm;tionrupd:a(ed at 26\ 8-04-0510:45
pfsense

Intel(R) Celeron(R) CPU N3060 @ 1.60GHz

00 Hour 37 Minutes 46 Seconds

Thu Apr 511:21:15 IRDT 2018

= 127.001
« 1921681742

Thes e B 11040 1ANT AnT0
0% (5/47000) Show states

a

3% (270/10036)
0.30,0.33,0.29
[ |

1%

17% of 479 MiB
0% of 1023 MiB

[ |
4% of 18GiB - ufs

a
3% of 3.4MiB - ufs in RAM

pfSense Rubicon Communications, LLC (Netgate) view license

(Sod g S i [y ol 00l ool Sl 993 LS nlis 4 0l (oo Lk g Sl S BB 25 ()
S0 ailed ge Jiasg iuled (sl a4 0o sloml (gl Aol y Loty Jlio (gl y oo S8 1) conl apbe Loty (gl oS
oadlive e pw 0 15T g daly a0 o o)y yley ,0 B oS o )lg 1) iimdg isles Lise Dashboard axio
il Lt gl |y ol lellbl a5 el system INfOrmations iy cuewd ol 5o o555 Gide 0uiS

WS o ool 5 S jo 1, Gisw l aede
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System Information FO0
Name pfSensze.lecaldomain

System pfSense
Metgate Device |D: 6697 3cbe39cbfifealbl

BIOS Wendor: Phoenix Technologies LTD
Wersion: 6.00
Release Date: 05/19/2017

Version 2.3.5-RELEASE-p1 (1286)

built on Wed Dec 1 43:29 C5T 217
FreeBED 10.3-RELEASE-p2S

[#]

Wars :;n nformation updated at 2018-04-05 1

Platform pfSense

CPU Type Inted{R) CeleraniR) CPU N3060 @ 1.60GHz
Uptime 00 Houwr 42 Minutes 50 Seconds

Current date/time Thu Apr511:26:19 IRDT 2013

DMNS server(s) = 127001

= 1921681742
Last config change Thu Apr 5 11:08:50 IRDT 2013

State table size
0% (3/47000) Show states

MBUF Usage [ |
3% (270/10036)
Load average 041,041,033
CPU usage [ W ]
793

Memaory usage [ |
16% of 479 MiB

SWAP usage
0% of 1023 MiB

Diigk usage (/)
4% of 18GiB - ufs

Disk usage ( /var/run ) a
3% of 3.4MiIB - ufs in RAM

sl oo Wizard i solicul floj jo 1, Gide cpl was o gl |y i Jlgu6 hostname Jgl coand (o
ol jo ol gl a5 ID am idn 5o (05 gy it Gl e Gl o )R Sleeds)) W S
o g3l oly ley e (CPU £45 v 500 slo ide aaiw isles Led sl 1, oyl 5L T 4 netgate
Last config ol 4 oge idw SO Gl ol 50 a5 adase Giolei |y g 045y « sLdl x> dilaie et
a5 WS oSS Ladh 4r g om0 oo imled Led gl 1y (g0, S 30 i loj (3 4S5 ls 5424 Change

WS (6K |y Ol s

55

www.takbook.com




risense

www.Mabedini.ir

OMLM.o‘)WRAMjCPU@omo)ls)bw‘ytsad.]azj)ojbyu)ydgl.o.mwu.l‘&w):))é
3088 Gl el 4 s cpl a5 daae Gluled Lol glp e 1) o)le 5l ool B rae slad ol g oS

WS (5o et 395 (g0 Jlos e

£9,00 3929 55 D90 4 (S Gore o UL o

System Information Q0

151 L g oS Bi> dashboard I US 1) sas sols isled (i alg oo b oys80T ol 51 eoliiwl b Las
Oinles slo (g0 e auilgs o oS darck b oy Lt oS Jlesl 1 4o Slis b 5 05,5 Minimize
gou g odls MiNiMize aslis sl 5 ise ) IS 50 Jlo lp sudo i ) 2w pl 40 oad ools

ol 0 ools 1,8 aSls idu ;o System information

COMMUNITY EDITION

Status / Dashboard + e

Netgate Services And Support o0

Retrieving suppert infermation £

~
(5

Interfaces 00
System Information FO00

Name pfSense.localdomain

System pfSense
Netgate Device ID: 66973cbe59c63fealbs

BIOS Vender: Phoenix Technologies LTD
Version: 6.00
Release Date: 05/19/2017

Version 2.3.5-RELEASE-p1 (i386)
built on Wed Dec 13 07:43:29 CST 2017
FreeBSD 10.3-RELEASE-p26

he system is on the latest version

Version information updated at 2018-04-05 10:45 =

Platform nfSense

56

www.takbook.com




rlisense

www.Mabedini.ir

o ez S Ul )0 39290 SladsSl Sl alys (oo Lo Dl (53,5 Cd g oz sla i o 5 BLal sl
S oolaiwl s iy S0 &g 4 A ion

Status / Dashboard + 0

DS o odaline py S Dy 4 soie el F (9 50,5 SIS o

Available Widgets (-]

= Captive Portal Status =+ CARP Status = Dynamic DNS Status = Firewall Logs

+ Gateways = GEOM Mirror Status = Installed Packages = Interface Statistics
=+ Psec = Load Balancer Status = NTP Status = OpenvPN

+ Picture +Rss +SMART Status + Services Status

* Thermal Sensors = Traffic Graphs =+ Wake-onLan

3 ailes oo 5l Djge 40 g aS caslin |y 0y0ndl Caand o ioled BB slpuiicn ailes so isw ()l 5l e
Lol 0,500l s9te 4 CARP cund isu cpl jo Jlie gl xS oolasal Lyl 00,5 adlol ol Ll + culle

) [ Sygeo A Sl 00

CARP Status (— X x]

E:! !; Interface IP Address Status

No CARP Interfaces Defined. Click here to configure CARP

L oS Save 1) og5 ,ha 5550 b s g aws 18 0l 5L aS Sl v 50 151 alys o ) @ Leds a5
amio UL sla eSS T 51 ool
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FreeBSD ;s o5t pjlg> Joasd
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laie

Lol FreeBSD Jole i (g paisre 5 oloys bas L as oyl 5L Less pfsense Jlg nB L I8« g9,5 51 13

s gyl ez den 0l

o2 Ol 4ae G Jloo 4y las dan Cids (0 a5 0)ls g, o2l Ta WalS iou 90 0o )l0 gy (e 0 aS Lad
oS ol i 5 ogline WS slio o 50 g oae iuled 5, PFSENse coxdg lad 4 a5 ol 5 b Lo b
OO SS slss e Gliwgs sl aws (gl (sl oS Sl L5 950 sl e B (A S S (5)lade S
O Onl e o5 (o0 Slediay 9 392 SRlgS 5 Cs ()luie o ()0 Cellad i nl o 5 9IS (oo eslitl
Sz cllae i3 cal Wi ST le b g 5L (e sl Jole i b a7 L jlatns (ol sl 9 e s,
90 Al idu b lad oo Juad ol 5l gam idu 0 adue >l pfsense o aS ege oyleyd iz 5l g o)l
ooliil Copndg Gtaled sl ol 3145 g Ly 59 9,5 g5 50 b oo L (25 4 wugd o0 LT FreeBSD

Sgd oo LT 09 o
Sz Ol g L

SO sl s ol o el aad e bl eanid iy s leyd e 550 0 Lol g DUlie I (6 Ly jo Wyl

S oanlie gy 5 S gl il asle (o3l ool (y ya5
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File Edit Tabs Help

oo Ldl oS o 5l g, Gleyd L a8 ol b (slp Lot &5 ez ol 51 5 L (splie SO i 0 IS5 0
O S Smo 3053 Jale s b O] o5k Sl o (o0 Led o el (e iz o plojd s g
054 95 Lo Cuslgs )0 Cloz Cuitide 50 a5 ooy Glaled el 4y 9, (29,5 I el s oo (gl 5 (p gt
Sl b calo 55 L5 oS CwgSe Co il g aSl glis 4 sg (oo Lk loyd s (I b cdigo S
By s bl i 5 ol 5 79y 2 drome Sl 0,55 1 50 wli ity LT ele pics 5 a5l (05 o
95 w9 Sloao lYNX aal 5l oolaiwl b osgh oo (o 0, dudles ) o3l 00 150 0k 5, (idu opl b IS L

w0k sl a8, 4 (o gl ise cpl IS 595 v (Sge JB 4 BB L (S5 L wSe g

(S

Gy Dl 50,5 15 1y o2 0L a5 el Sh a5 ,lo 3929 5L ke slo Jale pimmw dad )0 a5 adgl Lo b Las
b 4 g, 295> SUIal a5 bash ol 4 oo sl sh o 5l Slejs bt o> > 0wt > aen 3 Jy
S (o0 oSS SULGl lgie 4 waz Gl cpl 4 asibios S IS sh L STadlaS oo e

995 3)ly 5y letle B wlS axio sl esliiul b asiy (oo gl Bosb 5l oS o)ls Gllel i3 a5 Sl b e

9 9l Jole piucn sletidn dom 4 JolS s Lo o £9,5 # L i5u (ol 51008 canlive ) (29,5
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Wi 0 9y 1 loyd (s S kb g Jgame Lo )5 4k 9,5 5 L o8 ST Cun TOOL )l Lok i 50

>l g, ol cpdgl FOOT 5,57 51 Cay o5 G5l o e oS |l |
& ey O Oy 2P Sy ) Sdllp)

Root , I

o 50 (G5 2 Aigi 0 4 0l 3925 0,15 dan )l S, FreeBSD (izran 5 5k (xe slo ole g 5o
Miadgn slo 355 o Gl 5 et 4) &5 a8, 3, 00 Jlae] sleizusns dan pn 5 o0 plad L Lle
(%5 e (o uwd (g (Jyere Sl 50 45 g, (Lo sl asliy (g U S TOOT Zlllasl 4 5 w90l
oy a5 50 45 08 Ly pa Bl jge ey i (oo Lo Jad g 00 ol cead (loj 0 )5 Gl (OIS el g 00
S plaS zd a5 ols 0gzg IS 40,5 dsazme (gl alie sla ol FreeBSD o auS C8s jge e 0,8

D5 god Jlasl )5 (0l (59,0 Lndgaze ol

pfsense l,s bs o ooy iales slosle,

S oslaial il Jele pacew pb 0,57 <8l o sl b et a57 Sleyd gl loyd s a4y ol o)l 5l o
6o g b ot 12 S Byme 5, Lhogd pb 45 Ap s CanlyS s ele piaas 1 45 el UNAME Lo 3

[5° 3 2-BETEY2E]1[Loogehi26nz6" Jocy [qong Iu]stoog: []
sLybizevze—s3p\fwbvoplpnIjysrhizenze-53o\ Wb \LLE6R2D-2LC\2h2 \ Db 26NEE  T3gp

2333 (BETEME 5 3): WOU [IsCc JT @8:12:58 C2L S8TA LOOf@CER3-T138R—-PHTJO6L ISPIT T
LL66R2D0 hi2enze’ [oCY[qOWI TN T@" 3-BETEU2E-DSE RLG6B2D TA° 3-BETEUZE-PSE #7 BESLE4Y
[5'3 2-BETEH2E]1[Lo0gah] 26026 JOCY [QOWY TN ]\LOOf : MUOWE -9

[5'3 2-BETEY2E]1[Lo0¢ch]26N26" JOCYU [qOWY TN ]\LOOf: MUUKE
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uname ;i Laas Jsl ;yleyd 0 o3 S o 55, Bash Ll 5l Jg ool oglaze pfsense o oyl s s
oy olazwl all e 48 gugw )‘ £ ULA)B Br Cewl 00l oolo uml.o.: Lol 6‘)‘? ! ool ST 9> g oD oalazul

Aadis Giuled Ll 4 |y alelbl aos oS col

POV ngo@»oS&p&Q)y@gop@oaL&;ﬂlwl faio Loy o gASGiLmli:.«.,oi/o
O D90 4 02 Gleyd (pl (2, Job il anile Jlai ol sols olSiws Lok aSul Ko v o ialed |

J.JGQGMLM ‘) ULQ)B U)‘ u>.‘>5).’>)4)JS.w)J ] L)9""‘°80 uo)ﬁ

[2.3.5-RELEASE]l[root@pfSense. localdomainl-root: iostat
tty md@ adaf cpu
tin tout EKBs/t tps HMBrs KB/t tps MBrs RB-t tps us ni sy in id
a 2 B8.88 8 B8.88 26.33 2 B8.85 .88 8 2 8
[2.3.5-RELEASEllroot@pfSense. localdomainl/root: iostat
tty EEL
tout KBt tps  t MB~s KEBst tps us ni
. a a

a 2 B.88 . . 2 B8.85

a 234 8.88 . . .88 . . 2
a 78 0.88 . . .88 . . 4
a 78 0.88 . . .88 8
a 79 06.88 . . .88 8
3

[2.3.5-RELEASE]l[root@pfSense. localdoMainl/root: [

s 43 45 o o850 Wiz 45 0piSe sdmlie |y oy sl gy 5l a5y Lad Lo sl ey g ys o
SOl i T b isles ol olass aile a0l 6l s (o Gioles e sl 1) 10 Cundg 1) sl atte Lo

Caslgz 10 5 sae leolatwl b (gams lo,d ;0 a5 asS oolatul 0g5 a5 5,00 Slasi s 5 C g 1 asS =55

Ll oals ools u.a.mf).’ uLo)sbA.:o)bjé L5>5)'>5 U"l r:l.c_:|)‘..\:.ap.a>ul.o)_9.la.>5o.>)5‘) ;5"5)"’5 UM.:Lo.a

..\....SOQLL..MJ‘ B:3) UJﬁ.AAQJd G?M)‘ Le‘iuuddu.]oﬁ.:)n |O .Ia.n.@uw.:Lo.J Lg‘]”

[2.3.5-RELEASE][root@pfSense. localdomainl/root: iostat -d
mdB ada@ cdd passH
KBst tps MBss KRBt tps HMBrs KBst tps MBrs KB-st tps MBss

A.B8 B B.88 26.49 2 B.A4 B.B8 @ B.B8 B.BA B 0.68
[2.3.5-RELEASEl[root@pfSense. localdomainl root: [j

S 4z Guled 6l cenl oads Ba> UL b3 isles o TLY 5 CPU sy 90 0iS (o0 cvaline a5 (5 shilen
oy Lol picews sl Sugs dlawd a7 a0 50 S oolaiul X g 008 Cl> jo le Sss Cunsy
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S0 Sed ;o a8 Cewl (29 3 S (l Sloo,S ool 455 (i 955 18 e (2,5 )0 dem g Wil
WS (o oapline oy UKL o 1) (o3l Galed 0,5 (o0 )8 (8] e

[2.3.5-RELEASE][root@pfSense. localdomainl root: iostat -x
extended device statistics
kr-= kuwsz glen suc_t  %b
.8 B.8 B.3

.9 35.7 15.

.8 B.8
. .8 8.8 .
. .8 8.8 .

oy al i i 5 olejd 5 iz Jald 395 o Lo s Cundy Gales sl olajd 5l s (S
S59955L 51 leyd opl ugs o Ll pfsense jo leyd ol 5l cidu b Leds (i ol jo a5 el Systat
@ s 102D 29,5 ol SUL i3 0 S e ol Lioled ambo (08,5 o aib sl NCurses
A5 0590 Bl Slellbl ol o Lo loyd cpl sl Lide 50 g 99d (oo 00ls iules Leis sl bar & g0
S (oo odline 5 S5 3 1) led cnl jlesle (g5 S anS Sl les sl L gioes

<A 1 2 <3 ! ~5 ~B -7 -8 <9 <18

Load Average

+8% 18 28 ~+38 ~r48 /58 s6H 78 88 98 188
id le 3 M X M M
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S oolaiwl : ceelle 5l as cuncdlS wao iules Lads (sl Wil o lo 3l a8 Slellol idn 4y ol o )ls (sl

b oleyd opl sl cwnd o Enter o5 oolizwl L help 1= jame 4 g ausS 5,lg 1, help acls o o

g 0 00l ioles Lads (6ly 3 D90 4

Jligs swWap iostat wmstat wnetstat icHmp ip icmpB ip6 sctp tcp ifstat

wa&mw‘)b?W}‘)L:JQ)&QW5A.:J‘gssas‘.)wc.i‘)“S{;@OQ;Q)‘BL.!L@LMQ%‘)Q
ass enter g asg |, ip aedS g oS o)l 1,10 Lo 2du cpl 5l &5 CandS TP Candy ioles slp Jbe sy

Average

IP Input

total packets received
Wwith bad checksuns
too short for header
too short for data
Wwith invalid hlen
With invalid length
With invalid version
JjuMbograms

total fragments received

- fragments dropped

- fragments timed out

- packets reassembled ok

packets forwarded

- unreachable dests

- redirects generated

option errors

unwanted HMulticasts

delivered to upper layer

1
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
1

showing ip, refresh every 5 seconds.

S i Lo Sl 2y Ojge 4 (2es U

/8 /6 7 48 9

[P Output

total packets sent

- generated locally

- output drops

output fragments generated
- fragmentation failed
destinations unreachable
packets output via raw IP

UDP Statistics
total input packets
- too short for header
invalid checksum
no checksum
invalid length
no socket for dest port
no socket for broadcast
- socket buffer full
total output packets

)LSJML’SJﬁﬁu@céﬁw‘)w)lc&uc}bjowé}b|p6L¢:stLo.wk5.’>5).‘>d\)o

S (o S bgy Sjg0
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Lot & s cpl o il (oo a5 slo (Lo e 51 (S0 090 (oo lodlo )3 (6 jlars Lo s &5 Gl o

RVELSUPIPRV RWSSTE I GWICS SR DY JE B TSI | (o] o RS PYTINVEL gvr S0 JRNVL SRR IR

6288;

B.8% user,
: 25M Active,

load averages:
1 runni

2]

58M Inact,

1824M Total,

USERMAME THR PRI MNICE

root
root
root
root
root
root
root
root
root
root
root
unbound
_dhcp
root
root
root
root
root

OO gy Coxmdg adgl las 0 waas

e e e e e e e U] e e

@a.85,
ng, 33 sleeping
.B% nice, B.4% systemn,
48M Wired, 42M
1824M Free

a.

B9,

a.8%
Buf,

SIZE
61636K
61636K
61584K
23952K
18632R
13868R
18828R
18236R
18148R
57488K
18468R
23512K
18184R
12836R
18184R
18188R
11268R
184688

RES
32B64K
31556K
31164K

6186K
1856R
13892R
3A56K
1896R
1896R
22224K
2116R
9864K
2884K
3684K
188BR
188BR
2412K
2188K

STATE
accep
accep
accep
kgrea
accep
selec
pause
bpf
selec
kgqrea
wait
kgrea
selec
kgrea
selec
nansl
RUN
wait

52
52
28
28
28
28
28
28
28
28
52
52
28
48
52
28
28
52

IO EEEEEE®

B.18

up
interrupt,
348M Free

TIME
:26
:24
124
‘85
B2
:81
:81
HhE
:81
HhE
:88
H 1]
H:l0)
H 1]
H 1]
H:l%)
H 1]
188

t
t
t
d
t
t

t
d

d
t
d
t

P

OO INEENEEEE®

[2]

RO EEEEEE®

+B81:59:51 14:87:81

98.8% idle

COMMAND
php-fpn
php-fpn
php-fpm
nginx
dpinger
ntpd
tcsh
filterlog
syslogd
php-fpm
sh
unbound
dhclient
check_reload_s
dhclient
cron
top

2 sh

omled g 485 Lk lp gl izl (il Slellbl e 2

G b3 )0 S saalin 1T UPtIME lojd 295 5 aly oo Lot a5 0as (o ioles Lads (glps ) eitacpns

< oualine gy S ;.)‘P ;».Jl.wﬁ Jl} )9 03 Ls‘)‘u\J‘ o‘) Lo W 69))AASGIL® u,u)b).t slass Sy90 40

Lo Gl Lide ()9S oo sdalice 55 slo 25w 5l |, Swap as )b g o, CPU Gpas e s

1T G355 Gide onl 5l ol oo ol ol 9gueS )l Lo piccs )51 g 0iS (0 odalie |, (garie Silell!

odnlin 1) plas” o colaiwl glad liwe b g bgy Ojgo 4 ld 3l ad el ol Sl Cond (S ounline

AS eolawl ..\,.lf)l QLQ):Q wl )" 03 C)B 6‘):’ ‘.\.‘.‘56.4

0392 faie Lo s a2 (Gloj Do a2 55 5 (S5 4z &5 Gloy Dae oaalive (sl anie sla (Lo d 5 (S

| ») u)yaduuLo)S k.)"‘ fj?dswl |aSt QLA)S "\J)"‘?LS")‘P oolaiwl Oy KY
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[2.3.5-RELEASEl[root@pfSense. localdoMainl/root:
ttyvd Thu
ttyvd Hed
ttyvd Led
ttyvd Hed
ttyvd Hed
ttyvd Led
ttyvB Hed
ttyvd Hed
ttyvd Led
ttyvB Hed
ttyvd Hed
ttyvd Led
ttyvB Hed
ttyvd Tue
ttyvd Tue
ttyvB Tue
ttyvd Sun
ttyvd Sun
ttyuB Sun
ttyvd Sun
ttyvd Mon

still logged in
11:16 (22:37)
12:37 (88:88)
12:37 (88:87)
12:29 (88:13)
12:15 (88:86)
12:89 (#B:19)
11:58 (88:87)
11:48 (88:31)
11:89 (PB:86)
11:82 (@@:88)
11:82 (88:84)
18:57 (8@:22)
18:35 (17:86)
17:28 (88:25)
17:83 (8B:85)
16:55 (1+17:82)
23:58 (88:88)
23:41 (81:83)
22:36 (@8:87)
22:38 (19:35)

s I L T R N - -

1tx. log begins Sun Apr 1 22:38:38 +B438 2018
[2.3.5-RELEASEl[root@pfSense. localdoMainl/root:

o35 oz Ll bzl Oled (Bl 5 Ol oo 3y Lo s @y 3l Sl 0 a5 G105 (sndy (bl sl
1S L_s.qag.\:al,;’;.om.m\)ﬂ ST P Dyge 4 aS asS colaul Wk, 5l el
[2.3.5-RELEASE][root@pfSense. localdomainl/root: w

2:39PM uwp 2:32, 1 user, load averages: 8.27, 8.15, 8.12
SER TTY FROM LOGIN@ IDLE WHAT

root vl - ThullAH - H
[2.3.5-RELEASE][root@pfSense. localdoMainl root: ||

5053 e 53 St Sl Gu AT L g Lads ypm (Soy0 00d el slaliE S Condg aled s
Siales Led sl 1y sl o]y o 4o i a5 o pliny i )0 oloyd ol 98 soli] dmesg b3
5l oslial b JolS” (5000 o 51 oms b pliy sl s il oo s 53] ol 31 s Lo g 00l iglod T sae
SUsb of (o> andl el apiSee svaline o5 S5 50 et ) Gloj cnl (29,5 el a3l g yiss (lojd (]

0usS ool o ioles yo gaw 4 gl less L g more 5wl s g cusl ooy
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oot Mount waiting for: usbusl usbus@
igenB. 2: <{UMuware> at usbusB@
: {UMware> on usbus@
! {UMware> on usbus@
oot Mount waiting for: usbusl ushus@
thubB: 6 ports wWwith 6 removable, self powered
! {vendor BxBeBf> at ushusA
: {UMware Virtual USB Hub> on usbus@
oot mount waiting for: usbusH
thub2: 7 ports with 7 removable, self powered
rying to mount root from ufs:/devsufsidsSaclSaalidibBall [rul...
leB: link state changed to UP
lel: link state changed to UP
pflogB: prunlscunus Mode enabled
rpresolve: can’'t allocate 1linfo
rpresolve: can't allocate 1linfo
rpresolve: can’t allocate llinfo
rpresolve: can’'t allocate 1linfo
rpresolve: can't allocate 1linfo
rpresolve: can’'t allocate llinfo
rpresolve: can’'t allocate 1linfo
rpresolve: can't allocate 1linfo
rpresolve: can’'t allocate llinfo
rpresolve: can’'t allocate 1linfo
[2.3.5-RELEASE][root@pfSense. localdoMainl/root:

-.-l-

el L I oS L L B L T L N Y T

—+

&)1,k aea o Wb traffic shaping Jie oy ls 1, pfsense jo 151 05 Jlad auad Lo a5 bl o

25 JS 0 1y leyd pl (g5 45 0ed oo eolinul kldstat L3 5l pfsense o aiis ol &l 04
1S oo oulice

[2.3.5-RELEASE]l[root@pfSense. localdoMainl/root: kldstat
Id Refs Address Size Name
1 J BxcB480808 1eb6led kernel

2 1 BxcHfaBABA Z28BAA ipfu. ko
[2.3.5-RELEASE1[rootapfSense. localdomainl/root: [

X W) 6‘;)l)m.mw)¢45|pfw Js)&su@cﬂw\)w&@| WgWOMMJd)#L@
AMS‘SQOMLMA)‘) o
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Reboot
CandlS o yd Loz 5l ISl ploxl (gl y ausS saore (glail ol 1) 055 piacen a5 0y 510 5L Les 8 )lge 51 Sy yo
o‘) Lo W O)L.\jo Lo W Sy JL\B &Ler»JJf udw.: L Vo) )l e i J..»..».S |)>‘ |) rebOOt uLo)S as

Dgd ddzxe (g3l
Halt

Ol 5l aslys (oo Lot (61381 e it 5l sl o)y (ol plonil (g 995 s s 53557 Gogals (s
S solarl power Off  ixe 4 P zugw 5l pieas (505 JolS ol alil (gl a5 0 solazul halt

2l ais sl Hleyd b e (gaw idu j0 Wl oad LT elell <dl o slal sl ylo,d b lois isw ol o

Qs oo L] FreeBSD
:FreeBSD ;o asllls plin

oo FIEEBSD o a5 8,50 45 Wi ol 4o Lz a5 aisly 555y comes Lo (gl ayls a5 olimgs olles
Sly A St Sy p,S 38 Guilll 90 4 liwgs (sl 5, PFSENSE 090 457 e Jsbo 0 035 s
S b3 5 aias 0dx Jlgpl ol cuww s pfsense Iy ul og ol s a5 00,5 saslive axadlle jliwgs
Ll BB sleilep (iils 40 (55l oS 0,00 9929 a5 08 Jlg p6 ol o La)lS” (ol plnil sl o2 055 09 L
2 09790 S pla onl 9)lge aem 50 S 50 5 el Sl 59 (o) )3 (g S (o0 05 9, s (0l 50
o 455 e 5 st 4y Lo g0 oo UL Lol plonil 4 5, Lo Jas oo a5 ol FrE@BSD ole s
2 Gowde Slellbl digi oo Lo it 5L SS9 ales Jlio sl cans plxnil ) Sl 5550 IS o a4 0
b Jead (o 4alol )0 5 00 0000 o2 090 ol PFSENSE Ly (8IS ise j0 a5 a0 ouy )8 L L
Loleyd b3 b sl 5wl g Lol 4 (qus s a5 @z 3 )15 IS0ae 0 a8 08 (53 (g e LT )
G 0 50,5 slo loyd 0550 50 (ST Guils (pbls azel jo S ) S ja0 0l 5l g Geae> gl
Sl Slanlats 13 (69,25 5 e sladle,d b Lo calol joodlly andls ol Loy a5 el ool 5l (S oS
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00,5 Al ey o dgd oo Lsl aiS e oolazul 1 5l pfsense a5 el Lole givs a5 FreeBSD o

S oo odmlice dnlol o aST syl (guy diws Elpw o e Lol g

Gl oS Slellbl cil s slo ey @
ifconfig e

DHCP 4DNS clodiss o

Sy Slonlas same (45,5 (g5l ol, @

Gl a8l olelbl céb jo b o yé
Hostname ;L ,3

&l es,5 0,1 pfsense adql gl ol loj 4o Leis |, Al cpl o)lo 5L pb G ay o s )13 a0l )0 a5 pacew y»

DS 9lg 5 Syge ar ]y leyd ul Gleyd las 06U ol iuled (gl ol pods BB g L) 5,k sl e

[2.3.5-RELEASE][root@pfSense. localdomainl/root: hostname
pfSense. localdoMain
[2.3.5-RELEASEI[root@pfSense. localdomainl/root: [J

1SS

pfsense on S Lol LB

[cf/conf asls 5 50 a5 wSe il s config.xml ob axml L6 G 51, oledass i pfsense Jlg 1

A% aales ools muses Ol 0,90 50 Lide ,o 40 a8 Cul gan, S dilite slo isu sl bl cplols 18

208 oanlive |51 ailgs 0 25 Oleyd jleslaul b aS o ls 352> pfsense cun S kel LB o iz ol
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[2.3.5-RELEASE][root@pfSense. localdomainl/cf/conf: cat config.xml | grep hostnam

<hostname>pfSense{shostname’
[2.3.5-RELEASEI[rootapfSense. localdomainl/cfrcont: |

ping o,

Ol 055 (o0 51,8 oolinl 0590 s S (p392 oS 30 (93,5 a1 A o sla (Lo gl 5l (S
Ll 5 oleys b 1o auilys oo e 1) lod cpl sl oo L] T L o2 CONSOlE (s5ie i 4o 45 ol Ping
3099 (oo Jlo) i 4 Ladd 5ouing 50 o Conl Gl oo 50 397 ge Gled b pleyd (nl (9B gl g 0
5 o0t Jloyl b a0 oolil CrHHC oS 5l Lass a5 Sloj B g G Sgamme b ay slowd (uSiigy 4o
ASIP oyl o 5 S oolil o 51 alsi o o loyd ol ilie ;5 eysd oo 00l ales Lot sl o] sy lS
P oyl coles 3 9 00,5 lam ok 1D oy0T @ ol ol DNS -l oolisial b 0™ eslictul ol 5l a5 590 5o

A-»-&S@OAQL&M ‘) ul.o)s U"‘ ‘_;’>3).‘> Fy e 09.»;‘50 plng L |

[2.3.5-RELEASEl[root@pfSense. localdomainl/cfsconf: ping yahoo.com
ING yahoo.com (98.137.246.7): 56 data bytes

64 bytes from 98.137.246.7: icmp_seq=B tt1=128 time=387.446 ms

b4 bytes from 98.137.246.7: icMp_seq=1 tt1=128 time=389.618 ms

64 bytes from 98.137.246.7: icHp_seq=2 tt1=128 time=287.745 ms

C

-- yahoo.coM ping statistics --—-
3 packets transmitted, 3 packets received, B.8% packet loss
round-trip min‘avg/max/stddev = 287.745-381.683-389.618-9.839 ms
[2.3.5-RELEASE l[root@pfSense. localdomainl/cf/conf: |

o2 Lol 5lo s DNS a8 el ixe (pl 5 S smline 1) (29,5 UL S0 & jgu0 4y g 0iS oolazal o 5l S

el 0al (605,80 Sy

arp oo
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)lL.o.M:ASu.M.Jarp Lngwérf‘SA)l)B oolaiwl S,90 JoLu)‘)l)B]’ Lg‘fsl?md&mu)égéuw)‘ LSi’

1038 o oamlive 3 01, @ g 5l eolaiul

[2.3.5-RELEASE]l[root@pfSense. localdoMainl/cfsconf: arp
1sage: arp [-n]l [-i interfacel hostname
arp [-n]l [-i interfacel -a
arp -d hostname [publ
arp -d [-i interfacel -a
arp -= hostname ether_addr [temp] [reject i blackholel [pub [onlyl]

arp -5 hostname ether_addr [temp] [reject
arp -f filenamre
[2.3.5-RELEASE][root@pfSense. localdomainl/cf/conf: arp -a
7 (192.168.174.2) at BB8:58:56:e5:ad:d4 on leB expires in 1191 seconds [ethernet]
? (192.168.174.129) at 80:8c:29:b1:74:4f on leB perManent [ethernet]
? (192.168.174.254) at BB:58:56:f1:49:d4 on leB expires in 217 seconds [ethermnet

blackholel [pub [onlyl]

Sosckstat Lo,

A8 oo ooliinl ey S 5l Al b bLSI (6185 (slp 0 ge Jlad 055 piacs 59y 0 Lok &S (5595 2
Jole i jo s w05l (oo 185 Som Se Gk Sl o 2 LS (o JEn L &S (BLS e
Loy i L5590 Lo i 10 a5 slb CS gaw sy 45 ol 04>4 SOCKStAL oL 4 Sle,s FreeBSD
0309 5% O (25 g J 5o bl 6l y5 50 a5 S badd aled sl A5 (nl jo e o0 Gl )

DS e odnlie 1y Gleyd opl (9,5 p) JKG 50 aS oS eolatwl 14 g lIp Leyol 4
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[2.3.5-RELEASEl[root@pfSense. localdomainl/root: sockstat -14
COMMAND PID FD PROTO LOCAL ADDRESS FOREIGN ADDRESS
unbound 41525 udpd  =:53 ®lx
unbound 41525 tcpd  =:53
unbound 41525 tcpd 127.8.8.1:953
nginx 899 tcpd  =:d443
nginx §899 tcpd x=:88
nginx 8891 tcpd 1443
nginx g§g91 tcpd ol
nginx §598 tcpd 1443
nginx 8594 tcpd 8@
ntpd 6787 udp4 1123
ntpd 6787 udpd  192.168.174.129:123
ntpd 6787 udpd 127.8.8.1:123
syslogd 432775 udpd  =:514
php-fpm 383 udpd ==
php-fpH 381 udpd ==
php-fpn Jjoa udpd ==

y php-fpm 299 5 udpd o =:is
[2.3.5-RELEASE 1[root@pfSense. localdomainl/root: |J

* ok ok % %
L I I I B I B I B A
LI A A A A A A

pftop Lo ,8

sl sl aaae Gioled | Lt bn (3510 Camdg Ligy & jgumr a5 ol ooy LT tOP (lo s b Loy L3 25w o
Pl pfGb 5l as Slbls )l cuxss a5 sad slml &ygo (ol 4 5l asliy o0 s pfsense ol a5 pf

Iy obeyd cnl 3l 29,0 Sy IS0 [0 a8 aos oo Ginled gy Ojso 4 Lo (gl cened SO o 1) conl Jols
1S oo odolive

|I
DEST STATE AGE EXP PRTS BYTES
icp 0 192.168.174.129:34824 192.168.174.2:34824 B:8 6664 9 25876 787K

Wdp 0 192.168.174.129:123  194.225.58.25:123 2:1 4 27 2 152
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aS oslaal 5l asl s epl 5l ol )l sl
traceroute L ,s

ool sl ams b oS oS ol traceroute le s 5l Koo sl aSii g bods Jlgpld o e (99,5 S 5l
Qb IP oyol Wl oo @0 idu (ol S 8509 1) 058 S o 4 1 B 0y ,)lo sl Loy aST 1P (w0l oy

19t odalie ) K& p3 1) (adu al (295 ol Sopbien

ifconfig Lo ,8

2 ooglle loyd pl 50,8 wales o b slp Gidu cnl o a5 Canl (g lun lobB ol ls ifconfig L,
JUd (sl 910 51 (B 50 99565 (oo 1,8 ooliil 0,90 1D o yol (30,8 melais (gl a5 Slos IS Comdy taled
S ledas FreeBSD o yleyd ol o0 Ko 1,8 olatul 0,50 4ol )57 5o bl 0,8 Jlkd 8 g 0,8
Jol po8 j0 08 o il o gan S ol b 511 wladas 5l pfsense s a5 s K re.conf Gy ee L1

1S oolainl 5 Syge 4 oy ol 5Tl Sl L w59, 45 (5l 4l LSS A Liules sl

[2.3.5-RELEASE]l[root@pfSense. localdomainl/root: ifconfig -1
leB lel pflogB pfsyncB encB loB

[2.3.5-RELEASE][root@pfSense. localdomainl/root: [

Crdg AS (o0t a0 50 Wl oo S enalie |) 095 Jls 18 (59, 0 39290 4y (led )5 ide (pl 0 &5 Jl>
el ) S50 & o il gy S oanlica IFCONFIG lop Lo 5 oL 53 L1, plas o
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[2.3.5-RELEASEl[root@pfSense. localdoMainl/root: ifconfig led

le@: flags=8843<UP,BROADCAST, RUNNING, SIMPLEX, MULTICAST> Metric B mtu 1580
options=8<ULAN_MTU>
ether BB:Bc:29:b1:74:4f

huwaddr B8:8c:29:b1:74:4f
inetb feBB::28c:29ff:febl:744f%1eB prefixlen 64 scopeid Bx1

inet 192.168.174.129 netmask BxffffffB0 broadcast 192.168.174.255
nd6 options=23<PERFORMNUD,ACCEPT_RTADY, AUTD_LINKLOCAL>
Media: Ethernet autoselect
status: active
[2.3.5-RELEASE][rootapfSense. localdomainl/root: [J

op Status isu jo 0uS e ssmline |) 4l &S ipVA o pol s inet oo jo leyd pl (5,5 50
S SG 50,5 Jd é g 50,8 Jled gl 0gh e ools Liales Lads (gl ol Jlid 45 aSls &5 cansg
ssalice p; K& ;0 a5 0sS ool UP b s dOWN 4 4t oIS ol ifconfig oyl 3 5l ailys oo Lo o 4o

22,105 399 Camag ifcOnfig >g,5 0 Koo ain (o Jlad 8 5l o a5 oS e

[2.3.5-RELEASE][root@pfSense. localdomainl/root: ifconfig le@
leB: flags=8843<UP,BROADCAST, RUNNING, SIMPLEX,MULTICAST> Metric @ mtu 1568
opt ions=8<ULAN_MTU>
ether B0:B8c:29:b1:74:4f
huwaddr BB:Bc:29:h1:74:4f
inett feBB::208c:29ff:febl:744f%1eB prefixlen 64 scopeid Bx1
inet 192.168.174.129 netmask BxffffffBA broadcast 192.168.174.255
nd6 options=23<PERFORMNUD, ACCEPT_RTADV, AUTO_LINRLOCAL>
media: Ethernet autoselect
status: active
[2.3.5-RELEASE][root@pfSense. localdomainl/root: ifconfig leB down
[2.3.5-RELEASE]l[root@pfSense. localdomainl/root: ifconfig led
leB: flags=B8@2<BROADCAST,SIMPLEX,MULTICAST> metric B wtu 1588
opt ions=8<ULAN_MTU>
ether B0:8c:29:b1:74:4f
hwaddr B8:B8c:29:b1:74:4f
inetb fe88::28c:29ff:febl:744f%1eB prefixlen 64 tentative scopeid Bx1
inet 192.168.174.129 netmask BxffffffB8 broadcast 192.168.174,255
nd6 options=23<PERFORMNUD, ACCEPT_RTADV, AUTO_LINRLOCAL>
media: Ethernet autoselect
[2.3.5-RELEASE]I[root@pfSense. localdomainl/root: ||
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Az gi S ol g oS 8,lg 1) dpam eyl aSils SIS AL g leyd am aS CenndlS TP w0l ol e (gl
Sy o |y (2ay 9 Cenl oad ools iuled 5 S o (idn ol oS o)lg sl e | subnet mask a5 oS

el 00 00l iuled (o yol o 5l om Lo

ndb options=23<PERFORMNUD, ACCEPT_RTADV, AUTD_L INRLOCAL>
Media: Ethernet autoselect
status: active
[2.3.5-RELEASE]l[rootapfSense. localdomainl/root: ifconfig leB down
[2.3.5-RELEASEI[rootapfSense. localdoMainl/root: ifconfig leB
leB: flags=8882<BROADCAST,SIMPLEX, MULTICAST> metric B8 mtu 1508
opt ions=8<ULAN_MTU>
ether AB:Bc:29:b1:74:4f
hwaddr BB:Bc:29:b1:74:4f
inetb fe8B::28c:29ff:febl:744f%1eB prefixlen 64 tentative scopeid Bx1
inet 192.168.174.129 netmask BxffffffA@ broadcast 192.168.174.255
nd6 options=23<PERFORMNUD, ACCEPT_RTADV, AUTO_L INRLOCAL>
Media: Ethernet autoselect
[2.3.5-RELEASEI[root@pfSenze. localdomainl/root: ifconfig leB 192.168.168.1/24
[2.3.5-RELEASE][root@pfSense. localdoMainl/root: ifconfig leB
leB@: flags=8843<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> metric @ wtu 1580
opt ions=8<ULAN_MTU>
ether @B:8c:29:b1:74:4f
hwaddr BB:Bc:29:b1:74:4f
inet6 fe8B::28c:29ff:febl1:744f%leB prefixlen 64 scopeid Bxl
inet 192.168.188.1 netmask BxffffffB8 broadcast 192.1G68. 188,255
nd6 options=23<PERFORMNUD, ACCEPT_RTADV, AUTD_L INRLOCAL>
Media: Ethernet autoselect
status: active
[2.3.5-RELEASE]l[rootapfSense. localdoMainl/root:

DHCP 4 DNS wloutas

Sl ol ilo 0,033 Joo g 8,ls 3 etC asls ;5 0 as resolv.conf b & 5,15 5459 L FreeBSD ;o
el g sl olwsl ol oy 55 Sloalass cl s 1S €8 Stalpg b asilys (oo Lot | B o) e DNS

1o S s s 1) IS ol g s 5l ol e o 995 a3 5 590 DNS (slows ol s s (gl g ol o0

oxd restart b g ol ol abaod &0 4 a5 0uS Jleel ) Slpass LB el Goyb 51wl oo o0 9 <ol

@S@a,\.@lﬁ.ﬁ I, bt QJ“\ dljﬁ?bo FUS S ‘oa)fsa}l.j 4.:.151 ubgw
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[2.3.5-RELEASE]l[root@pfSense. localdomainl/root: cat setc/resolv.conf
naMeserver 127.8.8.1
cearch localdomain

naMeserver 192.168.174.2

[2.3.5-RELEASE][root@pfSense. localdomainl/root: [

DNS condg 48,5 S 6l oS 8l 1y 055 595 0] dlols G L Nameserver isu ;| aw a5 cadls
ol 6lp a5 asS solaiwl Nslookup ;b3 5l saas 0 ool Lt lo culss o a4y aS 895 pian slojg

Dagd 8,ly JK& 50 gl Ojge a4 5wl led B oS Tl leyd s o1y Lo 3 b IS

[2.3.5-RELEASE][root@pfSense. localdoMainl/root: nslookup
> mabedini.com

192.168.174.2

192.168.174. 2453

on-authoritative ansuwer:

ame: mabedini.com
Address: 89.39.288.119

> 1

3590 1y 995 i H9 5w DNS Comdg lais yleyd ol 5l ool b asS o somlie UL JSo 40 a5 (5, gkailon

alesls )13 oLl

Al Olowdass duxe (40,5 (g3l ol

30,5 g3l ol (ol S e oolatul o gy (39,5 (53l ol (sl MC s 5l FreeBSD Jule witves
bl )0 a8 0 e eolitul oy e jd 5 FC s 058 oo oolitial wiees (l 5 o 45t Slowlass Sasme
g 2 Al e LS cpl yo Led 0l b S )15 fete/re.d/ asls 5 0 a5 WS e eolanul re.d ol 4
5l o a5 Sloglats 5,5 sazme ol gl S g3l ol Gayb ol 5l o3l of, FreeBSD s uy s 5L as 1,

9 oltul 5 e 3
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#/etc/rc.d/netif restart

Lzl ools Hloyd 15 s |y layd ol Lo a5 Sloj cuus S oolaiwl loyd opl Restart s 5L oleyd o
25 S5 50 a5 g e bl iy ool 50 9290 sla ey ;5 pled g ey cpl el (g5 b Lo ws

A.a.aSLsao».UwaA ‘) ULo)B L)"‘ k_‘>'>9)>

[2.3.5-RELEASE][root@pfSense. localdomainl/root: setcs/rc.d netif
sage: /etc/rc.d/netif [fastiforceiomeiquietl(startistopirestartircvar.enabledic

loneupiclonedowniclear ivnetup ivnetdown)
[2.3.5-RELEASE ] [root@pfSense. localdomainl/root: [

dhclient L, L 5

oo el aS 058 o ooliiul (yleyd cpl 5l lS isw yo dhep ) eslaul sl FreeBSD  Jule g 4o
a5 CaadlS loyd ol 5l eolatul gl ¢ 058 o Jlos!l oolazwl DHCP 5, )b 5l Lo aSis o)l lagdass 04

89 oo Jlos! wlondass - DHCP server a sg>g &jso j0 b oS olg yleyd am |y 045 aSils & )15 6l
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pfsense ,s curdy soio iy Jad

Candg Lo (gl a5 Col 6lo (s5ie 5 Glylo a5 5,10 099 Cumsg b Status oL 4 550 pfsense Jls 6 o
Ol Sletdu bl Lol a8 o lo wad Lo (i (nl 53 oope (iales |) Lo Gl g Lol oitns JS Condg dimn g oo
Coprdy s 5l ol (221 & Led LS al sl 3w ple 10 es S Lsl dhe 5yt &0 41 500 )

S e oawline 1) gie cpl 5 SIS 50 S colanl pfsense 5l e 9 ey oolaiul (sl

Firewall = S g Status Diagn

COMMUNITY EDITION

Captive Portal

Status / Dashboard CARP (Fllover) +0
Dashboard
System Information P-1x] l DHCP Leases d Support 0
Name pfSense.localdomain i
§ DHCPv6 Leases {tion £
System pfSense Filter Reload
Netgate Device |D: 9117be7856b0d6c0de72
Gateways g
BIOS Vendor: innotek GmbH Interfaces
K
Release Date: 12/01/2006 IPsec
a J0baseT <full-duplex= 192.168.11.6
Version 2.3.5-RELEASE (1386) Load Balancer
built on Mon Oct 30 11:08:09 CDT 2017 Monitoring
FreeBSD 10.3-RELEASE-p22
NTP
Version 2.3.5_1 is available. £ . OpenvPN
Version information updated at 20168-03-31 23:28 s
Package Logs
Platform pfSense
Queues
CPU Type Intel(R) Celeron(R) CPU N3060 @ 1.60GHz
Services
Uptime 00 Hour 49 Minutes 20 Seconds System Logs
Current date/time Sun Apr 10:14:31 IRDT 2018 Traffic Graph
DNS server(s) « 127001
« RR1R114

Sgre Bk 5l anll 005 a8lal 093 Jls plb 4 Lol 45 0 (qugp 52 4 iSie odalino UL S5 50 1) 520 0
b sie ol 5l ooliiul b oo |, Lol sl ol oo Lot o (IS o 0 0 samlive 15T iy alss oo

90 995 oo b Lads (gl e 4y Lol 39,9 Lame 4y a5 el dashboard isu ol )0 Gy pme soie 5l (S

Sl oad LT b8’ 5k a4 o al b g Ly (355l Ol o (L8 sl (i
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Qi s p onl o bl gl e Lol jiies o] Status ogase oo b lads gy 1o Lij9el Sloj 5o

.»wcsotmfl T b aslol o aS 5 ls 5429 (050 9 b LESu

system Log s )

o 03laiul SYSIOE wiaw 5l 095 Curdg Liuled slp 3 ls 39> PSENSE ;5 a5 (5,9, (g aslip ,2

s (o0 azlge 515 Dygo gl abmo b led gie i cnl 4 b )l e WS

Rlisense : Goll = Help~

COMMUNITY EDITION

Status/ System Logs/ System/ General T£O
System Firewall DHCP Captive Portal Auth IPsec PPP VPN Load Balancer OpenVPN NTP Settings
General Gateways Routing DNS Resolver Wireless

Last 50 General Log Entries. (Maximum 50)

Time Process PID Message
Apr716:13:20 kerel done.
Apr716:13:22  kernel done.
Apr716:13:22  kernel done.
Apr716:13:22 phpcgi rc.bootup: NTPD is starting up
Apr716:13:23 check_reload_status Updating all dyndns
Apr716:13:24  kemel done.
Apr716:13:28 php-cgi re.bootup: Creating rrd update seript
Apr716:13:28  kernel done.
Apr716:13:29  syslogd exiting on signal 15
hitn//197 168174 170/tatus lons shoZlaafle=dhend !boot file is /baot/kernel/kernel

wylo |y pj calisee Gl 5o Gl 3> Leds gie cpl 51 QUL s yo

Status / System Logs/ System/ General TF£0
System Firewall DHCP Captive Portal Auth IPsec PEP VPN Load Balancer OpenVPN NTP Settings

25 shlo system s Jln glyp sis 045 pgase 3 ol login 1) slils 095 b g ol 5l plaS jo

Pl p) Geie
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General Gateways Routing DNS Resolver Wireless

@0, Ale o a5 auS e canlin | 055 e S SU Consg Lot General iso lagia pj ol 0
:A:?S‘SAOMLZABMw‘}‘dm&ﬁjk}iﬁ:)es%{bej.ﬁx'“l)fbf)m&w

General Gateways Routing DNS Resolver Wireless

Last 50 General Log Entries. (Maximum 50)

Time « Process PID Message

Apr911:55:35 php-fpm 301 /re.newwanip: ROUTING: setting default route to 192.168.174.2

Apr911:55:35 php-fpm 301 /re.newwanip: re.newwanip: on (IP address: 192.168.174.129) (interface: WAN[wanl) (real interface: leQ)
Apr911:55:35 php-fpm 301 /re.newwanip: re.newwanip: Info: starting on le0

Apr911:55:34  check_reload_status re.newwanip starting le0

Apr911:55:34  kemel arpresolve: can't allocate llinfo for 192.168.174.2 on le0

Apr911:55:32  kemel arpresolve: can't allocate llinfo for 192.168.174.2 on le0

Apr911:55:31 kemel arpresolve: can't allocate llinfo for 192.168.174.2 on le0

Anr@11-5531  karnal arnrasnlus: ran't allnrats llinfa far 102 1AR 174 2 an lan

Alhas o g il e 00,8 sl 15TaS i5ls s by o SU slol oy Jgl Lo ,o UL IS 0 Jle sy
Iy plaS jo (o, auly oo lod gidu 12 50 50,5 aldS b auS oo cawline |y (3510 5 Jawgy oo olowl pliy

el gy JKB 50 0ol eols iules sle sare o Jols a5 sl firewall isw cpl ;o moe 9 o ido

Status / System Logs / Firewall / Normal View T£60
System Firewall DHCP Captive Portal Auth IPsec PPP VPN Load Balancer OpenVPN NTP Settings
Normal View Dynamic View Summary View

Last 50 Firewall Log Entries. (Maximum 50)

IS5 53 i ol 45 0 e saalice 1y Jly plB i JS (3155 4 sl Jpane Gioled 2l Jgl b o

il 0l o0l isled 3
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Normal View Dynamic View Summary View
Last 50 Firewall Log Entries. (Maximum 50)

Action Time Interface Source Destination Protocol
x Apr711:17:07 le1 1192.168.40.1:137 160192168.40.255:137 UDP
X Apr711:17:07 le1 11902.168.40.1:137 100192.168.40.255:137 upP
X Apr71117:08 le1 15192.168.40.1:137 100192.168.40.255:137 UDP
x Apr71117:08 le1 1(192168.40.1:137 1019216840 255:137 upDpP
x Apr711:17:08 le1 1192.168.40.1:137 1(0192168.40.255:137 uDP
X Apr711:17:08 le1 11902.168.40.1:137 100192.168.40.255:137 upP
x Apr711:17:08 le1 1102.168.40.1:137 100192168.40.255:137 UDP
x Apr711:17:.08 le1 1(5102168.40.1:137 16919216840 255:137 uDP
%X Apr711:17:.08 le1 1(192168.40.1:137 10192.168.40.255:137 UDP

SiPFSS 5l g 05 (o0 59 Gialed gl ;o gliste yge A gl (I b el Jlo g Cond Jio o0 5w (]
ol UL i 15 45 @ 1, PAUSE 4535 b b layjep <l 3,8 Jlabyué (sl S e oolici] AJAX

el 0als oald Lisled py USG50 438 cpl wanS Ol | el Condd

Last 50 Firewall Log Entries. (Maximum 50) Pause B

aS oS oaslin (g loged Dyge 4 3155 S Sl smdg anlls aulyy oo el ise pl 5l GLL Ceend jo
L 055 ool Glesdn py JSKo 0 bads a5 Ll g wide Ly pfsense wls 135 oo S al)l @l Gise ol
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Interfaces

Interfaces Data points
loD 1164
le1 1112
WAN 941

LdSSg 4 bgsyo sisu

IcMP |

_—

Protocols Data points
TCcP 1650
upp 1554
ICMP 4
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Source IPs iz

192.168.1.10
21821358
192.168.174.129

\

Other

192.168.174.1

[
/

192.168.40.1 /

Source IPs Data points
192.168.40.1
192.168.174.1
192.168.174.129
2.18.213.58

192.168.1.10

84

914

661

167

13

101

Q Lookup
Q Lookup
Q Lookup

0 o
g

:Destination IPs 2
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Destination |
141822531
192 168.174.129 \
Other \
~ 192.168.1.10
192.168.174.255 —___|
192.168.40.255 “I
Destination IPs Data points
192.168.1.10 1197 Q, Lookup
192.168.40.255 032 Q, Lookup
192.166.174.255 602 Q, Lookup
192.168.174.129 166
141.8.225.31 28
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Source Ports

TCP/49859

UDP/B8 -
TCP/443 —
Other

| UDPIT3T
TCRiE)
Source Ports Data points

UDP/137: nethios-ns 1937
TCP/80: hitp 1199

TCP/443: https 91

UDP/68: bootpe 16

TCP/4G850 7

:Destination Ports s
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Destination Ports
TCPI49422
TCP/49420 «_
TCPIM43 —__
TCPIS0
| ubp/137
Other

Destination Ports Data points
UDP/137: netbios-ns 1537
TCP/80: http 335
TCP/443: https 34
TCP/49420 20
TCP/49422 20

o yod 3ly b lad g eog ol I35 slls pfsense ;i Las ooliiwl a4 dtus Caond (ol jo 500 sla Liso

AS oanline |y yiou ol pgase GLLIE adly o isy

General Logging  isu 9o 4 545 a5 ceul SEHHNG L ladass caond 2w cpl 055 53 5 oo Ceonad Ll
Remote Logging  isu g osd (o solatul e slo (5,556,155 sl oledass Jlel 41, Options
sl sy aslsl jaasS Jlo)l ;555 SYSIOE 59, SO G 4 |, 0l |55 0lg 0 o] G,k 5l a5 Options

Bl wolg zrudsi | Coond (pl )5 39250 aliSre
: General Logging Options b s )

a aax 5l Giules o log wls i (il &l o5 ay)ls wad ST Forward/Reverse Display  Jgl iz

S L 1) mse cpl el all 08
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50 i Giuled lad gl 1) Cunsy SU gt opl a5 Jlo; 40 :GUI Log Entries to Display pgo i

Slawles co ol GaalS L g olass ol 2ol381 6l a8 amase Gisles 1, ald 50 (58 i g0 4 iuled axio
AS oolaiwl jiow oyl

Slas asl ol ple Glyls wb 0gd o bl L s (5,90 a5 SU LB 1»:Log File Size pgu i
Jole w53 00985 Ly 9,0 Lol (sl SU S50 bl 5 958 sl digey ©)j50 4 Lodh it (5L
BB pl asin gilail 4 LB SO ple asw, law oS cwload (b Sse 4 iSu ol sl FreeBSD
Ol 50 09dae 07038 Lo e (S92 b (nl 5l (asiie ()laie B g 098 (o0 Slml wyazr (L g 09b Aty
S e 3l b o Lad idu ol 0 oS aseie |y 093 SU LB e 0lly oo o 5l eslanal b g Lise
o5 slo sy ol 4 L ol delies ¢ 0 ssalie IS s 0 1) 055 KU (sl a5 5,5

O Jgy a8 ole atws Jlspls ise jo isu opl 8,5 Jé L :Log firewall default blocks sg. i
ooy 5o Lide ol iS oo 605 SU Lt ¢l 1y 098 o Match el il s oS block (s a5 5,8
|y ot S5 5 0 oy 1, 0iiSmd Jas 45 (sl st Lo o o2 walss o Lo (sl sl (sl o
535 Jlosl 1 cslin s, 5 435 by 1y 950 855 5 Sl (58 s Sy 2 (I3 9010 T 8 b Lot a5
s 0,155 |y i ol (5565 IS @ S 55 detsh o0y B sy (8l 4y S50 4 Lok 4l 5 s

A B 15T a8 conl 0

Captive portal Lise g oy 5, LU (idu opl og Jbd &y50 40 :Web Server Log e,k is

.)D.MJ‘SA ox_’}:) Lg”iw/bf)bb )\)LQ.«iJ L;‘)" o~

S Gioles 1) (pletend Lol sl (558 i S0 5o Il SlSU (ialed (i3 iRaw LOBS ony i
2 g oo LSl 0T L i 5,50 (13 50 a5 08 ealizl O 5l oo (st Js) Ghom 5 20ils8 (o0 Lot il a8

ede Gioled Lk sl 1) Gla IS 55 & a0 a0 Gloled (e

Action Time Interface Source Destination Protocol
x Apr711:40:22 le1 15102.168.40.11137 1[102.168.40.255:137 UDP
x Apr 711:40:22 le1 16102168.40.1137 1(102168.40.255137 uDP
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Lol slp 2) ©ygo 4 g 005 ol Ojso 4 Jlgpld Ol )15 Gialed aiS Jlad 1) Gide (pl Ll a5 (55500 )0

39 (o0 00l iglad

Last 50 Firewall Log Entries. (Maximum 50)

Time Message

Apr711:40:22 filterlog: 5,16777216,1000000103le1,match,block;in,4,0x0,128,2154,0,none,17,udp,78,192.168.40.1,192.168.40.255,137,137,58
Apr711:40:22 filterlog: 5,16777216,1000000103 le1,match,block,in,4,0x0,128,2153,0,none,17,udp,78,192.168.40.1,192.168.40.255,137,137,58
Apr711:40:21 filterlog: 5,16777216,1000000103,le1,match,block,in,4,0x0,128,2152,0,none,17,udp,78,192.168.40.1,192.168.40.255,137,137,58

Anr 711-3RAQ  filtarlan R 1ART7771A 10NNNNNTNR l21 mateh hlack in A Mvl 1222181 Nnana 17 1dn 7R 107 1AR AN T 107 TAR AN 255127 177 AR

e Gioled Lol gl |y pls Glellsl oyl 0iSiw cdalin &5 (5 ghiles

oo,5 Jled (gl asS solazwl IGMP Proxy 5l le asSiis oo LS, 185 ol Las S1:IGMP Proxy iz

S8 Jd 1y ise pl 285158

OB S 0sS e sdalie SU 5y o Led &S g, ,» :Where to show rule descriptions zs
Omled Joe auils oo el isn ol 5l eolatul b eogd sed 00l Gioled (08 i Do 4 aS o)l Dby
sl )3 s 18 i G o b e e G0 15T wly e L 0 s 1) SU i sllsy Slsgs

w - OML&M l) JJ) u.ajl? 5«) Loa.u ul}w‘ 65.‘.4

Where toshow rule | Display as column v

descriptions Dont lead descriptions

Display as column
Display as second row

e with large rule sets.

WS (o S ) Dy A GRS TOW s (00,8 bl b

Last 50 Firewall Log Entries. (Maximum 50)

Action Time Interface Source Destination Protocol
X Apr711:40:22 le1 15102.168.40.1:137 1[192.168.40.255:137 UDP

Default deny rule IPv4 (1000000103)

D9 oo 00ld Gialed 15 g0 4 SU isu Slusgs 5,155 asS bl | column a5 a8 50 )0
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Last 50 Firewall Log Entries. (Maximum 50)
Action Time Interface Rule Source Destination Protocol
% Apr711:40:22 lel Default deny rule IPv4 (1000000103) 1192168.40.1:137 1(H192.168.40.255137 UDP
x Apr711:40:22 Il Default deny rule IPv4 (1000000103) 15102168.40.1:1137 1(H102.168.40.255137 UDP

@ ol Jlo)l g Lo s Sy 0500 (55,2 lil3S 00 0,033 (0,5 Jled e 6l :LOcCal Logging i,
S Jlb e ste cnl Boyb 5l 1) S 0)le (59,0 SU ol aiiis il o Leds 108 (53550 55 o
QLB 1) Sy 59 Ceams & Jlusyl 5 0)l (59,0 53,5 0pp3d S |y b iSu (ol 90 2 aly oo Ll 4l
AT agilys oo aiS oo dloml (5310 Lods pls (59,52 9 Sl 0L Lo SU Glelild e 457 )50 0 il

28 Jleb il oo isn o

Sl e 40 900, Sb T, SU slebls e aulys oo Lais isw ool 5l esliul L :Reset Log Files iz
3 9988 (oo 03l e Lol g 55900 SUL )3 45 ST (s paaline 15 Spgo ) (el Led 43S ol
0 anlss S s SU Gl ann plivy 0l bl & 50

From 192.168.174.129

Web ServerLog ¥ Log errors from the web s
Are you sure you wish to reset log files?

Cancel

If this is checked, filter logs are shown as generated by the packet filter, without any formatting. This will reveal more detailed information, but it is

If this is checked, errors from inthe main system log

Raw Logs Show raw filter logs
more difficult to read

IGMP Proxy ¥ Enable verbose logging (Default is terse logging)
:Remote Logging Options s

3,15 3925 Lok 4 10 45 (5,555 SYSIOG g, Coows 4 sl SU Jlos )| capz 0 0lys oo Lo a5 (0l

s (o0 alse n e 5 L led A5 Gl (0,5 Jled o a5 0S ool
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Remote Logging Options

Enable Remote Logging

Source Address

IP Protocol

Remote log servers

Remote Syslog Contents

e

Send log messages to remote syslag server

Default (any) v

This option will allow the logging daemon to bind to a single IP address, rather than all IP addresses. If a single IP is picked, remote syslog servers
must all be of that IP type. To mix IPv4 and IPv6 remote syslog servers, bind to all inferfaces.

NOTE: If an IP address cannot be located on the chosen interface, the daemon wi

1Pv4 v

bind to all addresses

This option is only used when a non-default address is chosen as the source above. This option only expresses a preference; If an IP address of the

selected type is not found on the chosen interface, the other type will be tried

port] P[:port

Everything

System Events

Firewall Events

DNS Events (Resclver/unbound, Forwarder/dnsmasq, filterdns)
DHCP Events (DHCP Daemon, DHCP Relay, DHCP Client)

PPP Events (PPPoE WAN Client, L2TP WAN Client, PPTP WAN Client)
Captive Portal Events

VPN Events (IPsec, OpenVPN, L2TF, PPPoE Server)

Gateway Monitor Events

Routing Daemon Events (RADVD, UPnF, RIF, OSPF, BGF)

Server Load Balancer Events (relayd)

Network Time Protocol Events (NTP Daemon, NTP Client)
Wireless Events (hostapd)

Syslog sends UDP datagrams to port 514 on the specified remate syslog server, unless another port is specified. Be sure to set syslogd on the remote

Jloyl Sl 55 o1 oy 5lau e aad as ) gl aSts &) IST TP w0l auilys oo Lot Source Address sy jo

S aseiin 1y bl gl ooliiwl 5550 509 6 L 4 15,59 auilss so Lol (gomy (adu j0 .S aseine |y 00l

YOS aseiie |y b & e 05lads ol ot a5 b g P (sl o] wilgs 0 Leis Remote log servers cuwd o

L. Remote Syslog Contents iy 1o (0 aseine |y jg,m poix Hlojed duilys oo Lide (pl Ho Lo

DS aseie |y 05 Jlu | gy oo 4y 0y 1o duad Lo o571y olgioe ailes o
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b bl G j0 4 Qgd o Ll DIagnostics fjgea b ol cus oo b el (idu opl o oyliwgs el
5 Sge 50 9 0 edalie | i 5 &L itle (Sl Sundg aly (oo 5 Cnl S 2 5l ool
J‘s).)lﬁ w.x,aj )‘ M‘ES < Lo U“’U Uﬂ‘ oolazw! l; ‘Ju)a.i.\ QP W G’b [V uas.a} )é ‘) ‘B)U uw
@ bt Sleade slpile s ;0 oS Slo,S5L oo 1) ool ai8,5 backup sla L 4 48,5 backup a4

pfsense Jls s o a5 b plod cal o5 Loy b gy Gty G 5o il ouds LaT e s o5 ol oy et

~.\J5.w 0 L».wi O PRV 6)Lw ool...l 9 »)L’?Ul f‘).la

msense System ~ nte e erv 8 Diagnostics ~ Gold ~ Help ~
COMMUNITY EDITION
ARP Table
Status / Dashboard Authentication +@

Backup & Restore

System Information £00 Netgate Ser{eem Prompt m

Name pfSense.localdomain Retrieving sup DNS Lookup
System pfSense Edit File

Netgate Device 1D: 9117bc7856b0d6c0dc72

Factory Defaults o

BIOS Vendor: innotek GmbH Halt System

Release Date: 12/01/2006 Limiter Info

a WAN uples> 192.168.11.6

Version 2.3.5-RELEASE (i386) NDP Table

built on Mon Oct 30 11:08:09 CDT 2017

Packet Capture
FreeBSD 10.3-RELEASE-p22

pfinfo
Version 2.3.5_1 is available. £3 - pfTop
Version information updated at 2018-03-31 23:28 s
Ping
Platform pfSense
Reboot
CPU Type Intel(R) Celeron(R) CPU N3060 @ 1.60GHz
Routes
Uptime 00 Hour 51 Minutes 01 Seconds SMART Status
Current date/time Sun Apr10:16:13 IRDT 2018 Sockets
DNS server(s) « 127.001 States
« 85.15.1.14
= States Summary

:ARP Table SF= 2)

lods (g9 S0t Ojg0 4 i ol o Wl onds L] QT)'l oolaiwl slodig, g, AP Gloyd b lods giloy8 Cond (o

WS oo odnlin |y arp olo,d 24,5
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msense nterfaces Services Status ag Gold ~ Help ~

COMMUNITY EDITION

Diagnostics / ARP Table @
ARP Table

Interface IP address MAC address Hostname Actions

WAN 192.168.174.2 00:50:56:5:ad:d4 o

WAN 192.168.174.1 00:30:56:c0:00:08 i

WAN 192.168.174.129 00:0c:29:b1:74:4f o

WAN 192.168.174.254 00:50:56:f1:49:d4 i

(i}

Local IPv6 peers use NDP instead of ARP.

Authentication s 5

905 Sz sl 5 9aS (glail o, pfsense Jlg 6 o 1) Authentication calisee sleis, auily oo Lo
4xlye o5 it b led (Asu (nl 4 (i o)l Sl am aiS ealitl 5o ) ol 5l h5ee50) 9 52 pL 092 Sene

g o0

Firewall ~ ia i Gold ~ Help ~

COMMUNITY EDITION

Diagnostics / Authentication =0
Authentication Server Local Database v

Select the authentication server to test against

Username

Password

|0ca| lags QJM?U UJ‘ ).) ML oé;i:v r\,.Ja..J ‘) 99 )f‘ “L.j g_JL":..J‘ J..u‘y <? |) u,..:’u L)‘J‘ )9 &9; Lo..w
45555 poe b g s 5y ISl a5 Wi S il o Ty oo opplS hai oS sl oyl |, Database
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S Como alg oo test oS s eslainl b jeue e, 5 62 pU (50,5 8 )lg 5l am cclils auslgs 1) gt
WS Ces |y

Backup & Restore sgis 5

2 oS Lo sl b ol CIB o ) Slendas aes 5 oS oL, xml LB G Lol pfsense sl
Sy 5 Ol 50 g dalgE abza o5 g ool jlews (0,5 restore § 5,5 backup s, ol 5l eolawl b oS
poly> Ol (Glrmdg i) (nl )0 (A5 ;0 &5 s plxl ) IS Gl 9t 5 al Sl G2y 4 sy e Lo
S (o olin | e g cpllad 5 SO 0 008

Backuparea | |l v

Skip packages Do not backup package information
Skip RRD data ¥ Do not backup RRD data (NOTE: RRD Data can consume 4+ megabytes of config.xml space!)

Encryption Encrypt this configuration file

& Download configuration as XML
Restore Backup

Open a pfSense configuration XML file and click the button below 1o restore the configuration.

Restore area All v

Configuration file Chaose File | No file chosen

Encryption Configuration file is encrypted

The firewall will reboot after restoring the configuration.

:Command Prompt s )

CeaeBlS oy ol ol o)lg gl S Lol oy lo cango oS oleile 8 adss oo o o9 Lol 1 oolainl b Lo

S o ool 51 5 S5 )0 a8 3gd gie ) cnl 3,lg &5
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Advanced Users Only

The capabilities offered here can be dangerous. No support is available. Use them at your own risk!

Execute Shell Command

Command

n O Clear

Download File

File to download

Upload File

Choose File | No file chosen

X Upload

Execute PHP Commands

Command

Ol sheslaul (gl o ol jo wols wales musoi |, L] aen b aslol 30 aS Cewl iBu nj ke Jels i ol
&‘Qw‘.\.’ u)}.a)dsﬁ,‘.w‘ 6‘ 4_9).> u‘).))lgd‘).:.la.ajuu?uwl)l oowldowoola‘s‘,uw«&m
2SS ool iz ol 5l 36

&Ml oly sl e gl 03,8 ool T 51 o by las o Lot a8 el sl o3 3,5 Lol ogases s Jsl Lide
oo |yl e yd I oS aulS eXecute (gg,, am g 9usS 8)lg 1y sle,d command LuSL o a8 candlS b,
Slp S PS ooy JS& )0 gl ools Gialed badh sl loy SLUL )0 axiio (08 555 5 am (255

sl 00 00l Galed Lok gl 1y (25 9 121 1y Sl o (sl G2l ol
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Diagnostics / Command Prompt 7]

Shell Output - ps

PID TT STAT TIME COMMAND
12868 v@ I+ ©:00.72 /bin/tcsh
38736 v@ Is ©:00.30 login [pam] (login)
38374 v@ I ©:00.26 -sh (sh)
39148 v@ I 0:00.88 /bin/sh fete/rc.initial

Execute Shell Command

| be |

a DCear

oS 51 oolal b gl o adlo] amin 10 yleyd 5,5 iules sl Shell Output ol 4 _isw |51 5l aw

Culy g gz S o bl b loyd waas SLT, Hled SUawly o led command OB Oy s
el Lol (aupas ploil 1) ol Lo S0 U 00,8 0,053 Lads (sl 1) ous [zl sl yle )3 iz cubosls s

WS oo odline iy Leds 1) s

[ B

Sl 0,5 ool (gl wad oo oolaiul Ll 0,5 sebil 5 0,5 dslils (gl Ceend )l I Ko i g0
048 5l 355 5 5,50 b6 sl L 50,5 5T 512 5 0 ol 1y L LalS e gl L Lo il
Jietcasls s asre.conf Ll 5 JSo 50 005 oo L3 /tMP a3ls 55 50 bl 8,5 debl 5l am

S o0 Osbils ) sl 8 S
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Download File

I Jete/re.conf

Upload File

Choose File | Mo file chosen

X Upload

Execute PHP Commands

Command

IJ rc (1).conf &

s o inled Lads gl 1y BB ol jne pla3! 5l ams 500, 0l Tl LB L oo 5 S50 0

Uploaded file to /tmp/unins000.exe.

Upload File

Choose File | Mo file chosen

X Upload
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055 1) 3l a4 08 a2l 1, PhP 5 09250 (leileyd wily oo Lo o Ceand al 5 S (25 50

25 IS8 3 su ol (iales g0 4wl walys Sl Led canlys s Ol aled (sl alElaz (ST i

PHP Response

Hello World!

Execute PHP Commands

print("Hello World!"™};

Example: print(“Hello World!");

:DNS Lookup g

P PING Jo (slolpl 5l 5 2S osnlie apalys oo a5 |, (sl azels jo DNS lelllel allys o Lo 2 0
eiSen oaalie pj JSB 50 15 (25 ol adsl (Saie ) S ooliiul Gy S Oj90 4 oo tracert

Diagnostics / DNS Lookup 7]

DNS Lookup

Hostname Hostname to look up
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o odls Liuled &ygo 4 155 0,5 lookup g Hostname to look up sy jo ob oSG 40,5 o)y 5l o
D9l

Results

Result Record type

172.217.23.206 A

2a00:1450:4005:80a::200e AAAA

Timings
Name server Query time
127.00.1 3 msec

192.168.174.2 80 msec

More Information

Ping

9
Traceroute

NOTE: The following links are to external services, so their reliability eannot be guaranteed.
IP WHOIS @ DNS Stuff

IP Info @ DNS Stuff

O3l e ola gy iy o ek TIMINGS idu 10 S o cdsli | asls opl 5155 Result iz o
Traceroute 4 Ping sle,lyl 5l auiles o ladr g clellbl il 1o (sl 0sS o odalice ) ol o0l gxin
3 LS ol ST adlas wes oo ialed 1) Leds Hhai 0590 cpsls JolS Glelbl w55 (s950 90 35 oolaiu!

Sgd o5 Lag e Pfsense & ails oyiws
:Edit File SF=> 2

) Q.ll 3l oolaiwl b ol onds w)f).lcu 50 gl ad > Qlﬂ)Lf &lp s g ouS oolaiul cds P Q.ll 3
‘) J‘b J“ls iR as MK 65)’“" 6‘)‘3 A""S u*"")"ﬁ ‘) "\'l)“> ‘555 J‘B)‘lLé SR as’ @LQ’L’LS "\““5‘ & P
b Ll (idu oul @ gad o)ly Gl 50 el (5)135,L e sl Kol (ol jo 1) (e slo bl 5 apiS” Sl

igd (o0 42l 25 Ojge 4 (LA
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Diagnostics / Edit File (7}

Advanced Users Only

The capabilities offered here can be dangerous. No support is available. Use them at your own risk!

Save / Load a File from the Filesystem
Path to file to be edite

@ Load | = Browse Save »GDTQ Line #

o Lo ,51 0sS oolazl 10ad 435 5l 5 0iS o lg 15T e s j0 adls o) a3 5550 B e Lo )51
o browse 35 o 5 Gl jlam oS 5L 1, LB g oS eolaiul Browse ise 5l adly e duils o3 1)
sl o,5 SIS 51 oolaiwl b aslys (o a5 0sS o colie 1) 05290 slo a3l 5 LB aen Lois b ,ol8
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Save / Load a File from the Filesystem

Path to file to be edite

@ Load

Save »GuTo Line #

i= Browse

-y 9!
: snap i
= bin

=l boot

= of

= conf

= conf default
=l dev
etc
= home
= lib
= libexec
= media
= mnt
= proc
) rescue
= root
= shin
= scripts
= tmp
= usr
= var :
2 cshre 0.88KiB

M mrnfila niawin !

sanlive 35 IS5 45 a4 0 smlym b Lad gl ,15 450 0,8 o b Gl 5l sy oS el 1, b 5 U

:¢¢4if <°

Save / Load a File from the Filesystem

[var/etc/resolv.conf

@ Load = Browse Save »GoTo Line #

nameserver 127.9.8.1
search localdomain
nameserver 192.168.174.2

Loz a5 S50 ;0 oS eolatwl Ol 0,5 0,053 6l Save jl adly e lad iulpg Jlesl 5l on Jl=
Sle 25 0ol 5l auly oo aiS axxlie ol ojleds b das SO 4y a5 0l ails el Lo 5 alil ol Loty L1

S oolil Lis ol
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»GDT-:- Line #

Factory Defaults ¢4 5

S Goyb 3l e (idu cpl S Slo )85k adgl s 4y 1) 095 lendats ailys o Lo sie o ol 5l eolaul b

gd (oo axlge 5 Doge a4 are b lad (5 cnl 4 o8 o)y sl el 2l LB JsunS

Diagnostics / Factory Defaults 2}

Factory Defaults Reset

Resetting the system to factory defaults will remove all user configuration and apply the following settings:

Reset to factory defaults

LAN IP address will be reset to 192.168.1.1

System will be configured as a DHCP server on the default LAN interface

Reboot after changes are installed

WAN interface will be set to obtain an address automatically from a DHCP server
webConfigurator admin username will be reset to ‘admin

« webConfigurator admin password will be reset to ‘pfsense

Are you sure you want to proceed?

D Factory Reset Keep Configuration

keep au;S wu)lu o suad a5 Sso 40 5 00,5 oS factory Reset aujs c9,p 9,5 Can, slp
Slyds o Cannd (ol 51 UL 250 50 S e 05l 25w o lg | e a5 0sS sl 1, Configuration

2 e iales Lay sl |y il e 3l & ki, ol Glo o o8

Halt System g0 3

azlye nj S5 @ sote b Lod o Gl ds o 05 5l am a5 955 (oo ool s (3,57 (350l (s Halt

Mg (o0
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Diagnostics / Halt System %]

System Halt Confirmation

Click "Halt" to halt the system immediately, or "Cancel” to go to the system dashboard. (There will be a brief delay before the dashboard appears.)
cancel 5l s sl cgmo a4 38, 6lp g 9 eoliwl halt 51 o S gels gl
Limiter Info 4,5

Uiu ol AT 08 e eolaiwl aSid sla ools SIS Cudgazma ;0,5 Cu pae sl IPFW el ;I Pfsense

WS ewslie L it ol e semee olllbl wdly e Les

Diagnostics / Limiter Info = il @
Limiters:

No limiters were found on this system.

AS ol oadline Caand cpl o 1) 2015 mee el iou (pl ogs S8 Sy
:NDP Table S5 2)

v6 u“)°]}|45‘)45*~:’)° ds2g0 slo Conla Slelbl uilgs o oo (idu (pl slaolaiul Loy lo |, lan & jo
10S odslie |y aiS e oolazul ip

Diagnostics / NDP Table 2]
NDP Table
IPv6 address MAC address Hostname Interface Expiration Actions
fe80::20c:20ff:feb1:744f%le0 00:0c:29:b1:74:4f WAN permanent i

Packet Capture s p;
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WS solitiwl Ly LB o b ates 0,5 =S sl tepdump colB 5l ol 0 onsu opl 5l eslaal b et

il (o0 le aniS Jels isw ol

Diagnostics / Packet Capture 7]

Packet Capture Options

Interface WAN v

Select the interface on which to capture traffic.

Promiscuous Enable premiscuous mode

The packet capture will be performed using promiscuous mode.
Note: Some network adapters do not support or work well in promiscucus mode
More: Packet capture

Address Family Any v

Select the type of traffic to be captured

Protocol Any v

Select the protocol to capture, or "Any"

Host Address

This value is either the Source or Destination IP address or subnet in CIDR notation. The packet capture will look for this address in either field.
Matching can be negated by preceding the value with "!". Multiple IP addresses or CIDR subnets may be specified. Comma (")) separated values
perform a boolean "AND". Separating with a pipe (|") performs a boolean "OR".

If this field is left blank, all packets on the specified interface will be captured

Port

Tha nart ran ha aithar tha eniirra ar dactinatinn nnrt Tha nackat rantira will Innl far thic nart in sithar fiald 1 aaua hlank if nnt filtarinn by nart
1) sl i Lah S )15 a5l sl m i o S Ol 1) 095 4Kt &)lS wilsi oo L i ol 50
s Lt Address Family e o s solicwl Promiscuous el 5l agly oo aiSS Jlo )l a8 59,

g.)l?u." |) alisee ‘5LQJS)5)J ..\.».)‘93 & JS)”}II ?‘"’7” .. BN A.HS oolaiwl |p w)b“‘G 54 U))5 9o » )‘ A.u‘s.v

Ot ol delol 1o el e oolitul ol Conls S 3,5 0,33 (sl Lads port isw g Host address s

gl o0 axlye oo (6,500 glo anF L Led

104

www.takbook.com




rlisense

o e

www.Mabedini.ir

Packet Length 0

The Packet length is the number of bytes of each packet that will be captured. Default value is 0, which will capture the entire frame regardless of its
size

Count 100

This is the number of packets the packet capture will grab. Default value is 100
Enter 0 (zero) for no count limit

Level of detail Normal M

This is the level of detail that will be displayed after hitting "Stop" when the packets have been captured
This option does not affect the level of detail when downloading the packet capture

Reverse DNS Lookup Do reverse DNS lookup

The packet capture will perform a reverse DNS lookup associated with all IP addresses
This option can cause delays for large packet captures

Jos Jlade 90 (pl ay o) 5o a5 0uS asio wo 1) b aiey Sl g atey Job ojlasl ales e Leds aslsl 4o

b Gorainns 3l g 0uS astine |, Slelbl cdljo mhav (idu cpl 5l ailey oo Lol 04 aBgie Capture
Oy 5l amy B asS SIS start g9, a5 Bl o2 IS 4 £9,8 gl S Jled e o |, DNS 55 L

g8 00ld sl 13 Oy a4y S8, sle a5l L5155 0dd el o 4

& Download Capture
Packets Captured

17:17:17.878732 IP 192.168.174.129 » 192.168.174.2: ICWP echo request, id 19226, seq 47158, length 8 -
17:17:17.906465 IP 192.168.174.129 » 192.168.174.2: ICHP echo request, id 51634, seq 5168, length &

17:17:17.906581 IP 192.168.174.2 > 192.168.174.129: ICHP echo reply, id 19226, seq 47158, length 8

17:17:17.906694 IP 192.168.174.2 » 192.168.174.129: ICHP echo reply, id 51634, seq 5168, length 8

17:17:18.418651 IP 192.168.174.129 > 192.168.174.2: ICHP echo request, id 19226, seq 47159, length 8

17:17:18.41881@ IP 192.168.174.129 > 192.168.174.2: ICMP echo request, id 51634, seq 5169, length 8

17:17:18.419084 IP 192.168.174.2 » 192.168.174.129: ICHMP echo reply, id 19226, seq 47153, length &

17:17:18.419064 IP 192.168.174.2 » 192.168.174.129: ICHWP echo reply, id 51634, seq 5169, length &

17:17:18.635367 ARP, Request who-has 192.168.174.2 tell 192.168.174.1, length 46

17:17:18.934694 TP 192.168.174.129 > 192.168.174.2: ICHP echo request, id 51634, seq 5178, length 8

17:17:18.935136 IP 192.168.174.2 » 192.168.174.129: ICHP echo reply, id 51634, seq 5178, length 8

17:17:18.935344 IP 192.168.174.129 > 192.168.174.2: ICMP echo request, id 19226, seq 47160, length 8

17:17:18.935911 IP 192.168.174.2 » 192.168.174.129: ICMP echo reply, id 13226, seq 47160, length 8

17:17:19.450679 IP 192.168.174.129 > 192.168.174.2: ICHP echo request, id 19226, seq 47161, length 8

17:17:19.450922 IP 192.168.174.129 > 192.168.174.2: ICWP echo request, id 51634, seq 5171, length &

17:17:19.450987 IP 192.168.174.2 » 192.168.174.129: ICHP echo reply, id 19226, seq 47161, length &

17:17:19.451875 IP 192.168.174.2 > 192.168.174.129: ICHP echo reply, id 51634, seq 5171, length 8

17:17:19.548033 ARP, Request who-has 192.168.174.2 tell 192.168.174.1, length 46

17:17:19.966122 IP 192.168.174.129 > 192.168.174.2: ICMP echo request, id 51634, seq 5172, length 8 -
17:17:19.966971 IP 192.168.174.2 » 192.168.174.129: ICMP echo reply, id 51634, seq 5172, length & y

Sl ool 4y S5l gl aS oo aebp b 5k 0,90 ley jo a5 auS o5lils |y capture LB ol oo Lo

IRVEXR S | 1 IRYPVS
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Ppfinfo oo 3

u;'})}foﬁl@“Ulemﬂ~jﬁ)¢6@aou@|hwlj|@|§@wpf;lq@subjljfgél.l)odlﬁ

Diagnostics / pflnfo

Auto Update Page

0 o oanline |,

Refresh

| Automatically refresh the output below

Status: Enabled for 3 days €1:34:17

Hostid:  @x@9fe56f8

Checksum: @xeb40z3dladae252a80ach14626d0603d

Interface Stats for led
Bytes In
Bytes OQut
Packets In
Passed
Blocked
Packets Qut
Passed
Blocked

State Table
current entries
searches
inserts
removals
Source Tracking Table

IPv4
53781344
12781566

148395
6

143962
@

Total
3
284775
1@85
las2

Debug: Urgent

IPve
288
112

Rate

1.1/s
9.9/c
0.9/s

PfTop st y;

S,lg 5l am g duyle Guyiwd 10 gie i ol o el |y idu ol cagl oals Lusd ol b iz jo pftop olB b
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pfTop Configuration

View default v

Sort by Bytes v

Maximum # of States 100 v

pfTop: Up State 1-5/5, View: default, Order: bytes
PR DIR SRC DEST STATE AGE EXP PKTS  BYTES
icmp Out 192.168.174.129:19226 192.168.174.2:19226 8:0 87:16:53 90:00:09 181777 2849756
icmp Qut 192.168.174.129:51634 192.168.174,2:51634 8:0 B1:16:32 90:00:09 17840 499520
tep In 192.165.174.1:62835 192.168.174.129:443 FIN_WAIT_2:FIN_WAIT 2 ©0:96:20 0@:00:48 549 309565
tep In 192.165.174.1:62842 192.168.174.129:443 ESTABLISHED:ESTAELISHED 00:00:48 24:00:00 74 39095
tep In 192.165.174.1:62841 192.168.174,129:443 FIN_WAIT_2:FIN_WAIT 2 ©90:00:40 00:00:58 12 1209

QS Jleel OutPut oo Gisles jo Sl il o pfToOp Configuration ise o L
PINg 550 »;

w2 s bily 55 ssie 5 Cnl s JoesS s Oled b3 Bkl sl o0 cele S 05 PING sl Lo
0 oo odline |y i ol ol iou 5 ISKG 50 aS auS eolai]

Hostname |—.; stname t
IP Protocol IPvd v
Source address Automatically selected (default) M

Select source address for the ping.

Maximum number of 3 v

ings
ping Select the maximum number of pings.

Reboot sy ,;

S w2 g Gleyd Boyb il er by, (pl 45 0S suzme (giladl ol 1) s 0lgE se (sgie 5l ool b
:w@ow@l)wﬁ}w1uﬁ.jﬁ)a sl o ynd 50 JgusS
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Diagnostics / Reboot %}

System Reboot Confirmation

Click 'Reboot" to reboot the system immediately, or "Cancel’ to go to the system dashboard without rebooting. (There will be a brief delay before the dashboard appears.)

G-Jos

Routes 40 o}

1S sasline |y ol sols museizi | Ll pfsense as’ sos>ge slo FOUL cuxsg ol o s opl o Lo

Routing Table Display Options

Resolve names Enable

Enabling name resolution may cause the query to take longer. It can be stopped at any time by clicking the Stop button in the browser.

Rows to display 100

Filter

Use a regular expression to filter the tables

IPv4 Routes

Destination Gateway Flags Use Mtu Netif Expire
default 192.168.174.2 UGs 79 1500 le0
127.0.01 link#6 UH 152 16384 lo0
192.168.174.0/24 link#1 ] 1133 1500 le0
192.168.174.2 00:0c:29:b1:74:4f UHS 3208 1500 le0
192.168.174.129 links#1 UHS 0 16384 lo0

IPv6 Routes

Destination Gateway Flags Use Mtu Netif Expire
01 link#6 UH 2 16384 lo0
feB0:%le0/64 link#1 ] 0 1500 le0
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S.M.A.R.T. Status 4 ;
055 0, wly o ise (ol ,0 SMART colils 51wyl oo ,S cuai |, pfsense 1 g, 45 coitucws o )la 31

o> 895 e 3l Ol L Slaas |y ol colys 10 g oS S 15T (618l coew Slellbl S cws |,

el 0l o0l Gioled w3 IS 10 ghe p ol S

Information & Tests Config

Information
Info type Info Health ® SMART. Attributes All
Capabilities
Device: /dev/ adal v

Perform self-tests

Test type 0Offline ® Short Long Conveyance

Select "Conveyance" for ATA disks only.

Device: /dev/ adal '

States g ;5

ol Ul e s sails oo 5 wuiSee sanline |, PFSENSe Ll Jlub Condg 5l ) Lo e (0l o
el taled BB o5 JS8 o it ol S ol oa 0,8 2l el
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Diagnostics / States/ States 2]
States Reset States
State Filter (-]
Interface | 4|

Filter expression

le filter su

Interface Protocol

Source (Original Source) -> Destination (Original Destination)

State Packets Bytes
WAN iemp 192.168.174.129:19226 - 192.168.174.2:19226 0:0 55.565K /55522 K 1.48 MiB /1.48 MiB o
WAN icmp 192.168.174.129:51634 -> 192.166.174.2:51634 0:0 13.575K /13575 K 371KiB /371 KiB il

Opgo 4 A5 B 053 3l sie ol 5l Ul a3 s FeSEL States iz 4 cueds ol 5,5 Reset sl
D9 0 5k Lol Gl 25

Diagnostics/ States/ Reset States

States Reset States

State reset

State Table [} Reset the firewall state table

Resetting the state tables will remove all entries from the corresponding tables. This means that all apen connections will be broken and will have to

be re-established. This may be necessary after making substantial changes to the firewall and/or NAT rules, especially if there are IP protacol
mappings (e.g. for PPTP or IPv6) with open connections

The firewall will normally leave the state tables intact when changing rules

NOTE: Resetting the firewall state table may cause the browser session to appear hung after clicking "Reset". Simply refresh the page to continue.

S SIS Reset 43S g4, 9 00,5 Lkl | reset the firewall state table .51 S cosls
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States Summary sy )
el oals 00ls ilad 5 IS )0 sie (pl ¢ 0uiS ssaline |y 8gm g0 (LIl Comdg JS ol oo Ladi oS5 G (o

Diagnostics / States Summary 2]

By Source IP

Protocol counts

P # States Protocol # States Source Ports Dest. Ports
102.168.174.1 5 tep 5 5 1
192.168.174.129 2 icmp 2 2 2

By Destination IP

Protocol counts

P # States Protocol # States Source Ports Dest. Ports
192.168.174.2 2 icmp 2 2 2
102.168.174.129 5 tep 5 5 1

Total per IP

Protocol counts

IP # States Protocol # States Source Ports Dest. Ports
192.168.174.1 5 tep 5 5 1
102.168.174.2 2 icmp 2 2 2
192.168.174.129 7 icmp 2 2 2

BB S5 4y plaS” 2 a5 IP Pair 4 Per IP.Destination IP . Source IP:ccul CJB o= o (gos atws

System Activity oo

otaled Lo sl o (9 D50 4 ey ol G 0l 5o 45 syl eas LATEOP o3 L Lo 8 oo o Lo

el ) Oyg0 & GiSu (pl 29,5 AT Sed g0 00ld
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Diagnostics / System Activity (7]

CPU Activity

last pid: 53215; load averages: ©.13, ©.26, ©.21 up @+@3:04:29 18:36:32
107 processes: 3 running, 88 sleeping, 16 waiting

Mem: 17M Active, 87M Inact, 89M Wired, 59M Buf, 277M Free
Swap: 1@24M Total, 1@24M Free

PID USERMAME PRI NICE SIZE RES STATE TIME WCPU COMMAND

11 root 155 ki3l K 8K RUN 474:19 59.99% [idle]
360 root 39 0 656@0K 38856K piperd @:26 2.98% php-fpm: pool nginx (php-fpm)
12 root -68 = BK 128K WAIT 1:18 0.00% [intr{swid4: clock}]
12 root - oK 128K WAIT  ©:36  0.80% [intr{irql®: led}]
19226 root 20 0 18632 1864K nanslp @:35 @.0e% [dpinger{dpinger}
15 root -16 = 0K BK - 8:24  0.00% [rand_harvestq]
@ root -16 = aK 83K swapin @:23 @.0@% [kernel{swapper}]
361 root 52 @ 61504K 32528K accept @:22  @.00% php-fpm: pool nginx (php-fpm)
4 root -16 = 0K 16K - 8:19  0.00% [cam{doneq@}]
299 root 52 @ £1504K 34528K accept ©:16  @.0@% php-fpm: pool nginx (php-fpm)
5 root -18 = [:14 8K pftm 2:14  0.00% [pf purge
12 root -88 = BK 128K WAIT 8:11  0.00% [intr{irql8: uhci® ehc}]
27839 root 20 @ 23952K 6236K kqread ©:10  @.0@% nginx: worker process (nginx)
51634 root 20 0 18632K 1856K nanslp @:10 @.0e% [dpinger{dpinger}
19 root 16 = 0K BK syncer ©:06 0.08% [syncer]
12 root -8 - oK 128K WAIT  ©:@6 ©.80% [intr{irgl5: atal}]
29146 root 20 @ 13060K 13092K select ©:05 9.00% /usr/local/sbin/ntpd -g -c /varfetc/ntpd.conf
27569 root 20 @ 23952K 6212k kqread ©:05 ©.0@% nginx: worker process (nginx)

Tables s 1

Sl g0 oolazwl iP u,.,)oi 6ok polie gilw 0,53 (ol y Qi ;5las tables pb a4y o,ls 09>g (LB pfsense ,s

sanlive Iy Jlaz (pl Cumdg alss co lads g2 1) (pl )0 @g; (o0 )15 4 (cuwg Jo)y 5 12! 0 Cdspm sl oS

o ovlin |y gie 15 cnl 25 )3 WS

Diagnostics / Tables =il @

Table | sshlockout v

Select a user-defined alias name or system table name to view its contents

Aliases become Tables when loaded into the active firewall ruleset. The contents displayed on this page reflect the current addresses inside tables
used by the firewall
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Lot ol s gt 5y 53l Sl 5 i ol 97 o5 3,15 095 i ol 5o 358 s Ui 50 S

WS osnlive |y idu cpl jo (2,5 Sl ol

Test Port g5

Wb 1B 09 e piwd 10 Cand 3590 1) ol Syer SO ] 5l eoliiwl b ol oo Lo aS el ool sl S

0S8 e oddlice g S0 jo Lol 1) gie g ol

s not function for UDP since there is no way

ost is up and accepting connections on a given port. This t

ns in this manner.

Hostname

Port Port to test

Source Port Typically
Remote text Show remote text
Shows the text given by the server when connecting to the port. If checked it will take 10+ seconds to display in a panel below this form
Source Address Any v
Select source address for the trace.
IP Protocol 1Py v

If IPv4 or IPv6 is forced and a hostname is used that does not contain a result using that protocol, it will result in an error. For example if IPv4 is forced
and a hostname is used that only returns an AAAA IPv6 IP address, it will not work.

:Traceroute sy 5

A 9)50 dale piacs g Lol Jlgpld (o jene (03,5 S sl g 9500 925 23w (nl )3 &S S9ke 2 )P
1S oo odmlin ) gie iy ol Lo 5 ISKS 50 090 (0 ool
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Diagnostics / Traceroute 2]

Traceroute

Hostname yahoo.com

IP Protocel 1Pvd v

Select the protocol to use

Source Address Any v

Select source address for the trace.

Maximum number of 18 v

hops
P Select the maximum number of network hops to trace.

Reverse Address Lookup
When checked, traceroute will attempt to perform a PTR lookup to locate hostnames for hops along the path. This will slow down the process as it has
to wait for DNS replies

Use ICMP |

By default, traceroute uses UDP but that may be blocked by some routers. Check this box to use ICMP instead, which may succeed

LSA)?]M)OLQ.MASW‘OM\)BMQLA)B u,»l)luo)S_- oolaiwl L.S‘)" UDP QJS"j)Jl'QULM)‘ (_?)")b
S eolaul jelate cpl sl icmp 5l ales
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sl 4l Lo la o cwlal Ol sy oboul wad Lot o5 Jloj jo b g adsl (gjlail ol ;0 0,055 5 (slo gie 51 (SO

ol Sleidu Jalis 093 gie ol a5 ol interface ggme o jlo 1) 045

Interfaces ~ Firewall ~ Services ~

COMMUNITY EDITION

Assignments

Status / Dashboard
WaN

System Information LAN OO

ERC TN & ons Ll wan 5Ian Méw)lfoo;&,gju&”hwoo;@ou})o
aslsl wax gl 4l sl IS QT Gl g o il o (L8 aSl sl )5 wilys oo L& Assignments

1wl 00l 00l ioles Assignments iz 5 JSs 0 WS

¢ ISeNSe  system - Interfaces ~ Firewall ~ 5 Status ~ Diagnostics ~ Gold ~ Help ~

COMMUNITY EDITION

Interfaces / Interface Assignments al @

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

Interface Network port

WAN le0 (00:0c:29:b1:74:4f) M

LAN le1 (00:00:29:b1:74:50) M

Interfaces that are configured as members of a lagg(4) interface will not be shown.
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Sl 4 B ogd o0ols ioled Lads (6l coned ol j0 w00 aseis |y (gagas aSil sl IS pfsense ;31
Ol 50 sy el ailein B asS o walin |y 4l OIS ;2 MaAcC ool Lads row ol 50 g adlal
A5 Delete |51 cucdls Las Assignments o 5l op aSiis &5 5o 40,5 S (gl 05 050 aie)

5 a8 Ayl LB 1o 50,8 eedaid Gl e 6,50 sle 4n T Led i cpl 50 S e cdaline aS (g jshailen
0S (oo odline ) b gie ] 5 IS

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGSs

&quwsﬁ@45%103@Lm;;@lfkblt;:'q)o‘%}a@uTLQ&P&IQL;@dIP
oS ool Interface Groups au;5 5l wb L jelaie ol slp g Jlesl Hloj pb & g0 4 4l &,lS

wgd oo LT (i5e (ol bl 5 JS )0 waamd 18 Cacd G j0 1 Sai 0550 aS Sles)lS

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

Interface Groups

Name Members Description Actions

. < Add . . ‘
Q%S*:JL’L"-"‘&‘)-.'&B-‘-“U-\J@- OlS (69,0 A5 CanndlS idu cpl yo 5 4 9,0 sl

D9 b Lo (6l 3 O yg0 Ay aSil OIS o
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Interfaces / Interface Groups / Edit

tht

il @

Interface Group Configuration

N

Group Name feroup Nan
No numbers or spaces are allowed. Only characters: azA-Z

Group Description Group Description

A group description may be entered here for administrative reference (not parsed)

Group Members VAN

NOTE: Rules for WAN type interfaces in groups do not contain the reply-to mechanism
upon which Multi-WAN typically relies. More Information

Sl oS oslannl ol s, idg loy jo b oS Gl 095 09,5 (sl pU S5 Lol o ol Lads ism ol jo
1) sl 4t Syl wly (oo ol 351 59 9w esliiul Sldgi i Sl asly (oo @ fiien Sl

DS SAVE w5 00,5 Ol |y aues 1,8 09,5 SO0 W ylo wuad

: Wireless iz

o 0S a3l 15u cnl b pew (2 4SS SIS 00,8 e sl Les pfsense o om0 2.4 (554 5
M‘o;\mﬁt&‘w@d&.«uuﬂf&aMw‘)bw@o&wf)ﬁ)édd)ﬁjmm

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

—
Wireless Interfaces

Interface Mode Description Actions
urtwn0_wlan1 Infrastructure (BSS) S

o+ Add

S b oS aslol 1,1 @ISSGQAdd A5 5l oolaiul b ol aldls i (5950 (gomw (g2 5ud D)5 Loy ST

fpy JS 50 e eols iales it Jie oS Lol | 5] geaw 4 auilgn Assignments i
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Interfaces / Interface Assignments al Q@

Interface Assignments Interface Groups Wireless VLANSs QinQs PPPs GREs GIFs Bridges LAGGs

Interface Network port

WAN |e0 (00:0c:29:b1:74:4f) v

LAN le1 (00:0¢:29:b1:74:59) v
Available network ports: urtwn0 (84:16:19:1e:c3:26) M

Vian sy

Uit opl o Led a8 el Vlan trunk g vian el i e S eolanwl pfsense ;s sg>g0 slotise I (S
ol gl soe oS Sl 25u ol o au s | LT 51 0,3 salisiwl wuad a5 gl 45t 5les S wilys e
:Aﬁa‘fsoo..\ml.imﬁ)‘ﬁ)obdéq

Interfaces / VLANs = il @
Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GlFs Bridges LAGGs
Interface VLAN tag Priority Description Actions

o+ Add

119

www.takbook.com




risense

www.Mabedini.ir

b ogd b lad gly 05 S5 O 00 4 (g5 b 0tS 0llS Add a3 (655, 0 4 )15 (05 4l (gl
AS o)lg |y aslil &5 wlandass

Interfaces / VLANs / Edit = il @

VLAN Configuration

Parent Interface le0 (00:0c:29:b1:74:4f) - wan v

Only VLAN capable interfaces will be shown.

VLAN Tag
802.1Q VLAN tag (between 1 and 4004)

VLAN Priority
802.1Q VLAN Priority (between 0 and 7)

Description
A group description may be entered here for administrative reference (not parsed)

QinQ Interfaces iz

el Gide ol aSus sl )57 alys o Lo vlan Jbsle ;0 802.11 SS9, 51 59,5 oolaiwl gly
Sy JSTgp 5l aul lods aSllls O)157 a5 bl ails g5 oo 4SS () 4y g 0SB e pfsense 4 cod
&S

:PPP Interfaces iz

o 0ye 5 DSL bglas gla poge L bLs | 51,3, 12 PPOE 5 PPLP (slSs 5l ailys o pfsense o Lot
oo oolaiul 1.2 PPEP (sl asud 5l onliiul (gl a5 calisen (SledSSp aulys oo Lot (adu ol ) oS ooliiu
FouS e owlie |y sy ol leds 5 IS0 50 0aS oS |y Wigls
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PPP Configuration

Link Type | PPPoE v.‘
Link Interface(s) le0 (00:0¢:29:b1:74:4f) - WAN -

le1 (00:0¢:29:61:74:59) - LAN

Select at least two interfaces for Multilink (MLPPP) connections.

Description
A description may be entered here for administrative reference. Description will appear in the "Interfaces Assign’ select lists.
Username
Password *Password
Confirm
Service name () Configure NULL service name

This field can usually be left empty. Service name will not be configured if this field is empty. Check the "Configure NULL' box to configure a blank
Service name

Advanced options

¥ Display Advanced

PPP
PPPoE
PPTP
L2TP

Select at least two interfaces for Multilink (MLPPP) connections.

15 5 oS e osliial e lellbl JUil gl GRES b 51 aSts cllgame G50 odsi j) 6 ko

S on oalie, 5 ol 3 S
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192.168.3.1/24 192.168.3.2/ 24

( ) GRE Tunnel U

192.168.1.0/ 24 Intermet Cloud j 192.168.2.0/ 24 172.16.1.0/ 24

Daphne o ; Fred
T

Sladas gl calizee slo Lidu slo gio ) S 50 a5 0 sll 1) BB ol asly oo L o2 pfsense o
:-.\.:.ZSLSAOML:M |) J;La u.;‘

GRE Configuration

Parent Interface [ WA M|

This interface serves as the local address to be used for the GRE tunnel

GRE Remote Address

Peer address where encapsulated GRE packets will be sent.

GRE tunnel local address

Local GRE tunnel endpoint

GRE tunnel remote

address Remote GRE address endpoint
GRE tunnel subnet 128 v
The subnet is used for determining the network that is tunnelled
Add Static Route [ Add an explicit static route for the remote inner tunnel address/subnet via the local tunnel address
Description

A description may be entered here for administrative reference (not parsed)

GIFs s
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3o ‘J.:.J oolaiwl .).4..1‘94 L5'°Ip uo);)" )‘4 u))jjs U))9 JKJSJJ 9o 6‘/\; Slells| ué; JJL) Lg‘)’ GIFs )ILo.w

50 wg,ls 3ls isu cnl 50 pew 50 4 Ll JBlas aS osS slml 1) U ol ailys o ]y 4 el isu ol

GIF Configuration

WDaxS 0)lg 1) 5 slaals wb Led g, ol

Parent Interface

GIF Remote Address

GIF tunnel local address

GIF tunnel remote

address

GIF tunnel subnet

ECN friendly behavior

Outer Source Filtering

Description

WAN v

This interface serves as the local address to be used for the GIF tunnel
Peer address where encapsulated gif packets will be sent

Local gif tunnel endpoint.

Remote GIF address endpoint.

128 v

The subnet is used for determining the network that is tunnelled
ECN friendly behavior violates RFC2893. This should be used in mutual agreement with the peer.

Disable automatic filtering of the outer GIF source which ensures a match with the configured remote peer. When disabled, martian and inbound
filtering is not performed which allows asymmetric routing of the outer traffic.

A description may be entered here for administrative reference (not parsed)

Bridges i

3,lg 5l dms waiS fate pp 4y 4l Sl pgs Al ol aSll O )5 Wiz b 9o ailed oo Ladh idu ol 5l eolaill b

S Ll | 4 ke lS aly g Lok i (ol &
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Interfaces / Bridges / Edit = il @

Bridge Configuration

Member Interfaces WAN

Interfaces participating in the bridge.

Description

Advanced Options I

LAGG iz

oo by asis o5 cpaiz o] 5l eolaiwl b asly oo Lais a5 o 15 3439 cubils FreeBSD Jale pitaw 4o

Alg oo Lo 5 S5 50 oS sl (g3lme 4t )15 G B o Koo failover & jgo 4 04,5
S odwlin |y isw opl oleddas
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LAGG Configuration

Parent Inferfaces -

Choose the members that will be used for the link aggregation.

LAGG Protocol NONE v
+ NONE
This protocol is intended to do nothing: it disables any traffic without disabling the lagg interface itself
« LACP

Supports the IEEE 802.3ad Link Aggregation Control Protocol (LACP) and the Marker Protocol. LACP will negotiate a set of aggregable links with
the peer in to one or more Link Aggregated Groups. Each LAG is composed of ports of the same speed, set to full-duplex operation. The traffic
will be balanced across the ports in the LAG with the greatest total speed, in most cases there will only be one LAG which contains all ports. In
the event of changes in physical connectivity, Link Aggregation will quickly converge to a new configuration.

FAILOVER

Sends and receives traffic only through the master port. If the master port becomes unavailable, the next active port is used. The first interface
added is the master port; any interfaces added after that are used as failover devices.

« FEC

Supports Cisco EtherChannel. This is a static setup and does not negotiate aggregation with the peer or exchange frames to menitor the link
LOADBALANCE

Balances outgoing traffic across the active ports based on hashed protocol header information and accepts incoming traffic from any active

port. This is a static setup and dees not negotiate aggregation with the peer or exchange frames to monitor the link. The hash includes the
Ethernet source and destination address, and, if available, the VLAN tag, and the IP source and destination address
ROUNDROBIN

Distributes outgoing traffic using a round-robin scheduler through all active ports and accepts incoming traffic from any active port.

Description

Enter a description here for reference only (Not parsed)

UiSu (0 paite O jso 4 alaS a aS 0l olatwl LAGG calisee sleidls 5l ailes so w0l jo e

] 00 UL"’

Al oyl Olenkild

Sl S 50,5 soi atwd sl g Cuwl g yne AsSigNmeENts o a5 _isu  oglle Interface sgw 5 40
S92 g0 aSCl (5l IS Slawd 4y S o e | aylo aST ) (61 At O je wuiles o Lo 05 oo oolasiu] ALl
52 Sleas @ alys o plaS 50 (59,0 0,5 ST L a5 cldls wealss LSl o gaie el i ool 5o

Qg oo Ld] T Galises slotond a4y Lads o iSe 50 g 8,lg 4K &)lS

:‘.\.:.:Swﬁ.b;?ﬁ)'L;L:a4.';.,...».5A%I)ijpm.léﬁ&&Qb%l@lywwgo)y@

General Configuration i e
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Reserved Networks _ix, e

35 o L3 el (o) & 5 e 59 ONED o 11D Slakis Jlael 50 15

DHCP6 Client Configuration i e

DHCP Client Configuration i, e

Lan a5 oladas

Pfsense , e aSts | IS )b G Lads ) IS 50 wols )13 e LAN oSty s j0 aSts )57
o o 4SS b led ggy0 4t o Bl )18 Sas Sleade (Ll cnl )3 45 05 (o0 calin |,

B AR

USUARIOS

Network Switch

((“‘)) ‘
i& A Access Point

7 9
INv]TADOS 3 J Wireless PC

=\ <) =)

5yl bl )l a5 Qujngfsense 30 lg oo Ly a5 el (] QTje)lo Se2g gl ST WSe ol o

i ,S sleise b Lo aslsl [0 i8S o Cupae lan o8 solanul ol |, LSl pfsense 5 oS oolawl

126

www.takbook.com




rlisense

www.Mabedini.ir

A iy ol jo oS edls axlee ola isu b Leds lan M"‘.QQMQ)Ij)'lM.%g@LJ,ZTLan ALl oS

S e odalie JSi jo 1) Cand ol 51 GeNeral isy w4l salss 0ols midsl Cunnd 4 Coand O jg0

General Configuration

Enable Enable interface

Description LAN

Enter a description (name) for the interface here.

IPv4 Configuration Type Nene M
IPv6 Configuration Type None M
MAC Address

This field can be used to modify ("spoof") the MAC address of this interface.
Enter a MAC address in the following format: oo or leave blank.

MTU
If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances
MSS
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect
Speed and Duplex Default (no preference, typically autoselect) v

Explicitly set speed and duplex mode for this interface.
WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced

G U oSe 53 S oslisal Cood nl Jgf G5 5l 45 sla o)l 00,8 Jlab 5 Jlab Jleb sl
2 9lg oo Lads Blorus gy (idu 5o el Jladyud cund ol o lan aSis oI5 5 el 00,556 S5 enable
Sylslan oo olxedsi o cal AN Gisw (ol sz (558 G Dyge 4 45 s s A O, (nl 950
Sygo 4 el 0al (6105 o WAN isy ol abl asdls f3wan aSls jo Lad aSls o5 31 cnl oads

IRVESUUEL [ IRV S SR DU L g LRy
o Lt a5 515 IPVv6 Configuration Type 4 IPv4 Configuration Type sle ob < aslsl o isu 50
50,5 Bl g aiS oo sanline 1T b (s 3 JK0 55 45 wiS oulats | aSes &) Slaglas g5 olss

pleil 1) 5 095 il el 4y aslyy oo Lol a5 058 o0 5L (JaSo idn Lads (gl anlsl jo Lol iz 12

V-
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IPv4 Configuration Type | None v |
(Nove |
Static [Pvd
DHCP
PPP
MAC Address PPPoE
PPTP
L2TP

IPv6 Configuration Type

T 7 €.

Enter a MAC address in the following format: socxoocxsexxix or leave blank.

Sl Az S5 1as 00 0g3 aSll OIS gl cendal e Cdds o auil 00,5 Ll |, None sy ol s S
S5 S ol wly o s MAC Address isu jo ols wlys zeds 1) Caomd ol sloidn aslol

s i ool aslie bl (sl |, 4

e |y Bl JEl ple yiios Jlade MTU LS o a5 b aly o o PFsense jo aSis o)5 clagdass o
maximum segment size aily o i MSS isu ,o . Cawl ol 1500 ise ool (2,8 i 45 auao
Lods ad o wlodas (gl (25 99 (ol &5 0sS daid 9 Jaseiie oo |,

S Ul ) a8 o sanlie 5 UK

Speed and Duplex | Default (no preference, typically autoselect) v |

Default (no preference, typically autoselect)
—— Media Supported by this interface —
10base5/AUl full-duplex
10base5/AUl
10bageT/UTP ful-duplex
10baseT/UTP
autoselect full-duplex
autoselect

ick private networks
loopback addresses

, _IrRFC 1918 (
RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should genera
private address space, too.
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:Reserved Networks _:x

uasie RFC 1918 15 a5 Lo aSits sloSdl 5 5055 Oy 4 ailes (o lads amio cpl 5l oles is )0
ol 09 oo Jlacl WAN a5t 45 g 85 oo Jlocl 1aN a5 3 Slenkass ol 4] o8 S Sy |, el o0t
S Sgdus |y Lo yol cpl 005 aly o Lo a5 s 10/8, 172.16/12, 192.168/16 Jolis lgaw o1

WS solaiwl S ool beds iow ol jo Sl s o Jles! sl

i o [P Gupol Lol wladass

* 055 4D S5 TD Gl pol (0,5 welas (sl Lo mal 00,5 0 L3l T 4y 8 (sla (i3 50 45 g pshailen
wedls> joye 1y 5u ol 4 0ad a3lol gla gie 5 Slaglars aelsl s a8 wsS Clsesl 1, ki glo el oy
ol 4y s aslys b Las sl 5 Slalas ) o sid il 00,5 Sl 1, Static IPVA el Los 51,8

S oo evoline ;S 50 1,1 sle 510 a5 Static IPv4 Configuration

Static IPv4 Configuration

IPv4 Address /|32 v

IPv4 Upstream gateway None M #= Add anew gateway

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button.
On local area network interfaces the upstream gateway should be "'none”. Gateways can be managed by clicking here.

DS enS o |y 095 BateWaY > 5 oS wal 1 IP eyol cted Syge 4 3w cpl 0wl oo e

sl DHCP Client Configuration sb « wax> (isvw ouS Gl |, DHCP cl> L8 5w j0 Lus 5]

DS oo oanlive 13T loiide 5 JSi ,0 a5 09d o adlo] Leis
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DHCP Client Configuration

Options Advanced Configuration Configuration Override

Use advanced DHCP configuration options Override the configuration from this file.

Hostname

The value in this field is sent as the DHCP client identifier and hostname when requesting a DHCP lease. Some ISPs may require this (for client
identification)

Alias IPv4 address /| 32 v

The value in this field is used as a fixed alias IPv4 address by the DHCP client

Reject leases from

To have the DHCP client reject offers from specific DHCP servers, enter their IP addresses here (separate multiple entries with a comma). This is useful
for rejecting leases from cable modems that offer private IP addresses when they lose upstream sync

ST 0g8 malass Las 61y (ol y5m DHCP jo b s’ Gl |, hostname ise oy o Lads (idu ol )0
oo Blol Lot Lo 4 5 O a0 40 (6,500 sl Lise oS ol |, Advanced Configuration s

D¢

Protocol timing

Timeout Retry Select Reboot Backoff Initial
timeout cutoff interval
Presets FreeBSD default Clear pfSense Default *® Saved Cfg

The values in these fields are DHCP protocol timings used when requesting a lease
See here more information

WS e |y 098 o 00l DHCP jo a5l slo o auiles oo (idu ol jo Lo

Loy 23w ol 50,5 Gl 5 am aiS e ooliiwl 1P w0l (3,5 <dl 0 sl PPP Lig, 5l Leds 4t & )157 )31

sl oo axlge Olonlas Jloel gly 105 s55e b

130

www.takbook.com




rlisense

o e

www.Mabedini.ir

PPP Configuration

Country v
Provider v
Plan v

Select to fill in service provider data

Username

Password

Confirm

Phone number

Typically *39# for GSM networks and #777 for COMA networks

Access Point Name

Modem port None v

Advanced PPP S

Create a new PPP configuration

Uinled ) Oygo @b GiSu ol 45 0 eolazul P cél,e sl PPPOE ol e Lo (gam S o

1394 (o0 00ld

PPPoE Configuration

Username

Password *Password

Confirm

Service name

This field can usually be left empty.

Dial on demand Enable Dial-On-Demand mode

Idle timeout

If no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An idle timeout of zero disables
this feature.

Periodic reset Disabled M

Select a reset timing type.

Advanced and MLPPP [:]

Click for additional PPPoE configuration options. Save first if changes have been made.
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B algs 5b Lads gl ) UKo Oyg0 4 Goin a5 S Gl 0yilgs (oo Lol o2 | PPTP/L2TP Ohgy 80
DS Sls 1y sy cpl a5 8 a0 lellol alen Lo

PPTP/L2TP Configuration

Username

Password *Password

Confirm
Local IP address /| 128 v

Remote IP address

Dial on demand Enable Dial-On-Demand mode

This option causes the interface to operate in dial-on-demand mode, allowing it to be a virtual full time connection. The interface is configured, but the
actual connection of the link is delayed until qualifying outgoing traffic is detected

Idle timeout (seconds)

If no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An idle timeout of zero disables
this feature.

Advanced and MLPPP ‘7‘

Click for additional PPTP and L2TP configuration options. Save first if changes have been made.

&Q)VQDHCP puon oyl jo aS Sglay pl b el ool Lo sl sl e WaN sy 4l o)
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pfsense ;s ssh 3,3 gl ol
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50 i Hliwgs Lok Csas o pfsense jleolarwl 4 Blide § j5e liwgs s Cwds )0 p)le> Jad L
S Zammo NTP g DNS DHCP oo ot Slopmg s 50,5 (55l ol ) ogas 10 a5 o)ls auad sy oy
ol b sl 1y pfsense L bLs )l )13, sl ol 51 S SSh 1 oS solasl 5 40,8 Jlad oy, Jol Cedd o g

S

: pfsense jo ssh 0,5 g3luil ol

598 ol 51 el L3 1S (6,580 oo o] (Lol Bam g uiS e 15 Client/Server o g0 4y ssh bl | S5g
L5, PFSENSE qias L ol 558 ol o jd s ol 51 e0lits] b adles o Lot ol 31 (6 lomms yo el yg o0 b
el (S 50 3 4 095 (Il ol ol s sl ) s 59,5 o e (51 5L5 3590 Jlasl g 0S5
G 5 B sl 5l )50 sl 00l 59,5 wds o pgd (23 SSN 4950 (0,5 sl ol sl m 09 (o0

s wd Slp )5 50,5 ol e SLL
:ssh 9w OQ)S 6)"43‘ O‘)

Lot g (395 55 5 ol 003 Oy 3t (5520 55 5l Sy 058 Jab sk 90 5l ol (oo Lot |, SSP 5
Tl g co Ll g daly 5,k 51 gslail ol 2w b aslsl o s o alil 1) Joe ol g dal, 5l oolazwl b

aS oS law |, Secure Shell isw g wgi o lg Advanced iso System  ssie 5l g wugd w9 dadl,y o)l

130w oaline ).l)'Ji.i‘:).) ‘)&)i".q&’ﬁ‘

Secure Shell Server Enable Secure Shell

Authentication Method Disable password login for Secure Shell (RSA/DSA key only)

When enabled, authorized keys need to be configured for each user that has been granted secure shell access.

SSH port
Note: Leave this blank for the default of 22,
4 .08 Js | ssh adlys o s Enable Secure Shell oo 8 Glail b oS sl 4055 aw Jolds 5o o0l

ol UL gl a5 000 g0 Guag w30 oy )5 4 aSls 1022 &gy (g5, 5 SSN gy (B8 i Ojg0
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O Oye Sl Gl 4l B asS eolanwl 1024 51 UL slael 5l g awms s |y & ye ojleds ol 995 595w
ud;o)bbm‘y‘SALmul)MualsMAJﬁlz;‘Mw;})yng)))g..b.as‘@‘)wg)yo)l&.wu&)w

AR S 3,0l 0 goue

SSH port

Mote: Leave this blank for the default of 22.

D9y b aslsl jo a8 Col jeue 50,y 5 6 )l5 pb eolil Jgl g, S eolanwl SSh 5l aslys oo by, 90 40 Leds
Sl oS 5l eolitul pgo by, 9wl dalgs Lo pfsense gssh o jog, cpl 5l eoliwl gl 55 oy8,5 sl
B ol el odS aub Lot Jg el (65U coial (sl 1o oS sl oolaswl o poo (g ¢ ol LS| (51,8
Gk 319959 995908 7o) Bosb 5l (s yiwd 9,5 Jd e (slp S ooliinl by, (ol B ol anals

1S Save 5 oS Cll ]y 5 e auily oo RSA/DSA il sla oS

Authentication Method i Disable password login for Secure Shell (RSA/DSA key only)

When enabled, authorized keys need to be configured for each user that has been granted secure shell access.

sshd Jlss g oS bl |, Sockets sgie 5 9 ugi DIAgNOSTICS jisw ol us gy cnl 50,5 Jbid 5l o
L ‘)LJ‘“’ULJJ‘ Cans] 005 JLL‘)LQ.M:SSh 39~ @)yvdjjfdwo&Mbmfubf &)"‘ (575)'> L

WS e valine py IS

root sshd 15005 5 tcpd i B0

sl Ja8 22 551 59y 5 1P Glow ol o (59,0 s 2 Uk (29,5 50
:Pfsense jo y,l5 o ,5 adlsl b,

System (ssie 51l )5 s 4 0ads )5 (sly s bl )57 (30,5 aBlal og, auls Lo IS aelal (sl

10S 0 oablive ) JSG 0 el 1) gie cpl a5 wed User maneger iso o )lg
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f sense System - Interfaces

COMMUNITY EDITION

Advanced
System / Cert. Manager Us
General Setup
Tre— Gre High Avail. Syne Auth
— Logout
m Package Manager .
User Routing
adr  Setup Wizard
Update

User Manager

el o0 Axlge p3 Oygo d pge bled (5w (pl 4 ol o)l 5l o

msense System ~ Interfaces ~ Firewall ~ Services ~ VPN - Status ~ Diagnostics + Gold ~ Help ~

COMMUNITY EDITION

System/ User Manager / Users 2]
Users Groups Settings Authentication Servers
Username Full name Status Groups Actions
admin System Administrator v admins &

ol A (69,9 LS 9w o imled 1) 1)l e aSTUSErS pb 4y el Gl (ggi0 ) el 095 idu o)

£ duly oo Lol a5 setting isu g asaiwe Goles ) 1,5 sl 05,5 a5 Groups isu wiwsl Cuond
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ool wad local wyiws (g, oglle Lok 45 S50 10 5 0uS saalie § i |, 555 Authentication

Al anlss ool musgr dnlsl o ledse cpl oS oolaiwl 2l yisu 3l awsley oo ausle e g w5, o gy ple
Users sy

O 3)ly slp 28 L 5 a5 0)ls (6015 U SO s 5LS aes bl g ls sad Leds aST 1y (eladl 5 Jes yo
v des 5 Cosl piiacw S poe a5 0S5 e odaline Lisu opl 0 Led 4S5 cwl @admin 5 )lS gieew
S9yy ACLIONS i5u (55,0 duilys (o o] Slelbl 45,8 ol g sl ol ADMINS 05,5 gac 5ls 1) o yiws
« User Properties slpise Joli 043 a5 098 ools tales Lo Glp 25 g0 40 (g0 b oS SIS slowe
I, User Properties iso Lai »; K& 50 a5 ol Keys 4 User Certificates . Effective Privileges

1S 0 oline

User Properties

Definedby  SYSTEM

Disabled This user cannot login
Username admin
Password P
Full name System Administrator

User's full name, for administrative information only

Expiration date

Leave blank if the account shouldn't expire, otherwise enter the expiration date as MM/DD/YYYY

Custom Settings Use individual customized GUI options and dashboard layout for this user.

Group membership admins

Not member of Member of
Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items.

A_MAJULO))Q uaj.s wo.l u)s.oda};)tfd‘ ] admInS os)fjaa.csw‘ 03 él?u‘wm.'a.ﬂayf)ls uil

Glp aS ail aiils axgi oo 4S5 pl 4 (W oS isu (ol 151 ygue o, ouilgs o Lol 5 el ouls ol
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Leds sl Lide ol slo xS S o ly password iy ;o Cawyd Syge 0 ,bed |y jeee o, b LI o0l

g sod o3l iulad

S jo a5 Add 435 (69,0 et I8 Lido 40 (ol 0,9 5l a4 CancdlS wa )5 S 0,5 ol (sl
0SS5 0sS e odalin

o odelin ) JSO 55 a5 098 (oo 0ols Graled Lad (sl )l (ot a8l (sgie 25u cnl 4 s Sl 5l s
oo 0dablin |y )5 Glasin isy p; IS 4o . sl Keys g User Properties isu g Jolis 945 45 osS
1S

Defined by ~ USER

Disabled This user cannot login
Username

Password Password Confirm Password
Full name

User's full name, for administrative information only

Expiration date

Leave blank if the account shouldn't expire, otherwise enter the expiration date as MM/DD/YYYY
Custom Settings Use individual customized GUI eptions and dashboard layout for this user

Group membership admins

Not member of Member of

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items

Certificate Click to create a user certificate
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L@r.i.;'gﬁl,.,5.).,?.;So)ljLA.:>%Ll)wlamambo\ﬁ})oJ@lmw.:ﬁ\)'lmedmd.l)e
Sy 5955 sl olej 53 o Gl & 0 Jlub el 1y )l S il on Lo gl i 53 el (5L
Al asls 1y )5 G oS Jldyd aad Lo a5 Sloj 10 o2 g ol Jleé )18

50 il (60,8 pastie p)l5 Wb aS asS o)lg |y oy ls I)ﬂ 00,5 dbulaad a5 (6,15 sL Username o5 ;o

ol gl ald g0 plaS oS 8 )ls 1) jeaciey @0 e Sty Jlsd Do 4 Wb o2 password ,sls

DS i o2 1) 098 Jld e 15 0y lo wad aS Slej g 0S8 )1y )5 (sl JelS seml auslgs oo Lo

oozl CUSTOM Settings a3 5l asilys (o audd sl oo | )5 o (oled Sloglas a8 g s wab 51

S Ol o 1) e 42 )5 09,59 sl o5 0l B ogl 5L el sl p) S0 Oy 40 (900 B oS

Custom Settings (¢ Use individual customized GUI aptions and dashboard layout for this user.

Theme pfSense v

Choose an alternative css file (if installed) to change the appearance of the webConfigurator. css files are located in /ust/local/www/css/

Top Navigation Scrolls with page "

The fixed option is intended for large screens only

Hostname in Menu Default (No hostname) M

Replaces the Help menu title in the Navbar with the system hostname or FODN.

Dashboard Columns ]

Interfaces Sort Sort Alphabetically

If selected, lists of interfaces will be sorted by deseription, otherwise they are listed wan,Jan,optn

Associated Panels Available Widgets Log Filter Manage Log Monitoring Settings
Show/Hide g0y the Available Show the Log Filter panel Show the Manage Log Show the Settings panel
Widgets panel on the in System Logs panel in System Logs: in Status Monitoring
Dashboard.

These options allow certain panels to be automatically hidden on page load. A control is provided in the title bar to un-hide the panel

Left Column Labels Active

If selected, clicking a label in the left column will select/toggle the first item of the group.

Browser tab text Display page name first in browser tab

When this is unchecked, the browser tab shows the host name followed by the current page. Check this box to display the current page followed by the
host name.

Lo 65kl g 00gr (5 L )5 S 0,5 sl e yo s ol
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S L Dygeo 4 4S5 0S (6,500 sl 0g)F gac |, )5 wly e Leis Group membership iz o
J..MSJ.SLAI og;@‘)f)wf)%dj));mjasﬁ’nb UO;UL?LU‘LQ)‘O o9>5AdmInS oa;;&;.}aﬁﬁ

Mot member of

10S oolaiwl 5 a8 5l g aaS Gl ) o o (5l 09,5 A S 1 Coguae (0,5 Jled e gl

Member of

25 IS8 50 a5 S et 1y o )ls 5L ol 4 Jlal 6lp )l G a8 ole oS wlys e Lt Keys isu 5o

WS oo odmlin |, Lisy o)

Authorized SSH Keys

Enter authorized SSH keys for this user

IPsec Pre-Shared Key

3L ol 4 idu el 40 4 asS 8)lg 1, I8 SSh 4 bgs e ol Wb Leis Authorized SSH Keys  isw jo

QS olawl isy (plipsec oS 5l asly e L IPsec Pre-Shared Key isw jo 5 05,ls
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pfsense ;5 09,5 40,5 adlsl
saplice |y 15 g0 s oo Lok b 0g )5 idu 4y Al lg 5l dr 45 (v )0 odes 9 IS 05,5 90 L pfsense ;o

M‘fl)l.mo”fuw&m‘f

Users Groups Settings Authentication Servers
———
Group name Description Member Count Actions
all All Users 1 4
admins System Administrators 1 &

PR L Doge 4 ADMINS oL 4y oo (29,5 59,650 )18 0l 0 olp)5 aee a5 0l sgzg all o 4y (25,5
09,5 cpl slacl 5l o po AdMIN )15 g ases |3 05,5 opl jo ol o |, pfsense Jls u6 ol poe a5 con
3,5 ALl gl S e ool |y 5l D929 09,5 o 10 4T SIulS slaws L member count s ool

w9 5k L slp 25 O30 4 20> 5te b 0SS Add (g5, o S Sl 05,5 S,
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Users Groups Settings Authentication Servers

Group Properties

Group name ‘
Scope Local v

Description
Group description, for administrative information only

Group membership admin

Not members Members

Hold down CTRL (PC)/COMMAND (Mac) key to select multiple items

Save

G0 g Sl 09,5 b 4y baygpo (1 (S 08 o)y Lz 1T (bl s 90 il Las 09,87 (0,57 iy sl
r«..‘?o ’. )‘ oolazw! l; J.o.i‘g.a 9 A.uS b)‘s ‘) ‘_gl.‘?b.o 5.& n.\.».l‘s.i ° Lo uL‘z...a 94 JMJU .. B R 05; SCOpe

DS e oanline 1) IS ol Lads s ol 40 45 oS jaseie | 09,5 slacl Group Membership
issh jo uls’ 3 ,b ;I Pfsense 4 Jlail

D49y &S oyl B Coand (pl 5o ol Ll o] jo 1S 05 sl g, g SSh 0,8 Jlad b ey idu opl b
2 S ol lod sl |, PFSENSse o 55rge SSh jg 0 a1, (pogas 5 (sases sl ondS 3k 5l Jlasl 15
Ol oo Sl s a5 0 (oo ool Jlasl sl jeony Jele a5l Led oS Conl (nl 2 (28 ol pu3
Coond 3l 3 98 onlicias] il sl sl 51 ol Lo 5 3,1 3578 (558 iy 90 & SSD CLl Lole s
S s5r0 9005 Sape slp b sl 0l 5l (S 45 wgd (o LT PULLY 6l a4y By pmo asliy S5 L
Colos 51wl oo 1) by ol el sSh gl eslanul b jaany ele et Biyb 5l nSond

&S sglils https://www.putty.org

aalp b Sl Gl a5 ol u’_lalfs)l sl oS O obul 4 5ls Leis o OiBu 50 Ceomnd Qﬂ‘ 5

.38 sglils |, (puttygen.exe (a RSA and DSA key generation utility
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a3 oo 25 e 3 138 o ol 12l b e i ol 50,5 o9blo

7 [= |
File Key Conversions Help
Key
Mo key.
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
(®) RSA (CIDSA (C)ECDSA () ED25519 (_) 55H-1 (RSA)
Mumber of bits in a generated key:

o Lol a5 slo 0S5 (S0 0,0 052y ol s Usd asliy (nl )3 S e oomline &S (5 5hailen

Odg 6l a0 plxl Jos 95 asily o e ACtIONS v jo . sl SSh-1(rsa) oS solanwl ol 5l ailgs

)‘ Ls..oya? 9 (SRFE Ju.lg k)uLoa 9 9990 LgLQ ..\.:.15 L)D)S )L’ ‘_g‘).) 9 A.».aS oolaw! Generate )| ».\.JS ué;

Sarr o) €5 0,5 ol am b a8 oS sloul 1) 0udS gl oo lo sl Lo ise ol 58 S oolaiwl Load

Uinled amin (o lad Gl ) Dygo 5L Gioled SO asS e sanline aS (g shiles b asS SIS Generate

0wS oo odpline yy S o |y iou cpl e 09l olol Ll a5 0,90 0S5 090 00ls
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E PUTTY Key Generator

File Key Conversions Help

Key

Actions
Generste a public/private key pair
Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:
RSA DSA ECDSA ED25519

Mumber of bits in a generated key:

Please generate some randomness by moving the mouse over the blank area.

[==]

Generate
Load

Save private key

SSH-1 (RSA)

2048

il 03,5 Sl Lo a4 (60lS g5 4y iy a5 0t o Jsb lej Do 5 LaalS 0,5 sl (sl askiy ol

Qg g0 axlge iy IS L Lo idu (ol pladl 5l amy bl i ol e
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F PuTTY Key Generator @

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorzed_keys file:

ssh-dss AAAABINZAC 1kcIMAAAEBAL 44dmbczEZBVBCe  P3EEMCOa 9V Y 3shs ~
+RRB8Hkyd6a6VOAFFP D 1X0uVEMdeQ0VEE2V] 2t RbciDS4mx Kz BANGEEZSVo YB Y
QT4BqD2v7IvbWHMt 22 1He PwGNm 33y k SPqBIV/4 35N Ved SoHkn 1JCxHU4IAIRES 8/
Vo1 Z/060MBTeel12TPPL/CY Y4 7K ThrUGaZdY 71+uv Tk353D LA Ftwbza FI1SPMF
He XNy IWkDFP Ipz2Ed 3zikedv H2vd Lew UILEOKjLit UGne LY XngDnFj 7R Aejv Mk 874H +

Key fingerprint: |55h-d55 2048 Za:54.78:67 2025 54:26059:03:98:13:5a:3b:;cadc |
Key comment: |dsa-key—2'|]13ﬂ425 |
Key passphrase: | |
Confirm passphrase: | |
Actiong

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key
Parameters

Type of key to generate:

() RSA (® DSA () ECDSA () ED25519 () S5H-1 (R5A)

Mumber of bits in a generated key:

S soalie o 1 fingerprint o j5 w4 Jlasl sl 5 98 0 ssaline |, public oS isw ol 4o
ool e yo 1) private oS «asS o33 o0 ol private 5 public oS oy o s (0,5 Save iz
‘SLS@SIJ:'I)%)ISJ.;’Q)os,\:JS‘S;SI)MIowoolo&uﬁowabg.\ﬁﬁ%b.\gdoﬁ)a.4?:50)7:55

PRy CLye L

rized SSH Keys ssh-dss

AALAB3NzaC1ke SMAAAEBALAAdMSczEZBVBCeIP3IEEMECOa9tfVY3sh
s+1RRBEHkyd6q6VOATFPDLIXOUVANXkQOVE52VL ztRbcias4mxKzB21
AlGEBZSVoYbIfVQT41BqD2v7IvblWHNtZe1HeFuGNmEOyIkSPgBIV/j
95NV sdSoHkn1IQxHU41AZNESE/8VolZ/06DMBTee@12TPPL/CiYY4l

Enter authorized SSH keys for this user
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private oS & 5L Les i3u (pl 40 gm0 4 Jlas! lyp oS soliwl putty asl 5l sl Leds o al> o 5o
Oy pyaskip 0wl e isu cpl des a5 0,18 595 (59550 SSN 9w Jlad & jg 05leid g 59w 1P oyol g

) Syge A ded (o delip ol amio 8y Lais 1 50,5 1l g anlip ol 58,5 ogbils 51 o oS

ﬁ PuTTY Configuration EE_I
Category:
= Sessian Basic options far your PuTTY session
EI _I_E"" L.nglging Specify the destination you warnt to connect to
Fmina Host Mame for IP address) Port
- Keyboard
- Bell | |[22 |
- Fegtures Connection type:
- Window (JRaw (O Telnet () Rlogn @ 5S5H () Serial
Appea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection | |
- Colours .
Default Settings
=~ Connection L
. Data Save
- Proxy
- Telnet Delete
- Rlogin
- 55H
- Sefial Cloze window on et
(O Mways (O MNever  (® Only on clean exit
About Cpen Cancel

Y SR RVEL SR P IRV PN o To] o UV 1 PSR VEC S P BV | o u«‘ﬁ“ﬂs st Host name _.sU o

Qgd axlge 3 590 LB augd SSH isw o)1y Connection (sgwe ) 50 delip Cowl) Coos
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- 55H

- Host keys

- Cipher

[+~ Auth

- X1

- Tunnels

-- Bugs

- More bugs &

Options cortroling 55H authentication

Dizplay pre-authentication banner (S5H-2 only)
[ ] Bypass authentication ertirety (S5H-2 only)

Authentication methods

Attempt authentication using Pageant

[ ] Attempt TIS ar CryptoCard auth (SSH-1)
Attempt “keyboarddinteractive” auth (55H-2)

Authentication parameters

[ ] Allow agent forwarding
[ ] Allow attempted changes of usemame in S5H-2
Private key file for authentication:

| Browse...

Corcs

147

www.takbook.com




rlisense

www.Mabedini.ir

bl ) adS” BB e 9 05 Browse 1, os Private key file for authentication .sL Jlie o

098 5b lad glp Hgm 4 Jlasl axin b osS SIS |, Open sy o wsS

P EHIERIES

a5 o S ENter o 5 0iS o)ls ) (00,8 G (bl s (59,0 15 aulS a5 1y )l el (6,5 oL lie o
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DNS Hierarchy

Root Level

Top Level
Domains

2“’ Level | dailywebsolutions.com
5 + Google.com
Domains

Sub Domains
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Services - VPN -

Captive Portal
DHCF Relay
DHCP Server

I DHCPvG Relay I
DHCPvE Server & RA
DNS Forwarder

DMNS Resolver "

g oo axlge 5 S5 H0 saosls Lialed & ygods soie b Les DNS Resolver iso 4y oo o)y 5l am

Plisense . . ; Stetus - Dia Gold~  Help -

COMMUNITY EDITION

Services / DNS Resolver / General Settings cCe=e
General Settings Advanced Settings Access Lists
Enable [#l Enable DNS resolver

Listen Port

The port used for responding to DNS queries. It should normally be left blank unless another service needs to bind to TCP/UDP port 53
Network Interfaces All
WAN
LAN
WAN IPv6 Link-Local
L AN DG 1 il 1 mnnl ER

Interface IPs used by the DNS Resolver for responding to queries from clients. If an interface has both IPv4 and IPv6 |IPs, both are used. Queries to
other interface IPs not selected below are discarded. The default behavior is to respond to queries on every available IPv4 and IPv6 address

Outgoing Network All
Interfaces WAN
LAN
WAN IPv6 Link-Local

L AKLIDGE 1tk 1 Anal LA
Utilize different network interface(s) that the DNS Resolver will use to send queries to authoritative servers and receive their replies. By default all
interfaces are used

4120
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System Domain Local | Transparent v|
Zone Type Deny al S
Refuse
Static
Transparent
DNSSEC Type Transparent

Redirect

DNS Query Forwarding Inform
Inform Deny ve

No Default

e oo penlins (o aSll Ko 0ad sed 00ld Fruly S s I DNS glacslgs jo aan Deny cll> o

Al asls

oS les, 955 e Jlo)) REFUSED oS Sy cyllS’ Caons a5 45 slis 0l b ool DNy > Jo > 4o

ol ontiolny) gllas

aly ol abl el it )] 45 5145 59 e S e ol elins sl transparent cJi> o

Pebee plxl K05 sbayg w5l (ol s9zinz Jolie wBLS oo ST 5 098 e ool ks (S

S Redirect 5 S0 ol a1y b S a8 ol ails auad Lo a5 540 o0 ooliiwl o redirect el

154

www.takbook.com




r=Yisense

www.Mabedini.ir

L redirect slacdl> Las o5 caol 35 o5 ip ool S a4 ol cwlSs o5 redirect <l
Domain L Host Overrides s o,ls amio cpl o) Gide )0 dw 5 0SSl |, transparent

1S e odablie oyl 55 JSi y0 a5 w5 Overrides

=
Host Overrides
Host Domain P Description Actions
wWww mabedini.com 4221 i}
Domain P Description Actions

ip Lyl 41, mabedini.com wls 5l WWW Coula 0isS oo samlins UL S 10 a5 (5 55byled oS sl
10uiS oo oaline | o Jlesel &l pss NSIOOKUP ooliiwl b 5 IS5 o0 4 mles S redirect 4.2.2.1 o Lo

Name : HHH. Mabedini.com
Address: 4.2.2.1
» mabedini.com
127.8.8.1
127.8.8. 1453

MNon—-authoritative answuer:
Name : Mabedini.com
Address: 89.39.72688.119

> 1

WWW sl 39 0 00l S s Lol wy0l 4 mabedini.com o ls ip oS o saslice 45 (5 sblen
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USETHEPOOL [ MANAGE SERVERS

c oI THE PooL
pool.ntp.org: public ntp time server for everyone

Introduction
NTP POOL The pool.ntp.org project is a big virtual cluster of timeservers providing reliable easy to use NTP service for millions
of clients.
News The pool is being used by millions or tens of millions of systems around the world. It's the default "time server" for Active Servers
o most of the major Linux distributions and many networked appliances (see information for vendors). y Africa 32
W 5 X ) ) y
SC?‘H ‘??PI;I,;; Because of the large number of users we are in need of more servers. If you have a server with a static IP address A .
S always available on the internet, please consider adding it to the system. ntarctica o
Howdol Jom The project is maintained and developed by Ask Bjorn Hansen and a great group of contributors on the mailing lists. Asia 232
pool.ntp.org? N N L ) ©
The source code for the system is available. =
Information for . " ! . . E
) - " serv g  Deve vber Communica urope 2
vendors Hosting and bandwidth for the "hub" servers are provided by Develooper and Phyber Communications. ) P 773
The mailing lists cou ) North 929
. . America
Additional links ;
. ° News Oceania 119
. ) Subscribe in a reader -«
Translations South 45
< & America
ge“ﬁh - May 21,2017 How toConfigureNTP for Use in the NTP Pool Project Global 3823
olis
Enb 1=h Daniel Ziegenberg wrote a tutorial for Digital Ocean on configuring NTP for the NTP Pool on
spafiol Tbun AllPool 4130
Suomi Ubuntu. or 'OO
Frangais Oliver Nadler has another tutorial covering non-Ubuntu, too. SEIVELs
=
E}ém As0f2018-03-31
,\Iede[lat}ds - January1,2017 NTP Pool Forum
Portugu

There’s a new forum for discussion related to the NTP Pool at community.ntppool.org. Please come join us. There are a

dilaie ol 4 duly o Led a5 sas o | cilisee sl ise j0 NTP la g slaoyol L 4 ol ol

oS Sl b T s oLl i

)J)WAMJ)\) w‘ OM;Q U‘J‘i‘ d‘f)j)md.wwl.w U"‘)é

server 2.ir.pool.ntp.org

server 3.asia.pool.ntp.org

server 2.asia.pool.ntp.org
I ol Sl ooy yapm ol 50 0,00 S8 T )b oS o 40 82.99.215.102 ol 4 G o )les g
a2 o Lisled |y oyl (e loj Ladd a5 timeLir ob a0 ls 0529 o)l pl jo bl a5 casl LIl jlaws 5 ol

Lo NTP 5500

ki B9y b om Seend 3 5wt oolal PEsense ;s NTP 5o 038 elas (sl Lot vty ool b

2 oy bl (Lol sy b olisl sl T Lt isu cnl 4 508 0y 51 8 engd oo LsT jgpm cnl 03,8
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: Pfsense ;o NTP g, 3,5 s3lail 1,

08 e odaline 1) idu pl leds 5 S5 50 S dxzlye e ol 0 NTP 5500

Localization

Timezone Asia/Tehran v
Select the timezone or location within the timezone to be used by this system. Usually choose a "Continent/City". Only choose a special or "Etc" entry if
you understand why you need to use it
Timeservers 0.pfsense.pool.ntp.org

Use a space to separate multiple hosts (only one required). Remember to set up at least one DNS server if a host name is entered here!

Language English v

Choose a language for the wel

onfigurator

Firewall ~ Services ~

COMMUNITY EDITION

Captive Portal

Status / Dashboard DHCP Relay +e
DHCP Server
System Information DHCPv6 Relay Netgate Services And Support [-Xx]
Name pfSense.localdomain ’
DHCPY6 Server &RA | petrieving support information &
System pfSense DNS Forwarder
Netgate Device ID: 9117bc7856b0d6c0
DNS Resolver ]
BlOS Vendor: innotek GmbH Dynamic DNS
Version: VirtualBox g Interfaces F00
Release Date: 12/01/2006 IGMP Prox
4 s WAN 4 1000baseT <full-duplex> 192.168.11.6
Version 2.3.5-RELEASE (i386) Load Balancer
built on Mon Oct 30 11:08:00 CDT 2017 NTP
FreeBSD 10.3-RELEASE-p22
PPPoE Server
Version 2.3.5_1 is available. &8 SuuP

Version information updated at 2018-0%
Wake-on-LAN
Platform pfSense

CPU Type Intel(R) Celeron(R) CPU N3060 @ 1.60GHz

Oygon Lol (sl g Slorlass (250 b oS SIS au5S Gl 59, 2 el NTP g5 (250 40 ot o5 (s

955 5k )
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Settings ACLs Serial GPS PPS

NTP Server Configuration

Interface WAN

Interfaces without an IP address will not be shown,
Selecting no interfaces will listen on all interfaces with a wildcard
Selecting all interfaces will explicitly listen on only the interfaces/IPs specified

Time Servers 0.pfsense.pool.ntp.org

“ D

For best results three to five servers should be configured here
The prefer option indicates that NTP should favor the use of this server more than all others.
The no select option indicates that NTP should not use this server for time, but stats for this server will be collected and displayed

Prefer No Select

Orphan Mode 2
Orphan mode allows the system clock to be used when no other clocks are available. The number here specifies the stratum reported during orphan
mode and should normally be set to a number high eansu’e that any other servers available to clients are preferred over this server (default
12)
NTP Graphs Enable RRD graphs of NTP statistics (default: disabled)

Sl 955 giladlely Gl 0T 5y 2 o5y laed )8 sl Lot 5w cnl ) QUL cand o
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Soler 5 0T 505 o by ogas 50 8 laion j0 a5 0SBl ) 058 eay oo ol 51 a5 Time
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Status/ NTP Co®=mEe@

Network Time Protocol Status

Status Server Ref ID Stratum Type When Poll Reach Delay Offset Jitter

Unreach/Pending 51441322 194.225.150.25 3 u 1 64 13 50.066 18.209 27.231

Snmp lbl) L) CM..J‘ ‘51&45]: )I oolaw! m)d Lbf"""‘“‘"‘" UQ)S g_iu)wl.a 0)540 )\) )35.40 9 ‘SAJA.; Lngu"’ﬁ) )‘ kSi’
8l ,o Slellbl § 0iS o )5 (55 [ llS Sl 0 asly oyl .ol (55lwosly LB oo pfsense Jlg L o as
2 ISy cnl sl oo bl jgpm aons )0 Bl cul 5Ty 53l0 5 9 00,5 Jaiie 59 Coons 4 1) placns 5l o0l
el wa sledsy9 50 (Jg S (oo Jloo) H 5 Cao @ 1) Slellbl 00t oy slagyie &0t o] adsl sleds g

sl otiolmgl Ly sl o oyl Jo)|

oy S |y Slellbl ol aslyny B oS Jd 1, SNMP - olS ise auilss o L pfsense Jlg ,6 o
aS ayle ks e isu ol 0,5 Jbb sl .ol Check_MK L g cacti wlgs o (sl g cpl 45 0usS Jlu)
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Captive Portal

DHCP Relay
DHCP Server

se.localdomain DHCPvE Server & RA sua WAN U autos:

te Device ID: 66973che59¢6f3fea LD tuls W ST

DNS Resolver

~ - Int. Service Hostn
. Phoenix Technologies LTD _
in: 6.00 Dynamic DNS All Dyn
3e Date: 05/19/2017 IGMP Proxy
. Services Status
RELEASE-p1 (i386) Load Balancer
nWed Dec 13 07:43:29 CST 2017\ 1p Service Descriptio
SD 10.3-RELEASE-p26
l PPPOE Server () dpinger Gateway |

sstem is on the latest version SNMP ] ntpd NTP clocl
n information updated at 2018-04

UPnP & NAT-PMP (] syslogd System Li
se

Wake-on-LAN (] unbound DMS Resc

Firewall =

VPN - Status ~ Diag
OMMUNITY EDITION

Services/ SNMP (%]

SNMP Daemon

Enable Enable the SNMP Daemon and its controls

SNMP Daemon Settings

Polling Port | 161

Enter the port to accept polling events on (default 161).
System Location
System Contact
Read Community String public

The community string is like a password, restricting access to querying SNMP to hosts knowing the community string. Use a strong value here to
protect from unauthorized information disclosure.

SNMP Traps Enable

Enable Enable the SNMP Trap and its controls

dw g 9S obsl |, Enable the SNMP Daemon and its controls  jisw a5 el 3 s5le Jlad sy

Oygody 45 JuS Gand 1) 5o Coa aS0D Oy 0jled wuilel o Lo iBu cpl 3l pes LiSw ye 038 Save
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<l Read Community String s corw (goi S die) (ol )8 pe it )i sl pddu o5 oS
Ol sl Zorw GlaadS aS 0uS Bl ases o wiS o Jee BLS 1B L 6l e e, G Je Cias jo A

Slowdas b 5 asS JLd 1) Jusn opl 5 ISKG 50 auilys so il ails 1, Traps g yw 9,5 Jbd aad 31
S Jlesl 1y 55

SNMP Traps Enable

Enable #| Enable the SNMP Trap and its controls

SNMP Trap Settings

Trap server

Enter the trap server name

Trap Server Port 162

Enter the port to send the traps to (default 162)

SNMP Trap String

sy (pl auS asein 1) gm0 o 0 Olellbl oy lo suad a5 sls Jo5be asley oo Lot ol 51 SLL idu 4o
@5@ o.A.:bLﬁ.Aﬁ)‘J.i.i))o |)

SNMP Modules

SNMP modules ¥ Mibll
¥ Netgraph
w PF
@ Host Resources
w ucD
¥ Regex

WS bl |y ass Jloyl ) slellsl Q—léwlc)'l Al dad aS | glasis O )15 auslgs o Lo po SLL iow yo
0S oo odmline |, aSl slac IS e Lol idu pl 0,8 5L 5l o
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2,100 3929 ol ol oo blelS

Sy hg,,0 a5 asS Bro basl,; 0,5 LlelS Bro ol oy sl beds aue oS 5l duliyy s (g5,0

aos o bl 1 IS ol sl Lads oot JLalS

Q.ﬂ pkg OLA).éj oolawl uzj))oﬁwpywajubﬁ LgL‘za)'lf‘ Ol mbmuwu@wa O094y0

Bed e plnil 5093 & jgon )5

W)QJWJ%QAKIJMUﬁl@!}IA{L.Lgm&@;émutﬁm;@u)}mélﬁ@@ﬁjlMuzj))o
gl ol Jd ol 5l e ool JileolS (glovaiuy

el sy ol 50 Lo g sl (39,20 Fr@@BSD ;o POItS wiw 45 a5 0,15 0929 (g, o9, 99 (ol e yo
o8 Lo & g 0395 iy 5o lady B (53,5 28l y0 ona slodali iy OIS (Jg wiS (o0 cead e 05751,
e 055 sl yige ded 315 0 0L L o5 095 Canlym 0 cenliiay 1) 4ol p CUISl a5 oo oo 1) S]]

AS oyl ol eal

Pkg Lo 8 3l oolasuwl b FreeBSD o 4ol y 40,5 ot

1y oo JlslS g 5l sboasliyy g wiS ooliinl PKE lojd 50 dgzrge sty abades 5l e 3y, cnl o
o2 (oral (ol sladias 5l b a5 waS osbils 1) Slaissee Bl (Bg) cnl )0 sl oo Lad iS00 o
5 oyl @b 5l Sogs Oyseds Gleyd nl 5l T e Gk 5l L g 0sS cually LQQT 5 il atsls Slelb
IS 50 09 dulese laany 5 B g pois o 55 Ll 500 (hgy ool o a5 auas plil |, IS ) FreeBSD cole

0.8 g0 onnline | pkg Aol 5l oolainl b goad 29,5 13
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Terminal W= (=]
File Edit View Terminal Tabs Help

root@OpenBSD: /usr # pkg install wget

Updating FreeBSD repository catalogue...

FreeBSD repository is up-to-date.

ALl repositories are up-to-date.

The following 1 package(s) will be affected (of 0 checked):

New packages to be INSTALLED:
wget: 1.18

Number of packages to be installed: 1

The process will require 3 MiB more space.
557 KiB to be downloaded.

Proceed with this action? [y/N]: vy

Fetching wget-1.18.txz: 100% 557 KiB 570.3kB/s 00:01
Checking integrity... done (0 conflicting)

[1/1] Installing wget-1.18...

[1/1] Extracting wget-1.18: 100%

root@0penBSD: /usr #

ooliwl PKE yle,d 51 o s€Arch 51 uulys o cuai sl o asliy G pb (40,5 gxins sl Lo, ool o

g 00 0318 ioled Lads gly 15 O jgody 29,5 4T 0uS

= Terminal S e B

File Edit View Terminal Tabs Help
root@OpenBSD:~ # pkg search ftp | less =
Ftp-Llike shell for accessing Apple II disk images
Advanced tftp server and client

FTP client made in C sharp

Multiple stream file transfer protocol optimized

Very configurable FTP server that can do chroot e

Secure FTP client/server with TLgESSL support
Comfortable FTP, a full screen ftp client
Command line shell-like ftp client
FTP benchmark program
Command line ftp tools for listing and mirroring
Find directory&file on a ftp server
Set of routines that implement the FTP protocol
Utility to mirror directory hierarchy with FTP
ftp proxy

ftpsesame-0.95 Helper for pf firewall to pass FTP protocol

POrts pcweww 3l oolasiw! b FreeBSD ;5 baol y (40,5 cuai

Sy50 50 Sloeudg g el bn patch sgs o a5 el Makefile ol a4 SLbb ;i slasgaze POrtS e
las alisus glaaiws a1y aaliy o ol gundins & jygod 4Ll ools I3 usr/ports/ a=Ls ol el e

Java azli o)ls w05 o0 bgiye Il (magiasliy (b 4 a5 plaadly cea gly Led Jlio (6l sl 03,8
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Qil S5 cd 3 40 S dxxlie NEt-MgMt a4 a4 TReRe Clodel p 4 by e slrasl sl y

08 g0 oanlive iy IS jo 1) easls

Terminal oo (o

File Edit View Terminal Tabs Help

CONTRIBUTING.md distfiles/ polish/
dns/ ports-mgmt/
editors/ portuguese/
emulators/ print/
finance/ russian/
french/ science/
ftp/ security/
games/ shells/
german/ sysutils/
graphics/ textproc/
hebrew/ ukrainian/
hungarian/ vietnamese/
irc/ www,/
japanese/ x11/
VEVEYS x11-clocks/
korean/ x1ll-drivers/
lang/ x11-fm/
mail/ x11-fonts/
math/ x11-servers/
misc/ x11-themes/
multimedia/ x11-toolkits/

chinese/ net/ x11-wm/

comms/ net-im/

converters/ net-mgmt/

0uS oolaul 5 leyd 5l g aued POIES aslls ojlg aS” sl 35 ol asl 9,5 soins (sl
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Terminal = ()

File Edit View Terminal Tabs Help
root@0penBSD:~ # cd /usr/ports/
root@0penBSD: /usr/ports # make search name=1sof
1sof-4.90.e,8
/usr/ports/sysutils/lsof
Lists information about open files (similar to fstat(1l))
ler@lerctr.org

http://people.freebsd.org/~abe/

p5-Unix-Lsof-0.0.5 2
/usr/ports/sysutils/p5-Unix-Lsof
Unix::Lsof -- a wrapper to the Unix lsof utility
gjvc@gjvc.com

: p5-IPC-Run3-0.048 1 perl5-5.20.3 13

: p5-IPC-Run3-0.048 1 perl5-5.20.3 13
http://search.cpan.org/dist/Unix-Lsof/

root@0penBSD: /usr/ports #

1,11, make install ylo,3 g oo aid g0 aoliy a5 Ll 5)lg a5 Cawl B aoliy (40,5 uai gl

D) JSCD 0 eubedld g led Wyguods S

Terminal TR

File Edit View Terminal Tabs Help
root@0penBSD: /usr/ports/sysutils/lsof # make install
Installing for ls0f-4.90.e,8
Checking if 1sof already installed
Registering installation for lsof-4.90.e,8
Installing 1so0f-4.90.e,8...
===> SECURITY REPORT:
This port has installed the following binaries which execute with
increased privileges.
/usr/local/sbin/1sof i

If there are vulnerabilities in these programs there may be a security
risk to the system. FreeBSD makes no guarantee about the security of
ports included in the Ports Collection. Please type 'make deinstall'
to deinstall the port if this is a concern.

For more information, and contact details about the security
status of this software, see the following webpage:
http://people.freebsd.org/~abe/
root@0penBSD: /usr/ports/sysutils/lsof #
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<9 buly 3l oolaiwl L pfsense (yjlo jo 9550 a0l p (40,5 i

i 318 3539 1 ;04T g Lol Sl eolaiul b 1) L jge (sladsls y aS o,ls 5429 oSl ol pfsense Jls 16 o
g oyl coynl a5l sl ez aS S 1) 0er iyl asun b bl ol Led wly Jol pad jo a5 0
Sz 6y PING 5l s 50 Jgl paB 10 e «diS so cuai Lo sl 1y el pfsense colu 3l 0 a5 slaares

DS oolaiwl 0g5 bl | 0,8

U je a5 s package manager isw o)l System (soie 5l sl asl p cual (o0 4 b o)lg sy

el oalionls isles Lol (gl gie 3y ol 13

System - Interfaces ~ Firew:

COMMUNITY EDITION

Advanced
Status/ [ Cert. Manager

General Setup

system infoSUNNVNIRRENE

Name Logout omain
System Package Manager
+1D: 66973che59¢

Routing

BIOS ix Technologies L
Setup Wizard P
Update 15/19/2017

Version User Manager £-p1 (i386)

gdse axlpe n) Ojpon Soie b Lol (23w (al 4 0959 5w
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. jsense n Firewall =

COMMUNITY EDITION

System / Package Manager/ Installed Packages 7]

Installed Packages ~ Available Packages

Installed Packages

w23 o i bod Lol (g1 g9 1) sudicuai (ool p Jol pidy S99 o0 pandli (ol Wty 90 4y oo (]
39290 Al 90 Sy 9 9,5l 3929 (Slaol p Fud WS 0 oudliee 4 (5 9blen UL S o o5
M@GMLM|)..\.HSMM‘y@ﬁ@l&@bfMLMMQTGS))JQQ;MLJM|

ST

System / Package Manager/ Available Packages [}

Installed Packages Available Packages

Search term Both v

Enter a search string or *nix regular expression to search package names and descriptions.

Name Version  Description

acme 0282  Automated Certificate Management Enviranment, for automated use of LetsEncrypt certificates m

Package Dependencies
R peclssh2-00.13  Vsocat17.322 Rphp56-56.32 X php5e-ftp5.6.32

apcupsd 0393 apcupsd” can be used for controlling all APC UPS models It can monitor and log the current power and battery status, perform <+ Install
automatic shutdown, and can run in network mode in order to power down other hosts on a LAN

Package Dependencies
® apeupsd-3.14.14_2

arping 1221 Broadcasts a who-has ARP packet on the network and prints answers

F:\ackage Dependencies:
o) &5 awS 4lg T Search Licy 1o uwilys so wuild oo Iy (ool aoli g puol 51 Lo indks o 4o
25 e 53 ailgi oo o 9 30,5 o0 Lok dolipy JLio & Clxudgi sy jo g pU iy 50 o2 sy
Ao yg0 ol Slxpdgi w5 (G (o0 oalin 1) (1559 Lo o Al &S 0l i | ol Aol SO

D i Lo (611 ol 9 395 @ ygods U s SCAS install aes's 59 w0 cowl S cuai gl 1,y
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Installed Packages Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-arping.

o led Uk JSo 50wl gl s 0ol sl 1 dis (4955 e a5 0980 o0 uad (s )3 Lot

1094 o0 ST 5 IS O yguody cuas Jol o 005 wlS 31 o el cuosld

Please wait while the installation of pfSense-pkg-arping completes

This may take several minutes. Do not leave or refresh the page!

Installed Packages Available Packages Package Installer

Package Installation

>>> Installing pfSense-pkg-arping. ..
Updating pfSense-core repository catalogue...

010 (S Lol Hla50 90 s o 31 8 (sl g Lol S vty iy (] 30 i o
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pfSense-pkg-arping installation successfully completed

Installed Packages ~ Available Packages  Package Installer

Package Installation

ing pfSense-pkg-arping. - -
Updating pfSense-core repository catalogue...

>»> Insta

pfSense-core repository is up to date.

Updating pfSense repesitory catalogue...

pfSense repository is up to date.

All repositories are up to date.

The following 3 package(s) will be affected (of @ checked):

New packages to be INSTALLED:
pfsense-pkg-arping: 1.2.2_1 [pfsense]
arping: 2.15_1 [pfSense]
libnet: 1.1.6_5,1 [pfsense]

Number of packages to be installed: 3

RWSL oudlin cuai wWSb 4o a5 G’Lb,ebw 39 ¢ Cowl sadceai JolS g aol g sty w50

bods omas a0l pr dy diiws &S 0usS (o0 oudlino 1) 09l cuad Ll (gl b a5 g bdaiws 51 Jw p4d

ol 0uledls s led W yguod w0 cudlie |y caai g dglils ol po dldl bl & gico Wilgs o0

Package Installation
R =,

[1/3] Installing libnet-1.1.6_5,1...

[1/3] Extracting libnet-1.1.6_5,1:

[2/3] Installing arping-2.15_1...

[2/3] Extracting arping-2.15_1: . done
[3/3] Installing pfSense-pkg-arping-1.2.2 1...
Extracting pfSense-pkg-arping-1.2.2_1: ........ done
Saving updated package information..

. done

done.

Loading package configuration... done.
Configuring package components...
Loading package instructions...

Custom commands. ..

Menu items... done.
Writing configuraticn... done. 4
a3y Flaanina un rarha dnna “

) D )geody duiS (o0 0u Lo |y Aol ool aolip (Goio 3 50 Jl> il jlam

Installed Packages

Name Category Version Description Actions

v arping net 1.221 Broadcasts a who-has ARP packet on the network and prints answers. Wi

Package Dependencies
<%arpu’\gri 151

% =Update # = Current

1l = Remove 1 =Information 13 = Reinstall

Parkana iz ronfimirad kit net (fulhs) installad ar denraratad
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4ol g 3 yo Reinstall jI ;4o 8 cuai o)bgs sl g reMove ans's 3l sodicuas aoliy 40,5 S (glp

DS oolauw] wuiled o0

9 Ol gy slp oo T onlicual dolip (! Gl sulicuai Lol a0l al> o ol o

pfsense ;5,5 55,8

Clas Lol gl 1y dols o (639,15 a5 Cawl 00,5 dlms | 1) g (60 39515 sl o (gl a5 Cawl ol 5o
—uai pfsense (o 1, SNort Gy yxo IDS aoli yr cuai Lo (5l doldl 50 g s0 (60 31 )l5 9 00lw g L)
oS oo ol 3238 Lwgd Lo (g1 1y (Flormdgi (3T (59,5 93 090 3 (6 paitin 9 (33,5 walgS
s o 311y 325 40l 99l i (62 ¢ o0 15 i 1) SNOTE Loy 48 ol (3T 31 (258 (ks o1 59

Ry

Installed Packages Available Packages

Search term snort| Both v

Enter a search string or *nix regular expression to search package names and descriptions

Name Version Description

snort  3.2.9.6_1 Snort is an open source network intrusion prevention and detection system (IDS/IPS). Combining the benefits of signature, protocol, and anomaly- o+ Install
based inspection

Package Dependencies
¥snort2.9.11.1 N barnyard2-1.13.1

Sguuuno [Hlosds ditwlgsl Sl ol pfsense ;i ooliiw! b wilgi so 45 ol IDS/IPS 4ol (!
a0 g oS 05Li1 1) 595 5L % 30,31 9 WS plicad ()T ol 1o Wb it 251 (1 Led aidl wis
Syl pa barnyard ol y cuai a5 3o a0l oyl S Sl 1) Ay jo sudz ) b g 9,lg bl 5

i 03kl Jol po 40ld] (6139 9 08 5 uai |y SNOTE doli 3 45" ! (3] g9 (2 53 Aold] 4o

255 50 bl 1y gho 2y ol A g SNOTT gide 059 Wuslgd oo Lol SEIVICES (G350 25 5O wai 3w
A.«uS‘s.o oo Lio
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Captive Portal
System / Package Manager / Package In| prcp relay

DHCP Server

pfSense-pkg-snort installation successfully completed DHCPvG Relay
DHCPv6 Server & RA

DNS Forwarder
Installed Packages Available Packages Package Insts
DNS Resolver

(2]
Dynamic DNS

(. . . N N N Y Y N W v | . . N U U Y 9 Y Y Y Y N WV

IGMP Proxy

Configuration files are located in /fusr/local/etc/snon -
NTP

Please note that, by default, snort will truncate pack PPPOE Server

default snaplen of 15158 bytes. Additionally, LRO may

Streams target-based reassembl

your card supports it.

SNMP

It is recommended to

Snort

This can be done by appending '-1ro’ to your ifconfig| UPNP&NATPMP

Val LAN

Message from pfSense-pkg-snort-3.2.9.6_1:

Please visit Services - Snort - Interfaces tab first to add an interface, then select your desired rules packages at the Services - Snort -
Global tab. Afterwards visit the Updates tab to download your configured rulesets.

>>> Cleaning up cache... done.

Success

S oo |y aali (29 e Bk 5l 0l se Led oS 5l o

Services / Snort/ Interfaces

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

nterface Settings Overview

Interface Snort Status Pattern Match Blocking Barnyard2 Status Description Actions.

o

This is where you can see an overview of all your interface settings. Please configure the parameters on the Global Settings tab before adding an interface
Warning: New settings will not take effect until interface restart

Click on the #* icon to edit an interface and settings.
Click on the ] icon to delete an interface and settings.
Click on the [C]icon to clone an existing interface

& % icons will show current snort and barnyard? status
Click on the C' or @ icons to start/stop Snort and Barnyard2.
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pfsense Jlgpb 3l solaiwl b Jg, oypiiogd

ao b bt Juad opl o g oo Lidl pfsense Jlgnle o Js; idish Gog, b lad QLS cnl 51 UL (i 5
L ise opl aalsl jo a8 o)l 18 firewall goie ;40 laise ol i oo Ll Nat g rule Alias pgaie

"'\45'“(50 Lu.d" L).“ ool \))‘9.4)

1ol S5 505 (Brme

25 D edbganaiwed Oygod Jleel pl a8 cunl Jls b Sleas o0 S @l pfsense o Lol Jlesl 51 S

1S o odalice ) UK j0 1) Lol (s5ie opl (s5ie 5 aS Sl wyiws yo Firewall ssie

Rules

I Schedules |
Traffic Shaper
Virtual IPs

Aliases s

S5 slasy b o Llads 45 cuul Aliases i, pfsense s ons sjlusoly wos slacell 5l S,
Sl b 1P Loyol ) G as s auad a5 oS (5,8 Jle (sl 2oiS o S S e Slaseie 51y
L g ip (wyol ,o sl b oSS eolal alias 51 isu cpl 1o S0 cold o yiws &g 05las b g calises

Slp b g oS oo aiST 1y ladin (03ls e pw g 00 0L 5 sla g, dlaws oloml el oS dmgis Jg, SO Oy 0
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43...:.)Oﬁ‘6‘){'Bljg_iidﬁi‘js‘so‘s’b‘)dgw@téw‘)"oom‘Q.MQM‘)MJBJWQQC.J‘MJLQ&‘
351 am S ol Wa g, 0 o1 5 b g 0 o lg 1) glaasin 12 05,5 (pl jo 5 0 Sl lelb

igdse axlpe nj S5 D jgoh ore b Lad (A5 cnl b o)l

Gold ~ Help ~

Firewall / Aliases / URLs =l @
P Ports URLs All

Firewall Aliases URLs

Name Values Description Actions

(i}
Ipwuwﬁ)w Al ales oo (ST umains daw jo Led 0uS oo cdaline UL S j0 aS7 (5 59b Lo
330,50 sl e sae algs oo Lol a5 POIES yidy wapes 1,31, ip 6La=u.,)oi Algi oo i (pl yo Ll 4
o)lods b g Lwyol ool olaws (0,5 iy a5 sl Jglas calld 51 ailgs o Lt URL w5 0sS jolg 1) 095

Dygb oo sl o isu ol 5l plaS e 0,5 iy el o, b aslol jo .asS solasl &g

Sinled & g0t (g0 b oS SIS add 435 (9, 2 IP isu j0 a8 ol SIS IP gla ool 0,5 iy ya5 gy
g 36 Lo (gl o 3 IS j0 oabosls

Firewall / Aliases/ Edit (7}
Name

The name of the alias may only consist of the characters "a-z, A-Z, 0-9 and _"

Description
A description may be entered here for administrative reference (not parsed).
Type Host(s) v

Hint Enter as many hosts as desired. Hosts must be specified by their IP address or fully gualified demain name (FQDN). FQDN hestnames are pericdically
re-resclved and updated. If multiple IPs are returned by a DNS query, all are used. An IP range such as 192.168.1.1-192.168.1.10 or a small subnet such
as 192.168.1.16/28 may also be entered and a list of individual IP addresses will be generated

IP or FODN fddress
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Db o2 £9,% Sl el w8 5 WS 35 TP Gopol wilsioe oo o cnl 5o Lok 98 oo osalie a5 (5 5k len
o 50 pL 50,8y jlam g olael o sll )5 g SeS Sy Jold Laid wilgi oo 45 S Sl el S
oddolssl L8 st j0 el Gl a4y a5 8 iy O ysody (s ol S Bl | g4 b Jl> name
€5 00,50,y oyl Lol wgles 4 0sS iy yad on | @liases ple oy co o i5u ol o Led 5
08 3l 1, hOSt sl L 5 1P ool auslsi o i ol 5o 0,1 gy Slelllol 3,5 poo iy 4o a5 el Slellll
o2 it Ol 5o Led 0usS solitul pa Add HOSE oS 51 oty co sl ansls 5Ls (g s olaas a5 5 yg0,0

DS el pe 192.168.1.1-192.168.1.10 & jg0u o 1y b wyol 5l w5, S alys oo

1S oo odaline 3 S8 0 15T glgl S I8l ales oo D jgo ek A o 3 )l5e le 8,5 S (sl

Type | Host(s) v |
Host(s)
Metwork(s)
Port(s)

URL {IPs)

URL (Ports)

URL Table (IPs)
URL Table (Ports)

gy sl o2 PTSENSE 10 a5 0)ls laod piie (ol olani (30,5 iy sl Jguz pU 4 pagie Lo F 4o
S oo ool |y ga0g0 (ol URL slaggs jo Lo a5 09 o ooliiwl URL 1 T 0,8

w2l e L:adl QG aalol o by Jg, el Gidn j0 a8 auS ooliiwl b Jg, 50 auiled oo (idu (ol 5l

s oy 50 g auil anils WAN g 5l asiis oI5 G 9 LAN aSis &5 G et (51 (68 i & g0
5085 Slpyls 6l NAT el ail sols plosl byl clagdass 5 audl (40,5 3,20 pfsense a o] (0,8
firewall g ;) e cpl 50,8 Sl jlas oy )l glaslal lewdass 4 g3ls Lads g sl Jled 0y lo lan as

0l Ay oo L:»OT Sy90 0 aslel joaS el Slo i slhls a5 w el o axlae 55 D gods e b Lo
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Elisense

COMMUNITY EDITION

Firewall / NAT/ Port Forward (2]

Port Forward 11

Outbound NPt

Interface Protocol

Source Address

Source Ports Dest. Address Dest. Ports NAT IP NAT Ports Description Actions

) XD O

s el port Forward (ssie bagyl opdgl a5 cosl soin 554 Gyl Gide (nl 0usS oo ooaline a5 (5 y5bylen
S s 0oLl (Sls a5t a4y JUBSI (sl (g 45D 0 olE Dy G (59, 2 laClsSy0 (00,5 i sl
Slr I it Ceos @y (g s 03555k sl Jlgnle gy 093 Sgoa i3 cnl o5 adLal 5l us
Sy b oS SIS Add 455 (59, poidu onl 50 Jgy S 09,5 oll gl 048 0 ol pfsense s L

09 3k bk slp pj & j900

Edit Redirect Entry

Disabled

No RDR (NOT)

Interface

Protocol

Source

Destination

Destination port range

Redirect target IP

Redirect target port

Disable this rule

Disable redirection for traffic matching this rule

This option is rarely needed. Don't use this without therough knowledge of the implications.

WAN v

Choose which interface this rule applies to. In most cases "WAN" is specified

TCP -

Choose which protocol this rule should match. In most cases "TCP" is specified

Invert match LAN address v / .
Type Address/mask
Other v Other .
From port Custom To port Custom

Specify the port or port range for the destination of the packet for this mapping. The 'tc field may be left empty if only mapping a single port

Enter the internal IP address of the server on which to map the ports
e0.:192.168.1.12

Other v

Port Custom

oaisand)S L 0 0SS 1, sy 4l g S5 ,50 J5) 00,5 Jleb e sl 45 <ol disable w55 Jsl i
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g 99 o odliiwl (58 i Djgods 4S 05 e eolanul redirect il o S Jlid e sl NO RDR a5

Ded oo B> 5 sla ssie 5l Redirect isu oos Jlad bl Las a5 Slej o
Iy as,ls o g9, » 1, port Forward jo,5 Jlas aad a5 | glaSis &5 ol » e Interface iz o

Bgd g0 Sl (isy pl gl Wan oSl OIS (68 G O jgeds a5 00,5 Sl

oo ailgi oo Loy idn (pl )0 09 sod 00ls iuled (0,8 yiy O 904 Ladi (gl SOUNCE 433 Jis ¢l (o
@ ,05 ANY O g0l (idu 4y loly des gl 0,5 b aad s a5 Il (o a5 0aS aseis |y ais Jl)|
Oygod (o5 B oS SIS e onl 9, p le (0l fae (sla ol Sl &y 5L SIESEIERT S

S Jloe! oo 1) Tane londiss adlss L 5 39 5L Lo sl 25

Source & Hide Advanced

Source Invert match, Any v / v
Type Address/mask
Source port range Any M Any v
From port Custom To port Custom

Specify the source port or port range for this rule. This is usually random and almost never equal to the destination port range (and should usually be
‘any’). The to' field may be left empty if only filtering a single port

el ANY i3 0l 5 BBt ekt 08 oo samline UL S5 0 45 5 jsbylen

Slowdass (S oS ol | LAN a0 1133 50 g 1D (w50l 0ilgs co Loy Jg,y onl slo s aslsl o

Slgien o 5 S Sl 1) D o jled (s O jgods algi oo o 4T el ()18 3929 e (pl o oS
S oslital wleads jasie OLher a5 Sl jo &5 lasls

Bl b iS5 ol ) LB 0 9 aS o)lg 1) 993 e300 1P wyol Wb Lei Redirect target IP s o
G Jo, So oS Sglas pl b oo )5 ol 8 asans 4y Ll 0,8 Save 3am g oS olg |y &jer ojleds

ol oadadlal gsw pl o el Gl ) O g0

Port Forward 11 Outbound NPt
Interface  Protocol  Source Address Source Ports Dest. Address Dest. Ports ~ NAT IP NAT Ports Description Actions
0 v 3 WaAN Tcp * * LAN address BO(HTTP)  192168.1.100 80 (HTTP) SO

R N0 O
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wglﬁs.x,,.;Sa.éLAa.i..\?J”;iiJj)wljl)SUlgo)loUle@”ui;léJAddjooLé.:,.Jle.AﬁjlgSuALm:

DS ol oz 9,50 v Jg,y ool ol
nat 1:1 cJ>

&l gools Lolaist WAN ool 5l s, 6 a0 | LAN o jol i, S5 a8 ol asls 5L L (31 cdl> ol 5o
onl oS eolanwl b Natlil clls 5l oy o5 )l o ol > )5 Luyol S (A3 Glauyol ol 51 G 0

0xS o oanlin 3 IS jo l) ion

Firewall / NAT / 1:1 (7]

Port Forward 11 Qutbound NPt
NAT 1:1 Mappings
Interface External IP Internal IP Destination IP Description Actions

:Outbound NAT iz

Jié Lais LAN 10,5 sl 1) NAT [IS545 & g0 pfsense a5 sols mesgs Lais gl NAT (isu glawl o
1S o odplive 3 ISKS y0 aS conl 3 sbsine

Firewall / NAT / Outbound L7
Port Forward 11 Outbaund NPt
Mode

Mappings

Interface Source Source Port Destination Destination Port NAT Address NAT Port Static Port Description Actions

3 caflm oo JE Sec]
Automatic Rules:

Interface ce Source Port  Destination  Destination Pert  NAT Address  NAT Port  Static Port  Description
v WAN 127.0.0.0/8 192.168.1.0/24 * * s00 WAN address - A d rule for ISAKMP
~  WAN 127.0.0.0/8 192.168.1.0/24 - * - WAN address * x Auty ed rule
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Outbound NAT Mode sl iu S o osalice UL JSi )0 45 05 o el (Bt dus 4y 345 g0 ]
sl s, sl oo e Mappings isy 0 0uS jasie |, 25,5 Nat sbadls aly o s a5 ol

O 0 9 08 Jlesl o g, cpl a5 00,5 sl |y gl SUL (ise jo sl aidl aS s g |y 095 colais

AS oo oanline |y Wloadolml o5 & jgods a5 ol g, Lei Caad (] 5l pous

sl byl b Las aelsl o a5 wsS Gl 1, cdl> > alsi s Los Outbound NAT Mode s o

st

Automatic outbound NAT cJi>

o&; él?u‘ o~ ‘) 4.‘05.1),4 6L®J9) 9 oMJLxS nat M )Ub? u)s.,ad.x S uo).‘)u...u s oS cJ> UJI BL

|

:Hybrid Outbound NAT rule generation =Jl>

S 8Ll NAT cl 4y wa | 595 sla s, MAPPING (s 5l aulys oo bt LS sy oglle <l ol 5o
:Manual Outbound NAT cJl-

oleul 1y nat & by e sl g, sowd Oygots b g Wlos ) Jld e 1) Sags cllo Loty idn ol bl b

:Disable Outbound NAT cJi-

15 55 Jlad et NAT s b 0 saVe 5 s bl | ax38 ol wul Lais NAT clls 00,5 Jbb e ol

S Jlb e 1) (i (ol b oS 08 elil i, S lgieas Pfsense jlas oy s wad Lt o lge 5l (S5

pfsense ,srule iz
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culrules iz el pfsense Jls p6 Lol 58 00 cid> j0 g atils 15 e L Lad a5 Sl s 5l (SO

A8 Jlogl 595 Sl jo ol Jaugo, oS8l gl 1) pols slacinlw auilsi oo Lo ol 5l oolaiwl b oS

oanlice pj JS& o 1, isu cpl el Rules isu sl firewall ggie 5l sl ise cpl & oi o)ly sy

Flisense

COMMUNITY EDITION

Firewall / Rules / WAN Wl = @
Floating WAN LAN
—
Rules (Drag to Change Order)
States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

v 2/76KiB  IPva* * * * * * none Allow all ipvd via pfSsh.php deseDom

v 2/76KB  IPve* * * * * * none Allow all ipv6 via pfSsh.php tls00m

& 0/0B IPvaTCP = * 192.168.1.100 80 (HTTP) = none NAT t1s00m

2 £ O

1S o ealie oyl Sl gs 1) JSS 50 aS Col olagysS sl slls iso ol

Legend
+ Pass
Y Match
X  Block
Reject
= log
£ Advanced filter
M "Quick” rule. Applied immediately on match

Rules are evaluated on a first-match basis (i.e. the action of the first rule to match a packet will be executed)
This means that if block rules are used, it is important to pay attention to the rule order. Everything that isn't explicitly passed is blocked by default

Click the anchor icon «fa to move checked rules before the clicked row. Hold down the shift key and click to move the rules after the clicked row.

A s pols slagsS slee 5 pass Block Reject log slacdl> sly oS oo sanlive 45 (sakilen

HE VU 4.’>‘54 PO RIT =LY LSJLQQ5S.>—| L Lol Actions B I o o».\.wd.d)f

1o 00om

IR ewondyee ol @ ULl e 4 25 cul o sy el (ol 0 p)l5 a8 el S cualle Jgl 090 ]
S Jay 2 ey G G jo idu a5 aS oll | g, QT b ol 4 9,5 ol Jasl gly 0,8 0
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50,5 S0 a5l eolitwl L oS solal 5 5l auilgs so o] Sl 5l am o)l 18 S>eS mpe WSL
S izt %05 slos; Ul 5 oy o 2 Loy, 2l

r‘Dol..u G Cwlle 319,50 50,5 o5 Gl g S colaul slawe culle 5l sasolml o, 0,5 il g ol y

SU e Jg, 45 a8 eolizal @ .. 1 0ssS eyt Laid 1 g, a5l 45 05y 5 95 oolicul
£S5 ol a0 esliml JUAT s 05501 51 il oo Lo Jgy 00,5 Sy (sl 08 (oo Jlab ot i 5 S oo
435 5l b Sl Jleel sl oS QL 1) Jls 550 Jg) b Lad 3150 cnl don ;0 o5 0l axils 4z
ol 093 JLas 90 Slpat (53,5 Jlael sl 5 435 5Tk bad s 52 Jlael sl am 5 oS eolizl save

S

saplive ) JSb 50 Jlie g1y w05 o Jloel Loty Ha3 50 &5 Apply Changes g, » 0,5 SIS 5l o

G g%l g el 03,5 ki O] Sipes g ales ST Jlb e 1) A (al o el Jsy o5 S (o
0 e ol JSG jo |y Ol ol el oaiiol| Actions

Rules (Drag to Change Order)

States Protocol ~ Source Port Destination Port Gateway Queue Schedule Description Actions
¥ 6/38KB  IPva* * * * * * none Allow all ipv4 via pfSsh.php L 0om
¥ 6/38KB  IPve* * * * * * none Allow all ipv6 via pfSsh.php R[]

HTTP one T

bl (69,50 auiled oo Lol Jgl e )0 S QL) e 99 Suiled oo Lol wuo Jg, S 05 ol (sl

g
Joy sl aad S1as el Jg, ool oo 4o g0 ol glas auS ool slagysS

Os%al Slogd Jlesl g5 o 25 50 Lad Jg,y ls 9uad 4 S j90,0 9 Ub a4y g, (a8 5108 )18 e UL 5o Lot
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Joy S 30,8 ol sl p slamio eSS g0 Ol S5 9y 1 005 SIS 5l asS solail ol Ceens 38

ool 5 sl pb a el alisee sl st slls 45 358 e 03ls Liules Lot sl o
Shais j9e Jg, k3, 8,5 Lasie sl Edit Firewall Rule

Jo, lawe 9,5 asie Source

Jo, daie 9,5 Lasie sl Destination

aidyin slagiz g Jsy sln Slwds (135 Jsy 69, 2 5 GBS 03,5 Jub sl Extra Options

63y 2 0srse 4d a5 olawl 4y Led a5 S axg ioe Gl QUL by 4 b s, S oide 5l S
Ot opl 50 a8l 1S d 4T 0S e edmlie iy JS 0 Jlie (gly 0usS iy yad s, Suiles e 995 pfsense

HRYIKPESN

Floating WA LA

sy, sl floating iy apiS saslia | plaS o 4y by e (sla s, sl oo Lo (i 52 59, 52 SIS L
Iy aSed &5 ailgs oo Lo Jgy SO 0,8 0loul Loy . aigd oo Jlosl aSils (sl IS aon (55, 3 a5 ditun
S oanlice o i ol o 0 1, L] a8 4y 5 S ol

ol g &ygod pfsense o la g, (55lop cud
el 5 O yg0a pfsense o laJg, (o5lo, A5 cll> o
Outbound NAT rules-1

Inbound NAT rules such as Port Forwards (including rdr pass and UPnP)-2
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NAT rules for the Load Balancing daemon (relayd) -3
Rules dynamically received from RADIUS for OpenVPN and IPsec clients-4

Internal automatic rules (pass and block for various items like lockout, snort, DHCP, )-5

et
S dgdge (B30 p i 4 a8 5 g el iy e aclgd-6

floatingas ;o oot iy a5 opilgd 1
OpenVPN<S ,, sinterface group sle a5, 51 G, 40 ool Ciy a5 pilgd 2

s OPTX LAN WAN  Lols Ll 12 a5 by o sl 4555 50 o0 iy o3 uilsd 3

Automatic VPN rules-7

OrlgB ol ool oyl 4 0,5 o,k o Floating a5, o sainciy a5 aelgd (sl 1) (5318 5 Caglsl i §onlas
a5, g interface group laaS, 51 o ,o 0 oo a5 aelgd 15l g oo b5l8, a5 0 pl 40 d9>40

0)90 o g OPTx .LAN WAN J.AL».» qu‘) LI Jos.sfo 6[@:\5,! BL OM&_SU).'.I u\.C‘jS wLQA)O 9 OpenVPN

88 winls B gl

» ks Interface Groups sleas ,, 3 OPTX LAN WAN slaaS s 51 S5 ,o 50 saiscky o5 (Rules) (lgs
S5 aaS )l 5o saiiiy yai acled Kool Wi o Jleel abgs o (INterface) Ly 4 (554,5 S5
LAN s &8 (gl Jle g1y 20,5 asmlgs sla s daly & (Inbound) (sog,5 ez 0 L 1) Ll 4 souws
IS el ot 335 Sl 355 gm Sl i) €5 S Jlie (sl 45 e 45 S ko 5 45

Gl b s osl anales sl )5 Lawgs suisciy o8 (RUIES) lsd 5| Sageed b ladasl, &) oo, <315 asmiliz

o3l 5 ol dgdune SCAIS ¢ Al oaid i IS Jawgs  ou e 8 lg pB 5l el SL3IE S jgue o5l

Deny) slawdl oy558)) a5 PfSense 5,5 i o5l b g0 cpl 40 Koo lod cils anlyss |y Jlg b 5l eue
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2O s pladl as ol ansls ol 4. 00,5 e Block L3l 5 g oo Jles! 315 5 09 0 sauel (( (Rule

5,5 dalgd Bl saiiw 8 4y bl g0 baiey saloly g5l8 ! sl <l Block eladl Deny Rule 4

oS eolitwl Add oS 51 g wug e 1an by g, 2,5 cnl Gl oS ool Jg, SO a8 oo,ls duad aslsl ol
gy ol 0adgln 8 bl o1, oo cul sbb ion wed 3L Jg, 0,5 adlsl gl led gl Slaxao U

;@@oﬂmﬁ}ﬁ)obm&l

Edit Firewall Rule

Action Pass v

Choose what to do with packets that match the criteria specified below.
een block and reject is that with reject, a packet (TCP RST or ICMP pert unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded.

Hint: the difference bet:

Disabled Disable this rule

Set this option to disable this rule without removing it from the list.

Interface LAN v

Choose the interface from which packets must come to match this rule.

Address Family 1Pvd v

Select the Internet Protocol version this rule applies to.

Protocol TCP v

Choose which IP protocel this rule should match.

3 Gyl Gisy cpl &5 auS (asin 1) s, Caxdg ailyi o isu opl jo a5 cwl Action iy ol adgl ssie
ehaie 305 pas celreject g block  cll> g0 wms o 1y iy jgus 03lx! a5 PSS Cll> il Consg
iy 005 | (sl FEJECt cllo a8 ol ol 5o by ] glis 5 5o Cllas Loty Lo jge Jg, b 45 2igd oo
iy 008 Jlo )| g oudabml Uas 4y 53,5 olm) (e ol o) BIOCK cdl> s g oS o olowl Uas i S,

eBld 38l i Jlul pas 5l (Slellbl s

Jud e 53,5 Sb g 1) Jgy o S0 jebas ay)ls wad Lok a5 3508 505 Led s Sloj disable s
IVEL Y PV Ladl 0,Lg0 3Lid a0 yloy yo b oS

S8 S ailgs oo 5 aiS 0 caaline | PfSENse (sq, p 4l slacs, IS 5 i b Less interface isu o
Sl (Kws a8 oll 1) g, s duad 4S5 o a4y a5 aaS Gl | oSl

€9 lp oS Sl 1y oyl s90,0 L 6 L 4 sla 5,5 ol o L address family iz o

QS ool ilg3 o w2 1P Loyo1 6 5,9 51 PFsEnse Jlg . oo )0l
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2 aS 2SSy ol cand pj JSG 0 a5 asS Ol 1 Glais a0 JSSgp g8 el op SS9 n GiSu o
S anlie |y o ls 13 pfsense

Any

UDP
TCP/UDP
ICMP
ESP

AH

GRE
IPV6
IGMP
PIM
OSPF
SCTP
CARP
PFSYNC

05 e o3lil LaJSSg 5 3l g5 aoe (59, 2 Jlosl sl p ANy Il

Ol 88,5 L 50,5 d505me duab 45 auS ol 1) Oygs g Loyl sl e L Destination 5 Source s

1S g0 oapline |y (idn 50 ol 505 ISKS j0 a5 0uS s 1) oyl

Source Invert match. any M Source Address / v

=

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination Invert match any v Destination Address / v
Destination Port Range (other) v (other) v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Cawlads Canlgz 50 9 5L0 gl poss BB a5 cslany to any o, goa Lisu cpl (8
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il 5 28 ke sla s lyls a5 el Extra Options sy s, sl 5l SLL cawd o

Extra Options

Log Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page).

Description

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall
log.

Advanced Options |7‘

Lo 9 09 48,5 108 o eolitul & yg0 10 Loy L5890 g, 51 45 0sS aseine 0ilgs oo Leds lOg isw jo
& paitre Slesgs o aule o DESCrIption isu ;o s j18 w00 ,50 1) Cundg auilyn 108 5l eolaiwl b

QS ool 1 5ol Jg, ioles (it 10 B assgi | 00,5 sll a5 Jg, 9,90 50

aslol o Advanced Options g, ,» oS o aS o ,ls 0529 Lid ol 5o a8 ,> g 60 2,5 oo ise S
s a2 L8 g0 1y 6yt slaald o] 5l sslinul b auilyi e Lo a5 055 oo 5k Lads (gl amio
50,0 1, Gilites slo Lol pinpn ololis colls pfsense Lus a5 coul cul (25w cnl 55 oS slacalls
I, ool TCP Flags (isu cnl ;0 ol oo i g 9 solitul o Js, ;0 50,5 sgame sl o] 5 0lgs o Lo

S o e o2

S e Sgne LAN 4 115" (1 1, ICMP (SCl5 sl a5 sl onisadlal s, Jlie sl o5 US55

10S SIS 095 o o0ls iladasias UL o «S Apply Changes 69y »2 b leds yuss o 0,5 sl 5l am

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
v 0/0B * * * LAN Address 443 * * Anti-Lockout Rule f e
80
22
X 0/0B  IPv4ICMP * * * * * none ts00m
any.
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