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Finding Linear Cryptanalysis Characteristic of Block

Cipher Using Boltzmann Machine
Abbas Ghaemi Bafghi

Abstract

Linear cryptanalysis is a usual method to evaluation of block ciphers. Previously, we apply Hopfield learning
algorithm to find the best linear characteristic of block ciphers. But experiments show the probability of
conver gence with the Hopfield to a local minimum is increased, when the number of rounds of a block cipher
algorithm is increased. To remedy the shortcoming of Hopfield, we apply smulated annealing in the learning
algorithm of Hopfield. This method is performed on Kahkeshan block cipher as a case study. Kahkeshan isa SP
block cipher with 256 bits block/key size and 32 rounds SP transformation. Until now, no linear cryptanalysisis
published for this cipher. In this paper, 8-round, 9-round and 10-round linear characteristic with the probability
of 278 2% and 2% are obtained. The comparison of found characteristic with Hopfield and Boltzamann
machine showsthat applying the simulated annealing in the learning algorithm is obtained the better results.
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