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 :چكيده 
     نجارت الكترونيكي استفاده ازكامپبوترهاي  يك يا چنـد شـبكه بـراي مبادلـه اطلاعـات تجـاري                   

كاغذ است كه بيشـتر بـا خريـد و فـروش اطلاعـات ، كالاهـا و خـدمات از طريـق                  بدون استفاده از    
و يـا بـي       اما مسايل و مشكلات متعـددي نظيـر فقـدان سـرويس زمـاني ،              . اينترنت در ارتباط است     

در بحث امنيـت در     . توجهي بعضي شركتها امنيت در اينگونه سيستم ها را دچار مخاطره مي كنند              
.  مطـرح مـي شـوند        SET و    SSLوتكل استاندارد و معروف به نامهـاي        تجارت الكترونيكي دو پر   
ها را سرفصل كـار       هاي تجارت الكترونيكي بايد امنيت در كل اين سيستم          طراحان سايتهاي سيستم  

 خود قراردهند تا مقصد وهدف كاربران بدينوسيله به خوبي تامين شود



 
 :كلمات كليدي

 ، مشتري ، فروشنده ، تجارت در SSL  ،SETدله الكترونيكي ،      تجارت الكترونيكي ، امنيت ، مبا
 اينترنت 

 
 
 
 

  :مقدمه
 و از   onlineتوان انجام هرگونه امور تجاري و بازرگاني به صـورت             تجارت الكترونيكي را مي        

اي   اين تكنيك در سالهاي اخير در بستر اينترنت رشد فزاينده         . طريق شبكة جهاني اينترنت بيان كرد     
با گذشت زمان عده بيشتري از افراد به اين مقوله از علم تجارت علاقه نشان ميدهنـد                 . اشته است د

گـاني خـود   ر از اين طريق بـه امـور تجـاري و باز    كهو ميخواهند كه به خيل عظيم افرادي بپيوندند  
زيكـي  توانند شامل خريد و فروش عمده يا خردة كالاهاي فيزيكـي  و غيرفي                اين امور مي   .ميپردازند

هاي مختلف به مشتريان و ديگر موارد         ، اراية سرويس  )افزارهاي كامپيوتري   نظير اتومبيل و يا نرم    (
در اين تحقيق سعي شده به بحث در مـورد امنيـت در تجـارت الكترونيكـي پرداختـه                   . دتجاري باش 

فصـل دوم  . ابتدا در فصل اول تعاريف و مفاهيمي كلي از تجارت الكترونيكي ارائه مي شود      . شود  
مفهوم امنيت در اينگونه سيستم ها مطرح شده ودر فصل سوم در مورد  دو پروتكل استاندارد به                  

  .   بطور اجمالي بحث خواهد شدSSL, SETنامهاي 
 
 

 تجارت الكترونيكي : فصل اول 
 

تجارت الكترونيكي عبارت از مبادله اطلاعات تجاري بدون اسـتفاده از كاغـذ اسـت كـه در آن                         
تابلو اعلانات الكترونيـك و سـاير         وآوريها يي مانند مبادله الكترونيكي داده ها ، پست الكترونيكي ،          ن

تجارت الكترونيـك نـه تنهـا عمليـاتي  را كـه در      . فن آوريهاي مبتني بر شبكه به كاربرده مي شود       
مـي آورد  انجام معاملات بطور دستي و با استفاده از كاغذ صورت مي گيرد به حالت خودكـار در          



بلكه سازمانها را ياري مي كند كه به يك محيط كاملاً الكترونيك قدم بگذارند و شـيوه هـاي كـاري                     
در چند سال اخير سازمانها ، استفاده از تجارت الكترونيك از طريـق اينترنـت               . خود را تغيير دهند     
الكترونيك گرديده  اينترنت از لحاظ ديگري نيز موجب پيشرفت و رواج تجارت           . را شروع كرده اند     

. است و آن هزينه بالنسبه پايين استقاده از اين شبكه در مقايسه با شـبكه هـاي خصوصـي اسـت            
البته بايد در نظر داشت كه استاندارد هاي تجارت الكترونيك هنوز در دست تدوين و توسعه است                 

است هنوز بخش برتر    با اين وجود اين مبادله الكترونيكي داده ها كه فن آوري شناخته شده تري               . 
مبادله الكترونيكي داده ها عبارت از مبادله اسـناد و مـدارك          . تجارت الكترونيك را تشكيل مي دهد       

تجاري در قالبهاي پيش ساخته و قابل پردازش با دستگاهها بين سـازمانها از طريـق شـبكه هـاي                    
           تجارت الكترونيكي موجب انقلاب               .                                           ارتباط كامپيوتري است    

ديگري نيز شده است كه براساس آن نحوه خريـد و فـروش كالاهـا و خـدمات توسـط موسسـات                    
تجـارت الكترونيـك روشـي اسـت كـه بوسـيله آن اطلاعـات               . تجاري دچار تحـول گرديـده اسـت         

مـي شـود و كمـك       محصولات و خدمات از طريق شبكه هاي ارتباط كامپيوتري خريد ويا فـروش                ،
مي كند تا تجارت سنتي با كاربرد شيوه هاي فعال و نوين انتقـال و پـردازش اطلاعـات امكانپـذير                     

.  اطلاعات از اهميت حياتي و ويـژه اي برخـوردار اسـت               زيرا در هر گونه فعاليت بازرگاني ،      . گردد
تري بـه كـامپيوتر   در تجارت  الكترونيك اطلاعات بصورت الكترونيكي و بطور خودكـار از كـامپيو       

گرد آوري و بهره      صرفنظر از اينكه چه نوع كالا يا خدماتي مبادله مي شود ،           . ديگر منتقل مي شود     
                                                      . برداري و توزيع اطلاعات در همه رشته هاي بازرگاني مورد نياز است

ا مــي تــوان بــراي مخــابره الكترونيكــي مــدارك و اســناد ماننــد      مبادلــه الكترونيكــي داده هــا ر
 اعلاميه حمل ، تاييديه وصول كالا و ساير مكاتبات استاندارد بازرگـاني              سفارشات خريد ، فاكتور،   

اين فن آوري را همچنين مي توان براي ارسال اطلاعات مـالي و             . بين طرفين تجاري استفاده نمود      
هنگاميكه داده ها وارد سيستم رايانه اي خريدار شده و بصورت           . برد  پرداختهاي الكترونيكي بكار    

وارد رايانـه     الكترونيكي ارسال ميشود عين همان داده ها بدون  نياز به كليد زدن بـا ورود مجـدد ،                  
 مبادلـه الكترونيكـي داده هـا بصـورت كـاربرد بـه               اين فرآينـد را معمـولاً     . فروشنده نيز مي گردد     

مبادله الكترونيكي داده ها را مي توان با برنامه هاي كاربردي كاملا تلفيق نمـود               . كاربرد مي نامند    
جريان مستقيم داده ها بين طرفهاي بازرگاني و همچنين كاربرد داده ها جهت مقاصد                اين فرآيند ،  . 

 . درون سازماني در هر يك از طرفهاي تجاري را ميسر مي سازد 
م و مبادله الكترونيكي داده ها بطـور خـاص بـه عنـوان ابـزاري                 تجارت الكترونيكي به طور عا         

در اين فرايند تنها . براي ايجاد تغيير در شيوه هاي عملياتي سازمانها طراحي و پيش بيني شده اند         



حذف معاملات كاغذي مطرح نيست بلكه همچنين ايجاد و تحول در نحوه انجام معاملات سازمانها               
خگويي به معاملات مبادله الكترونيكي داده ها نيز موردنظر مي باشـد            يا طرفهاي تجاري و نيز پاس     

در حقيقت بالاترين سـطح بهـره    . و اين خود موجب بازسازي فرايندهاي درون سازماني مي شود           
وري و كارآيي زماني حاصل مي شود كه اين فن آوري پس از بررسيهاي كامل و تجزيه و تحليل                   

گري و بازسازي قرار مي گيرندفرايندها بطور مداوم مورد بازن  .                                              
 

امنيت در تجارت الكترونيكي: فصل دوم   
    با ظهور رايانه در صحنه فعاليت تجاري سازمانها ، علاوه بـر شـيوه هـاي فيزيكـي كـه سـابقاً                        

بـه  . ارهاي خودكار تامين مي شـود       براي حفاظت از اطلاعات بكار مي رفت ، ايمني  اطلاعات با ابز            
  موازات اينكه سيستم هاي رايانه اي سازمانها از طريق شبكه هـا بـه يكـديگر متصـل مـي شـوند ،                      

ايمني اطلاعات يعني حفاظت از داده ها در حين مخابره در شبكه هاي رايانه اي نيز ابعـاد جديـدي                    
 الكترونيكي داده ها بمنظور تبادل اسـناد        در بسياري از نقاط دنيا كاربرد مبادله      . به خود مي گيرد     

اسنادي كه بطور الكترونيكي مبادله مي      . دائماً در حال گسترش است        تجاري پيش ساخته شركتها ،    
، اسناد پرداخـت  )  استعلام قيمت  مانند فاكتور ، دستور حمل ، (شوند شامل اسناد معاملات تجاري     

مانند تائيـد   ( ، مدارك حمل و نقل      ) بدهكاري    بستانكاري ،   ، حواله ، اعلاميه      مانند دستور پرداخت ،   ( 
در . مـي باشـند   ) ماننـد اظهـار نامـه گمركـي      (و اسـناد قـانوني   ) ذخيره جا ، اعـلام وضـعيت جـا          

سازمانهايي كه به تسهيلات مبادله الكترونيكي داده ها مجهز نيستند كاربرد رايانه در امور تجاري               
كترونيكي داده ها و رابط هاي ارتباطاتي ادغام شده تا راه حـل كارآمـدي          با نرم افزارهاي مبادله ال    

ايمنـي فـوق العـاده اهميـت دارد و بايـد مطمـئن بـود كـه                  . براي فعاليت هاي بازرگاني ارائه شـود        
مبادلات الكترونيكي داده ها كه اكنون جايگزين سيستم هاي كاغـذي ميشـود نيـز حـداقل از همـان                

 .ه هاي سنتي اعمال مي شد ، برخوردار گردد سطح ايمني نسبت به شيو
     بسياري  از شركتها تنها به ارائه نرم افزارهـاي كـاربردي تجـارت الكترونيـك مـي انديشـند و                     

 با   Netcraftاما مشاوران حرفه اي امنيت يا همان        . امنيت در سيستم هايشان را ناديده مي گيرند         
 صورت Netcraftاز تلاشهايي كه توسط  . اش مي كنند    مطرح كردن بحث امنيت اين نارسائيها را ف       

مي گيرد شامل توضيح  اين مطلب به مشتري است كه بسـياري از سيسـتم هـايي كـه آنهـا از آن                        
اين ارزيابي ها اغلب مي تواننـد روي        . استفاده مي كنند داراي نارسائيهاي امنيتي زيادي مي باشد          

 . آخرين صفحه پروژه پيدا شود 



حتــي گســترش دهنــدگان مجــرب موفــق نمــي شــوند كــه سياســت كــافي بــراي امنيــت      گــاهي 
 ، صـفحات     Webاگـر سيسـتم عامـل سـرويس دهنـده           .  بكار گيرنـد     Web-based *سرويسهاي

HTML          را دسته بندي كند دوره كاربردي مقـدم بـر          ...  ، فرمهاي ورود داده ، بانكهاي اطلاعاتي و
Web-site      نبايد بـدون توجـه     . جاد شده بوسيله طراحان بكار مي بريم         را تا زمان رفع اشكالات اي

واضح است كه هر سيسـتم كـامپيوتري   . به امنيت در كل سيستم امنيت يك قسمت را بررسي كرد          
كه به اينترنت متصل مي شود با هر ويژگي كه داشته باشد براي تمام علاقمندان در دسترس است                 

نت است و اين يك فرصت بـزرگ تجـارت و ترقـي را در               اين در همه جا بودن ويژگي اصلي اينتر       . 
بنابراين لازم است در صورت فقدان تجربه كافي ، يك شركت مشاور            . بازار جهاني فراهم مي كند      

امنيتي حرفه اي را در طول طراحي سيستم استخدام كنيد و در طول كار گسترش سيستم در كنار                  
 .سرويسهاي امنيتي محافظت مي شود آنها باشيد تا مطمئن شويد كه سرمايه شما در 

 سرويسهاي آناليز امنيت خود را گسترش داده كـه در سـطحي             Netcraft     در چند سال گذشته     
ابتدايي شامل تعيين سرويس دهنده هاي معيوب مشترك و در سطحي وسيعتر شامل پيـدا كـردن                 

 مـي   Webي كـاربردي    روزنه هاي موجود در طراحي و پياده سازي با پيكره بنـدي نـرم افزارهـا               
سرويس اوليه به سازمانها محيطهاي تجارت الكترونيك ايمن بر اساس استفاده از پروتكـل              . شود  
SSI                 براي سري كردن انتقال اطلاعات بين مشتري و نرم افزارهاي كاربردي پيشنهاد كـرده اسـت 

در . رايشان مهم اسـت     به شرط اينكه سازمانها تعيين كنند كه اين امنيت در نقل و انتقال اطلاعات ب              
صورت عدم پيروي از گامهاي اوليه براي ايمن سازي سرويستان ، در حقيقت خود را در معـرض                  

فراموش نكنيـد كـه بايسـتي دسترسـي بـه           .حمله هاي متنوع از طرف كاربران جزئي قرار داده ايد           
يح اجـازه   تمام سرويسهارا از بين ببريد و فقط به سرويسـهاي موردنيـاز و بـا عملكردهـاي صـح                  

دسترسي دهيد و براي  اطمينان از اينكه سرويسهاي در دسترس با يك سطح پذيرفته شده امنيـت                  
 .مطابقت مي كنند بايد آنها را امتحان كنيد 

     مشكلي كه معمولاً اتفاق مي افتد ، خود استانداردهايي است كه بصورت صف در آمده اند و به                  
 هـا  Server.  نصـب شـود    Serverردهـاي نمونـه روي يـك        سادگي اجازه مي دهند فايلهـا و كارب       

معمولاً شامل كدي هستند كه براي نمايش توانائيهاي بيشتر و پيشـرفته تـر يـك سيسـتم طراحـي                    
 . شده  ولي اجازه مزاحمت هم خواهد داد و اين امر امنيت سيستم را دچار مخاطره خواهد كرد 

يستم حقيقي توسعه يافتـه انـد كـه در هنگـام             ها روي س   Web-basedتعداد زيادي از كاربردهاي     
آماده شدن پروژه به درون محصولات خواهند رفت اما دو خطـر وجـود دارد يكـي اينكـه توسـعه         
دهندگان روي سيستمي كار مي كنند كه طراحيش به اين صورت است كه در طـول زمـان توسـعه               



 Front page  ،Telnetابـزار  وسـايل و    باز ،FTPايمن باشد و امكان دارد به آساني يك سرويس 
. را داشته باشد و حتي ممكن است بوسيله ماشينهاي ديگر در شبكه راه انـدازي شـده باشـد                    ... و  

براي آوردن محصول به بازار ، اغلب وجود بعضي سرويسها مورد نظارت قـرار مـي گيـرد و آن                    
 شـد بايـد از فايلهـا        بنـابراين وقتـي توسـعه كامـل       . سرويسها براي همه قابل دسترس خواهد بود        

پشتيبان تهيه شود و بقيه فايلها در طول زمان توسعه استفاده مي شوند و داده هـاي ضـروري از     
 هـا بـراي    script Haker.سـپس تعـدادي از  .  روي سرويس دهنده منتقل مي شـوند   Webشاخه 

 . شناسايي فايلهاي پشتيبان و براي بهبود كدهاي مبدا تست مي شوند 
بنـابراين  .  حتماً بايد محافظت كرد on lineهم اينكه از داده هاي حساس در سيستم هاي     نكته م
Netcraft                    اغلب سايتها را تست مي كند تا ببيند اينكار انجام شده است يا نه ؟ در ضمن بايد جلسه 

 -Webخود را مديريت كنيد به اين ترتيب كه گزارشات ماههاي اخير در مورد تحويل اشتباه يـك  

site                 به كاربر بررسي شده و در هر مورد دليل اين اشتباه را به نرم افزار glitch        يـا تـابع اشـتباه 
هر چند بسياري از اشتباهات به علت نقض هاي اساسي در طراحي كاربرد اسـت               . نسبت مي دهند    

طراحي كاربردهاي چند كاربره هميشه مبارزات سختي را براي توسـعه دهنـدگان سيسـتم هـاي                 . 
 . فزاري ترتيب مي دهند و به تجربه و نگهداري نياز داردنرم ا

 
 
* web-based :     پروتكلي كه يك مرورگرweb     را مستقيماً به دستگاه يا برنامـه كـاربرديي مـرتبط 

 . مي كند كه بر يك شبكه نظارت دارد
 

ي  تعدادي زير رويه خودكار را بـرا       Web-based     مسئله ديگر اينكه شكسته شدن يك سرويس        
جستجو و تست سيستم ها و سرويسهاي در معرض آسيب درگير مي كند و غالبـاً رمـز شكسـته                    

 HTMLتوضـيحات صـفحات     . شدن قفل يك سيسـتم در جاهـاي دور از انتظـار قـرار مـي گيـرد                 
. اطلاعات مفيدي را براي كسانيكه مي خواهند امنيت سيستم را به خطر بياندازنـد فـراهم مـي كنـد                  

...  فشـردن ، رهـاكردن و          مشاهده شـده ،    Whois * نه تنها شامل ورودي هاي     ديگر اطلاعات مفيد  
بنابراين كوتاهي در فكـر  .  شخصي را هم در بر مي گيرد Web مشترك و صفحات     Web-sitبلكه  

كردن به راههايي كه مي توانند سيستم شما را مورد سوء استفاده قراردهنـد راه آسـاني را بـراي                    
اشتباهات ديگر كوتاهي در تصحيح داده معتبر يك كـاربر  . فراهم مي كند حمله كنندگان به سيستم  

 .  نهايي و سپس استفاده از اين داده آسيب ديده در كاربرد است 



پسـت الكترونيكـي ، خـدمات تـابلو                ظهور تجارت الكترونيك شامل مبادله الكترونيكي داده هـا ،         
تداركاتي روي خط ايجاب مي كند كه بـراي مخـابره    اعلانات ، بازاريابي از راه دور و سيستم هاي          

. سـكوهاي مورداعتمـادي فـراهم شـود           و دريافت اسناد تجاري و ساير اطلاعات طبقه بندي شده ،          
بطور كلي سيستم جديد در عين حالي كه دقت و سرعت پـردازش را بطـور قابـل ملاحظـه اي بـالا          

 زير ، همراه بـا مخـابرات بـالقوه و تـدابير           بايد همچنين پاسخگوي مسائلي باشد كه در        برده است ،  
 : مقابله با آنها توضيح داده مي شود

 
  :قابليت دسترسي  -1

   بايد دسترسي و قابليت حصول داده ها در زمان و مكان مناسـب را همـراه بـا مصـونيت از                     
 .دسترسي غير مجاز به داده ها تامين كند

  : خطرات -   
خطـاي سـخت    اشتباهات كاربردي ،  اشتباهات عملياتي ، عبارت از خطاي شبكه ، قطع برق ،   

 افزار و نرم  افزار سيستم و
 . ويروسها مي باشد 

 :  تدابير مقابله -   
جلوگيري از قطع برق ، آزمايش كيفيت نـرم     عبارت از انتخاب مسيرهاي ارتباطي جايگزين ،        

 . يباني داده ها افزارها و سخت افزارها، محدود ساختن دسترسي و تامين سيستم پشت
  :محرمانه بودن  -2

 .   حفاظت پيامها در مقابل سوء استفاده ، رهگيري و استراق سمع 
  : خطرات -   

مـزدوران يـا بوسـيله رهگيـري حـين                 دسترسي غير مجاز بوسـيله افـراد درون سـازمان ،          
 . مخابره

  : تدابير مقابله -   
 .     رمز نگاري پيام ها

 : تماميت -3
اين موضـوع همچنـين شـامل تماميـت         . لوگيري از دخل و تصرف يا حذف ناخواسته پيام             ج

 .توالي براي جلوگيري از تكرار و نيز از دست رفتن پيام مي شود 
  : خطرات -   



 .تخريب خروجي      بروز اشتباهات تصادفي يا ناشي از تقلب در مرحله وارد كردن داده ها ،
  : تدابير مقابله -   
 .استفاده از توالي پيام   تاييد انتها به انتهاي پيام ،   
  : اعتبار و انكار ناپذيري پيام -4
 
 

Whois            *  :هاي  سازد كه آدرس هاي خدمات اينترنتي كاربر را قادر مي در سرويسe-

mailن حوزه را  و ديگر اطلاعات مربوط به كاربران ليست شده در                 بانك اطلاعاتي آ
 كند پيدا مي

 
 

 .    تامين اطمينان از هويت فرستنده و گيرنده و امكان اثبات مخابره و وصول پيام 

 : خطرات -   
 .     جعل هويت 

  : تدابير مقابله -   
    تاييد اصالت پيام بوسيله تركيبي از آنچه كاربر مي داند ، آنچه كه كـاربر در اختيـار دارد و     

 . فيزيكي كاربريا ويژگيهاي 
  : قابليت بازرسي و رسيدگي -5

 .   ثبت داده هاي بازرسي بر اساس شرايط از پيش تعيين شده ، محرمانه بودن و تماميت 
  :خطرات و تدابير مقابله -   

    خطرات و راههاي مقابله با آنها همان است كه در بالا در مـورد محرمانـه بـودن و تماميـت                     
 .گفته شد 

 
 

  :مني اطلاعات سطوح اي
  :    ايمني اطلاعات  بايد در سه سطح مختلف زير مورد بررسي قرارگيرد 

 : كاربرد-
    كاربرد مسئله درون سازماني شركتهاست و حـق دسترسـي بـه سـطوح مختلـف اطلاعـات           

 .بوسيله كاربردهاي مختلف را تعريف و تبيين مي كند 
  : شبكه -



ت شبكه اي فقط بوسيله كـاربران مجـاز و سـازمان مجـاز                  حصول اطمينان از اينكه تسهيلا    
 .قابل دسترسي است 

 :  پيام -
فرستاده مي شـود و ايـن         )و فقط يك نسخه     (     حصول اطمينان از اينكه يك نسخه مجاز پيام         

 . يك نسخه نيز تنها بوسيله گيرنده موردنظر دريافت مي شود 

 
 

 رونيك پروتكلهاي امنيت در تجارت الكت: فصل سوم 
 
  SET پروتكل -1
 

 كه بوسيله ويزا و كارت هاي اصلي توسعه داده شده اسـت قصـد داشـت رشـد                   SET     پروتكل  
 آن در سـال     1/5نسـخه   . روزافزون پرداخت توسط كارت هـاي كرديـت در اينترنـت را امـن كنـد                 

كلهـاي  اين فصل مروري بر ويژگيها و ملزومات ، قـوانين و خصوصـيات پروت             .  شناخته شد  1997
 امنيت مي باشد 

  SETويژگيهاي پروتكل -1-1
 :  رمز گذاري -1-1-1

 رمزگذاري است كه يك فرآيند رياضـي مـي باشـد و             SET     يكي از مهمترين ويژگيهاي پروتكل      
  .  مي تواند يك پيغام رمز را از يك پيغام اصلي بدست آورد

 
 :  امضاي الكترونيكي-2-1-1

  امضـا امنيـت   SETدر پروتكـل  . يكي اثبات هويت خواننده پيغام است            هدف از امضاي الكترون   
گيرنده متنهاي ديجيتالي را با كليد خارجي علامت مي زند و همچنين            . بيشتري به سيستم مي دهد      

ايـن امضـا هـا تماميـت يـك پيغـام را بـراي               . مي تواند بوسيله كليد متقابل به خواننده اعتبار دهـد           
  .بازبيني مجاز ميشمرد

 
 :  ضمانت نامه ها -3-1-1



در اينجا يك كليد عمومي به يك شـخص      .      ضمانت نامه بخشي از يك سند رسمي  مطمئن است           
بخصوص تعلق دارد و داراي اطلاعاتي مثل هويت مالك ضمانت نامه ، كليد عمومي مالك ضـمانت                 

 صـادركننده ضـمانت     نامه ، هويت صادركننده ضمانت نامه ، دوره اعتبار ضمانت نامه و امضـاي             
بينـي    دار را پيشـاپيش بفرسـتد ضـمانتنامه پـيش           اگر يك شخص يك متن علامـت      . . نامه مي باشد    

تواند از كليد امنيتي عمـومي گيرنـده اسـتفاده            پس گيرنده مي  . كند كه او مالك كليد دوتايي است        مي
 .كند تا اينكه بازبيني امضا، روي سند را انجام دهد

 
  SETكل  ملزومات پروت-2-1
 :  مشتري -1-2-1

 و داشتن يك نمايشگر استاندارد و يك كارت SET     اولين نياز مشتري ، چگونگي پرداخت مبلغ 
و يك ضمانتنامه را صدا مي زند و در اين محيط كاربر .  است Set.walletاعتباري مخصوص 

 . توسعه مي يابد 
ه كليد خارجي اجازه مي دهد كه مستندات         به يك زوج كليد احتياج دارد ك       SETضمانت نامه كاربر    

را به صورت ديجيتالي علامت بزند و كليد عمومي به گيرنده اجازه  بازبيني امضاي پيوسـت سـند              
 توسط شركتي كه كـارت اعتبـاري مشـتري         SETضمانت نامه   . رسيده از طرف كاربر را مي دهد        

ت نامه براي هر كارت اعتباري     يك ضمان  SETرا صادر مي كند ، ارسال مي شود و براي پرداخت            
بعد از رمزدهي اعداد كارت اعتباري مشتري ، كـارت مشـتري شـامل ايـن                . درخواست خواهد شد    

پـس اعـداد رمـز تنهـا     . صـادر مـي شـود         SETاعداد وكليد عمومي دارنده كارت در ضمانت نامه         
 ارسال مي   SETه  توسط ساختار كارت اعتباري قابل رمزگشايي است و نهايتاً علامت ضمانت نام           

صادركنندگان ضمانت نامه ها ، كليد عمومي را متعلق به مشتري مـي كننـد و ضـمانت مـي                    . شود  
 Set.walletمـورد ديگـر     . كنند كه كاربر اجازه خواهد يافت از طريق اين كارت اعتباري خريد كند              

ي را مجـاز بـه      است كه كليد رمز و ضمانت نامه دارنده كارت اعتباري را ذخيره مي كنـد و مشـتر                 
 .  مي نمايد SETپرداخت وجه 

 
 :  بازرگان -2-2-1

     بازرگان به يك ضمانت نامه  نرم افزار مخصـوص بـراي فـروش خـوب و سـرويس دهـي در                      
شركت مورد نظر وجه كارت اعتباري را پردازش مي كنـد و يـك گـواهي                .  نياز دارد    SETپروتكل  

 در اين گواهي اسـتفاده شـده مـي توانـد            SET پرداخت   براي تاجر توليد مي كند و اعتبار تاجر در        



. اين گواهي ما را مطمئن مي كند كه تاجر اجـازه دارد اجـاره پرداخـت را دريافـت كنـد                      . تهيه گردد 
 .  را پردازش نمايد SET است كه بازرگان را مجاز مي كند پروتكل POSمورد ديگر نرم افزار 

 
 :  مدخل پرداخت -3-2-1

خت بين خريدار و تاجر در اين مكان است و شـامل گواهينامـه كـه اعتبـار بانـك را                          اجازه پردا 
 . ميباشدSETتضمين مي كند و مدخل پرداخت 

 
  : سيستم اعتباربخشي -4-2-1

.  بين مشتري و تاجر را پردازش مي كنـد           SET     اين سيستم آخرين كارش براي اعتبارپرداخت       
 .ينترنت وجود دارد در اينجا قوانين يك  پرداخت  روي ا

 
  : خصوصيات -5-2-1

 SETيكـي از ايـن ويژگيهـا وجـود          .      پروتكل امنيت تجارت الكترونيكي داراي ويژگيهايي اسـت         
هـاي    درسـتي همـه داده    جامعيـت داده هـا ،       . مطمئن است كه از داده هاي سري مراقبـت مـي كنـد              

 استفاده از امضاهاي ديجيتـالي سـرانجام    پراكنده پرداخت تهيه شده بين اجزاء انتقال ، تشكر براي         
همينطوربحـث  . تعهـد ميكنـد   ) درسـت   (هر مشترك هر پيغام رسـيده از مشـترك بعـدي را اصـلي               

اعتباربخشي مطرح است كه با استفاده از امضاهاي ديجيتالي به خريدار اجازه مي دهند كـه تـاجر                  
 يك سطح بالاي    SETخاتمه پروتكل   در  . را اعتبار بخشد و يك تاجر خريدار خود را اعتبار بخشد            

يك تاجر دربرابر كلاهبرداري خريدار محافظـت       .امنيت براي همه كاربران خودش تهيه كرده است         
شده است و يك خريدار هم در برابر شماره كارتهاي اعتباري دزديده شده بوسيله تاجر محافظـت        

 . شده است 
  
 
 
  SSL پروتكل -2

نست كه بين دو كاربر ارتبـاطي ، ارتبـاط قابـل اعتمـاد و محرمانـه                  اي SSL     هدف اوليه پروتكل    
. اين پروتكل از دو لايه تشكيل شده است كه در پايين ترين سطح لايه لايه شده است  . فراهم آورد   

.  وجـود دارد     SSL.RECORD ، پروتكـل     TCPدر بالاي برخي از پروتكل هاي حمل و نقل مانند           



پروتكـل مشـابه ديگـري بـه نـام          . سطح پروتكلها را كپسوله مي كند       اين پروتكل لايه هاي متفاوت      
SSL.Handshake        اجازه مي دهد كه سرويس دهنده و مشتري بـراي شناسـايي يكـديگر و بحـث 

يك الگوريتم رمز و كليدهاي رمز قبل از پروتكل متقاضي و اولين بايت داده ها را انتقال دهد و يـا                       ،
ت كه پروتكل متقاضي مستقل است و پروتكل سـطح بـالاتر مـي               در اينس  SSLمزيت  . دريافت كند   

 امنيتـي فـراهم مـي كنـد كـه داراي             SSLپروتكل  .  لايه شود    SSLتواند آشكارا در بالاي پروتكل      
 :ويژگيهاي زير است 

 ارتباط محرمانه است  -
ي كه مي تواند با استفاده از نامتقارن بودن يا كليد عمومي رمـز را شناسـاي   تشخيص همتا ،  -

 . كند 

 .ارتباط قابل اعتماد است  -

 
  SSL اهداف پروتكل -1-2
  : امنيت پنهان سازي -1-1-2

     SSL براي ايجاد يك ارتباط محفوظ بين دو طرف استفاده مي شود .   
 : توسعه پذير بودن -2-1-2

ده  محدوده اي را داخل كليد عمومي جديد فراهم مي كند و روشـهاي رمـز تـو                 SSL     پيگردهاي  
همچنين براي جلوگيري كردن ، احتياج به ايجاد يك پروتكل جديد و            . اي ضرورتاً تشكيل مي شود      

 .  نياز به اجراي يك كتابخانه امنيتي  جديد را دارد  اجتناب ،
 :  كارايي نسبي -3-1-2

 تشـكيل شـده از      SSLبـراي همـين     .  مي گردد    CPU     عمليات رمزگذاري منجر به استفاده زياد       
 Scatch طرح پنهاني جلسه اختياري براي كاهش تعداد ارتباطاتي كـه احتيـاج دارنـد از قسـمت                   يك

 . حافظه ارتباط برقرار كنند 
 : اهداف اين سند -4-1-2

 در اصـل بــراي خواننـدگاني كـه پروتكـل را اجــرا     Specification 3.0 نسـخه  SSL تكـل  پرو     
 ايـن   ه  مشخصـات ب ـ  . كنند در نظرگرفتـه خواهـد شـد         يكنند و آنهايي كه آناليز رمز آنرا اجرا م          مي

بـه ايـن    . شـود   طريق در ذهن نوشته شده و براي انعكاس احتياجات آن دوگروه در نظرگرفته مـي              
اي وابسته به الگـوريتم و قـوانين دركالبـد مـتن بـه جهـت فـراهم                    دليل تعدادي از ساختارهاي داده    

 ).بعنوان نقطه مقابل در يك ضميمه  ( .كردن دسترسي آسانتر به آنها در برگرفته ميشود



اين مدارك نـه بـراي فـراهم كـردن جزئيـات تعيـين خـدمات و نـه تعيـين رابـط در نظرگرفتـه                               
پوشاند، همانطوركه آنها براي حفـظ امنيـت اسـتوار            شود، گرچه مناطق انتخابي سياسي را مي        نمي

 .كنند درخواست مي
  : زبان نمايش -5-1-2

از اين به بعـد از دسـتور      . فرمت داده ها در يك نمايندگي خارجي رسيدگي مي كند                اين سند به    
دسـتور زبـان چنـدين منبـع در سـاختارش رسـم مـي كنـد و در                   . نمايش تعيين استفاده مي شود      

 . گرامرش شبيه زبان برنامه نويسي است 

 : اندازه بلوك پايه -
هاي اساسي يك بايت است       ه   اندازه بلوك داد   .ها صريحاً مشخص ميشود     نمايش همه اقلام داده        

هاي بايتهاي مضاعف از اتصال بايتها از چپ به راست، از بـالا بـه پـايين         اقلام داده )  بيت 8يعني  .( 
 .اند تشكيل شده

  گوناگون-
 .يابد  پايان مي“ /* “ شروع وبا “  */ ”  توضيحات با 

 .شود  دلالت داده مي[]يتاليك اجزاء اختياري توسط ضميمه كردن آنها در پرانتز ا
 .opaqueهاي غير تفسيري از نوع   وجود بايتهاي منفرد محتوي داده

   يك بردار-
 بردار ممكن است در زمان       اندازه. هاي يكنواخت است    آرايه يك بعدي يك رشته از عناصر داده            

، طـول، تعـداد بايتهـا را        مستند مشخص شود يا تا زمان اجرا نامعين بماند، در هر مرحله در بردار             
 .كند نه تنها عناصر را اعلان مي

 .  هستTاست كه يك بردار با طول ثابت نوعTدستور تشخيص يك نوع جديد 
T  T'[n[; 
.  اسـت T يـك مضـرب از انـدازه   nكند، جايي كه  ها اشغال مي  بايت را در رشته دادهT  ،nدر اينجاَ 

 .شود طول بردار در جريان كد دهي شامل نمي
شود، بطوركلي    ول تغييرپذير بردارها توسط تشخيص يك زيرمحدوده طولهاي قانوني تعيين مي          ط

وقت كد دهي طول واقعـي مقـدم بـر محتويـات بـردار در            >  < floor..ceilingبا استفاده از نماد     
كننـده خواهـد بـود بصـورت تعـدادي بايـت              طول به صورت يك عـدد مصـرف       . جريان بايت است  

طول تغييرپذير بردار بـا يـك       ) ceiling(هداري ماكزيمم طول تعيين شده بردار     درخواستي جهت نگ  
 .طول واقعي نبايد صفر، بعنوان يك بردار خالي، اشاره شده است

T T'<floor..ceiling;< 



  اعداد-
هـاي عـددي    همـه انـواع داده   ) unit 8 ( 0يك بايت بدون علامت اسـت ) مبنا(هاي پايه  نوع داده     

 .طول ثابت سريهاي بايتهاي اتصال يافته همچنين بدون علامت هستندبزرگتر از 
unit8     unit16 [2 [; 

unit8     unit24 [3 [; 

unit8     unit32 [4 [; 
unit8     unit64 

[8 [      ; 
 
 :ها   شمارشي-

 يـك فيلـد نـوع   .   ناميـده مـي شـود   enumيك نوع داده پراكنده اضافي كه قابل دسترسي است         
enum          هر تعريفـي يـك نـوع متفـاوت         . پذيرد   فقط مقاديري را كه درهنگام تعريف تقبل كرده را مي
هر جزئي از يك شـمارش      . هاي همان نوع ممكن است گمارده يا مقايسه شوند          فقط شمارشي . است

ازآنجـايي كـه اجـزاي      . بايد بصورت نمايش داده شده درمثال بعدي يك مقـدار راتخصـيص بدهـد             
 .تخصيص دهند) سفارش(شوند آنها ميتوانند هرمقدار يونيك درهرترتيب را   نميشمارشي مرتب

enum { e1(v1), e2 (v1), ... , en (vN), [(n)] } Te; 
ايـن كـار بـه منظـور محصـور          . زماني ممكن است يك مقدار را بدون دنباله پيوندي آن تعيين كنـد            

 . كردن تعيين عرض بدون تعيين يك جزء زائد است
 

هايي كه هرگز به نمايش خارجي تبديل نميشوند اطلاعات اعدادي ممكن است حذف               مارشيبراي ش 
 .شوند

 
 :انواع ساخته شده -

اي يـك     هر مشخصه . ساختارهاي تعيين شده ممكن است از انواع اوليه به راحتي شناخته شود                
 .  استCكند گرامر براي تعريف، مشابه گرامر نوع جديد و يونيك را بيان مي

struct {  
T1 f1; 
 T2 f2; 
 ...  
Tn fn; 

} [T]; 



 
فيلدها در طي يك ساختار ممكن است با استفاده از نام نوع يك دستور مشابه هماني كـه قابـل                         

  بـه فيلـد دوم اظهـارات قبلـي      T.f2بـراي مثـال   . هاسـت مشـخص شـوند       دسترس براي شمارشـي   
 .ر شده باشدتعريف يك ساختار ممكن است درگيومه محصو. گردد برمي

 ) متغيرها ( ها   واريانت-
هـا كـه قابـل دسـترس در      ساختارهاي تعيين شده ممكن است تغييراتي براساس برخـي دانـش               

انتخاب كننده بايد يك نوع شمارشي باشـد كـه تغييـرات ممكـن در     . داخل محيط است داشته باشند  
 هـر جـزء شمارشـي اعـلان شـده در            آنها بايد بازويي براي   . كند  ساختار تعريف شده را تعيين مي     

مي زبدنه ساختار متغيير ممكن است برچسبي را براي مراجعـه بدهـد مكـاني             . قسمت انتخاب باشند  
 .كه واريانت در زمان اجرا انتخاب ميشود توسط زبان نمايش توصيف نميشود

struct { 
T1 f1; 
T2 f2; 

.... Tn fn; 
select (E) { 

case e1: Te1; 
case e2: Te2; 
.... 
case en: Ten; 

}[fv]; 
 
 : خصوصيات رمز -

 digital signing  ،stream cipher encryption  ،block cipherچهــار عملگــر رمــز      

encryption  ،public key وبه ترتيب به digitally – signed   ،stream - ciphered  ،block - 

cipheredو public – key - encryptedمرحله رمز فيلـد قبـل از مشخصـات    يك.  تعيين ميشود 
كليـدهاي رمـز توسـط      . نوع فيلد بوسيله موكول كردن به معرفي لغت كليد مناسـب تعيـين ميشـود              

 وضعيت جلسه فعلي اجرا ميشود 
در علامتهاي ديجيتالي يـك روش عملكـردي بـه عنـوان ورودي بـراي يـك الگـوريتم علامتـي                          

  MDS و ديگـري SHAيكي   (HASH تا 2 بايتي 36تار  ساخ  RSAدر علامتگذاري   . استفاده ميشود 
مستقيماً HASH  ،SHA بايتDSS  ،20در). رمز شده با كليد خصوصي ( شود  علامتگذاري مي) 

 .شود اضافي اجرا ميHASHاز طريق الگوريتم علامت ديجيتال بدون 



 خروجـي   است با يك مقـدار يكسـان در  exclusive - oredدر رمز تراشه رشته متن معمولي      
 .توليدي

زيـرا بعيـد    . در رمز تراشه بلوك هربلوك متن معمولي به يك بلوك با متن رمزي تبـديل شـود                     
)  بيـت  64(در داخل مقـدار بلـوك ضـروري         ) ها را بفرستند    هر چند كه داده   ( است كه متن معمولي     

 شـود  pad outنفوذ كند، ضروري بنظر ميرسد پايان بلوكهاي كوتاه با برخـي از الگوهـاي مجـاز    
هـاي    بـراي رمـز داده     » trapdoors     «در رمز كليد معمولي يك عملكـرد بـا رمـز          . معمولاً همه صفر  

ها با كليد عمومي يك جفت كليد داده شده فقط ميتوانـد بـا                رمز داده . صادر شونده استفاده ميشود   
 .كليد خصوصي از حالت رمز درآورده شود و بالعكس 

 :ها  ثابت-
 چاپي را ميتوان براي مقاصد مشخصات يا اعلان يك نمونه از نوع مطلـوب و گمـاردن                  ثابتهاي     

 ، بردارهايي با طول متغيير سـاختارهايي كـه          opaque( انواع مقرر   . مقاديري براي آن تعريف كرد    
هيچ فيلدي از يـك سـاختار چنـد جزئـي يـا بـردار ،               . را نميتوان تقبل كرد     )  است   opaqueمحتوي  

 .ذف شودممكن نيست ح
struct}  

             unit8     field1;  

             unit8     field2     ;  

  }Example1;  

   :SSL پروتكل 6-1-2
SSL        در هرلايه  پيامهـا ممكـن اسـت شـامل فيلـدهايي بـراي طـول ،                  . اي است         يك پروتكل لايه

ها به داخـل بلوكهـاي        ال ، پراكندگي داده    پيامها را به منظور انتق     SSL. توضيحات ، و ظرفيت باشد      
  را اجراء ميكند رمـز دهـي         MACها را فشرده ميكند يك        گيرد بطور اختياري داده     اداره كردني مي  

شـوند، بررسـي شـده از حالـت           هاي دريافتي رمزگشـايي مـي       داده. ميكند و نتيجه را انتقال ميدهد       
به مشـتريهاي سـطح بـالاتر تحويـل داده          شوند سپس     آيند ومجدداً جفت وجور مي      فشردگي درمي 

 .شوند  مي
 : جلسه وحالتهاي ارتباطي -

بمنظور همكـاري  .   است SSL handshake است ، مسئول پروتكل SSL  ،statefulيك جلسه      
حالتهاي مشتري و خدمتگزار ، بموجب آن اجازه ميدهد وضعيت پروتكل ماشينهاي هركدام بطـور               

 .پيوسته عمل كند 



بطـور منطقـي وضـعيت دو بـار نمـايش داده           . شـود     عليرغم اينكه وضعيت دقيقاً مقايسـه نمـي            
مجدداً به عنوان وضـعيت      ) hand.shakeطي پروتكل   ( ميشود يكي بعنوان وضعيت عملگر فعلي و      

وقتـي مشـتري يـك      . نامعلوم بعلاوه مراحل خواندن و نوشتن به طور جداگانه پشتيباني ميشـوند             
را دريافت ميكنـد وضـعيت خوانـدن    ) مشخصات رمز را تغيير بدهيد  ( chang cipher specپيام 

وقتي مشتري يا خدمتگزار يـك پيـام        .مطالب نامعلوم را در داخل وضعيت خواندن فعلي كپي ميكند           
chang cipher spec  را ارسال ميكند حالت نوشتن نامعلومي را در داخل حالت نوشتن فعلي كپـي 

 chang كامل اسـت كـه مشـتري و خـدمتگزار پيامهـاي      hand shakeمذاكره ميكند وقتي بحث و 

cipher spec     را تغيير ميدهند  و سـپس بـا اسـتفاده از مشخصـات cipher    توافـق جديـدي ابـلاغ 
عـلاوه بـرآن قسـمتهايي      .  ممكن است اطلاعات امن چندتايي را دربرگيرد         SSLيك جلسه   . كند    مي

 .دتايي باشد ممكن است داراي جلسات همزمان چن
 :لايه ثبت -

هـاي بـالاتر از بلوكهـاي پرگنجـايش دلخـواه             هاي غيـر تفسـيري را از لايـه           داده SSLلايه ثبت        
 .دريافت ميكند 

 : پروتكل تغيير مشخصه رمز -
گذاري بوجود آمده است ، پروتكل شامل         اين پروتكل براي سيگنالهاي انتقال در استراتژي رمز            

 جاري رمزگذاري وفشرده ميشـود پيغـام شـامل يـك     Ciper Specاست ، كه تحت يك پيغام تكي 
 .بايت با مقدار يك است 

پيغام تغيير مشخصه رمز هم به وسيله مشتري و هم به وسـيله خـدمتگزار فرسـتاده ميشـود                        
  ciper specبراي اينكه به دسته رسيده اطـلاع دهـد كـه ركوردهـاي بعـدي تحـت انتقـال درسـت         

خوانـدن  ( دريافت اين پيغام باعث نيشود دريافت كننـده وضـعيت           . ا ، محافظت خواهند شد      وكليده
مراحـل خوانـدن و نوشـتن بـه طـور جداگانـه         . را داخل وضعيت خواندن جاري كپي كند      ) نامعلوم  

وقتي مشتري يا خدمتگزار يك پيغام تغييـر        . شوند      نگهداري مي   SSLتوسط مشتري و خدمتگزار     
ريافت ميكند  وضعيت نامعلوم خواندن را داخـل وضـعيت جـاري خوانـدن كپـي                 مشخصه رمزرا د  

وقتي مشتري يا خدمتگزار يك پيغام تغيير مشخصه رمـز را مينويسـد ، وضـعيت نوشـتن                  . ميكند  
 .نامعلوم را داخل وضعيت نوشتن جاري كپي ميكند 

  و تائيـد  Hand shakeد هاي تغييركلي ـ مشتري يك پيغام تغيير مشخصه رمز را به دنبال پيغام     
آميـز پيغـام      كند وخـدمتگزار ميفرسـتد بعـد ازپـردازش موفقيـت            ارسال مي ) اگر باشد   ( گواهينامه  

 .كند  هشدار غيرمترقبه توليد مي



 : پروتكل هشدار -
است  ) Alert(    پشتيباني ميشود نوع هشدار       SSLيكي از انواع ظرفيت كه توسط لايه ركورد              

هاي هشدار با يك سـطح         سختي پيغام و يك توضيح از هشدار را عبور ميدهد  پيغام            Alertپيغام  . 
از نتايج مخرب درپايان فوري ارتباط در اين مرحله ديگـر مطابقتهـاي ارتباطـات بـه جلسـه ممكـن           

بـاز دارد از اينكـه ارتبـاط        . است ادامه پيدا كند اما شناسه جلسه بايدجلسـه مخـرب را باطـل كنـد                 
هـاي هشـدار رمزگـذاري و فشـرده ميشـوند ،              هـا ،پيغـام     رار كند ماننـد ديگـر پيغـام       جديدي را برق  

 .همانطوري كه بوسيله مرحله ارتباط جاري مشخص شده است 
 Handshake بررسي اجمالي پروتكل  -

  توليد ميشـوند كـه بـالاي    SSl handshakeنگار مرحله جلسه توسط پروتكل  پارامترهاي رمز     
  براي بار نخست ارتباط را       SSLوقتي يك مشتري و خدمتگزار در       .  عمل ميكند     SSLلايه ركورد   

گذار رسميت دادن دلخـواه بـه يكـديگر و            آغاز ميكنند ، آنها روي يك ورژن ، انتخاب الگوريتم رمز          
  براي توليـد رمزهـاي مشـترك تطـابق حاصـل      Public – Keyاستفاده از تكنيكهاي رمزي كردن 

  انجام ميشوند كه به صورت خلاصه شده در زير           Handshakeها در پروتكل    اين پردازش . ميكنند  
 :اند  آمده

  جـواب  Server hello  به خدمتگذار ميفرستد و او با يـك پيغـام   Client helloمشتري يك پيغام 
ايـن دو پيغـام بـراي       . خواهد داد يا اينكه يك خطاي كشنده رخ خواهد داد و ارتبـاط اشـتباه اسـت                  

اين دو  . استفاده ميشوند   ) خدمتگزار  ( منيت با قابليتهاي بيشتر بين مشتري و خدمتگزار         برقراري ا 
 :پيغام خواص زير را برقرار ميكنند 

سـازي بـه عـلاوه دو مقـدار           هـاي رمـز و متـد فشـرده          ورژن پرتكل شناسه جلسه مجموعه برنامه     
ــدل ميشــوند   ــد و رد و ب  . Serner Hello  و  Client Hello . Randdom. تصــادفي تولي

Randdom.  
به دنبال پيغامهاي سلام ، خدمتگزار گواهينامه خود را ارسال خواهد كـرد اگـر تصـديق شـده                        

باشد علاوه بر آن يك پيغام تغيير كليد خدمتگزار ممكن است ارسال شـود ، درصـورت نيـاز اگـر                     
 يـك گواهينامـه از      خدمتگزار تصديق شد اگر كه اين مجموعه برنامه رمـز منتخـب مقتضـي باشـد               

 .مشتري درخواست كند 
مشتمل بر اينكه فـاز  .   را ارسال خواهد كرد Server hello . doneاكنون خدمتگزار يك پيغام      

Hello - message در  Handshake سپس خدمتگزار منتظـر دريافـت جـوابي    .   كامل شده است
 .ازمشتري خواهد بود 



ت گواهينامه ارسال كرده باشد ، مشتري بايد پيغـام گواهينامـه             يك پيغام درخواس   Serverاگر       
 Client key changeپيغـام تغييـر كليـد مشـتري     . يا هشدار عدم وجود گواهينامه را ارسال كنـد  

  Client Helloاكنون ارسال ميشود و اندازه اين پيغام به الگوريتم كليد عمومي انتخاب شـده بـين   
اگر مشتري يك گواهينامه بـا قابليـت علامتگـذاري ارسـال كـرده       .   بستيگ داردServer Helloو 

در اين مرحلـه يـك      . باشد يك پيغام تائيد گواهينامه براي تصديق صريح گواهينامه ارسال ميشود            
به وسيله مشتري ارسال ميشود و مشتري مشخصـه رمـز زائـد را              » تغيير مشخصه رمز    « پيغام  

پس  مشـتري فـوراً پيغـام خاتمـه را تحـت الگوريتمهـا ،                داخل مشخصه رمز جاري كپي ميكند ، س       
خـود را   » تغيير مشخصه رمـز     « كليدها و رمزهاي جديد ارسال ميكند ، در پاسخ خدمتگزار پيغام            

ارسال خواهد كرد زوائد را به مشخصه رمز جـاري انتقـال ميدهـد و پيغـام خاتمـه خـودرا تحـت                       
  ماكل است و مشتري و خدمتگزار ميتوانند         Handshakeاكنون  . مشخصه رمزجديد ارسال ميكند     

 .  را مبادله كنند Applicationداده لايه 
وقتي مشتري وخدمتگزار تصميم ميگيرند كه يك جلسه قبل را دوباره از سر بگيرند يـا جلسـه                       

  :)به جاي مبادله پارماترهاي امنيتي جديد ( موجود را دو برابر كنند نمودار پيغام مانند زير است 
ايـي كـه از سـرگرفته شـده        با استفاده از شناسه جلسه جلسهCient helloمشتري يك پيغام      

اگر تطابق بر قـرار     . خدمتگزار سپس جلسه پنهان خود را براي تطبيق برسي ميكند           . ارسال ميكند   
شد و خدمتگزار بخواهد تحت وضعيت جلسه مشخص شده ارتبـاط را دوبـاره برقـرار كنـد ، يـك                     

server helloاكنون هـم مشـتري و هـم خـدمتگزار     . كند    با همان مقدار شناسه جلسه ارسال مي
را ارسال كنند و مستقيماً براي پيغام هاي خاتمـه اقـدام كننـد    » تغييرمشخصه رمز« هاي  بايد پيغام 

  applicationبه محض اينكه ارتباط مجدد كامل شد مشتري و خدمتگزار بـه مبادلـه داده در لايـه                   
اگر تطابق شناسه جلسه پيدا نشد ، خدمتگزار يك شناسه جلسه جديـد توليـد ميكنـد                 . اقدام ميكنند   

 .  كامل را نمايش ميدهند hand shake  يك SSLومشتري وخدمتگزار 
  پروتكل كاربرد داده-

بنـدي شـده، فشـرده و بـر      شـوند و قسـمت     هاي كاربرد داده بوسيلة لاية ركورد حمل مي         پيغام     
ها ماننـد دادة شـفاف بـه لايـة ركـورد              با پيغام . اي مرحلة ارتباط جاري رمزگذاري شده هستند      مبن

 .شود رفتار مي
 
   محاسبات رمزگذاري7-1-2



 انتخاب شده بوسـيلة     chipher.suite با   MACهاي    تغيير كليد، تصديق، رمزگذاري و الگوريتم          
 .شوند  آشكار ميserver helloيابند و در پيغام  خدمتگزار خاتمه مي

  محاسبات رمزگذاري نامتقارن1-7-1-2
ها و توليد كليدهاي تقسـيم         براي تصديق دسته   handshakeهاي نامتقارن در پروتكل       الگوريتم     

 .اند شده و سرّي استفاده شده
 pre_maste_secret، همان الگوريتم براي تبديل      Fortezza و   Diffie-Hellman  ،RSAبراي       
ــه  ــا  pre_master_secret. شــود  اســتفاده مــيmaster_secretب ــاك بشــود ت ــد از حافظــه پ  باي

master_secretمحاسبه شده باشد . 
RSA- 

 pre_master_secretشود، يك   براي تصديق خدمتگزار و تغيير كليد استفاده ميRSAوقتي      

شـود و بـه       گذاري مي شود، تحت كليد عمومي خدمتگزار رمز        بايتي به وسيلة مشتري توليد مي      48
 master_secret را درون    pre_master_secretهـر دو دسـته سـپس        . شود  خدمتگزار ارسال مي  

 .كنند، همانطور كه در بالا مشخص شده است كپي مي
. شـوند  اجرا مي] PKCS # 1 [PKCS1 با استفاده از بلوك نوع يك RSAامضاهاي ديجيتالي      

 .شود  اجرا ميPKCS # 1ز بلوك نوع دو  با استفاده اRSAرمز كليد عمومي 
- Diffie-Hellman 

ماننـــد ) Z(كليـــد انتقـــال . شـــود  قـــراردادي اجـــرا مـــيDiffie-Hellmanيـــك محاســـبة       
pre_master_secret  رود، و درون       بكار ميmaster_secret  شود، همانطور كه در بـالا         تبديل مي

 .مشخص شده است
اند و ممكن است هـر كـدام           بوسيلة خدمتگزار مشخص شده    Diffie-Hellman پارامترهاي   :توجه

 .دوام باشند يا همراه گواهينامه خدمتگزار شامل شوند بي
- Fortezza 

.  آنIV و TEK بـايتي فرسـتاده شـدة رمزگـذاري شـده تحـت       pre_master_secret 48يك      
 تبـديل   master_secretكنـد و آن را درون          را از رمز خـارج مـي       pre_master_secretخدمتگزار  

هـا بـراي رمزگـذاري      IVكليـدهاي رمـز حجـيم و        . كند، همانطور كه در بالا مشخص شده است         مي
 فقـط   master_secretكنند؛    شوند و در پيغام تغيير كليد تغيير مي          مشتري توليد مي   Tokenتوسط  

 .شود  استفاده ميMACبراي محاسبات 
 



  رمز محاسبات رمزگذاري متقارن و مشخصة2-7-1-2
 بوسـيلة مشخصـة رمـز فعـال جـاري           SSLتكنيك استفاده از رمز و تائيد درستي ركوردهاي              

 و توليـد كـدهاي      DESيك مثال واقعـي بـه رمـز درآوردن داده بـا اسـتفاده از                . شود  مشخص مي 
ــا اســتفاده از   ــه MACهــاي  رمزگــذاري و الگــوريتم.  خواهــد بــودMD5تصــديق شــده ب  كــه ب

SSL_NULL_WITH_NULL_NULL در ابتداي پروتكل SSL handshake انـد،    تنظيم شـده
 handshakeپروتكـل  . دلالت دارد بر اينكه هيچ پيغام تصديق يـا رمـزي نمـايش داده نشـده اسـت           

 .شود براي انتقال يك تغيير مشخصة سرّي يا بيشتر و براي توليد كليدهاي رمزگذاري استفاده مي
  رمز اصلي-

 يا اينكه درستي تصديق بتواند روي ركوردها اجـرا شـود، مشـتري و               قبل از رمزگذاري سرّي        
خدمتگزار نياز دارند كه اطلاعات سرّي تقسيم شده را توليد كنند كه فقط براي خودشـان شـناخته                   

رمـز اصـلي بـراي      . شـود    بايتي است كه رمز اصلي ناميده مـي        48اين مقدار يك كميت     . شده است 
هـا،    بعضـي از الگـوريتم    . رود   بكـار مـي    MACذاري و محاسبات    توليد كليدها و رمزها براي رمزگ     

 .، ممكن است زيرروية خودشان را براي توليد كليدهاي رمز داشته باشندFortezzaمانند 
 MAC تبديل رمز اصلي به كليدها و رمزهاي -

، كليـدها و  MACشود، كه به رمزهـاي   رمز اصلي دورن يك سلسله از بايتهاي رمزي خرد مي            
IVشوند هاي غير خروجي مورد نياز بوسيلة مشخصة رمز جاري، منتسب مي. 
 نوشته شده توسط    MAC نوشته شده توسط مشتري، يك رمز        MACمشخصة رمز يك رمز          

 IVخدمتگزار، يك كليد نوشته شده توسط مشتري، يك كليد نوشته شـده توسـط خدمتگـذار، يـك                   
 دارد كه براي رمز اصلي براي آن منظـور توليـد             نوشتن خدمتگذار، نياز   IVنوشتن مشتري و يك     

 ابلاغ شده در پيغـام تغييـر كليـد، خـالي            Fortezzaمقادير غيرقابل استفاده مانند كليدهاي      . اند  شده
 .هاي زير براي پردازش تعريف كليد موجود هستند ورودي. هستند

 بكـار   Entropyبـع   شـوند، رمـز اصـلي ماننـد يـك من             توليد مي  MACوقتي كليدها و رمزهاي          
ها را براي رمزهـاي قابـل خـروج تهيـه           IVرود، و مقادير تصادفي مواد نگهدارندة غيررمزي و           مي
 .كنند مي

 براي توليد مواد كليد، محاسبه كنيد
 به صورت زير قسمت بنـدي       key_blockسپس  . هاي كافي توليد شده باشند      تا زماني كه خروجي   

 .شود مي
 .شود ور انداخته مي اضافي دkey_blockهر مادة 



 CipherSpec.is_exportableبـراي هـر كـدام از        (هاي رمزگـذاري قابـل صـادر كـردن            الگوريتم
 :پردازشهاي اضافي نياز دارد مانند زير براي اشتقاق كليدهاي نوشتني پاياني) درست است

 
 .كنند يهاي تصادف مشتق م هايشان را براي پيغامIVهاي رمزگذاري قابل صادر كردن  الگوريتم

 
 بــراي اختصــاص انــدازه بوســيلة دور ريخــتن كمتــرين بايتهــاي مهــم، مرتــب MD5خروجيهــاي 

 .شوند مي
 
 
 
 

  :نتيجه گيري 
     براي حصول اطمينان از كارايي و قابليت اعتمـاد سيسـتم مبادلـه الكترونيكـي داده هـا در يـك                     

شـأ بـالقوه تهديـدها شناسـايي        سازمان بايد خطرات احتمالي مورد تجزيه و تحليل قرار گيـرد ، من            
سـپس  . شود و در صورت بروز واقعي خطر ، هزينه هايي كه ايجاد خواهـد شـد مشـخص گـردد                     

براي ايمـن سـازي مبـادلات اطلاعـات بـين           . براي مقابله با اين خطرات تدابير لازم انديشيده شود          
د و در دسـترس  سازمانهايي كه به شبكه ارتباطي متصل هسـتند ، امـروزه فـن آوري لازم موجـو           

است اما سطح امنيتي كه بايد فراهم شود با محدوديتهايي روبرو است زيرا هزينـه اجـراي تـدابير                   
 . تجاوز كند  امنيتي نبايد از ارزش اطلاعاتي كه ايمن سازي آن موردنظر است ،
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1. Status of this memo 

This document is an Internet-Draft. Internet-Drafts are working documents of the 
Internet Engineering Task Force (IETF), its areas, and its working groups. Note that 
other groups may also distribute working documents as Internet-Drafts.  
Internet-Drafts are draft documents valid for a maximum of six months and may be 
updated, replaced, or made obsolete by other documents at any time. It is 
inappropriate to use Internet-Drafts as reference material or to cite them other than as 
work in progress.  
To learn the current status of any Internet-Draft, please check the 1id-abstracts.txt 
listing contained in the Internet Drafts Shadow Directories on ds.internic.net (US East 
Coast), nic.nordu.net (Europe), ftp.isi.edu (US West Coast), or munnari.oz.au (Pacific 
Rim).  

 

2. Abstract 
This document specifies Version 3.0 of the Secure Sockets Layer (SSL V3.0) 
protocol, a security protocol that provides communications privacy over the Internet. 
The protocol allows client/server applications to communicate in a way that is 
designed to prevent eavesdropping, tampering, or message forgery.  

 

3. Introduction 
The primary goal of the SSL Protocol is to provide privacy and reliability between two 
communicating applications. The protocol is composed of two layers. At the lowest 
level, layered on top of some reliable transport protocol (e.g., TCP[TCP]), is the SSL 
Record Protocol. The SSL Record Protocol is used for encapsulation of various higher 
level protocols. One such encapsulated protocol, the SSL Handshake Protocol, allows 
the server and client to authenticate each other and to negotiate an encryption 
algorithm and cryptographic keys before the application protocol transmits or receives 
its first byte of data. One advantage of SSL is that it is application protocol 
independent. A higher level protocol can layer on top of the SSL Protocol 
transparently.  
The SSL protocol provides connection security that has three basic properties:  

• The connection is private. Encryption is used after an initial handshake to 
define a secret key. Symmetric cryptography is used for data encryption (e.g., 
DES[DES], RC4[RC4], etc.)  

• The peer's identity can be authenticated using asymmetric, or public key, 
cryptography (e.g., RSA[RSA], DSS[DSS], etc.).  

• The connection is reliable. Message transport includes a message integrity 
check using a keyed MAC. Secure hash functions (e.g., SHA, MD5, etc.) are 
used for MAC computations.  
 

4. Goals 
The goals of SSL Protocol v3.0, in order of their priority, are:  



1. Cryptographic security  
SSL should be used to establish a secure connection between two parties.  

2. Interoperability  
Independent programmers should be able to develop applications utilizing SSL 
3.0 that will then be able to successfully exchange cryptographic parameters 
without knowledge of one another's code.  

Note:It is not the case that all instances of SSL (even in the same application domain) 
will be able to successfully connect. For instance, if the server supports a particular 
hardware token, and the client does not have access to such a token, then the 
connection will not succeed.  
3. Extensibility  

SSL seeks to provide a framework into which new public key and bulk 
encryption methods can be incorporated as necessary. This will also 
accomplish two sub-goals: to prevent the need to create a new protocol (and 
risking the introduction of possible new weaknesses) and to avoid the need to 
implement an entire new security library.  

4. Relative efficiency  
Cryptographic operations tend to be highly CPU intensive, particularly public 
key operations. For this reason, the SSL protocol has incorporated an optional 
session caching scheme to reduce the number of connections that need to be 
established from scratch. Additionally, care has been taken to reduce network 
activity.  

 

5. Goals of this document 
The SSL Protocol Version 3.0 Specification is intended primarily for readers who will 
be implementing the protocol and those doing cryptographic analysis of it. The spec 
has been written with this in mind, and it is intended to reflect the needs of those two 
groups. For that reason, many of the algorithm-dependent data structures and rules are 
included in the body of the text (as opposed to in an Appendix), providing easier 
access to them.  
This document is not intended to supply any details of service definition nor interface 
definition, although it does cover select areas of policy as they are required for the 
maintenance of solid security.  

 

6. Presentation language 
This document deals with the formatting of data in an external representation. The 
following very basic and somewhat casually defined presentation syntax will be used. 
The syntax draws from several sources in its structure. Although it resembles the 
programming language 'C' in its syntax and XDR [XDR] in both its syntax and intent, 
it would be risky to draw too many parallels. The purpose of this presentation 
language is to document SSL only, not to have general application beyond that 
particular goal.  



6.1 Basic block size 
The representation of all data items is explicitly specified. The basic data block size is 
one byte (i.e. 8 bits). Multiple byte data items are concatenations of bytes, from left to 
right, from top to bottom. From the bytestream a multi-byte item (a numeric in the 
example) is formed (using C notation) by:  

value = (byte[0] << 8*(n-1)) | (byte[1] << 8*(n-2)) | ... | byte[n-1]; 
This byte ordering for multi-byte values is the commonplace network byte order or big 
endian format.  

6.2 Miscellaneous 
Comments begin with "/*" and end with "*/".  
Optional components are denoted by enclosing them in italic "[ ]" brackets.  
Single byte entities containing uninterpreted data are of type opaque.  

6.3 Vectors 
A vector (single dimensioned array) is a stream of homogeneous data elements. The 
size of the vector may be specified at documentation time or left unspecified until 
runtime. In either case the length declares the number of bytes, not the number of 
elements, in the vector.  
The syntax for specifying a new type T' that is a fixed length vector of type T is  

T T'[n]; 
Here T' occupies n bytes in the data stream, where n is a multiple of the size of T. The 
length of the vector is not included in the encoded stream.  
In the following example, Datum is defined to be three consecutive bytes that the 
protocol does not interpret, while Data is three consecutive Datum, consuming a total of 
nine bytes.  

opaque Datum[3]; /* three uninterpreted bytes of data */ 
Datum Data[9];   /* 3 consecutive 3 byte vectors */ 

Variable length vectors are defined by specifying a subrange of legal lengths, 
inclusively, using the notation <floor..ceiling>. When encoded, the actual length 
precedes the vector's contents in the byte stream. The length will be in the form of a 
number consuming as many bytes as required to hold the vector's specified maximum 
(ceiling) length. A variable length vector with an actual length field of zero is referred 
to as an empty vector.  

T T'<floor..ceiling>; 
In the following example, mandatory is a vector that must contain between 300 and 400 
bytes of type opaque. It can never be empty. The actual length field consumes two 
bytes, a uint16, sufficient to represent the value 400 (see Section 6.4). On the other 
hand, longer can represent up to 800 bytes of data, or 400 uint16 elements, and it may 
be empty. Its encoding will include a two byte actual length field prepended to the 
vector.  

opaque mandatory<300..400>; /* length field is 2 bytes, cannot be empty */ 
uint16 longer<0..800>;      /* zero to 400 16-bit unsigned integers */ 

6.4 Numbers 
The basic numeric data type is an unsigned byte (uint8). All larger numeric data types 
are formed from fixed length series of bytes concatenated as described in Section 6.1 
and are also unsigned. The following numeric types are predefined.  

uint8 uint16[2]; 



uint8 uint24[3]; 
uint8 uint32[4]; 
uint8 uint64[8]; 

6.5 Enumerateds 
An additional sparse data type is available called enum. A field of type enum can only 
assume the values declared in the definition. Each definition is a different type. Only 
enumerateds of the same type may be assigned or compared. Every element of an 
enumerated must be assigned a value, as demonstrated in the following example. 
Since the elements of the enumerated are not ordered, they can be assigned any unique 
value, in any order.  

enum { e1(v1), e2 (v1), ... , en (vN), [(n)] } Te; 
Enumerateds occupy as much space in the byte stream as would its maximal defined 
ordinal value. The following definition would cause one byte to be used to carry fields 
of type Color.  

enum { red(3), blue(5), white(7) } Color; 
One may optionally specify a value without its associated tag to force the width 
definition without defining a superfluous element. In the following example, Taste will 
consume two bytes in the data stream but can only assume the values 1, 2 or 4.  

enum { sweet(1), sour(2), bitter(4), (32000) } Taste; 
The names of the elements of an enumeration are scoped within the defined type. In 
the first example, a fully qualified reference to the second element of the enumeration 
would be Color.blue. Such qualification is not required if the target of the assignment is 
well specified.  

Color color = Color.blue;       /* overspecified, but legal */ 
Color color = blue;     /* correct, type is implicit */ 

For enumerateds that are never converted to external representation, the numerical 
information may be omitted.  

enum { low, medium, high } Amount; 

6.6 Constructed types 
Structure types may be constructed from primitive types for convenience. Each 
specification declares a new, unique type. The syntax for definition is much like that 
of C.  

struct { 
        T1 f1; 
        T2 f2; 
        ... 
        Tn  fn; 
} [T]; 

The fields within a structure may be qualified using the type's name using a syntax 
much like that available for enumerateds. For example, T.f2 refers to the second field 
of the previous declaration. Structure definitions may be embedded.  

6.6.1 Variants 
Defined structures may have variants based on some knowledge that is available 
within the environment. The selector must be an enumerated type that defines the 
possible variants the structure defines. There must be a case arm for every element of 
the enumeration declared in the select. The body of the variant structure may be given 
a label for reference. The mechanism by which the variant is selected at runtime is not 
prescribed by the presentation language.  



struct { 
        T1 f1; 
        T2 f2; 
            .... 
        Tn fn; 
        select (E) { 
            case e1: Te1; 
            case e2: Te2; 
                .... 
            case en: Ten; 
        } [fv]; 
} [Tv]; 

For example  
enum { apple, orange } VariantTag; 
struct { 
        uint16 number; 
        opaque string<0..10<;     /* variable length */ 
} V1; 
struct { 
        uint32 number; 
        opaque string[10];      /* fixed length */ 
} V2; 
struct { 
        select (VariantTag) {   /* value of variant selector is implicit */ 
            case apple: V1;     /* definition of VariantBody, tag = apple */ 
            case orange: V2;    /* definition of VariantBody, tag = orange */ 
        } variant_body; /* optional label on the variant portion */ 
} VariantRecord; 

Variant structures may be qualified (narrowed) by specifying a value for the selector 
prior to the type. For example, a  

orange VariantRecord 
is a narrowed type of a VariantRecord containing a variant_body of type V2.  

6.7 Cryptographic attributes 
The four cryptographic operations digital signing, stream cipher encryption, block 
cipher encryption, and public key encryption are designated digitally-signed, stream-
ciphered, block-ciphered, and public-key-encrypted, respectively. A field's cryptographic 
processing is specified by prepending an appropriate key word designation before the 
field's type specification. Cryptographic keys are implied by the current session state 
(see Section 7.1).  
In digital signing, one-way hash functions are used as input for a signing algorithm. In 
RSA signing, a 36-byte structure of two hashes (one SHA and one MD5) is signed 
(encrypted with the private key). In DSS, the 20 bytes of the SHA hash are run 
directly through the Digital Signing Algorithm with no additional hashing.  
In stream cipher encryption, the plaintext is exclusive-ORed with an identical amount 
of output generated from a cryptographically-secure keyed pseudorandom number 
generator.  
In block cipher encryption, every block of plaintext encrypts to a block of ciphertext. 
Because it is unlikely that the plaintext (whatever data is to be sent) will break neatly 
into the necessary block size (usually 64 bits), it is necessary to pad out the end of 
short blocks with some regular pattern, usually all zeroes.  



In public key encryption, one-way functions with secret "trapdoors" are used to 
encrypt the outgoing data. Data encrypted with the public key of a given key pair can 
only be decrypted with the private key, and vice-versa.  
In the following example:  

stream-ciphered struct { 
        uint8 field1; 
        uint8 field2; 
        digitally-signed opaque hash[20]; 
} UserType; 

The contents of hash are used as input for a signing algorithm, then the entire structure 
is encrypted with a stream cipher.  

6.8 Constants 
Typed constants can be defined for purposes of specification by declaring a symbol of 
the desired type and assigning values to it. Under-specified types (opaque, variable 
length vectors, and structures that contain opaque) cannot be assigned values. No 
fields of a multi-element structure or vector may be elided.  
For example,  

struct { 
        uint8 f1; 
        uint8 f2; 
} Example1; 
Example1 ex1 = {1, 4};  /* assigns f1 = 1, f2 = 4 */ 
 

7. SSL protocol 
SSL is a layered protocol. At each layer, messages may include fields for length, 
description, and content. SSL takes messages to be transmitted, fragments the data 
into manageable blocks, optionally compresses the data, applies a MAC, encrypts, and 
transmits the result. Received data is decrypted, verified, decompressed, and 
reassembled, then delivered to higher level clients.  

7.1 Session and connection states 
An SSL session is stateful. It is the responsibility of the SSL Handshake protocol to 
coordinate the states of the client and server, thereby allowing the protocol state 
machines of each to operate consistently, despite the fact that the state is not exactly 
parallel. Logically the state is represented twice, once as the current operating state, 
and (during the handshake protocol) again as the pending state. Additionally, separate 
read and write states are maintained. When the client or server receives a change 
cipher spec message, it copies the pending read state into the current read state. When 
the client or server sends a change cipher spec message, it copies the pending write 
state into the current write state. When the handshake negotiation is complete, the 
client and server exchange change cipher spec messages (see Section 7.3), and then 
communicate using the newly agreed-upon cipher spec.  
An SSL session may include multiple secure connections; in addition, parties may 
have multiple simultaneous sessions.  
The session state includes the following elements:  

session identifier  



An arbitrary byte sequence chosen by the server to identify an active or 
resumable session state  

peer certificate  
X509.v3[X509] certificate of the peer. This element of the state may be null.  

compression method  
The algorithm used to compress data prior to encryption.  

cipher spec  
Specifies the bulk data encryption algorithm (such as null, DES, etc.) and a 
MAC algorithm (such as MD5 or SHA). It also defines cryptographic 
attributes such as the hash_size. (See Appendix A.7 for formal definition.)  

master secret  
48-byte secret shared between the client and server.  

is resumable  
A flag indicating whether the session can be used to initiate new connections.  

The connection state includes the following elements:  
server and client random  

Byte sequences that are chosen by the server and client for each connection.  
server write MAC secret  

The secret used in MAC operations on data written by the server.  
client write MAC secret  

The secret used in MAC operations on data written by the client.  
server write key  

The bulk cipher key for data encrypted by the server and decrypted by the 
client.  

client write key  
The bulk cipher key for data encrypted by the client and decrypted by the 
server.  

initialization vectors  
When a block cipher in CBC mode is used, an initialization vector (IV) is 
maintained for each key. This field is first initialized by the SSL handshake 
protocol. Thereafter the final ciphertext block from each record is preserved 
for use with the following record.  

sequence numbers  
Each party maintains separate sequence numbers for transmitted and received 
messages for each connection. When a party sends or receives a change cipher 
spec message, the appropriate sequence number is set to zero. Sequence 
numbers are of type uint64 and may not exceed 264-1.  



7.2 Record layer 
The SSL Record Layer receives uninterpreted data from higher layers in non-empty 
blocks of arbitrary size.  

7.2.1Fragmentation 
The record layer fragments information blocks into SSLPlaintext records of 214 bytes 
or less. Client message boundaries are not preserved in the record layer (i.e., multiple 
client messages of the same ContentType may be coalesced into a single SSLPlaintext 
record).  

struct { 
        uint8 major, minor; 
} ProtocolVersion; 
enum { 
        change_cipher_spec(20), alert(21), handshake(22), 
        application_data(23), (255) 
} ContentType; 
struct { 
        ContentType type; 
        ProtocolVersion version; 
        uint16 length; 
        opaque fragment[SSLPlaintext.length]; 
} SSLPlaintext; 

type  
The higher level protocol used to process the enclosed fragment.  

version  
The version of protocol being employed. This document describes SSL 
Version 3.0 (See Appendix A.1.1).  

length  
The length (in bytes) of the following SSLPlaintext.fragment. The length 
should not exceed 214.  

fragment  
The application data. This data is transparent and treated as an independent 
block to be dealt with by the higher level protocol specified by the type field.  

Note: Data of different SSL Record layer content types may be interleaved. Application data is 
generally of lower precedence for transmission than other content types.  
7.2.2 Record compression and decompression 

All records are compressed using the compression algorithm defined in the current 
session state. There is always an active compression algorithm, however initially it is 
defined as CompressionMethod.null. The compression algorithm translates an 
SSLPlaintext structure into an SSLCompressed structure. Compression functions erase 
their state information whenever the CipherSpec is replaced.  
Note: The CipherSpec is part of the session state described in Section 7.1. References 
to fields of the CipherSpec are made throughout this document using presentation 
syntax. A more complete description of the CipherSpec is shown in Appendix A.7.  
Compression must be lossless and may not increase the content length by more than 
1024 bytes. If the decompression function encounters an SSLCompressed.fragment that 



would decompress to a length in excess of 214 bytes, it should issue a fatal 
decompression_failure alert (Section 7.4.2).  

struct { 
        ContentType type;               /* same as SSLPlaintext.type */ 
        ProtocolVersion version;        /* same as SSLPlaintext.version */ 
        uint16 length; 
        opaque fragment[SSLCompressed.length]; 
} SSLCompressed; 

length  
The length (in bytes) of the following SSLCompressed.fragment. The length 
should not exceed 214 + 1024.  

fragment  
The compressed form of SSLPlaintext.fragment.  

Note: A CompressionMethod.null operation is an identity operation; no fields are altered. 
(See Appendix A.4.1)  
Implementation note: Decompression functions are responsible for ensuring that 
messages cannot cause internal buffer overflows.  

7.2.3 Record payload protection and the CipherSpec 
All records are protected using the encryption and MAC algorithms defined in the 
current CipherSpec. There is always an active CipherSpec, however initially it is 
SSL_NULL_WITH_NULL_NULL, which does not provide any security.  
Once the handshake is complete, the two parties have shared secrets which are used to 
encrypt records and compute keyed message authentication codes (MACs) on their 
contents. The techniques used to perform the encryption and MAC operations are 
defined by the CipherSpec and constrained by CipherSpec.cipher_type. The encryption and 
MAC functions translate an SSLCompressed structure into an SSLCiphertext. The 
decryption functions reverse the process. Transmissions also include a sequence 
number so that missing, altered, or extra messages are detectable.  

struct { 
        ContentType type; 
        ProtocolVersion version; 
        uint16 length; 
        select (CipherSpec.cipher_type) { 
            case stream: GenericStreamCipher; 
            case block: GenericBlockCipher; 
        } fragment; 
} SSLCiphertext; 

type  
The type field is identical to SSLCompressed.type.  

version  
The version field is identical to SSLCompressed.version.  

length  
The length (in bytes) of the following SSLCiphertext.fragment. The length may not 
exceed 214 + 2048.  

fragment  
The encrypted form of SSLCompressed.fragment, including the MAC.  



7.2.3.1 Null or standard stream cipher 
Stream ciphers (including BulkCipherAlgorithm.null - See Appendix A.7 ) convert 
SSLCompressed.fragment structures to and from stream SSLCiphertext.fragment structures.  

stream-ciphered struct { 
          opaque content[SSLCompressed.length]; 
          opaque MAC[CipherSpec.hash_size]; 
} GenericStreamCipher; 

The MAC is generated as:  
hash(MAC_write_secret + pad_2 + 
        hash (MAC_write_secret + pad_1 + seq_num + length + content)); 

where "+" denotes concatenation.  
pad_1  

The character 0x36 repeated 48 time for MD5 or 40 times for SHA.  
pad_2  

The character 0x5c repeated the same number of times.  
seq_num  

The sequence number for this message.  
hash  

The hashing algorithm derived from the cipher suite.  
Note that the MAC is computed before encryption. The stream cipher encrypts the 
entire block, including the MAC. For stream ciphers that do not use a synchronization 
vector (such as RC4), the stream cipher state from the end of one record is simply 
used on the subsequent packet. If the CipherSuite is SSL_NULL_WITH_NULL_NULL, 
encryption consists of the identity operation (i.e., the data is not encrypted and the MAC size is zero 
implying that no MAC is used). SSLCiphertext.length is SSLCompressed.length plus 
CipherSpec.hash_size.  

7.2.3.2 CBC block cipher 
For block ciphers (such as RC2 or DES), the encryption and MAC functions convert 
SSLCompressed.fragment structures to and from block SSLCiphertext.fragment structures.  

block-ciphered struct { 
        opaque content[SSLCompressed.length]; 
        opaque MAC[CipherSpec.hash_size]; 
        uint8 padding[GenericBlockCipher.padding_length]; 
        uint8 padding_length; 
} GenericBlockCipher; 

The MAC is generated as described in Section 7.2.3.1.  

padding  

Padding that is added to force the length of the plaintext to be a multiple of the block cipher's 
block length.  

padding_length  

The length of the padding must be less than the cipher's block length and may be zero. The 
padding length should be such that the total size of the GenericBlockCipher structure is a 
multiple of the cipher's block length.  

The encrypted data length (SSLCiphertext.length) is one more than the sum of SSLCompressed.length, 
CipherSpec.hash_size, and padding_length.  
Note: With CBC block chaining the initialization vector (IV) for the first record is provided by the 
handshake protocol. The IV for subsequent records is the last ciphertext block from the previous record.  



7.3 Change cipher spec protocol 

The change cipher spec protocol exists to signal transitions in ciphering strategies. The protocol consists 
of a single message, which is encrypted and compressed under the current (not the pending) 
CipherSpec. The message consists of a single byte of value 1.  

struct { 
        enum { change_cipher_spec(1), (255) } type; 
} ChangeCipherSpec; 

The change cipher spec message is sent by both the client and server to notify the receiving party that 
subsequent records will be protected under the just-negotiated CipherSpec and keys. Reception of this 
message causes the receiver to copy the read pending state into the read current state. Separate read and 
write states are maintained by both the SSL client and server. When the client or server receives a 
change cipher spec message, it copies the pending read state into the current read state. When the client 
or server writes a change cipher spec message, it copies the pending write state into the current write 
state. The client sends a change cipher spec message following handshake key exchange and certificate 
verify messages (if any), and the server sends one after successfully processing the key exchange 
message it received from the client. An unexpected change cipher spec message should generate an 
unexpected_message alert (Section 7.4.2). When resuming a previous session, the change cipher spec 
message is sent after the hello messages.  

7.4 Alert protocol 

One of the content types supported by the SSL Record layer is the alert type. Alert messages convey the 
severity of the message and a description of the alert. Alert messages with a level of fatal result in the 
immediate termination of the connection. In this case, other connections corresponding to the session 
may continue, but the session identifier must be invalidated, preventing the failed session from being 
used to establish new connections. Like other messages, Alert messages are encrypted and compressed, 
as specified by the current connection state.  

enum { warning(1), fatal(2), (255) } AlertLevel; 
 
enum { 
        close_notify(0), 
        unexpected_message(10), 
        bad_record_mac(20), 
        decompression_failure(30), 
        handshake_failure(40), no_certificate(41), bad_certificate(42), 
            unsupported_certificate(43), certificate_revoked(44), 
            certificate_expired(45), certificate_unknown(46), 
            illegal_parameter (47) 
        (255) 
} AlertDescription; 
 
struct { 
        AlertLevel level; 
        AlertDescription description; 
} Alert; 

7.4.1 Closure alerts 

The client and the server must share knowledge that the connection is ending in order to avoid a 
truncation attack. Either party may initiate the exchange of closing messages.  

close_notify  

This message notifies the recipient that the sender will not send any more messages on this 
connection. The session becomes unresumable if any connection is terminated without proper 
close_notify messages with level equal to warning.  

7.4.2 Error alerts 

Error handling in the SSL Handshake protocol is very simple. When an error is detected, the detecting 
party sends a message to the other party. Upon transmission or receipt of an fatal alert message, both 



parties immediately close the connection. Servers and clients are required to forget any session-
identifiers, keys, and secrets associated with a failed connection. The following error alerts are defined:  

unexpected_message  

An inappropriate message was received. This alert is always fatal and should never be 
observed in communication between proper implementations.  

bad_record_mac  

This alert is returned if a record is received with an incorrect MAC. This message is always 
fatal.  

decompression_failure  

The decompression function received improper input (e.g. data that would expand to excessive 
length). This message is always fatal.  

handshake_failure  

Reception of a handshake_failure alert message indicates that the sender was unable to 
negotiate an acceptable set of security parameters given the options available. This is a fatal 
error.  

no_certificate  

A no_certificate alert message may be sent in response to a certification request if no 
appropriate certificate is available.  

bad_certificate  

A certificate was corrupt, contained signatures that did not verify correctly, etc.  

unsupported_certificate  

A certificate was of an unsupported type.  

certificate_revoked  

A certificate was revoked by its signer.  

certificate_expired  

A certificate has expired or is not currently valid.  

certificate_unknown  

Some other (unspecified) issue arose in processing the certificate, rendering it unacceptable.  

illegal_parameter  

A field in the handshake was out of range or inconsistent with other fields. This is always fatal.  

7.5 Handshake protocol overview 

The cryptographic parameters of the session state are produced by the SSL Handshake Protocol, which 
operates on top of the SSL Record Layer. When a SSL client and server first start communicating, they 
agree on a protocol version, select cryptographic algorithms, optionally authenticate each other, and use 
public-key encryption techniques to generate shared secrets. These processes are performed in the 
handshake protocol, which can be summarized as follows:  
The client sends a client hello message to which the server must respond with a server hello message, or 
else a fatal error will occur and the connection will fail. The client hello and server hello are used to 
establish security enhancement capabilities between client and server. The client hello and server hello 
establish the following attributes: protocol version, session ID, cipher suite, and compression method. 
Additionally, two random values are generated and exchanged: ClientHello.random and 
ServerHello.random.  
Following the hello messages, the server will send its certificate, if it is to be authenticated. 
Additionally, a server key exchange message may be sent, if it is required (e.g. if their server has no 
certificate, or if its certificate is for signing only). If the server is authenticated, it may request a 
certificate from the client, if that is appropriate to the cipher suite selected.  



Now the server will send the server hello done message, indicating that the hello-message phase of the 
handshake is complete. The server will then wait for a client response.  
If the server has sent a certificate request message, the client must send either the certificate message or 
a no certificate alert. The client key exchange message is now sent, and the content of that message will 
depend on the public key algorithm selected between the client hello and the server hello. If the client 
has sent a certificate with signing ability, a digitally-signed certificate verify message is sent to 
explicitly verify the certificate.  
At this point, a change cipher spec message is sent by the client, and the client copies the pending 
Cipher Spec into the current Cipher Spec. The client then immediately sends the finished message 
under the new algorithms, keys, and secrets. In response, the server will send its own change cipher 
spec message, transfer the pending to the current Cipher Spec, and send its Finished message under the 
new Cipher Spec. At this point, the handshake is complete and the client and server may begin to 
exchange application layer data. (See flow chart below.)  

 
Note: To help avoid pipeline stalls, ChangeCipherSpec is an independent SSL Protocol content type, 
and is not actually an SSL handshake message.  
When the client and server decide to resume a previous session or duplicate an existing session (instead 
of negotiating new security parameters) the message flow is as follows:  
The client sends a client hello using the Session ID of the session to be resumed. The Server then 
checks its session cache for a match. If a match is found, and the server is willing to re-establish the 
connection under the specified session state, it will send a server hello with the same Session ID value. 
At this point, both client and server must send change cipher spec messages and proceed directly to 
finished messages. Once the re-establishment is complete, the client and server may begin to exchange 
application layer data. (See flow chart below.) If a Session ID match is not found, the server generates a 
new session ID and the SSL client and server perform a full handshake.  

 

The contents and significance of each message will be presented in detail in the following 
sections.  

7.6 Handshake protocol 

The SSL Handshake Protocol is one of the defined higher level clients of the SSL Record 
Protocol. This protocol is used to negotiate the secure attributes of a session. Handshake 
messages are supplied to the SSL Record Layer, where they are encapsulated within one or 
more SSLPlaintext structures, which are processed and transmitted as specified by the current 
active session state.  

enum { 
        hello_request(0), client_hello(1), server_hello(2), 
        certificate(11), server_key_exchange (12), certificate_request(13), 
        server_hello_done(14), certificate_verify(15), client_key_exchange(16), 
        finished(20), (255) 
} HandshakeType; 
 
struct { 
        HandshakeType msg_type;         /* type of handshake message */ 
        uint24 length;  /* # bytes in handshake message body */ 



        select (HandshakeType) { 
            case hello_request: HelloRequest; 
            case client_hello: ClientHello; 
            case server_hello: ServerHello; 
            case certificate: Certificate; 
            case server_key_exchange: ServerKeyExchange; 
            case certificate_request: CertificateRequest; 
            case server_hello_done: ServerHelloDone; 
            case certificate_verify: CertificateVerify; 
            case client_key_exchange: ClientKeyExchange; 
            case finished: Finished; 
        } body; 
} Handshake; 

The handshake protocol messages are presented in the order they must be sent; sending 
handshake messages in an unexpected order results in a fatal error.  

7.6.1 Hello messages 

The hello phase messages are used to exchange security enhancement capabilities between the 
client and server. When a new session begins, the CipherSpec encryption, hash, and 
compression algorithms are initialized to null. The current CipherSpec is used for renegotiation 
messages.  

7.6.1.1 Hello request 

The hello request message may be sent by the server at any time, but will be ignored by the 
client if the handshake protocol is already underway. It is a simple notification that the client 
should begin the negotiation process anew by sending a client hello message when convenient.  

Note: Since handshake messages are intended to have transmission precedence over 
application data, it is expected that the negotiation begin in no more than one or two times the 
transmission time of a maximum length application data message.  

After sending a hello request, servers should not repeat the request until the subsequent 
handshake negotiation is complete. A client that receives a hello request while in a handshake 
negotiation state should simply ignore the message.  

The structure of a hello request message is as follows:  

struct { } HelloRequest; 

7.6.1.2 Client hello 

When a client first connects to a server it is required to send the client hello as its first 
message. The client can also send a client hello in response to a hello request or on its own 
initiative in order to renegotiate the security parameters in an existing connection.  

The client hello message includes a random structure, which is used later in the protocol.  

struct { 
   uint32 gmt_unix_time; 
   opaque random_bytes[28]; 
} Random; 

gmt_unix_time  

The current time and date in standard UNIX 32-bit format according to the sender's internal 
clock. Clocks are not required to be set correctly by the basic SSL Protocol; higher level or 
application protocols may define additional requirements.  

random_bytes  

28 bytes generated by a secure random number generator.  

The client hello message includes a variable length session identifier. If not empty, the value identifies a 
session between the same client and server whose security parameters the client wishes to reuse. The 
session identifier may be from an earlier connection, this connection, or another currently active 



connection. The second option is useful if the client only wishes to update the random structures and 
derived values of a connection, while the third option makes it possible to establish several 
simultaneous independent secure connections without repeating the full handshake protocol. The actual 
contents of the SessionID are defined by the server.  

opaque SessionID<0..32>; 
Warning: Servers must not place confidential information in session identifiers or let the contents of 
fake session identifiers cause any breach of security.  
The CipherSuite list, passed from the client to the server in the client hello message, contains the 
combinations of cryptographic algorithms supported by the client in order of the client's preference 
(first choice first). Each CipherSuite defines both a key exchange algorithm and a CipherSpec. The 
server will select a cipher suite or, if no acceptable choices are presented, return a handshake failure 
alert and close the connection.  

uint8 CipherSuite[2];   /* Cryptographic suite selector */ 
The client hello includes a list of compression algorithms supported by the client, ordered according to 
the client's preference. If the server supports none of those specified by the client, the session must fail.  

enum { null(0), (255) } CompressionMethod; 
Issue: Which compression methods to support is under investigation.  
The structure of the client hello is as follows.  

struct { 
        ProtocolVersion client_version; 
        Random random; 
        SessionID session_id; 
        CipherSuite cipher_suites<2..216-1>; 
        CompressionMethod compression_methods<1..28-1>; 
} ClientHello; 

client_version  
The version of the SSL protocol by which the client wishes to communicate during this 
session. This should be the most recent (highest valued) version supported by the client. For 
this version of the specification, the version will be 3.0 (See Appendix E for details about 
backward compatibility).  

random  

A client-generated random structure.  

session_id  

The ID of a session the client wishes to use for this connection. This field should be empty if 
no session_id is available or the client wishes to generate new security parameters.  

cipher_suites  

This is a list of the cryptographic options supported by the client, sorted with the client's first 
preference first. If the session_id field is not empty (implying a session resumption request) 
this vector must include at least the cipher_suite from that session. Values are defined in 
Appendix A.6.  

compression_methods  

This is a list of the compression methods supported by the client, sorted by client preference. If 
the session_id field is not empty (implying a session resumption request) this vector must 
include at least the compression_method from that session. All implementations must support 
CompressionMethod.null.  

After sending the client hello message, the client waits for a server hello message. Any other handshake 
message returned by the server except for a hello request is treated as a fatal error.  
Implementation note: Application data may not be sent before a finished message has been sent. 
Transmitted application data is known to be insecure until a valid finished message has been received. 
This absolute restriction is relaxed if there is a current, non-null encryption on this connection.  



7.6.1.3 Server hello 

The server processes the client hello message and responds with either a handshake_failure alert or 
server hello message.  

struct { 
        ProtocolVersion server_version; 
        Random random; 
        SessionID session_id; 
        CipherSuite cipher_suite; 
        CompressionMethod compression_method; 
} ServerHello; 

server_version  

This field will contain the lower of that suggested by the client in the client hello and the 
highest supported by the server. For this version of the specification, the version will be 3.0 
(See Appendix E for details about backward compatibility).  

random  

This structure is generated by the server and must be different from (and independent of) 
ClientHello.random.  

session_id  

This is the identity of the session corresponding to this connection. If the 
ClientHello.session_id was non-empty, the server will look in its session cache for a match. If 
a match is found and the server is willing to establish the new connection using the specified 
session state, the server will respond with the same value as was supplied by the client. This 
indicates a resumed session and dictates that the parties must proceed directly to the finished 
messages. Otherwise this field will contain a different value identifying the new session. The 
server may return an empty session_id to indicate that the session will not be cached and 
therefore cannot be resumed.  

cipher_suite  

The single cipher suite selected by the server from the list in ClientHello.cipher_suites. For 
resumed sessions this field is the value from the state of the session being resumed.  

compression_method  

The single compression algorithm selected by the server from the list in 
ClientHello.compression_methods. For resumed sessions this field is the value from the 
resumed session state.  

7.6.2 Server certificate  

If the server is to be authenticated (which is generally the case), the server sends its certificate 
immediately following the server hello message. The certificate type must be appropriate for the 
selected cipher suite's key exchange algorithm, and is generally an X.509.v3 certificate (or a modified 
X.509 certificate in the case of Fortezza [FOR]). The same message type will be used for the client's 
response to a server certificate request message.  

opaque ASN.1Cert<1..224-1>; 
 
struct { 
        ASN.1Cert certificate_list<1..224-1>; 
} Certificate; 

certificate_list This is a sequence (chain) of X.509.v3 certificates, ordered with the sender's certificate 
first and the root certificate authority last.  
Note: PKCS #7 [PKCS7] is not used as the format for the certificate vector because PKCS #6 [PKCS6] 
extended certificates are not used. Also PKCS #7 defines a SET rather than a SEQUENCE, making the 
task of parsing the list more difficult.  



7.6.3 Server key exchange message 

The server key exchange message is sent by the server if it has no certificate, has a certificate only used 
for signing (e.g., DSS [DSS] certificates, signing-only RSA [RSA] certificates), or fortezza/DMS key 
exchange is used. This message is not used if the server certificate contains Diffie-Hellman [DH1] 
parameters.  
Note: According to current US export law, RSA moduli larger than 512 bits may not be used for key 
exchange in software exported from the US. With this message, larger RSA keys may be used as 
signature-only certificates to sign temporary shorter RSA keys for key exchange.  

 
enum { rsa, diffie_hellman, fortezza_dms } KeyExchangeAlgorithm; 
 
struct { 
        opaque rsa_modulus<1..216-1>; 
        opaque rsa_exponent<1..216-1>; 
} ServerRSAParams; 

rsa_modulus The modulus of the server's temporary RSA key.  
rsa_exponent The public exponent of the server's temporary RSA key.  

struct { 
        opaque dh_p<1..216-1>; 
        opaque dh_g<1..216-1>; 
        opaque dh_Ys<1..216-1>; 
} ServerDHParams;       /* Ephemeral DH parameters */ 

dh_p  

The prime modulus used for the Diffie-Hellman operation.  

dh_g  

The generator used for the Diffie-Hellman operation.  

dh_Ys  

The server's Diffie-Hellman public value (gX mod p).  

struct { 
            opaque r_s [128]; 
} ServerFortezzaParams; 

r_s  

Server random number for Fortezza KEA (Key Exchange Algorithm).  

struct { 
        select (KeyExchangeAlgorithm) { 
            case diffie_hellman: 
                  ServerDHParams params; 
                  Signature signed_params; 
            case rsa: 
                  ServerRSAParams params; 
                  Signature signed_params; 
            case fortezza_dms: 
                  ServerFortezzaParams params; 
        }; 
} ServerKeyExchange; 

params  

The server's key exchange parameters.  

signed_params  

A hash of the corresponding params value, with the signature appropriate to that hash applied.  

md5_hash  

MD5(ClientHello.random + ServerHello.random + ServerParams);  



sha_hash  

SHA(ClientHello.random + ServerHello.random + ServerParams);  

enum { anonymous, rsa, dsa } SignatureAlgorithm; 
 
digitally-signed struct { 
        select(SignatureAlgorithm) { 
             case anonymous: struct { }; 
             case rsa: 
                  opaque md5_hash[16]; 
                  opaque sha_hash[20]; 
             case dsa: 
                  opaque sha_hash[20]; 
        }; 
} Signature; 

7.6.4 Certificate request 

A non-anonymous server can optionally request a certificate from the client, if appropriate for the 
selected cipher suite.  

opaque CertificateAuthority<0..224-1>; 
 
enum { 
        rsa_sign(1), dss_sign(2), rsa_fixed_dh(3), dss_fixed_dh(4), 
        rsa_ephemeral_dh(5), dss_ephemeral_dh(6), fortezza_dms(20), (255) 
} ClientCertificateType; 
 
opaque DistinguishedName<1..216-1>; 
 
struct { 
        ClientCertificateType certificate_types<1..28-1>; 
        DistinguishedName certificate_authorities<3..216-1>; 
} CertificateRequest; 

certificate_types  

This field is a list of the types of certificates requested, sorted in order of the server's 
preference.  

certificate_authorities  

A list of the distinguished names of acceptable certificate authorities.  

Note: DistinguishedName is derived from [X509].  
Note: It is a fatal handshake_failure alert for an anonymous server to request client identification.  

7.6.5 Server hello done 

The server hello done message is sent by the server to indicate the end of the server hello and associated 
messages. After sending this message the server will wait for a client response.  

struct { } ServerHelloDone; 
Upon receipt of the server hello done message the client should verify that the server provided a valid 
certificate if required and check that the server hello parameters are acceptable.  

7.6.6 Client certificate 

This is the first message the client can send after receiving a server hello done message. This message is 
only sent if the server requests a certificate. If no suitable certificate is available, the client should send 
a no certificate alert instead. This error is only a warning, however the server may respond with a fatal 
handshake failure alert if client authentication is required.  
Client certificates are sent using the Certificate defined in Section 7.6.2.  
Note: Client Diffie-Hellman certificates must match the server specified Diffie-Hellman parameters.  



7.6.7 Client key exchange message 

The choice of messages depends on which public key algorithm(s) has (have) been selected. See 
Section 7.6.3 for the KeyExchangeAlgorithm.  

struct { 
        select (KeyExchangeAlgorithm) { 
            case rsa: EncryptedPreMasterSecret; 
            case diffie_hellman: ClientDiffieHellmanPublic; 
            case fortezza_dms: FortezzaKeys; 
        } exchange_keys; 
} ClientKeyExchange; 

The information to select the appropriate record structure is in the pending session state (see Section 
7.1).  

7.6.7.1 RSA encrypted premaster secret message 

If RSA is being used for key agreement and authentication, the client generates a 48-byte pre-master 
secret, encrypts it under the public key from the server's certificate or temporary RSA key from a server 
key exchange message, and sends the result in an encrypted premaster secret message.  

struct { 
        ProtocolVersion client_version; 
        opaque random[46]; 
} PreMasterSecret; 

client_version  

The latest (newest) version supported by the client. This is used to detect version roll-back 
attacks.  

random  

46 securely-generated random bytes.  

struct { 
        public-key-encrypted PreMasterSecret pre_master_secret; 
} EncryptedPreMasterSecret; 

pre_master_secret  

This random value is generated by the client and is used to generate the master secret, as 
specified in Section 8.1.  

7.6.7.2 Fortezza key exchange message 

Under Fortezza DMS, the client derives a Token Encryption Key (TEK) using Fortezza's Key Exchange 
Algorithm (KEA). The client's KEA calculation uses the public key in the server's certificate along with 
private parameters in the client's token. The client sends public parameters needed for the server to 
generate the TEK, using its own private parameters. The client generates session keys, wraps them 
using the TEK, and sends the results to the server. The client generates IV's for the session keys and 
TEK and sends them also. The client generates a random 48-byte premaster secret, encrypts it using the 
TEK, and sends the result:  

struct { 
        opaque y_c<0..128>; 
        opaque r_c[128]; 
        opaque y_signature[20]; 
        opaque wrapped_client_write_key[12]; 
        opaque wrapped_server_write_key[12]; 
        opaque client_write_iv[24]; 
        opaque server_write_iv[24]; 
        opaque master_secret_iv[24]; 
        block-ciphered opaque encrypted_pre_master_secret[48]; 
} FortezzaKeys; 

y_signature  



y_singnature is the signature of the KEA public key, signed with the client's DSS private key.  

y_c  

The client's Yc value (public key) for the KEA calculation. If the client has sent a certificate, 
and its KEA public key is suitable, this value must be empty since the certificate already 
contains this value. If the client sent a certificate without a suitable public key, y_c is used and 
y_singnature is the KEA public key signed with the client's DSS private key. For this value to 
be used, it must be between 64 and 128 bytes.  

r_c  

The client's Rc value for the KEA calculation.  

wrapped_client_write_key  

This is the client's write key, wrapped by the TEK.  

wrapped_server_write_key  

This is the server's write key, wrapped by the TEK.  

client_write_iv  

This is the IV for the client write key.  

server_write_iv  

This is the IV for the server write key.  

master_secret_iv  

This is the IV for the TEK used to encrypt the pre-master secret.  

pre_master_secret  

This is a random value, generated by the client and used to generate the master secret, as 
specified in Section 8.1. In the above structure, it is encrypted using the TEK.  

7.6.7.3 Client Diffie-Hellman public value 

This structure conveys the client's Diffie-Hellman public value (Yc) if it was not already included in the 
client's certificate. The encoding used for Yc is determined by the enumerated PublicValueEncoding.  

enum { implicit, explicit } PublicValueEncoding; 

implicit  

If the client certificate already contains the public value, then it is implicit and Yc does not 
need to be sent again.  

explicit  

Yc needs to be sent.  

struct { 
        select (PublicValueEncoding) { 
            case implicit: struct { }; 
            case explicit: opaque dh_Yc<1..216-1>; 
        } dh_public; 
} ClientDiffieHellmanPublic; 

dh_Yc  

The client's Diffie-Hellman public value (Yc).  

7.6.8 Certificate verify 

This message is used to provide explicit verification of a client certificate. This message is only sent 
following any client certificate that has signing capability (i.e. all certificates except those containing 
fixed Diffie-Hellman parameters).  

        struct { 
             Signature signature; 
        } CertificateVerify; 



CertificateVerify.signature.md5_hash 
        MD5(master_secret + pad2 + MD5(handshake_messages + 
                master_secret + pad1)); 
 
Certificate.signature.sha_hash 
        SHA(master_secret + pad2 + SHA(handshake_messages + 
                master_secret + pad1)); 

Here handshake_messages refers to all handshake messages starting at client hello up to but not 
including this message.  

7.6.9 Finished 

A finished message is always sent immediately after a change cipher specs message to verify that the 
key exchange and authentication processes were successful. The finished message is the first protected 
with the just-negotiated algorithms, keys, and secrets. No acknowledgment of the finished message is 
required; parties may begin sending confidential data immediately after sending the finished message. 
Recipients of finished messages must verify that the contents are correct.  

enum { client(0x434C4E54), server(0x53525652) } Sender; 
 
struct { 
        opaque md5_hash[16]; 
        opaque sha_hash[20]; 
} Finished; 
md5_hash 
        MD5(master_secret + pad2 + MD5(handshake_messages + 
                Sender + master_secret + pad1)); 
 
 
sha_hash 
        SHA(master_secret + pad2 + SHA(handshake_messages + 
                Sender + master_secret + pad1)); 
 

The hash contained in finished messages sent by the server incorporate Sender.server; those sent by the 
client incorporate Sender.client. The value handshake_messages includes all handshake messages 
starting at client hello up to, but not including, the finished messages. This may be different from 
handshake_messages in Section 7.6.8 because it would include the certificate verify message (if 
sent).  
Note: Change cipher spec messages are not handshake messages and are not included in the hash 
computations.  

7.7 Application data protocol 

Application data messages are carried by the Record Layer and are fragmented, compressed and 
encrypted based on the current connection state. The messages are treated as transparent data to the 
record layer.  

 
8. Cryptographic computations 

The key exchange, authentication, encryption, and MAC algorithms are determined by the cipher_suite 
selected by the server and revealed in the server hello message.  

8.1 Asymmetric cryptographic computations 

The asymmetric algorithms are used in the handshake protocol to authenticate parties and to generate shared 
keys and secrets.  
For Diffie-Hellman, RSA, and Fortezza, the same algorithm is used to convert the pre_master_secret into 
the master_secret. The pre_master_secret should be deleted from memory once the master_secret has been 
computed.  

master_secret = 
        MD5(pre_master_secret + SHA('A' + pre_master_secret + 
            ClientHello.random + ServerHello.random)) + 



        MD5(pre_master_secret + SHA('BB' + pre_master_secret + 
            ClientHello.random + ServerHello.random)) + 
        MD5(pre_master_secret + SHA('CCC' + pre_master_secret + 
            ClientHello.random + ServerHello.random)); 

8.1.1 RSA 

When RSA is used for server authentication and key exchange, a 48-byte pre_master_secret is generated by 
the client, encrypted under the server's public key, and sent to the server. The server uses its private key to 
decrypt the pre_master_secret. Both parties then convert the pre_master_secret into the master_secret, as 
specified above.  
RSA digital signatures are performed using PKCS #1 [PKCS1] block type 1. RSA public key encryption is 
performed using PKCS #1 block type 2.  

8.1.2 Diffie-Hellman 

A conventional Diffie-Hellman computation is performed. The negotiated key (Z) is used as the 
pre_master_secret, and is converted into the master_secret, as specified above.  
Note: Diffie-Hellman parameters are specified by the server, and may be either ephemeral or contained 
within the server's certificate.  

8.1.3 Fortezza 

A random 48-byte pre_master_secret is sent encrypted under the TEK and its IV. The server decrypts the 
pre_master_secret and converts it into a master_secret, as specified above. Bulk cipher keys and IVs for 
encryption are generated by the client's token and exchanged in the key exchange message; the 
master_secret is only used for MAC computations.  

8.2 Symmetric cryptographic calculations and the CipherSpec 

The technique used to encrypt and verify the integrity of SSL records is specified by the currently active 
CipherSpec. A typical example would be to encrypt data using DES and generate authentication codes using 
MD5. The encryption and MAC algorithms are set to SSL_NULL_WITH_NULL_NULL at the beginning 
of the SSL Handshake Protocol, indicating that no message authentication or encryption is performed. The 
handshake protocol is used to negotiate a more secure CipherSpec and to generate cryptographic keys.  

8.2.1 The master secret 
Before secure encryption or integrity verification can be performed on records, the client and server need to 
generate shared secret information known only to themselves. This value is a 48-byte quantity called the 
master secret. The master secret is used to generate keys and secrets for encryption and MAC computations. 
Some algorithms, such as Fortezza, may have their own procedure for generating encryption keys (the 
master secret is used only for MAC computations in Fortezza).  

8.2.2 Converting the master secret into keys and MAC secrets 

The master secret is hashed into a sequence of secure bytes, which are assigned to the MAC secrets, keys, 
and non-export IVs required by the current CipherSpec (see Appendix A.7).  
CipherSpecs require a client write MAC secret, a server write MAC secret, a client write key, a server write 
key, a client write IV, and a server write IV, which are generated from the master secret in that order. 
Unused values, such as Fortezza keys communicated in the KeyExchange message, are empty. The 
following inputs are available to the key definition process:  

        opaque MasterSecret[48] 
        ClientHello.random 
        ServerHello.random 

When generating keys and MAC secrets, the master secret is used as an entropy source, and the random 
values provide unencrypted salt material and IVs for exportable ciphers.  
To generate the key material, compute  

key_block = 
        MD5(master_secret + SHA('A' + master_secret + ServerHello.random + 
            ClientHello.random)) + 
        MD5(master_secret + SHA('BB' + master_secret + ServerHello.random + 
            ClientHello.random)) + 
        MD5(master_secret + SHA('CCC' + master_secret + ServerHello.random + 
            ClientHello.random)) + [...]; 



until enough output has been generated. Then the key_block is partitioned as follows.  
client_write_MAC_secret[CipherSpec.hash_size] 
server_write_MAC_secret[CipherSpec.hash_size] 
client_write_key[CipherSpec.key_material] 
server_write_key[CipherSPec.key_material] 
client_write_IV[CipherSpec.IV_size]                     /* non-export ciphers */ 
server_write_IV[CipherSpec.IV_size]                     /* non-export ciphers */ 

Any extra key_block material is discarded.  
Exportable encryption algorithms (for which CipherSpec.is_exportable is true) require additional processing 
as follows to derive their final write keys:  

final_client_write_key = MD5(client_write_key + 
        ClientHello.random + ServerHello.random); 
final_server_write_key = MD5(server_write_key + 
        ServerHello.random + ClientHello.random); 

Exportable encryption algorithms derive their IVs from the random messages:  
client_write_IV = MD5(ClientHello.random + ServerHello.random); 
server_write_IV = MD5(ServerHello.random + ClientHello.random); 

MD5 outputs are trimmed to the appropriate size by discarding the least-significant bytes.  

8.2.2.1 Export key generation example 

SSL_RSA_EXPORT_WITH_RC2_CBC_40_MD5 requires five random bytes for each of the two 
encryption keys and 16 bytes for each of the MAC keys, for a total of 42 bytes of key material. MD5 
produces 16 bytes of output per call, so three calls to MD5 are required. The MD5 outputs are concatenated 
into a 48-byte key_block with the first MD5 call providing bytes zero through 15, the second providing 
bytes 16 through 31, etc. The key_block is partitioned, and the write keys are salted because this is an 
exportable encryption algorithm.  

client_write_MAC_secret = key_block0..15 
server_write_MAC_secret = key_block16..31 
client_write_key        = key_block32..36 
server_write_key        = key_block37..41 
 
final_client_write_key = MD5 (client_write_key + 
        ClientHello.random + ServerHello.random) 0..15; 
final_server_write_key = MD5 (server_write_key + 
        ServerHello.random + ClientHello.random) 0..15; 
 
client_write_IV = MD5(ClientHello.random + ServerHello.random) 0..7; 
server_write_IV = MD5(ServerHello.random + ClientHello.random) 0..7; 
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Abstract  

In the headlong rush to bring eCommerce applications to market, many 
companies are neglecting the security of their systems, applications and 
confidential data. This paper explores some of the most common 
vulnerabilities that Netcraft security consultants uncover when performing 
eCommerce security evaluations for clients. It is not intended to be a treatise 
on computer, application or web security per se, more a collection of examples 
of real errors and system misconfigurations from which, it is hoped, system 



designers, developers and managers can glean a few ideas to prevent their 
eCommerce systems from becoming yet another statistic for the archives. In 
Netcraft's experience, it is very often an organization's attitude towards 
security that is the problem more than the security of their eCommerce offering 
itself. 

Contents  
Introduction 
Security, What Security? 
Plan Your Security Carefully 
Follow the Basic Guidelines 
Keep it Simple 
What they See is What you Should Protect 
"Thanks, now I can sleep nights" 
Conclusion 
About Netcraft 
About the Author 
Disclaimer  

Introduction  
One of the hardest aspects of the security evaluation work carried out by 
Netcraft is explaining to clients, eager to join the "eCommerce revolution", that 
the web-based system that they have spent many hours planning, designing and 
implementing, contains so many security vulnerabilities that a major re-
working is required before the system will be ready for deployment on the 
Internet. In many cases, the flaws are so elementary that it is surprising that the 
system was ever considered good enough to even reach the security evaluation 
phase. Assuming it exists at all, the security evaluation can usually be found on 
the last page of the project plan, leaving no option but to re-build the entire 
project from scratch when security is found to be poor. This is not 
exaggeration for effect, as this paper will attempt to show. We will outline 
some of the problems that Netcraft consultants have uncovered in recent 
months and highlight some of the more obvious traps and pitfalls into which 
the unwary stumble on an all-too-regular basis. 
Few of the problems presented here are inherent in any particular web server 
or operating system, provided that the basic security guidelines are followed. 
The major cause of system compromise is that the designers of a web service 
have only considered security as an afterthought, not as a key component of 
the system throughout the project's life cycle. 

Security, What Security?  
OK, so you're reading this to see how naïve some organizations can be when 
they first encounter the Internet or how even experienced developers fail to 
apply sufficient thought to the security of web-based services . We'll try not to 
disappoint, but the main aim of this paper is not to spread doom-and-gloom but 
to try to highlight some basic principles that will assist you during the 
development of your web-based applications. Throughout this paper, we use 
the term application in preference to web-site, since many of the mistakes 
made by web-site designers would be eliminated if the operating system, web 



server, HTML pages, data entry forms, server-side scripts, databases and 
whatever else makes up your web-site, are treated as an application delivering 
a service to your customers, with due consideration of the overall security of 
the system. It is not sufficient to consider the security of parts of a system 
without looking at the security of the whole system. As we will see, failure to 
assess the risks from this viewpoint (indeed, from the viewpoint of someone 
with malicious intent), leads easily to a system open to compromise. 

Plan Your Security Carefully  
First rule - "Think security". Any computer system that is connected to the 
Internet, be it a multi-million dollar server farm or a single machine costing a 
few hundred dollars, is available for anyone to look at. That's as it should be. 
The ubiquity of the Internet means that your business, your ideas, or merely 
your idle ramblings, are available to whoever is interested and provides a great 
opportunity for your business to thrive in the global marketplace. Of course, 
this visibility comes at a price. Not everyone will like your ideas or your 
products and some will have the wherewithal to cause disruption to your 
service. Others represent the digital graffiti artists, keen to increase the spread 
of their name at your expense. 

Two prestigious organizations have recently scrapped eCommerce 
applications, written by third-party developers, with less than a week to 
go to the scheduled launch date. Our consultants were called in late in 
the day - too late to influence the development of the applications. As a 
result of our analysis and recommendations, both applications were re-
designed and re-written at a cost of tens of thousands of dollars. 

At whatever level your eCommerce offering is pitched, make sure that you 
consider the security of your service from day one. If you don't have the 

experience or knowledge in-house, call in a professional security consulting 
firm during the system's design. Work with them through the system 

development to ensure that you safeguard your investment in your Internet 
services. 

Follow the Basic Guidelines  
Sounds simple, doesn't it? With so much publicity about high-profile break-ins, 
defacement of web-sites and theft of credit card details, one would hope that 
anyone considering entering this perilous environment would, at least, take 
basic precautions against unwanted intrusion. Again, in our experience, this is 
far from the case. Over the past few years, Netcraft has developed its Security 
Analysis Services, designed specifically, at the simplest level, to detect 
common web-server misconfigurations and vulnerabilities or, at the most 
detailed level, to find complex, subtle loopholes in web application designs, 
implementation or configuration. The basic service has been offered to 
organizations setting up secure eCommerce environments (based around the 
use of SSL to encrypt transactions between the client and the web-based 
application). Given that the organizations concerned have already decided that 
the security of their customers' transactions is important, it is astonishing how 
many of the sites examined are still open to attack using well-known exploits. 

Of the SSL sites tested in the last  



nine months, 62% of sites tested 
are based around the Microsoft 
NT/4, IIS/4.0 or Windows2000, 
IIS/5.0 platforms, of which:  
A staggering 
27% of sites are 
vulnerable to 
either the 
Unicode 
canonicalizatio
n or URL 
double decode 
vulnerabilities, 
which leave 
them wide open 
for anyone to 
run arbitrary 
commands on 
the server  
28% of sites 
still have the 
IIS sample 
pages installed, 
exposing a 
number of 
loopholes that 
can be used by 
attackers to 
obtain system 
information or 
privileges  
20% are 
vulnerable to 
other loopholes 
that allow 
server-side 
scripts to be 
examined by 
potential 
attackers.  



Figures from Alldas show that, in the first 5 months of 2001, over 11,000 web-sites have been 
defaced, but it is clear that many more systems are "quietly" compromised without publicity (and 
even without the knowledge of the owners of the systems themselves). 

By not following the basic steps to secure your service, you leave yourself 
open to a variety of attacks from remote users. Indeed, you may even be 

contributing to the problem by allowing your system to become a stepping 
stone from which attacks against other systems can be launched. Many of you 
will have read about the Distributed Denial of Service (DDoS) attacks on high 

profile eCommerce sites - the only way for these attacks to continue is the 
proliferation of badly secured systems. 

For IIS/4.0, Microsoft has produced a checklist (and set of guidelines) that all 
web-site developers should read and follow closely. The guidelines provide 
precise configuration instructions that must be followed before an eCommerce 
application is deployed. For IIS/5.0 on Windows 2000, the security 
configuration tool is a useful starting point for securing your system. More 
details can be found at http://www.microsoft.com/technet/security/tools.asp. 
Other eCommerce platform suppliers provide similar security advice, so take 
advantage of it. 

Keep it Simple  
Many eCommerce systems that we come across when performing security 
evaluations have large numbers of (often vulnerable) services open to all and 
sundry. If the sole purpose of your web-based application is to provide normal 
and secure channels for your customers to communicate with you, then it is 
highly likely that you can make do with opening TCP port 80 (HTTP) and TCP 
port 443 (HTTPS) for access by anyone. Why then, do we see many, many 
sites with many other ports open to the world, providing many avenues of 
attack against the site? The answer is obvious - security has not been 
adequately considered before the system and its application have been 
launched into the eCommerce world. 

In a recent examination of the security of a new high profile "free" 
Internet service, the service was found to provide a different kind of 
freedom, as the NetBIOS services allowed us to remotely map their hard 
disk systems with full read and write access. Even though we needed a 
username and password to connect, these were not hard to guess (the 
"administrator" account password was, ahem, "password".) 
In the rush to embrace the web, many long established computer security 

principles have been abandoned. Remember, deny access to all services and 
then allow access to only those services necessary for your application to 

function correctly. Furthermore, exposed services should be examined in detail 
to ensure that they conform to an accepted level of security. 

What they See is What you Should Protect  
That's not to say that you should become complacent, but assuming that your 
firewall/port filtering systems adequately protect your server by restricting 
access to all but a limited number of services, it is clear that it is precisely 
those services that an attacker will target in order to compromise your 



application. Indeed, many of the recent high profile attacks have used frailties 
in server and application software to penetrate a web site. 
Many advertisements in the papers or on television press home the fact that 
setting up a web-site is an easy task. In many cases, it is - but what the adverts 
fail to mention is that configuring a secure system requires a reasonable 
understanding of the risks involved. Of course the business world has to 
balance risk against the cost of protecting itself against that risk. Many 
professional security companies offer a range of risk assessment and risk 
management services and these should be factored into your project's budget 
wherever possible. However, there are some simple steps that can be taken to 
reduce such risk and most suppliers of Internet-based hardware and software 
solutions will provide such advice - all you have to do is follow that advice. 
If we look at some of the most popular eCommerce platforms, the same risky 
configurations occur time after time, largely because the default installation of 
the platform has not been prepared specifically for Internet deployment. 
Sample Scripts and Applications  
One of the most frequently observed problems does, indeed, relate to the 
deployment of standard installations without any real understanding of what is 
being offered to external users. Simply leaving sample files and applications 
installed on a server can have dire consequences. Very often, example scripts 
contain code that is designed to show the advanced capabilities of a system but 
will also allow intruders to abuse these capabilities to view files on the web 
server and discover the structure of the file-system, thus providing valuable 
information with which to locate sensitive data files or launch further attacks 
against the system. 

Netcraft finds that 3 out of every 10 web-sites tested 
allows access to example server-side scripts with known 
exploitable weaknesses. 

Tidy Up After Yourself  
Very many web-based applications are developed and tested on the actual 
system that will be put into production when the project is ready. A couple of 
dangers are immediately obvious - the developers will be working on a system 
that is not designed to be secure during development and may well have an 
open FTP service, FrontPage facilities, Telnet, remote database connections, 
etc. and may even have been set up with explicit or implicit trust of other 
machines in the network. In the rush to bring product to market, the existence 
of some services is often overlooked and those services remain accessible by 
anyone, albeit with a much wider audience than before! 

Failure to "tidy up" before a system went live allowed our 
consultants to retrieve the entire source of a trading 
application from the web-site of a financial services 
company, including database logins and passwords and 
confidential customer data files. 

Once the development (and, hopefully, application testing), has been 
completed, it is imperative that editor backup files, other files used during 



development and any non-essential data is removed from the web folders on 
the server. Many "hacker scripts" test for known back-up files to try and 

retrieve the source code of scripts and learn more about an application and its 
weaknesses. 

Files discovered by our consultants in publicly-accessible 
areas include confidential e-mail messages, router and 
firewall configuration data, application data files and, of 
course, database logins and passwords. 

Protect Your Sensitive Data  
You'd have to say that protecting sensitive data is an obvious requirement of 
any online system. By now, you won't be surprised to learn that many sites 
blithely ignore such trivialities. Netcraft often tests sites where confidential 
customer data is stored unencrypted in files within the web-server's file space 
or unprotected database tables. 

In a recent eCommerce Security Evaluation, Netcraft 
managed to use a loophole in a system module to read 
files in the web-server's file space. One such file 
contained customer bank account details in an encrypted 
form. The encryption key, however, was hard-coded into 
the application's scripts. 

Manage Your Sessions Carefully  
There have been several cases reported in the last few months where per-
session data from one user of a web-site has been erroneously delivered to 
another user. In each case, the reason for these errors is usually given as a 
software "glitch" or malfunction, although many are really caused by 
fundamental flaws in application design. Designing multi-user interactive data-
centric applications has always provided some stiff challenges for software 
systems developers and requires experience and care if the subtleties of 
complex interactions are to be both understood and handled in a proper 
fashion. Unless the development of web-based applications is approached with 
the same degree of care, security and performance problems are bound to 
occur. 
Common design errors seen by Netcraft are mismanagement of session state, 
usually caused by a failure to use and understand the facilities provided by the 
run-time environment of the tools used for the application. As an example, we 
often see hidden fields in HTML forms (or worse still, parameters within 
URLs) used to select and maintain data on the server, when server-side session 
variables, or their equivalent, are not used at all. Failure of applications to send 
correct instructions to caching proxy servers can also lead to unexpected data 
dissemination. 
Shhh, Don't Tell Everyone  
Trying to "break-in" to a web-based service involves some automated 
procedures to locate and test for vulnerabilities in exposed systems and 
services, followed by manual inspections of those services and the application 
itself, both from an external (user's) viewpoint and by reviewing application 



source code for common design faults and coding errors. Very often, however, 
the secret to unlocking a system vulnerability lies in the gathering together of 
fragments of information from (sometimes) unexpected places. 

Using a list of contact names in a "forgotten" part of a 
company's web-site, Netcraft was able to find several 
other companies with which the owner of one of the e-
mail addresses had previously been associated. Once such 
association led to his personal home page, where we 
discovered his surname, his wife's name and even the 
name of his cat. This candidate information actually gave 
us an FTP login name on the targeted site. Fortunately for 
the site in question, their password policy was sufficiently 
strict that it resisted our attempts to probe further. 
Nevertheless, the site had provided more information than 
its creators intended. 

People intent on compromising or defacing any web-based system will always 
have more time than you would believe possible to explore every nook and 

cranny of your web-site. Comments in HTML pages will often provide useful 
information to an attacker, such as the developer's login name or clues as to the 

structure of the application and the web-server. Other sources of useful data 
include not only the obvious Whois entries, press releases, news items, contact 
lists, etc., but also the less obvious partner web-sites and personal web-pages. 

By far the greatest risk, however, comes from badly configured server software 
and application errors, particularly errors in scripts that are used to interact 

with back-end databases. 
By providing invalid data that will form part of a database 
query on the remote service, our security evaluation team 
can often force error messages to be displayed by the 
target application. In many cases, these give details of the 
structure of the web-site, its directories and, most 
worryingly, the structure of the database tables used by 
the application. Once the structure has been determined, it 
is often a simple matter to modify database records to 
elevate privileges or to steal or disrupt data in the 
database. 

Once again, failure to think about the ways in which your system and 
application could be abused can lead to simple ways for an attacker to cause 
disruption. Another common mistake is the failure to properly validate data 

from end-users and then using this potentially damaging data in the 
application. All data presented to an application must be considered "tainted" 

until the application itself has ensured that it is safe. Things may not always be 
what they seem - HTTP headers, cookies, hidden form variables, IP addresses, 
and so on, can all be faked; client-side form data validation can be bypassed 

and URLs can be modified. 
One eCommerce evaluation carried out by Netcraft found 
that a simple modification to the parameters that formed 



part of a URL would allow us to view customer orders 
and invoices for any user of the system. 

Just when you think that you've got your system "just so", there's the final, 
unexpected configuration problem that makes you wonder how on earth you 

missed such a simple thing. The classic example is perhaps the use of a search 
facility on your web-site. It may seem obvious to index (that is, include in the 
search) web-pages that you want your users to be able to search, but it is very 

common to find all manner of files indexed. Search results that include 
file/page summaries will show the contents of system files, configuration files, 
etc. if they have been mistakenly included in the search database. Even if your 
search engine only displays lists of pages found, you may still be giving away 
more information than you expect. Be careful which files are looked at by your 

search facility. 
"Thanks, now I can sleep nights"  

Many IT directors, CTOs and system administrators do sleep peacefully - some 
because they have paid due consideration to the security of their on-line 
systems and applications during their design, development and deployment, 
but many because they do not yet understand the risks that their new 
eCommerce system is facing as they sleep. Compared to the cost of cleaning 
up the mess after a system has been broken into, the cost of testing the security 
of your web application is "small beer". 

A system that cost around $5,000 to put together, recently 
had its home-page defaced. To date, the cost of 
investigating the defacement, rebuilding and (this time) 
testing the security of the new system, is in excess of 
$50,000. 

Here are some of the things that we have heard over the past year. How highly 
these people rated the security of their systems, and at what stage in their 
assessment of the problem they had reached, is left as an exercise for the 

reader. 
• "We only have a few static web-pages, so we can't be 

vulnerable."  

• "My SSL pages are private, why are you looking at THEM?"  
• "Thanks, now I can sleep nights."  

• "Why do I need to test my application, I've got a firewall."  
• "Wow! That was sneaky. I'm amazed you found that."  
• "I know we're vulnerable, but it's not a major issue for us."  

Conclusion  
In the process of surveying hundreds of web applications, Netcraft sees many 
security flaws - some surprising, some expected, some so subtle that they aren't 
immediately obvious - all potentially damaging to the organisation behind the 
web presence or its customers and investors. Is there a common theme? Well, 
yes and no. Whilst the variety of design, implementation or configuration 



problems never ceases to amaze, the underlying problem is the general lack of 
consideration of security as a fundamental part of the design of a web-based 
application from its inception and throughout its life. 
You might suppose that the entire blame can be laid at the door of the suppliers 
of system software, the designers of an application or the developers who put 
the whole thing together. Whilst these groups often contribute to the overall 
problem, they are not always solely to blame. Suppliers are nowadays taking 
responsible steps to ensure that their application environments provide a secure 
base, upon which a web application can be developed. System designers are 
(or certainly should be) aware of the perils awaiting their application when it is 
launched into the hostile Internet environment. Very often, programmers do 
not have sight of the entire application and cannot involve themselves in the 
overall security of the system. 
Often, however, the last say in bringing an application to the web lies with the 
organization's management and they, of course, will have investors, customers 
and competitors influencing the application's time-to-market. Until the people 
commissioning new web-sites, applications and web-based businesses 
understand the importance of security and work together with the suppliers, 
designers and developers to ensure that security is uppermost in everyone's 
minds, the hackers, crackers, script kiddies - call them what you will - will 
continue to flourish. 
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