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U LOGIN PROTOCOL:
username: u
password: p'

Login allowed if u is listed
and typed password p' = p

u d |p User u is shown as owner of
initial shell, which operates in
domain d.

password file
(hidden file,
in the clear)
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NOT SAFE!
LOGIN PROTOCOL:
username: u Breaks if password file
password: P revealed,

U

Solution: use one-way cipher E
and store E(p). Login allowed if
E(p) matches the password
field for user u.

False sense of security: Unix
ul| d [E(p) /etc/passwd public!

password file

(hidden file, text = "0"
in the clear) € E{P}
DES box
Cwl yialao jgid Login
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initializing the

page table
page
table

access matrix
(often stored as
ACL's in directories)

page

&
CPU
[
domain id
d

initializing the
shell virtual
machine

login

U login

protocol
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DES box

E can't find M in a reasonable
time from [M]K. Knowledge of
the E and D boxes doesn't help.

Problem: how do A and B agree
on a key K?

SIS 305 8y Wuls”
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Ao LS Sos 0ol a4 (S S 06 S by 41, 0 B
M = (K, M [K])
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KA KB KC

/’

CA must earn high trust

Compromising CA's database
compromises entire network

Al



1: ["request session key for B"]KA

2: [[K,["from A" KIKBIKA
3: "request session", ["from A:" K]JKB

1: [M"request session key for B"]KA
2: [[K.["from A" K]JKB]JKA
3: "request session", ["from A:" KIKB

AMALY STS:

1: A requests CA to generate K
no one else can say this

2: CA sends back K and a specia
certificate for B

3: Aretans K and forward:
certificate to B

4: B opens certificate, see it":
From A and gets key K onl

v



KB

P

1: ["request session key for B"]JKA
2: [[K,["from A" KIKB]KA
3: "request session", ["from A:" K]KB

ANALYSIS:

1: A requests CA to generate K
no one else can say this

2: CA sends back K and a specia

certificate for B

3: A retains K and forward:
certificate to B

4: B opens certificate, see it'
from A and gets key K; onl

YA



KB

-

1: ["request session key for B"]JKA
2! [[K,["from A" KIKB]JKA
3: "request session", ["from A:" K]JKB

OTHER:

Omitting KA in step 1enables
impostor of A to get K.

Omitting "from A" in step 2
deprives B of assurance A is
sending the request.

Omitting certificate from step 3
deprives B of certainty that only
A knows key K.

Add timestamps to prevent replay

YA



1: ["request session key for B"]JKA
2: [[K,["from A:" KIKBIJKA
3! "request session”, ["from A" K]JKB

RSA (S arwuw

G ey Giss Cnl 8555 5 ad gl 3A1VAVY JLe Lo Rirest, Shamir, Adleman L 55 ool (5518 baas S aidsl 555 9
QoD Wie) el o q 5 P uile (LIS coacad (s siage) side gm0 S0 due 50 ST GBs, ol Guleal .05 oo saeli RSA
MM=Pg 590G 50P ors Jeala Gols S8 5 (adl WIS o a3, Y0+ alsS 52

ailee P=1)(q = 1) & Gl apmis sae d oS witeua (A1) B3e slanK
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lkeySB

E [—*™ MWmMB

PKC box

Eavesdropper E cannot decipher
[M]IPB since SB is the only way to
do that, SB is known only to B, and
E cannot compute SB from PB.

DATA RATE of PKC box
is much less than DES
box -- on the order of
100Kb for PKC and
100Mb for DES.
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Solution to Secure Key Channel

la: Choose K 2a: Decipher K
bt A — B! [K]PB 2b: B — A ack
3oA s B [MIK 4: decode [M]K — M

A chooses a DES session key K
and sends to B enciphered
with B's public key. After
that they can use DES to
encipher all their messages.

PKC

Sl dsaa o sede S oS 80 S aal i 15 S Lasl o5lal (Public Key Crypthoyraph)
s alasl W15 o abing ol A s 3 188 Lol s g L3S e (PA (1810 L) eds 58 b 55 il 55 0 MISA] -

M =[[M]S4]P"
Aed saee GRA g0 ples g e Gl 5 5l e el 5o -

(osae L (OIS S0, o) oK o gae walS abicy 4 (LIS o) g0l B2 -
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Ay by o wign A

out =0
while blocks remain do {
block = next&d{file)
out = DES 0", block & out) }

ipsum quo wedum ipsum ‘\.I
swum veni saecuwla
sasculorum pluribus
mmum ipsum guo vadesm
ipsum sum veni saecula
saeculorum pluribus

key K= "0

e T el R e ] kit block: &4 bits ouwt: &4 bits
ipsum Swm wveni soecwlo
sasculorum pluribus :}'——'-EEEEEEEEEI:I DEsS [—®OITTII11IT — +—+(—™
amum ipsum gua wadusm '\—Y—'} '\—Y—J
ipsum swm veni sascula
sasculorum pluribus HKOR ®' =
wnum ipsum gue vadem
ipsum Swm veni sascula
sasculorum pluribus T
e ipsum guo vadem _/I
a document hash box

ey



ipsUm quo vadum ipsum
sum veni saecula
saeculorum pluribus
WA IPSUm Quo vadum
ipsum sum veni saecula
saeculorum pluribus
uRLIT ipsum gua vadum
ipsum sum veni saecula
saecuiorum pluribus
unuim ipsum quo vadum
ipsum sum veni soecula
saeculorum pluribus
wnuim ipsum quo vadum
ipsum sum veni saecula
saeculorum pluribus
unum ipsum guo vadem

What A Does to Sign Document

ipsum guo vadum ipsuim
sum veni saeculo
saeculorum pluribus
UnUm pSUm guo vadom
ipsum sum veni saecula
saeculorum pluribus
unUm ipsum qua vadum
ipsum sum veni soeculs
saeculorum pluribus
unum ipsum quo vadum
ipsum sum veni saecula
saeculorum pluribus
unum ipsum gue vadum
ipsum sum veni saecula
saeculorum pluribus
unum ipsum quo vadem

signed, A

[h]SA

&4-bit hash

-

hash

h

key = SA ———®

PKC
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What B Does to Verify Document
Authenticity

ipsum quo vadum ipsum
sum veni saecula
saeculorum pluribus
unutm ipsum quo vadum
ipsum sum veni saecula
saeculorum pluribus
unum ipsum quo vadum
ipsum sum veni saecula
saeculorum pluribus
unum ipsum quo vadum
ipsum sum veni saecula
saeculorum pluribus
unum ipsum quo vadum
ipsum sum veni saecula
saeculorum pluribus
unum ipsum quo vadem

~

S

64-bit hash
I k

hash

signed, A

key = PA

[h]SA

PKC

The system PGP

(Phil Zimmerman's
Pretty Good
Privacy) validates
email this way.
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BEFORE

ipsum qua vadum ipsum
sum veni saeculo
sasculorum pluribus
wnum ipEum guo vadwsm
ipsum swm veni sascula
sasculorum pluribus
wnuim ipsum quoe vadism
ipsum sum veni saecwla
sascularum pluribus
unum ipsum quo vadwm
ipsum sum veni sascula
saeculorum pluribus
unUim ipsum quo vadum
ipsum sum veni sascula
saeculorum pluribus
wUT ipsUm qua vadem

signed, A

[h15A

With certificates, A
can include copy of its
public key certificate
with the document, so
that any recipient has
the public key when it

need to verify the
document.

1A%

NOW

ipsum guo vadum ipsum
sum veni saecula
saeculorum pluribus
unUim ipsum quo vadum
ipsum sum veni sascula
saeculorum pluribus
UL IESUm quia wadism
ipsum sem veni soecula
sasculorum pluribus
wnum ipEum guo vadwsm
IFESLUMm SR venl Sa.zculu
saeculorum pluribus
wnum ipsum gua vadum
ipsum swm veni saeculo
sascularum pluribus
wnum ipsum quo vadem

signed, A

TAY PK iz FA RSA, Ti, Te [hiSCA

[hlsA
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