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; Welcome
-4y Servers and Arrays - - -
E@ FIDAS Micrazaft Intemet Security and Acceleration [154)]
EI@ Maritarin Server p_ru:gw:les zecure, fazt, manageable [ntermet
= g connechiviy,
""" [0 Alerts |54 Server integrates an extensible, mult-layer
----- [ Services enterprize firewall and a scalable high-performance
..... ; “Web cache server,
EEH% ;::Eir;s It builds an tindows® 2000 security and directary
for policy-based zecurity, acceleration, and
Camputer management af internetworking.
= Accezs Policy

..... [ Site and Content Bules — I1ze thiz taskpad to manage and configure your
----- (23 Protocol Rules 154 server.
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Jeles KIS Allow Packet Transmission (¢ « Filter Mode a=iw >

New IP Packet Filter Wizard |

Filter Mode "
Yau can create a filker that allawes ar blocks packet ransmizsion bebween the [P [?-
addrezzes, portz, and protocols you specify. fin

Create a filker bo;

& &l packet transmissior:

i~ Elock packet transmizzion

< Back I Mest » I Cancel

Aol Next ulss 4SS Custom (g 55 « Filter Type a=ew s



New IP Packet Filter Wizard =]

Filter Type
Y'ou can specify parts and protocols in & custom filker, or pou can use the settings [‘?
of a predefined filter. =i

Ize thiz filker:

" Custam

% Predefined:

e

DINS laokup -]

< Back I Mext > I Cancel |
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New IP Packet Filter Wizard =]
Filter Settings Ml
Specify the pratacol used, communication direction, and ather filker-zpecific [?

information, e

Select settingz for this [P packet filker.

1P protocal: Murmber:
Direction:

[Both -l

Local port; Part fumber:

I.E‘-.II porks j I

Bemaote port; Fort number;

I.E‘-.II porks j I
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Mew IP Packet Filter Wizard
Local Computer f
Select the IP addrezs to which the [P packet filker iz applied. r;;%:l

Apply this packet filker bo;

(¥ i_gefault IF addreszes for each external interface on the |54 Server computes

" Thizs IS4 server's external IP address: |

" Thiz computer [on the permeter netwaork]: |

< Back Hest > Cancel
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33,5 » <=zl Remote Computers

Mew IP Packet Filter Wizard
Remote Computers f
Select the remote computers to which the |P packet filter iz applied. r;;%

Apply thiz packet filker to:

(¢ Al remate computers

" Only thiz remate cormputer;

¢ Back | Hest > | Cancel
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Aol Next e 5 S SIS Allow (55, < Rule Action ais s

Rule Action S
Select the type of action this rule performs. E‘[,@:JE

Fesponze to client requests for access:
 Allow

[ It HT TP request, redirect request ta this site:

Example: http://widgets. microzoft. com

< Back I Hest > I Cancel |

Aolaaly Next w5 A0S olsslly Custom < Rule Configuration a=iws s

Mew Site and Content Rule Wizard |
Rule Configuration E
Thiz rule can apply to destinations, schedules, clients, or all three., J?@J--

If you don't specify clients or a schedule, the rule will always apply to all clients. Select the type of
fule pou want to create:

" Allow access bazed on destination

= Allow access only at certain times

© Allow some clients access to all external sites

< Back I Mest » I Cancel
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Desztination Sets

Select the destinations to which thiz rule applies. Hﬁ%}j
=

Apply this rule to:

< Back I Mext > I Cancel

v 5 deS esleulil g Lolbe s aaa 55U dsled eslensl Always 5l schedule a=in 3

(S
Al Next
Mew Site and Content Rule Wizard |
Schedule [Sre
Select a schedule for applying this rile. E‘L@u
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Mew Site and Content Rule Wizard

Client Type [Sive
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Y'ou can specify client type by uzer name, group name, or |P address.

Apply the rule o requests from:

" Specilic computers [client address zets]

" Specific uzers and groups

< Back I Mest > I Cancel

@4 a4 U Aol Ol |y Any Content Type « Content Groups asi o )3

]

Mew Site and Content Rule Wizard

Content Groups [Sre
%TJ
H":TJ]

Content groups include different file tepes and MIME types.

To what cantent types dao wau want ko apply this rule?

 ny contert bype

" Only the following content lypes:

Content bype | - Selest Al |
Application
Llpe Ceartl |
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O sudio
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Internet Protocol [TCP/1P) Properties |

General |

fou can get [P zettings assigned automatically if wour network, supports
thiz capabiliby. Othenwise, you need to ask pour network. adminiztrataor for
the appropriate P zettings.

= DObtain an [P address autamatically

& se the following IP address:

IF address: {192 188. 1 . 4
Subnet magk: | 2BR 28R 25R . D
[Diefault gatema: {192 188, 1 . 1

£ Whtain DHE semwver addiess autematizally

& Use the following DNS server addresses:

Prefered OMS zerver | 192 168 . 1 .10

Alternate DMS zerver: |

Advanced... |
QK. |
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Firewall Client Options Ed |

|ze thiz application to configure how the
Firewall client connects to the 1S4 Server

¥ Enable Firewall Clignt

[T Automatically detect |54 server

Llse this 154 Server: |MID£-‘-.S

Update Maow |

¥ Show Firewall Client icon on taskbar

™ Hide the taskbar icon when connected

ok I Cancel Help |

)_3') BE IE 5.0 QLQ.:L.J )\ L;‘Lnbsjf& <=L>u‘ ;)}J‘ X3 Web Proxy Q‘J_a‘)ls QLQ.:]AJ
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Local Area Network [LAN] Settings EH |

—#utomatic configuration

Auktomatic configuration may override manual setkings, To ensure the
use of manual settings, disable aukomatic configurakion,

¥ Butomatically detect settings:

¥ Use autornatic configuration scripk

Address Ihttp:,I',I'MIDF'.S:SUSD,I'arra‘:.-'.d"?GEt.RDI

—Proxy server

¥ Use a proxy server

Address: Ihttp:,l',l'192.168.1 Pork: | 8030 .ﬁ.dvanged...l

¥ Bypass proxy server for local addresses

O, I Zancel |
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HEARTOFGOLD Properties (23

Ihcoming \Web Requeasts Auto Digcovery || Performance | Security
General | Dutgaing web Requests

Identification

7 lze the same listener configuration for all intemal IP addresses

™ Caonfigure listeners individually per IP address

Server | IP &ddress | Display M... | Authentic... | ServerC... |
HEARTOF... <Allinter... Integrated

TCP part: 3080
) I Enable S5L listeners

Connectiong

Connection sethings: LConfigure. ..

[~ &zk unauthenticated users for identification

I k. ][ Cancel ]

<o O)L‘hni-' w‘ &LNJJW‘)JPDFOXYGSOSO <o LSJ)ISA‘fj'gm O g
Sl gl Ll e Jes 80 s (g5 Auto Discovery s Shes o ol O bl

Configure Listeners invidually per IP.L Q&SJ&AJ;\JJ?)J}L;%\?);L;}QWL?

SRS u"’,ﬁfﬁ‘ Q)ﬁQU&QQWHJIP@-ﬁjoJ;JMb

-

HEARTOFGOLD Properties (2B

Incaorning Web Requests | Auto Discoveny | Performance | S ecurity

General Outgoing eb Requests

154 Server can provide configuration infarmation ta the client, using
“Wwieh Prowy suto Dizcovery Protocal fWRAD] Uee WRAD -supported
facilitiez, such az DMS Server or DHCP Server. to publish [54 Server.

¥ Publish automatic discovery informatior

Use this port for automatic discovery requests: 180

Ta configure automatic dizcoven properties for clients, zee Client
Configuration in the conzole tree.

l ] 4 ] [ Cancel
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i 1A Management

BEX

File

ackion  Wiew Help
> E? _
Inkernet Secunty and Acceleratlon Server J Marne I Scope I J Action ] Applies To 1 Schedule | Destination Content J
E % Servers and Arrays Taliow rule Array Sllow  any request  Always Al destinations Al ;

=8 HEARTOFGOLD
+ @ Monitoring
; ‘—,3 Computer
=2} Access Policy
{4 Site and Content Rules
[ Protocal Rules
: (2] IP Packet Filkers
+ @ Publishing
! [_'| Bandwidth Rules
" Puolicy Elements
¥ Cache Configuration
% Monitoring Configuration
Extensions
ﬁ Metwork Configuration
P+ Client Configuration
@3 H.323 Gatekeepers

s
s
+
s
i

lglS559 52 0 bgy yo Sclgd

3 a5 oalizad ozl Ol 8 pes T O Osar s o311

3l 158 Ma nagement

=)ok

View

Help

Fil=  Action

=

Internet Secunty and Acceleratlon Server

] Scheduls ]

Name: ] Scope ] Ackion ] ] Protocol Applies To
= %3 Servers and Arrays Q&Camara Array  Allow Camera Any request  Always
= B HEARTOFGOLD g‘ijNS Q Array  Allow DS Query Any request  Always
,@l Manitaring gﬁDNS ZT Array  Allow DS Zone Transfer any request  Always
= _Eij ES::Z?:;"CY g:S!Finger Array  Allow Finger Any request  Always
] Sits and Content Rules ggFTP Array  Allow FTP Amy request  Always
£ Protoccl Rules ggHTTP Array  Allow HTTP Any request  Always
(2 1P Packet Filters ggICQ Array  Allow ICC 2000 Any request  Always
+ [5) Publishing g?KCLS WebPac  Array  Allow KICLS WebPac Any request  Always
u Bandwidth Rules ggMS-Games Array  Allow IRC,M5-Games Any request  Always
-y Policy Elements gﬁMSN Msgr Array  Allow TSN Msgr {Real),MetZPhone Any request  Always
+-#8 Cache Configuration Q&Netmeeting Array  Allove H.323 Protocol Any request Always
+ EE Monitaring Configuration Q‘QNEWS Array  Allow HNTP Any request  Always
+ Extensions gﬁNTP Array  Allow TP (UDP) Any request  Always
! E‘a Metwork Configuration gﬁPOP Array  Allow POP3 Any request  Always
2| Client Configuration gﬁRDP Array Allow RODF {Terminal Services),ROP-3390 Any request  Always
ﬂ! H.323 Gatekeepers g‘g—]SMTP Array  Allow SMTR Any request  Always
gﬁSSL Array  Allow HTTPS Any request  Always
t5,;{]Stn3aming Media Array  Allow MMS - Windows Media, PMM - RealMetwarks protocal {Client), RTSP Any request  Always
gﬁTELNET Array  Allow Telnet Any request  Always
gﬁwhols Array Allow Whols Any request  Always

IP U o

Jd Byl dad e 5,5 i o) 52y S 5,0 Enable IP Routing obssl S ISA

ISA

1

Co g dmis diw iy SSmul 4 |y ICMP (G315 ISA aSuas o o3l 5 S



<=zl Properties ..l C""‘“‘)&:)SOTLSJJ-J{);.’ IP Packet Filtering (g5, 4 5.8 301,
. &l Enable IP Routing « cowls Jais j g0 oS cankeil iy o 1yamio ol 5 AS

Kernel  as,50 ¢ s osls O3l b (sl 45 a3 sly o3l nl ISA &« 0 03,8 Jlas L
Ll eslewsl mode data pumping

o Sy

IP Packet Filters Properties @

General | Packet Filters Il Intrugion Detection | PRTR

W |Jze thiz page to control packet routing and packet
D filkering properties.

v Enable packet filkering

W Enable [ntrusion detection

(] ][ Cancel ][ Apply ]

HTTPosuas el

B plasl J xS 34 Firewall 5 SecureNAT O s sosle a5 Col ol bl
Coned 35 g AS 3L ISA ke

HTTP Reirector Filter ¢, ServersandArrays>Extensions>applicationFilters
Aosdal o 5 and (S s dwled Okl options gl cly SIS

SecureNAT L FireWall glgiul s s 48 oS fr—i oS el sl bl s
Ollssl Ll ¢ oS sme Web proxy sy aen el S1 s (Sl
Ol Saen 48355 o esls Lo 4 Ol -l .LSL Redirect to Local Web Proxy Service

Aoled eslanal o puslsl Web proxy & seas

\V



HTTP Redirector Filter Properties

Response to HT TP requests:

* Bediect to local Web Prowy service

[ I the local service is unavailable, redirect requests ta
requested ‘Web server

(™ Send to requested ‘Web server

" Reject HTTP requests from Firewall and SecureMAT clients

[ QK ][ Cancel ]

Ob alen 01,80 s e Lls | o51 -l Send to Requested Web Server ol
Reject HTTP Requests from Firewall and  cx (gdn Ol Al 50,55 Web Proxy
Aoled Proxy del g a4 ) some |y 4eall das e o3| SecureNAT Clients

01,5 45 (lawls ;2 AL e FireWall . 8 5 IE (gl ege Jks Local domain Table
D gh o s s el aab eddis s

DNS 31 al ISA G b3l ) duS aldy Olis gl awls ol Firewall L proxy ol )18
NSV PIPYS W TS iy | V) U

LS o b el asls Ol g5 aS B9 ) ’L«:E;ma\) olialsls WebProxy ol 5,8

Aol J:”ﬁ('":"' ISA 3l
4154 Management

File  Action Wjew Help

& =  E@E ]
% Internet Security and Acceleration Server Mame I Description
= H Servers and Arrays Elint.domain.tid example for client article
. BB HEARTOFEOLD
i + @I Monitoring

E Computer

- % Access Policy

+- &) Publishing

[ Bandwidth Rules

¥ Palicy Elements
+ Zache Configuration
s
o

Monitaring Configuration
Extensions
- Mekwork Configur ation
i |:| Routing
[27 Local Address Table (LAT)
_ 4 Local Domain Table (LOTY
i i &EI Client Configur ation
= Ea H.323 Gatekeepers

\A



Lb o Pl cl Sl e sl ISA (61 TP o V.Ja,d : Name Resoloution
Lloly a0t aly DNS (Yorvsodn g5 558 poslsm Yoot jodus sl ISA L lad s
(=L>ul\) DNS s, (S o Ja& « DNS ngmjﬂ.:ﬁ &i u}'.?-l.w ISA Aas c?]?

sl azshaS il 0T o8 aoled Lol Oliabl . das

3 Sas Jde Sledass s &
e Sosr G ISA o osled 5 JHSTP LS Proxy

e AW Gateway Ol ga ISA S5 IP LS SecureNAT
S W by o Sl o s Firewall
:Lm! uS .

Libawsls U5 CERN sy ! b dgs 4 LSl Web Proxy Llss o (gl asli, a
Sl s osled 5 TP Osls OBGl ¢ pas Ll proxy Olyw Oslslols S8 om
AL aslsl, proxy

sl YL L TE 5.0 4 3 sk Proxy 018 (gl < ISAS5 3 s

2l (Saosls b leas o cFirewall 01,18 gl (ISA IS 3 ol

.Download s ; wl FTP s HTTPS « HTTP 4 5 5o

AL o il ISA 3 a8 (sdelsh 4 ax $ib (bled eslinnd exles [T 5 850 Ll 55 e
AL ol 5 5ues ISA Lo 5 4SSl KakiS oalineel USG5 0 850 Ll 55 o

SecureNAT ,,,8
CedlS b Soslizal el Sleiyly TCP/IP oS Jolowioa a3l Ll o )8 (]
ISAs Sles (5, aSlapr am. kS Obiils s Gateway Ol gl ISA o&aus IPs jla
S,k X108 e sl

Al St IS 65 cnl oS (63 Shes ke 3l eslizad -
g5 ol Cache Jus &8 Aibacils ax 5 il S 5L Firewall Llg s 5 ,Ses g5
oslital 55, S Ol ISA ) NAT Ol IS Sl Waopl a5 Lles as lazial, )8
3,165 5> 5 Cache Jueys alee opl 45 2S
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33,5 Zyley o TCP/IP wloes alle il "Enable IP Routing” 05 SJled alls il
35S Jos 3 S0 LLTCP/IP la ey a3 s

Internet Protocol (TCP/IP) Properties @@

General

You can get |P zettings assigned automatically if your network, supports
thiz capability. Othenwize, you need to ask pour network administrator for
the appropriate 1P zettings.

(") Obtain an IP address automatically
(#) Use the following P address:

IP address: 192 168 0 . 3 |
Subnet mask: [ 265 286 286 0 |
Default gateway: [192 168 0 1 |

{#) Use the following DNS server addiesses:
Preferred DNS server (192 188 0 . 2 |

Alterniate DMS zerver

[ (]8 J[ Cancel ]

Authenticate -
555 ad bl DL ol oLl Jos ISA Lo g Ol g5 ol

Slatios e WSS, -
Aol S ISA j3 el iy 00 LSSy sl LSS5 ot gl o Slundy WSS
el

Web Proxy ,.,8
ploil 0T et (sl sl S5 50 S35 Sl ddaniS o lailen & ol (5 )08
s e

JSLCOT w#w&u&@%bﬂ)gtf gl S slde -~

S g8l sl ol S Sl -
S oeesdoled Gl ;SIS ISA & pdeames 0,5 Web Browser Cud (S,
.V,“;SJ‘,JJ:;Sl) AL aiilas g9 IE (6l sl a8 Slobasle - pl .y 5 Direct Access
Shas by aldl Wed e eslin 3 IE Caw 4y Jscript &) sms laesls ol dans

Lol eslewsl http://array.dll?Get.routing.Script U http://wpad.dat



e Slewssl Gy proxy 053,53 -
S glaasls Loy Local Ly, & Ol s W ¢ >4 Local U,UJJ_?\ Sl s

33,8 o i 25 (sl sl i w5 LDT (50

Web Browser Properties

Generalj Direct Access [Eackup Route

Uze thiz page to get which servers or domaing the client will access
directly. These settings will be applied to all Web browser clients that use
the specified automatic configuration scrpt

IV Bypass proxy for local servers

W Directly access computers specified in the Local Domain T able

[LDT]
Directly access these servers or domains:

[ 0K H Cancel ]

LDT Oy ol ;Qﬁéu;w&pwwjua -
LIS ¢ 5,8 sl ISA iy aSKll Laylss S o Unqualified glesl (g, o) a2l
AL 03, 5 S

Lo el baauls phm @ it o tws -
s o w3 T 4 B S 3 e Ll Ol gl plaanalsl das o o3l e |

23,035 g 9 Ol g5 L ASL allss o

Web Browser Pro perties @ X

| General | Ditect Access | Backup Foute |

Usze this page to set how clients access the Internet if the 154
Server iz unavailable. These settings will be applied ta all \*eb
browzer clients that use the specified autoratic configuration
soript

[ IFISA Server is unavailable, use this backup route to cannect
ita the [nternet:

0K ] [ Cancel

AR




VJ.:.M s > =)
s ol Lagites SecUreNAT Sl La)lS b das o o3l IE

£33 ISA Sever -Y
33,5 eslinal K ISA G5l ¢ s Sl Lol ISA 85 oS s e L] oyl

Local Area Metwork (LAM) Settings @

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

Automatically detect settings:
Use automatic configuration script

Address | httpiffheartofgold:8080{array. dii?Ge

Proey server

Use a proxy server for your LAN {These settings will not apply ko
dial-up or YPM connections),

Address: | heartofgold Pork: | 8080

[¥]Bypass proxy server for local addresses

[ oK ] [ Cancel ]

o3 o Ol 4 by e Sledisle « Sl TE IS wal o 50 sens oS LTl
S35 s Connections sy, yb, « properties s, 4 yb,9 [E 635, Coly, SUSL
Cdlsdeal g2y ol lesl ol LAN Settings
S ey -
20153 58 A TE 5.0 s sty ol adls 28 Slelas JLik Ssbegl -
Al e o;l.é.:..a\)lsﬁsrgwé\ﬁ al S :,lS;y’-V.:L:J al 3l eslaial -
W] Jw,ts;,smm S sl sl Proxy Server -
316 eslazalla oSG VPN 55055 a8 ol (65550 : LAN 5 oslazal  —

o b o Sawss 353 Ogr il axls I Sleks Wl ISA oSaws (gl IE

Local Area Hetwork {LAH) Settings @

Aukomatic configuration

Autamatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings
Use automatic configuration script

Address http:/flocalhost; 8080/ array  dil?Get. F

Proxey server

Use a proxy server For your LAN (These settings will not apply to
dial-up or ¥PM connections),

Address: | localhost Port: | 0G0

[¥]Bvpass prowy server For local addresses:

ok, ][ Cancel ]
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