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s goas O Jgl samino B oS o | |y g e 5505
oL cJ.{..': b amio ol j3 o gd Al jﬂj)Jg.i

= Windows Server2012R2

(ELENERERSALEE English (United States) hd

S
Keyboard or input meth::wd:
T Windows Setup == =R
== Windows Server2012R2 3,056 S KIS Install now 55 ccand ol )3
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& @ Windows Setup

Enter the product key to activate Windows

It should be on the back of the box that Windows came in or in a message that shows you bought
Windows.

The product key looks like this: }COXK- )OO0 X000 OO0 )00

Dashes will be added automatically.

BHOT4-4N7CW-6713M-647136-WWIBY

\

/

@ | Windows Setup

@ @ Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified

2012 RZ Datacenter (Sel ore Installation)  x64

Windows Server 2012 R2 Datacenter (Server with a GUI) xB64
Description:
This option (recommended) reduces management and servicing by installing only what is needed
to run most server roles and applications, It does not include a GUI, but you can fully manage the
server locally or remotely with Windows PowerShell or other tools. You can switch to a different
installation option later, See "Windows Server Installation Options,”

License terms

MICROSOFT SOFTWARE LICENSE TERMS G
MICROSOFT WINDOWS SERVER 2012 R2 DATACENTER

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them. They
apply to the software named above, which includes the media on which you
received it, if any. The terms also apply to any Microsoft:

updates,
supplements,

Internet-based services, and

b)‘j b 2012 BER ).5‘)“‘.’.-5 (.Jl-jf"’ (oo w‘ BE)
Al andls ax S SIS Next g5, 5 S

J)":'Lf oalaal BEEYE

Jolo i £ 545 2 10 3 2 5 40 S 53 oCand o
Server Jl ;S &S o jaseis | Ol 05,5 5
Aal gt Ll ) ses &y sons |l pled &S ol Core
Ol s Ll Coand ) Sl esliad (gl om S
Al gl |y e sy
ples ol Server witha GUI « ¢ 55 (g4 5 )

S SUSNext g5, » 5 olstl | a8 res

D 3akes 4 by gasl slsyl B amis cpl o
G S S el JSie ST S andls 1,2012
$ss » s <=zl 1, laccept the license terms

LS s Next
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@ #f| Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

Help me decide

@ Q Windows Setup

Where do you want to install Windows?

Name Total size Free space | Type
+ Drive 0 Partition 1: Systern Reserved 350.0 MB 320.0ME  System
— Drive 0 Partition 2 126.7 GB 126.7GB  Primary
+4 Refresh 7< Delete & Format New

&4 Load driver

j Extend

@ Windows Setup

Installing Windows

Your computer will restart several times, This might take a while,

f Copying Windows files
Getting files ready for installation (3%)
Installing features
Installing updates
Finishing up

20
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Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Pa stord m

Reenter password

Press Ctrl+Alt+Delete to sign in.

Ai0e
ouylo T auity

-
&

Administrator

...........O|

21
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a5, Oy 4o S5 &) soa Server Manager s o 2012 55 0 55005 4 55,5 3 ds
SerViceS Lole 3)‘.) J‘Js D9 )')J.'uhg “ L};JA CJL°>U9| Jg U 9 L)'l‘ B J‘).J:L;a \J.>-| )')J.,U.J
oS g0 gl 0 S el s 2 1 Lol plod (S opl po el aS Features, Local Servers

S e SIS o5 IS wles, Configure this local server s, ,

Server Manager * Dashboard @ | F wnage Tooks view e
Dashboard WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
- 0 Configure this local server
g File and Storage Services P ~
QUICK START \
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o ) 3
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
= Fil d St -
[ e ‘?n orage 1 B Llocal Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
ager * Local Server @1 F Marage Took
BN LROPERTIES ('?A‘-}}Lfd (Coand Ui‘ BE
. For WIN-6NJ2BU36SRL TASKS =
Computer name Last installed updates Never ‘) QI LSA'.IJJ‘ Ul’“’.‘.'b""
Workgroup Windows Update Not conf
Last checked for updates Never . .
S 6,8 Ll (23 ol
Windows Firewall Public: On Windows Error Reporting Off . DLSA ‘ ~ ‘ - “9 g}" ‘
Remote management Enabled Customer Experience Improvement Program  Not part " r ' "
Remote Desktop Disabled IE Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC+03 J\Mlﬁ 45 de‘ 29 (’L’ B et
Ethernet IPv4 address assigned by DHCP, IPvG enabled Product ID Not acti

Operating system version Microsoft Windows Server 2012 R2 Datacenter  Processors Intel(R) 1\ S S U . §L;‘ § ]S

Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 2 GB
Total disk space 126.66 G

< mn ¥ .J‘}..i': J'ALE
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System Properties -

Computer Name | Hardware I Advanced I Remote |

f L Windows uses the following information to identify your computer
== onthe network.

Computer description: |
For example: "5 Production Server” or
"Accourting Server”.

Full computer name: WIN-ENJ2BUIGSRL <€——

Workgroup: WORKGROUP

To rename this computer or change its domain or
workgroup, click Change. =

s Change s, » osr pb i gl (UK l 0o

a3t Al 5 JS2 G S

Computer Name/Domain Changes -
You can change the name and the membership of this Caond ‘)J 3 Jg‘:" L.)',’.\ D) >

computer. Changes might affect access to network resources

Computer name

Computer name

Server-1  ——

Full computer name:
Server-1

| j.))‘)b.))ﬁ-))),wru
LS SIS ok g5,
Workgroup ...

e |, Domain

Member of
) Domain
OK | | Cancel Apply @) Workgroup:
WORKGROUP
Microsoft Windows -

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

/
S wetlg ey

5 545 Restart N

—> Restart Now | | Restart Later

= PROPERTIES

. For Server-1 TASKS

Computer name Server-1 Last installed updates Never

Workgroup WORKGROUP Windows Update Not conf
Last checked for updates Never

Windows Firewall Public: On Windows Error Reporting Off

Remote management Enabled Customer Experience Improvement Program Not part

Remote Desktop Disabled IE Enhanced Security Configuration COn

NIC Teaming Disabled Time zone (UTC+03

Ethernet IPv4 address assigned by DHCP, IPv6 enabled Product ID Not actiy

Operating system version Microsoft Windows Server 2012 R2 Datacenter ~ Processors Intel(R) (

Hardware information Microsoft Corporation Virtual Machine Installed memory (RAM) 2GB
Total disk space 126.66 G

¥

2l S ssd el flae (SE 0K (g5, SIS Sl

LS s Restart Now (s,

55 Jlesl Solaes

oobss Gadey 4 s, 3l Ay
- _» Server Manager s,
Configure s, » 5 mss
- » s this local server
opd B Jlie JS2 6 oS
JSo ) s S psbokes

ae®S gy ol S o edalia

S SUs Public:on g, 418 ol sl aS ol 5 Firewall 05 S 5 sl sy gad> 0 .l 03 S
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Windows Firewall

_I:I-

+ ‘ﬂ < System and Security + Windows Firewall

v & | | Search Control Panel

2]

ol Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your

PC through the Internet or a network,

through Windows Firewall
'\‘k‘ Change netification settings . '.@ Private networks
'?;‘ Turn Windows Firewall on or -
off \ . & Guestor public networks
'?}‘ Restore defaults
_ Networks in public places such as airports or coffee shops
) Advanced settings

Troubleshoot my network

See al

Windows Firewall state: On

Incoming connections:

Not connected @

Connected (%)

Block all connections to apps that are not on

the list of allowed apps

Active public networks:

Motification state:
blocks a new app

50

Action Center

Metwork and Sharing Center

Unidentified network

Do not notify me when Windows Firewall

®

Customize Settings

BE |

- 1 |ﬂ« Windows Firewall » Customize Settings

v & ‘ | Search Control Panel

?]

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
\_@ () Turn on Windows Firewall
- Block all incoming connections, including those in the list of allowed apps
Motify me when Windows Firewall blocks a new app

‘@ (® Turn off Windows Firewall (not recommended)

Public network settings
‘_&] () Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed apps
\ Motify me when Windows Firewall blocks a new app

\@1 (® Turn off Windows Firewall (not recommended)

"

Windows Firewall Public: Off

Remote Enabled

Remote Desktop Disabled  gm—

NIC Teaming Disabled

Ethernet IPv4 address assigned by DHCF, IPvE enabled

Windows Error Reporting
Customer Experience Imp
IE Enhanced Secunty Conf
Time zone

Product ID

24

Firewall «ol gl 5 camin ool s

Turn B

S 2 ‘m‘suj’f"l’"
5> Windows Firewall on or off

Turn K& wlbeay «Cwd ol 5>
ozl |, Off Windows Firewall

S SUs ok sy 55 aS

dal 5 gels Firewall SIS ol
U N 15 B L) (P W
ol Lol So s canlsl 53 3 g dal g5

4.).,:5‘,@ odalie « )}kuw
LLal .ol e s sal Firewall
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e s 4 555 ol Sl il B o Remote Desktop s ludled 4 oy )8 plilia o5 Jles!

System Properties -

Computer Name | Hardware I Advanced | Remote

Remote Assistance

Desktop with

Help me choose

Mlow Remote Assistance connections to this computer

Advanced...
Remote Deskiop
Choose an option, and then specify who can connect.
() Don't allow remote connections to this computer
(®) Allow remote connections to this computer
y Allow connections only from computers running Remote

Metwork Level Authentication {recommended)

2yh b de IS5 U A SJs Disabled (g5, » s

Allow remote connections.. sy, » Cwud ol 3

Remote U= .]a.sz U)Jo\)j‘ wj?.wJUJ.:SgSAS

S g SIS L sl axsls 4> 5 355 Jl Desktop

Cond a0 1y 35 Jsjse 48 Aslg . Select Users

S Ll s ely s,y e Sl O

Service Manager ga=ivs 4 b 4 SIS 0K 55,

w235

5lesleal sl as NIC Teaming s (sdss s S

Gl Jast Lz (655 4G L el (51 4SS )8

ok ] [cea ] [ ow ]
Windows Firewall Public: Off Win,
Remote management Enabled Cus
Remaote Desktop Enabled IEE
NIC Teaming €—— Disabled Tim
Ethernet IPv4 address assigned by DHCP, IPvE enabled Pro
Operating system version Microsoft Windows Server 2012 R2 Datacenter  Pro

o ,5 IP Address rla—u“.'* 313 3 gm s 4S G 4w S
SR JS& L =S IS address assigned...

sgh Al

1 | E' <« MNetwork and Internet » Network Connections »

vc;|

Organize =  Disable th

is network device  Diagnose this connection  Rename this conne . . .
. Jg‘ths&oMWjjj)JQ)JASJJEQM

:. Ethernet
= Unidenti

@~ Microsof

Disable

Status

Diagnose

Bridge Connections
Create Shortcut
Delete

Rename

Properties
-

CM‘)(@S;P#)Jﬁ@Q)[S S 2
U s obxsl |, Properties gauS 5 .S

255 Al e IS
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] Ethernet Properties S

MNetworking

Connect using:

& Microsoft Hyper-V Network Adapter

This connection uses the following items:

% Client for Microsoft Networks

.@ File and Printer Sharing for Microsoft Networks
gOoS Packet Scheduler

[] -a Microsoft Network Adapter Multiplexor Protocol
i Link-Layer Topology Discovery Mapper 170 Driver
i Link-Layer Topology Discovery Responder

i |ntemet Protocol Version & (TCP/IPvE)

B tcmet Protocol Viersion 4 (TCP/IPv4) il

Description

Transmission Cortrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Internet Protocol Version 4 (TCP/IPv4) Properties -

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192 . 168 . 10 . 30

Subnet mask: 255,255 .255. 0
Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 10 . 30

Alternate DNS server: l:l

[ validate settings upon exit

Internet Protocol ¢, ,» 4~ 5,05 » 1, Protocol Version 6
da S8 U s SIS Properties sy, 5 5 1S SUs Version 4

YW JALE

Sooles w0 IP Wiy o IP Address cud 3 5 amio ool o
LU Subnet Mask <3 ;5 5 WS 5505 1, 192.168.10.30
ol geslys oS DNS s 55 5 S 5505 1, 255.255.255.0
Sooled 35 el Lo OIS G gl 3 e
=S s 2005 1,192.168.10.30

3 g Jlesl Sledas b s SIS ok 55

Last installed updates Newer

Windows Update Not configured

Update cw.s « IP Address s s V(R

Last checked for updates MNever '\ » _1:,‘[_, Update Cotnnd mlg,ﬁ LS‘J" S V.:,Sda 4A.>-|J.A

2l a6 b uss SUs Not Configured (s,

Windows Error Reporting Off

Customer Experience Improvement Program  Not participating .
IE Enhanced Security Configuration On 'Jj":’
Time zone (UTC+03:30) Tehran

Product ID Mot activated

Processors ntel{R) Core(TM) i7-36100M

Installed memory (RAM) 2 GB

Total disk space 126.66 GB
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Windows Update

—I:I-

(3) = 1 [@ <« System and Security » Windows Update v & [ Search Control Panel

]

Control Panel Home

Windows Update

Check for updates
Change settings € . .
Turn on automatic updating

View update histary
Updates are not being installed automatically

Restore hidden updates
Turn en autematic updating to help improve the security
and performance of your PC and allow standard users to
install updates on this PC.

Tum on automatic updates

Let me choose my settings

Most recent check for updates: Never
Updlates were installed: Never

You receive updates: For Windows enly.

See also

Installed Updates

G

Change settings.

BE

e

S SIS Settings

~ 1 |E# « Windows Update » Change settings v C;‘ ‘ Search Control Panel

s sdalis ‘) Lfdz}bd LSL&‘L..:; (Craond U'-’~‘ DL,

]

Choose your Windows Update settings

When your PC i online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also choose to install them when you shut down your PC.

Important updates

Please select an option: v

Please select an option:

Install updates automatically (recommended)
Reconr Download updates but let me choose whether to install them

i Check for updates but let me choose whether to download and install them
Never check for updates (not recernmended)

pdate

Microso
[[] Give me updates for other Microsoft products when | update Windows

Note: Windows Update might update itself automatically first when checking for other updates. Read our
griva(\: statement online.

0K

Cancel

233 gt Sall Al eSS
Syl g 35kl (il 4 0ad fhate Db
dealg o ST L 5 oS Ol | Jgl a8
Sl | s s, ge Sl (s D) son
“ o S 5 S STl p g 553 g4y S A
Never oy, » 5,8 oo miyl Aol
ok s, » x5 LS SIS Check for ...

sy dlesl s pe Slades b s SIS

o € g.»

Not participating
O.-

(UTC+03:20) Tehran
Mot activated

Windows Error Reporting

Customer Experience Improvement Program
IE Enhanced Security Configuration

Time zone

Product ID

Processors
2 GB
126.66 GB

Installed memory (RAM])

Total disk space

ntel(R) Core(TM) i7-36100)

Windows 0Olge L glag S Cwand 3
Sl s S pl S 5l 55 Error Reporting
@ ld g, Jaduy OISl 5 Sledbl Jlul
SOl 03 S Jles gl &S ol Cilas Sle ol

sl a0 6 us SIS off (g,
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L3

Windows Error Reporting Configuration

Vi Windows Error Reporting

! Sharing information helps create solutions

Windows can send descriptions of problems on this server to Microsoft and look for steps you can
take to solve them.

If you choose to automatically send generic information about & problem, Microsoft will either
send back the most current solution or use the information to start working on a solution,

() Yes, automatically send detailed reports
Notify me if there are possible solutions to the problem.
() Yes, automatically send summary reports

Motify me if there are possible solutions to the problem.

() Ask me about sending reports every time an error occurs

(®) T don't want to participate, and don't ask me again

Read more about Windows Error Reporting
Windows privacy statement

K | | Cancel

“—

Wi Off ©
Customer Experience Improvement Program Mot participating
E Enhanced Security Configuration On

(UTC+03:30) Tehran

Mot activated

Time zone

Product ID

Frocessors

o X
£ 13

[==]

nstalled memory (RAM)

126,66 GB

Total disk space

ntel(R) Core(TM) i7-3610C)

Customer Experience Improvement Program Configuration

Customer Experience Improvement Program

Help Microsoft improve its operating systems

By joining the Customer Experience Improvement Program {CEIP) Windows will periodically collect
and upload statistical information about your system to Microsoft.

This information is used to make the product easier to use and reduce the number of crashes and
hangs in the product. The information collected is not used to identify or contact you or your
company.

If you partidpate and then dedde to use imaging technology on this server to build other
servers, those servers will be induded in the CEIP.

-/-,@' Yes, I want to partidpate in the CEIP

() Mo, T don't want to participate

Read more about Customer Experience Improvement Program
Read Windows privacy information online

| | Cancel
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Syls 34 ol g S Gdas Ced
- S asms IS8l s S g

Windows Error Reporting Off @ . _
Customer Experience Improvement Program Mot participating o° ‘J Cad u—l‘ « ol Time Zone LS"'”..JS
E Enhanced Security Configuration On

Time zone (UTC+03:30) Tshrf Lo QL“?I"‘:’. J§‘ ("’JJS ("2‘12‘: ("AL’ “‘”“z’ fK‘A

Product ID Mot activated N
64.1)4”0 SI .LLL' Sl 0 da—\jﬁ Jg.&wl;
cc./\...ZJL: Jg.& BLEE) JWS &.:JS J)ﬁ- JE..!JJ}.A
Processors ntel{R) Core(TM) i7-3610C)

2 GB ..L;.'S;.JB-."JHJDJ}LSA.EEA

nstalled memory (RAM) 2 GB

Total disk space 126.66 GB

(sl 0id Jlad jado s ol das e LIS aS 5,05 ) 3 Not activated s 5§ Product ID s s

il 5 s b aes s Not activated (55 5 adss 05,8 Jd sl

Enter a product ke , SR
Your product key should be on the box that the Windows DVD came in or in an email that shows you
bought Windows.

b oass sl 15 2012 5w s

Sy dld eSOy gty 5oy

Product key b W )L:ggi )S fl.ao.}" )\ v\.&:

|

s oleks U oacs Restart

2 s Jlesl

Server Manager M
@ v Server Manager * Dashboard Manage

Add Roles and Features . . l'a
R Roles and Feat 3 Loleds —=
Tl Dashboard WELCOME TO SERVER MANAGER R e CEPEE B TP }5;" e

Add Servers

T Local Server Create Server Group
i Al Servers o Configure this local server | smrtamseropenes BE S msu.o &?)5 Dashboard
QUICK START

WE Fileand Storage Services P
. e .7 . .

1ag

e . s> 4>~ Add Roles and Features

4 Create a server group

&

Coas 31V Ol ss Jlas! 51 A

Tools

la Feature .2 |, a5 5l

LEARN MORE

ROLES AND SERVER GROUPS L! a3 BE) ‘JJ-SLSA )\JB o)l.il'.w‘.)‘)).a

Roles:1 | Servergroups:1 | Servers total: 1

i Aleendstonge | g 1 P Lal ol e gl

Services
@ Manageability @ Manageability
Events Events | -
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:PowerShell L 15

S 1y plalSels 0l 53 S ik o CMD s o 5 iidor 38 ol s Ssikin s B S 5 e

S ) st Oy gt LS e dons o el (SIS ) smts s e Sy 3 Led

Tasks

E¥ Run as Administrator

3 Run ISE as Administrator

L3 Windows PowerShell ISE

E Windows PowerShell
:f' Unpin this program from taskbar

Sy s &S el ol PowerShell gl ~1 ol o solud
o 5555 JS& 55 «s PowerShell o5l 3, Taskbar
Run as a5 as oy SIS WS o edalis
ol 4SS s adies (LS Okl | Administrator
G oS 1>l 1) s ool Administrator 8 <5, 5

Lpd |l Oy ey o

Search
Everywhere -

powerShell e——

.'_,I Windows PowerShell
Unpin from Start
Unpin from Taskbar
Uninstall

Open in new window

Run as administrator

Open file location

3y oS el e ol 4 PowerShell il oss 25,
5 oS 2l |, PowerShell gadls 5 o 5 555 55405 Search
cwily SIS Windows PowerShell g5, » smtar 4z )s
Ll U eSOkl |, Run as administrator e S 5 s

235 | Administrator 8 s, 51« L3
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Server Manager

Server s,ls S ol Sope il @ pae R

Manage  Tools  View

Component Services Z .
438 Tools s 5l 5 wss Manager
Defragment and Optimize Drives
Event Viewer .
iSCS! Initiator V.MS u[’db‘ b W|ndOWS PowerShe”
server e Sy Ry '
ODBC Data Sources (32-bit)
ODEC Data Sources (64-bit)
Performance Monitor & - & -
Resource Monitor eI ‘)ls QJ':" L J':'WL s oy
Security Configuration Wizard
Senvices [
oo Configration ol jsduy 3,0y &S 5,8 55, PowerShell
System Information
Task Scheduler - . . .
Windows Firewall with Advanced Security J-‘)ls XD -“'{,-"‘}-’L;Q-' 3 3)—“’@ ‘J?" ‘w‘
Windows Memory Diagnostic
Windows PowerShell €——— P ..
ks PoameShon 28 L sl K S | >1 Administrator
Windows PowerShell ISE
: s Al servers . Windows PowerShell ISE (x36)

Windows Server Backup J".’.)"':’ J)\) AdmInIStratOF

@ Manageability

Events

X Administrator: Windows PowerShell \;‘i-
Windows PowerShe
Copyright (C) 2013 Microsoft Corporation. All rights reserwved.

PS C:\Hindows\system32> _ J.:)‘S L: Powershe” 6\]}\ )‘ J\.’u
Aol g odalis |y Llie | Administrator
S5 5 el 55k CMD w45 S 5 58

el ol 01 5 5

%) Administrator: Windows PowerShell \;‘i-

Windows PowerShe
Copyright (C) 2013 Microsoft Corporation. All rights reserve|

PS C:\HWindows\system32> Get-Command <«— b}”;gfa ‘J’" PowerShe” 33 Y uj‘)):“’-’ 4&

Add-ProvisionedAppxPackage . . . .
Add-HindowsFeature .,\.’j.wL;a el CmdletS d‘j""“‘"
Apply-WindowsUnattend K
Expand-IscsiVirtualDisk

Flush-Volume

Get -ProvisionedAppxPackage

panitigléETTVO%ume 2012 P Sh ”
ove-Sm ien . . . .

Remove-Provis ionedAppxPackage L)‘.’.J"‘?-' QI JJJ"‘:’.) ower e B
Remove-HindowsFeature

Write-FileSystemCache

Add-BCDat aCacheExtens i 03 ie gl aS syl ol semdlets g
Add-DrsClientNepiRule 035 patis gy RO S o
Add—DtcClusterTﬁMapping

T R e el Get-Command s 51 4l 5 e ol
Add—NgtEzggtchklzgrt-Cap?Er‘gErovider 83 et-Lomman 2 ) J‘f‘ffg}“ J
Add-NetEventProvider

ggg—metEventgmget_;uol:kl&dapter _

-NetEventVmSwitch < B ;| Lo 5 S ol &S .
Add-Net IPHttpsCertBind ol 0l L>u P\...u S BUAY
Add-NetibfoleanMember 7 f L}J e -
Add-NetLbfoTeamNic
ﬁgg—metNatgttfrnﬁlnﬁddress - ‘ Sl | .. ol L
Add-NetSwitchTeamMember Al 0313 pteo 1) e () g e

Add-PhysicalDis
Add-Printer
Add-PrinterDriver
Add-PrinterPort
Add-RDServer
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.JJSV.:.A‘}})[SL;}Qd\gﬂlﬁmd)bj:mbt{)lsm‘b‘)b

Administrato
et -

Name

AelLookupSve
ALG

AppIDSvc

Appinfo

AppMamt
AppReadiness
AppXSvc
AudioEndpointBu. ..
AEEiosrv

BITS
BrokerInfrastru...
Browser
CertPropSvec

COMSys App
CryptSve
DcomLaunch
defragsvc
DeviceAssociati...
Devicelnstall

hecp

Dnscache

dot3svec

DPS

Running
Running
St opped
St opped
St opped
Running
Running
St opped
Running
Running
St opped
St opped
Running
Running
St opped
St opped
Running
Running
St opped
St opped
Stopped

DsmSvec
Eaphost
EFS
EventLog
EventSystem
ost
FDResPub
FontCache
Epsvc

idserv
msvg
IEEtwCollectorS. ..

IKEEXT

indows\system et

Name

DcomLaunch

def ragsvc
DeviceAssociati...
Devicelnstall

hep

Dnscache

dot3svc

DPS

Running
Running
Stopped
Running

Running DsmSvec

PS C:\Hindows\system32> _

% -2 ForEac
? -2 Hhere-
ac -> Add-C
asnp -»> Add
cat -»> Get-
cd -> Set-L
chdir -> Se

1 > Clea
clear -> Cl

clhy => Cle
cli - Clea

Administrator: Windows PowerShell

Administrator: Windows PowerShell

r: Windows PowerShell

ervice e————

DisplayName
Experience

Layer Gateway Servic|
Identity

Application
Application
Application
Application Information
Application Management

App Readiness

AppX Deployment Service (AppXSVC|
Windows Audio Endpoint Builder
Windows Audio

Base Filtering Engine

Background Intelligent Transfer
Background Tasks Infrastructure
Computer Browser

Certificate Propagation

COM+ System Application
Craﬁtographic Services

DCi Server Process Launcher
Optimize drives

Device Association Service
Device Install Service

DHCP Cli

DNS Client

Hired AutoConfig

Diagnostic Policy Service

Device Setup Manager

Extensible Authentication Protoc|
Encrypting File System (EF
l{indows Event Log

COM+ Event System

Function Discovery Provider Host
Function Discovery Resource Publ
Windows Font Cache Service

Group Policy Client

Human Interface Device Service
Health KEE and Certificate Manag
Inteirnet VExplborer ETH Collector
IKE and AuthlIP  IP

sec .Keying

-Service -Name D=
DisplayMame

DCOM Server Process Launcher
Optimize drives

Device Associatjon Service
Device Install Service

DHCP Client

DNS Client

Hired AutoConfig

Diagnostic Policy Service
Device Setup Manager

Get-

h-0bject
Ob ject
ontent
-PSSnapin
Content
ocation
t-Location
r-Content
ear-Host
ar-History
r-Item

1, Ad

o 4S a pd a s PowerShell ;s &) gl
j‘ Vfé‘ijfﬁ Jéﬁszjﬁ ‘)E; gjb>- BE) LjiLQLfMi)‘rm
L Jes onl 45 oS eslin Get-Service | ys

.,\.:.5& sdalis J.»u.a J.{Ju BE

D bl als s dobl i s ol 53 L
IO el sl S e s g w54y 31

V'“Stf oslaiul 5 5 gtws

£
W

Get-Service -Name D

b Jf:ggs‘ odalie LpLip L}S;; BE aS )JﬂaﬁijA
Get-Service -Name D* s 03 83,05
“ I oD G LaS ola s e )

03 S3,ls L aS syls 345 Alias <=UL. (S 5nd

‘) ol oUigi B 2250 ib\)‘§;~> Q;uﬁgg .&é\jSLSA Alias

d-Content ; ss 4ol glra Slis (S sdalie

Ip -5 Clear-ltemPropert
cis =§ Clear-Host

V'?“SLSA oslaiul @C ok obﬁjjlwb)" ‘V':‘;S J)\)

clv -> Clear-Variable
cnsn -> Connect-PSSession
compare -» Compare-0Object
copy_ -2 Cop¥—1tem

cp -> Copy-Item

BRI o B or e
cpp - opy-ItemProperty
curl -> Invoke-HebReguest

32



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

ey Administrator: Windows PowerShell \L‘i- e G V | .
P i N\HWindows\system: J.:."j;L;O et_ 0 Ume ))».VJJ l)
Driveletter FileSystemLabel FileSystem DriveType
System Reserved NI i S JUJLA‘U b Jj;'_ 6["5)_1\)_’ - "S
Removable
3isceo.ir CD-ROM
PS C:\Windows\system32> _ TN ola L}JLM
e i Windows P \;‘i-
d ait-Process Mi
Hh?Ee_ng‘;ECt i
rite-Debug - .
Hrite-E Mi ft - = \ =
HriteEorer R | 5 Get-Help sl eslinl U
Hrite-Host Microsoft
Hrlte 8utput m@crosoﬁt _
rite-Progress icroso . . X
Write-V. Mi ft o [ & LY 4> o
e careine-s % R | s> S A5 S e e
PS C:\Hindows\system32> Get-Help Write-Harning L ij“a s °.>l ) PowerShe” J}_b
NAME " V"..“‘s
Hrite-Harning
SYNTAX e Get-Command | zs s~

Hrite-Harning [-Messagel] <{string> [{CommonParameters>]

GtHl t find the Help fil f th dlet thi t It < . e -
< = ?ocagsg oaénand ?nsfa?l ﬁe?; FTrl-es égrc?heemogsle iaafoTﬁglsges t JM V\-‘-’L“\-’ ‘) #3)‘}‘ )‘}M-”J m—"j—’

-- To view the Help topic for this cmdlet on e, type: "Get-Help Hr
Sledbl b oS 5l Get-Help >

go to http://go.microsoft. com/'le.Lnk/'?Ll.nkID 11343@.

PS C:N\Hindows\system32> _

4&...:\ Ls‘j" 9 Jj..:.c um}ﬁ QT L§°)t1’)'>
d:.x.i f.)\ﬁls ML—@‘ b _Examples )‘}L»J ‘Yb )‘}L»J LSM‘J‘ BL. ‘.A:.LS odalis b J.E.;b)}d ‘))2..«3 )‘ L;L:A

Get-Help Write-Warning —Examples ...:S 5505 5 &) s

- Lo s el Get-Command | s Ol 51 S Write-Warning | g ‘P,.JST S 5 sbolea

LS Sl 1 s s O lray Ll 5

OF LalS 55205 TAB (saaSs (5355 » SIS L dil g5 o cdted 055 o Jb 5 1) gy smn oS Sl 1 S
)j:.w.) Jf‘jJLSATAB J%JSQJJJJM)Get'C ‘)j:"“"; QJ;JJ\)L;}&SA‘J?S OML:M )Sb‘)?.- Q)M@ ‘)
Slaise TAB S 0525 5 GET- 5 05 85,05 L L (S sl |, GET-Command a0l oS

J..:.S sdalie ‘) GET- e Q‘)}:’“’J rl.oj ‘-)‘-,:-’\j:d‘ SAxe
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L (8l g oy goms O g2 (o ol g2 05 S50 Olej s Al o3 SIS Visual Studio L S

Sl sy e g I g s (oS g i Glra LIPS e sl 208 5 555 s 5L

el el 5 L0 Windows PowerShell ISE- . 5 o a1l L N STPIS PR VPSRN

o 05T s, Taskbar s, 0 ws,e o2l Gl Gl
B Run 25 Administrator / Run ISE as ¢4 S 5 LS el SJS PowerShell

3 Run ISE as Administrator

& Windows PowerShell ISE pd alb a8 6 ass Ol |, Administrator

E5 Windows PowerShell
o Unpin this program from taskbar

=] Administrator: Windows PowerShell ISE -9 - . - . .
File Edit View Tools Debug Add-ons Help odalise JJLSZA Jiw P 45)}190[.@.&
O @ 4 B x|9 B =& (Eoo0| @@ -

Script (%) | | Commands X * Add- LSA"’JS OJJSJ)U L J\.MS&
G T vosses (B ] o]

&)} Add-AppxProvisionedPackage Name: Remove g . . - - Lq_:
£}l Add-BCDataCacheExtension L" “-f ‘) Q‘)\J\.&f u‘)‘jﬁfv"-’ (’

Ef Add-BitsFile

£l Add-CertificateEnrolimentPolicys...
£l Add-ClusteriSCSITargetserverRole

£ Ada-Computer Remove-BCDataCacheBitension | = Jf‘j—k;‘ - 45 - \ °.>|.> :‘“Lo.;

Remove-BitsTransfer

PS5 C:\Windows\system32>

Remove-AppxPackage ~

Remove-ApexProvisionedPackage

Eff add-Content

L Remove-CertificateEnrelimentPalicys
Ej} Add-DnsClienthrptRule

Remon rtificateNotificationTask .

Remon stance .v\:-:-s g.)l.>'=b‘ ‘) Q‘)):AMJ ‘}‘ éﬁ
Remave-CimSession )

Remove-Computer

Remove-DAEntryPointTableltem

Remove-DnsClientNrptRule

Remove-DicClusterTMMapping a ) - - Q

Remove-Event ‘) J ‘) ‘J ‘) J
Remove-EventlLog

Remove-Initiatorld . . .

Remave-InitiatorldFromMasking Set (’b v\t) ‘)J L;d L&L..vd CO m m a n d s
Remove-lscsiServerTarget
Remove-IscsiTargetPorta v
< m >

Camd 53 |y 355 aisyge 5t

< >

Ln1 Col20 I 100% “ “S G _)\?S ;‘)U Name

63\)};.¢>¢LQSQM~.:J¢§@\oMJJURemOVGL;wscdliodba.@oMUa\)JﬁJU}.«Q\Ums
ng)c.)\:.sdb]ek>:)|)|)jb>)y0\)jw>&%\d\jw\esﬁw\)w\om)bIRemOVEL
&:.lflnsert 6})ﬁ¢#3}jﬂ)j§.«:ﬁ}jwb’)§gﬂ@)J.:S&.:.lswﬁjj)bjﬁbjjﬁ))h:

S g domdo Syl sy g s U ULS

34



http://3isco.ir/

www.takbook.com

L

MCSE 2012 _ Farshid babajani _ 3isco.ir

Sl oS ealinl Script 3l &5 .l

o2l PowerShell iy s 31 eslizal glaoly 31 s S

LSﬁJﬂ‘L;Lt}Jng)lSQ—.’.\ LS‘J" 4&03&2&\)’@ é‘}ﬂ).} QT)\)MJ)‘}&U&J?-‘J b Q‘)}S.WJ

ssd Al 5 JSa b s SIS s jasiie wa 1S L s Seript 0,

Administrator: Windows PowerShell ISE

File Edit\\haw Tools Debug Add-ons Help

5 Bl &

E | -

ox|® p
1

Untitled1.ps1™ X
P

1

8 5oo|bm

SEEE SCript s wmio ol o
=]

~)| [ commangs x x ol § | [ < B .
o ol
ait- - e >0 NS
Al
[ add-ApprPackage ~ =
Ej} Add-appxProvisionedPackage = |Add-AppxPackage [-Path] <string> [-DependencyPath <stringll>] [-ForceApplicationshutdown] [
E§ Add-BCDataCacheEstensian InstallAllResources] [-Whatif] [-Confirm] [< CommonParameters>] - ‘) e \ L . osla ‘ - 5
Ej} Add-gitsFile Add-AppxPackage [-Path] <string> -Register [-DependencyPath <string]]>] [-DisableDevelopmentMode] [-| | . J . -
B} Add-CertficateEnrolimentPaligys... ForceApplicationShutdown] [nstallAllResources] [-Whatlf] [-Confirm] [<CommonFarameters>]
Ejf Add-ClusterisCSITargetServerRole Add-AppxPackage [-Path] <string> -Update [-DependencyPath <string[l>] [-ForceApplicationShutdown] [- v . . s - .
Ejl Add-Computer InstallAlIResources] [-Whatif] [-Confirm] [« CommenParameters>] ® ol . Cand )J ‘) J‘E":J}'“
5] pc @ Q J"é' i
&P Add-Content Add-AppxPackage -MainPackage <string> [-Register] [-DependencyPackages <stringll>] [-
Ej} Add-DnsClientNrptRule ~ | InstallAllResources] [-Whatif] [-Confirm] [< CommonParameters=]

:\Windows\system32>

IH | ew—— T s Al Gl s eSS 2l

[] Aslob )
CimSession: . ‘ .'\J b . . .
[ Confim H dj'ii S DA ms 4.,:@_: Ls}-jj;.
;:Ds::“ J.ll.é sl LS\)-.’ B V'*MS §“1§ Start

~ Common Parameters

Ln1 Col5 1

Save 0,1 s, »» L Script

bl 1y Jlisyse LB 5 o8 SIS

100%

Open
Run with PowerShell
Edit N

Open with...

Share with

Restore previous versions
Send to

Cut

Copy
Create shortcut
Delete

Eename

Properties

J.i—.i))d)jkg.)w V..;.S oﬂﬁ-b uﬁ.>=.:~° LSL?:)J c&ﬁuﬁlﬂ
s> s Test pbl s 5 Script (S e edalie il
SIS OF s, b OF Gl Gl g 5 ol oo o3 onle

<=3l |, Run with PowerShell g« 3 5 s o,

Sad |l sy g JJ"BUV.“:S

Scnpt‘jg:)b}';w))‘ oslao! C_S‘JJ}CAAA"‘ Lﬁw}rﬂ L;Bﬂ

.Jﬁﬁa\}})Suoiéwﬂgwéub\); s i gla
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:Active Directory 2012 gjlslely g wuas

(2SS ezl Active Directory ., 3l Oble &G s Sls, o 58w laey S 5 0l )8 Cledib|

ol b Al il 5 Olasle 5o 55 1000 3150 s dal st e Sl S b (535 2 S s

L 35 s 3,315 Lyt sy ge 8L S G Olojle 35 g0 (slaelKiuws STSS 55 1y 48 100

Sk 5 @S 3,05 Active e 53 15 258 100 ot (Sl 5 e (oS eslizad Active Directory Sl

3 e 3515 A1 e e OF Ga b 51 018

Static Ol b 5 x> &y s0a |, IP Address s w03 ool 4 5l Active Directory s gl

Sooles L IP ls pll Server Manager . J>l,e 55 1, )5 o & =Sy S

S gaalsl ;3 S DHCP 0 51 STaS ail anils ax 5 'V'lb)s e s 0 1,192.168.10.30

A3l DHCP Oles (5 53 8 48 5,051, IP J%Lgﬂ;mnwaﬂﬂwwg;mﬁt?,gaiwu

Server Manager

ELCOME TO SERVER MANAGER

o Configure this local se

Manage  Tools
Add Roles and Features €——
Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

rver

(S =11, Server Manager .b s ¢35 sl
Add s, » L LS Ears Sl Jlde S ilesy

- 08 pl ¢l S s SIS roles and features

2 Add roles and features = | |l
=S el S g 3l Al

3 Add other servers to manage - (: = 5720 L
HAT'S NEW P .

4 Create a server group

Hide

EARN MORE
= Add Roles and Features Wizard = [[E= -

Before you begin

DESTINATION SERVER

1ify that any of the preceding
steps, and then run the wizard

To continue, click Next.

Siip this page by default

prerequisites have been completed, close the wizard,
again.

S Q.U'L&T St & bgw (99, Glmio
Skip this «, 5 5,4 ¢l 45 <l Features
Samio b S Ol |, by defaultos S5 o> o
Srs o @ 5 05 |l (G 055 o i e

.)jj.g
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HE |

DESTINATION SERVER
Server-1

= Add Roles and Features Wizard

Select installation type
Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation
Configure  single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

/

< Previous Next > nstal Cancel

=D

DESTINATION SERVER
Server-1

[ Add Roles and Features Wizard

Select destination server

Before ou Begin \jam a server or a virtual hard disk on which to install roles and features.

Installation T ) Select a server from the server pool

Sarver Selaction elect a virtual hard disk

B Server Pool

2
Filter: ‘ |
Name IP Address Operating System

192.168.10.30

Microsoft Windows Server 2012 R2 Datacenter

1 Computers) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

=] Add Roles and Features Wizard

_I:I-

DESTINATION SERVER
Sarver-1

Select server roles

Select one or more roles to install on the selected server,

Before You Begin

Installation Roles

Description

~|  Active Directory Domain Services

[ Active Directory Certificate Services (AD DS) stores information about

[MlActive Directory Domain Services

[ Active Directory Federation Services

objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted

[ Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[ Application Server

[ CHCP Server

[] DNS Server

[] Fax Server

[®] File and Storage Services (1 of 12 installed)

[ Hyper-v

[[] Network Policy and Access Services

resources anywhere on the network
through a single logon process.

[] print and Document Services
[[] Remote Access
[[] Remote Desktop Services

< Previous nstal Cancel

37

S SIS Next 55

I, Role-based.... sau S wamin opl s

So s el S bLEE Gl £33 RS
k:;?nf QT 6}) cM‘J‘ )J ‘\S C,H.»:‘ J‘<.'.J )}j’“’

.JJSV.;A“);'-

s Features &l ol 5 s ool s
S b s Skl ess w2l Role
ol o &S S Obsal | (gl Ssss,la
Select a Server From (a5 i
3 =Se ol | the server pool

A4S SUs Next (g5,

s S Roles cd sl cwnd pl s

Active Directory Domain Services
S0 g ot pllh IS s 5 S Ol
Next , i~ 5 LS S Add Features

S Ss
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[=1= .

Add Roles and Features Wizard

DESTIMATION SERVER
Server-1

Select ane or more features to install on the selected server.

Features

m] Z
[H] .NET Framework 4.5 Features (2 of 7 installed)
[] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[] Client for NFS

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[ Failover Clustering

Group Policy Management

[] 1S Hostable Web Core

[ Ink and Handwriting Services

f— - - v

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to madel a range of
business processes.

- [¥

Confirmation

< "

= Add Roles and Features Wizard

_I:I-

DESTINATION SERVER
Server-1

Active Directory Domain Services

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

[-To NN

DESTINATION SERVER
Sarver-1

Add Roles and Features Wizard

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, dlick Install

Installation

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. f you do not want to install these optional features, click Previous ta clear
their check boxes.

/ Restart the destination server automatically if required

Active Directory Domain Services

Group Policy Management

Remote Server Administration Tools
Role Administration Teols
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Next >

38

LU el Features « by o s ol

Next s, » s 5 Lip s gl S 4

S Ss

Domain (g;lllely 5550 53 amis oyl

S Gaslsl 3 4SS o E Controllers

.C,:'-\JJ.; @A‘j} QT e

S SIS Next 55

I, Restart the ... gau S a3 ol o

YeSLs‘g)JJoMJALinJJJ)J.:Sul;&\

LS SIS Install g5 5 dn 5 s SIS
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= Add Roles and Features Wizard

Installation progress

View installation progress

0 Festureinstaliation

Configuration required. Installation succeeded on Server-1

Active Directory Domain Services

Additional steps are required to make this machine a domain controller,

Promote this server to a domain controller

™~

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

—I:I-

DESTINATION SERVER
Server-1

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the cammand bar, and then Task Details.

Export configuration settings

= Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Select the deployment operation

) Add a domain controller to an existing domain

) Add a new domain to an existing forest

@ Add a new forest

Specify the domain information for this operation

Root domain name: SRV-1.com -

Mare about deployment configurations j

Close Cancel

_I:I-

TARGET SERVER
Server-1

Cancel

= Active Directory Domain Services Configuration Wizard
Domain Controller Options

Deploym

Configuration

Select functional level of the new forest and root domain

_EI-

TARGET SERVER
Server-1

Forest functional level: | Windows Server 2012 R2

Domain functional level: | Windows Server 2012 R2

|"

Specify domain controller capabilities

Domain Name System (DNS) server

v G

Type the Directory Services Restore Mode (DSRM) password

Password: ssssssssssss

Confirm password: sesscsncenes

More about domain controller options

Cancel

39

Active Directory . s, c=is pl 53

<=>’\.0‘ QTJ‘M 9 Sl o.)w'&&_w Jﬂls Q)j»ﬂb
Ll ~» Domain Controllers « 05 .
¢ 35 e Active Directory o = 5l da
Promote this (s, » LU en <l

LS s Kaslisserver to a domain

Ssh el da ISA L

313 3 5mmy ki slaas S wnd pl 5o
ot ey 3 3 1 ol Sl plas 8 S
Domain S «yl sl b o35 sl
Add ey ;8 oS sl Lo Controller
25 S Sl | a New Forest
o> o Root Domain Name .3
syl 1y cwnl Srv-1com bl s aST1 54
=S o SISNext 5, 5 5 oS
Sades kb dsl Cand s camio pl o
@ Y""'Mj}do S V'"S ;.JlP'::..a‘ B dl\.n)jﬂ
rwggww\)bﬂts.bﬁjOinbé.p\)jﬂ
e sapm Gl 4 aal e S plas g
2l 2012 50 ks g 5l disd
315 DSRM sl 1y 5508 505 Ll p s a3
S 350 O 4 Sl hee el S

I, 5,+ Domain Controller ..l
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2 VL' LSLQ)[S (abu‘ )‘ e Test@123456789 Sole cr.:S J)‘} odomu O g0 Jukl; ‘VJ"J;@ J.]aa BE

5] Active Directory Domain Services Configuration Wizard

DNS Options

_I:I-

TARGET SERVER

Server-1

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more

%]

Deployment Configuration i i
: - Specify DNS delegation options

Domain Controller Options

More about DNS delegation l

[ Active Directory Domain Services Configuration Wizard

Additional Options

Deployment Configuration

_I:I-

TARGET SERVER
Server-1

Verify the NetBIOS name assigned to the domain and change it if necessary

cniroller Cptions
The NetBIOS domain name: SRV-1 -

DNS Options

More about additional options

Cancel

40

S SIS Next g5,

S &S o pOlel Lo g o3 ol 3

Domain SlLlel sl
DNS 5 4 L] Controller
S35 S gty s g e ] 4S
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UAY
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TARGET SERVER
Server-1

(=) Active Directory Domain Services Configuration Wizard

Specify the location of the AD DS database, log files, and SYSVOL

Database folder: C\Windows\NTDS

DNS Options

Log files folder: C:AWindows\NTDS

Additional

(E|E{EN

SYSVOL folder: C\Windows\SYSVOL

More about Active Directory paths /

< Previous Next » nsta Cancel

BEE

TARGET SERVER
Server-1

Active Directory Domain Services Configuration Wizard

Review Options

Configuration | Review your selections:

oller Options  Configure this server as the first Active Directory domain controlle in 2 new forest. ~

The new domain name is "SRV-1.com”. This is also the name of the new forest.

The NetBIOS name of the domain: SRV-1

Forest Functional Level: Windows Server 2012 R2
Domain Functional Level: Windows Server 2012 R2
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No v

These settings can be exported to a Windows PowerShell script to automate
additional installatiens

More about installation options

—I:I-

TARGET SERVER
Server-1

= Active Directory Domain Services Configuration Wizard

Prerequisites Check

‘ @ All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show more X ‘

Deployment Configuration . . R R
Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

omai

ntroller Options

DNS Optiol Rerun prerequisites check
Additional Cptions
A View results

Windows Server 2012 R2 domain contrllers have a default for the security setting
named "Allow cryptography algorithms compatible with Windows NT 40" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (hitp/ | =
go.microsaft.com/fulink/Linkid=104751).

A delegation for this DNS server cannot be created because the authoritative parent

zone cannot be found or it does not run Windaws DNS server. If you are integrating

with an existing DNS infrastructure, yau should manually creste a delegation ta this

DNS server in the parent zone to ensure relisble name resclution from outside the

domain “SRV-1.com". Otherwise, no action is required. v

. If you dlick Install, the server automatically rebeots at the end of the prometion operation.

More about prerequisites

41
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e Sl ki sla ks, Domain Controller of s « Active Directory S a5l day

Search . :

Active Directory lzl o o zes Glp Sy mimm
Everywhere

WLl Start ssw syls o8 Sl il s Start s ge 4 anl 6

active directory{ -—

Active (l3>| pled 4 Active Directory 0> 5 5,13 L Wil g
 Domains and

Sl o 5ol Sl adl (sl wils s 2 Directory
' Users and

Sl dal

ministrative
Active LS sl (oS o odaline blie K3 53 &5 5 5b0les
 Sites and

L ol aes OUS ol I 3 45 conl sl a5t Directory

...__Médme for ‘JJS v_:_g‘jp. =3y

6\)9-\ 4 w}.ﬁﬁub cr)) ui:_})

Manage Tools

Active Directory Administrative Center 4 W‘J.A cACtIVG DlrectO ry
b Active Directory Domains and Trusts
i Active Directory Module for Windows PowerShell Mb& Se rver M an age r
Active Directory Sites and Services
. . Active Directory Users and Computers - N
o Configure this local servt s Server & bys bl S

Compaonent Services M
o . o Computer Management “ w‘f Lf 45 w\ anager
2 Add roles and features o

Defragment and Optimize Drives

Add other servers to manaq | %NS S s Kl Tools sy
Event Viewer

4 Create a server group Group Policy Management |, Active Directory sl
iSCSI Initiator

Local Security Policy J\.:.‘S OMm

ODBC Data Sources (32-bit)
CODBC Data Sources (64-bit)

Perfarmance Monitor

| >l o gla
GROUPS Resource Monitor L E S RS NI NC LN P
si1 | Servers totak 1 Security Configuration Wizard . ] -
Services o -~ )L:.! LAQ‘ A JL.L) 45 J)‘J
1 % DNS System Configuration

System Information

(® Manageability Task Scheduler V‘«”Su"‘ o o L1y LS aalsl

Events Windows Firewall with Advanced Security

Windows Memory Diagnostic
Sanvires

Windows PowerShell &7

i
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:Active Directory Users And Computers g juw L S

c,u.u};u.u"\é\ﬂasg;wlActiveDirectoryL;&ijﬂw;sﬂ)lsﬁj\d{yw)ﬁ@\
J.ALSC)JM‘L") B Sl e Lﬁ.‘wgﬁ.\)"«s;))dﬁ)ls“ ..... )L;’LA‘)LANL;@}W cd‘f)lScLﬁ 0‘5;

Search S al s g

Everywhere

MSSearch).sjr.U,i&Start 3ols s ol Sl ) 2

S 33 5 S 2l 1 Active Directory L, Active
= Active Directory Users and
Computers Active Directory Users and Computers s, » s, e
Pin to Start s o) 8l Sl a5 5l Mie 5 B S e el SIS
Pin to Taskbar .
EE - B s LS SIS Pinto start gy, sl anils 54 Start s 1,
Open in new window

Pin to (5, » ol ails 5= Taskbar s aals . S|

!E Run as administrator

S s Taskbar

Open file location

— YVWINUUWS FUWETSNEN

i Ko s &S Olea
-] Active Directory Users and Computers = || = - JJ 7 )}b

File Action View Help 55 A °M‘ “ s
D30 ORI R
N EEEEELEEY Y 2L
= (g @ (= L TER
] Active Directory Users and Computers [Serve|| Name Type Description Ao Caen )‘ el ol \J>‘
| Saved Queries | Builtin builtinDomain )
4 5 SRV-1.com | Computers Container Default container for up... . . n
S - > L ols  2ds
- Builtin 2| Domain Con... Organizational... Default container for do... j} )jﬂ (’ 2 6‘5‘)
- Comp.uters _| ForeignSecu... Container Default container for sec...
2| Domain Controllers | Managed Se... Container Default container for ma... b #J)jﬂ QL“%‘ U .J‘.:..S &:-LS

~| ForeignSecurityPrincipals

. : | Users Container Default container for up...
| Managed Service Accounts _
| Users uiﬁi; L)i\ S 4ar .,\.:S sdalin
)Jf.);r.:h\}ﬁ- EOr M‘J‘)Jb
SIsUsers ¢, 5 ol >
< m > S sdalia | day IKO L AS
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Active Directory Users and Computers

File Action View Help Ve

ez pFE 4B XEoE HBRLesTa%

(== LSLAe)J;‘Q‘ﬁ)\sV.:JbJL;ALMw‘JJ

] Active Directory Users and Computers [Serve | Name
~| Saved Queries

.  SRV-l.com

Builtin

Computers

Domain Controllers

ForeignSecurityPrincipals

_3) Administrator

#2, Allowed RODC Password Replication Group
82 Cert Publishers

ji,CluneabIE Domain Controllers

#2, Denied RODC Password Replication Group

Managed Service Accounts !}i,Dn&Admins
Users !ﬁ,DnsUpdateProxy
“2, Dornain Admins
Delegate Control... 2, Domain Computers
s % Domain Controllers
pe — Computer
All Tasks v Contact
View 3 Group
Refresh InetOrgPerson
Export List... msD5-ResourcePropertylist
mslmaging-PSPs
Froperts MSMQ Queue Alias
S50 Printer
User g
Shared Folder
< m s < T

Type Description ‘@f: LS‘JJ. AS V.:.'S .)L?u”‘ 61.5-‘.) j L;LA)'LMJ
User Built-in account for a
Security Group... Members in this grou|
Security Group... Members of this grou C)‘ 55 :S sl L Y S
Security Group., Members of this grou - ‘9 - Lj‘ s v—h . ‘) J-"‘) -
Security Group... Members in this grou|
Security Group... DNS Administrators G ‘ . \ .T ‘b
Security Group... DNS clients who are p ‘V',‘,’AJL;G )Jﬁ L;"’)JJ, .)J‘}A ) d ‘U, j’,’f
Security Group... Designated administrz
Security Group... All workstations and s, .
Security Group... All domain controllers ‘]" « > QBN ‘)" ‘Jgﬁj _,\;_;LA a J\S L')_;‘ LS\J"
Security Group... All domain guests o : " )
Security Group... All domain users
Security Group... Designated administrz . . S - S S
Security Group... Members of this grou )‘ j - L;d |) - Users LS))
Security Group... Members in this grou|
User Built-in account for g1 e . =z " -
Security Group... Members of this grou _L.5A ul?:u‘ ‘) User Lg 4.;\.1)'5 NeW end
Security Group...  Servers in this group ¢ )
Security Group...  Members of this grou .y
Security Group... Designated administrg L ool e sl casl e L :S
Security Group., Members of this grou LS.}) J-" N ') J-" ‘) ‘9-’ ) v-:-, yL;‘ - '5 "
-
a5 B s SIS New User |
>

Creates a new item in this container.

Mew Object - User

;_} Createin:  SRV-1.com/Users

First name: W) | Initials: | |

Last name: | bl |

Full name: |.S"L".‘|TL.5.—.:')SI' |

User logon name:

|user1 b | | @SRV-1.com v |

User logon name (pre-Windows 2000):

[sRV-1\ | [usert |

Back Net> | [ Cancel

Mew Object - User -

2 Createin:  SRV-1.com/Users

did

Password: |ooooouuooo |

Confirm password: |............ |

[[] User must change password at next logon

[[] User cannot change password

[[] Account is disabled

<Back || Net> | [ Cancel

2 g JAUé

55 )8 oL First Name ol 5 camio opl 5o

;,\j\)pwugh}?‘u¢uLastname Cond 33 .S 55
Ger s ool 0L @ es Ll8 e &S L andls a5 eleS
S0 «s User logon name ¢ s o 54 Pty
glel 350 s Sl S b bl il o S
@ EV"PJS solsuserl cand -pl js aS US55l 1 Al e

AeS SUSNext o) o diSax g Gy > Syp s S8

S0 S 3 3 S Gl L pes b e cnl o
R 050 Dl edamn Sose 4 AL Gy ol S AS 4
15 Test@123456 sl 3ls s slas) s = 31 S 5
Rl Sl edsl 6 4 S 4SS e sdalia O 55 3 S 4
Galas o Sl de s, g 84S 5 0 S sk
ety QU cnlss g au S dns R ) e ey L
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BE) cCJLOyy w‘éo)l;)b ch.;uw.s ;LAEJ‘ Q‘j«&@.ﬁ@)r&jﬂ) LJ'i‘ c.)\.:.S ubﬁ.";‘ b fﬁ""é‘*“i’.)f

Saisyse 58 a3l Jli Account is disabled (¢« S 3155 sl Eo Group Policy e

Password Never s a8 ol Jb= s .cuils dalyso | adus 35,5 Ol 5 1S dalys Jbé .

Create in:

&

Mew Object - User

SRV-1.com/Users

When you click Finish, the following object will be created:

LS SUs Next 65, 2 5 —bssl | Expires

J\:..Sdo o.,\.huw b o.)\.‘fi: J)\) CJLO%\ cw g.)'.’.‘)"

FiniSh XD Bx J‘il‘ ¢j]éJ>)jﬁ ﬁ)ls bbq" Ls‘j 45

Full name: pola bl 2l 2 N
User logon name: user1 @SRV-1.com
The password never expires.
w
<Back | Fnmsh | | Cancel |
E Active Directory Users and Computers == -
File Action View Help
= o | R g e =
=% 4B REE HE T aETER
] Active Directory Users and Computers [Serve(| Mame Type Description
Saved Queries l) Administrator User Built-in account for
4 i SRV-1.com 2, Allowed RODC Password Replication Group  Security Group... Members in this gre
.—_ Builtin 2, Cert Publishers Security Group... Members of this gro
| Computers SaClnneahIE Domain Controllers Security Group... Members of this gro|
- DDrr!am CU”t_m”E_'S i 82, Denied RODC Password Replication Group Security Group... Members in this gro
- :relgnS:cSunt.yPrEclpals 2, DnsAdmins z Group... DMNS Administrators
= anaged Service Accounts 2, DnsUpdateProxy = Group.. DNS clients who are
s 2, Domain Admins Addto a group... Group... Designated administ
SaDnmam Computer Disable Account Group... All workstations and
82, Domain Controller Reset Password... Group... All domain contrelle
2, Domain Guests Move... Group... All domain guests
2, Domain Users Open Home Page Group... All domain users
2 Enterprise Admins Send Mail Group... Designated administ
SaEnterpnse Read-on Group... Members of this gro
82, Group Policy Creat All Tasks Group... Members in this gro
?_. Guest Cut Built-in account for
2, Protected Users Delete Group... Members of this gre
374 RAS and IAS Server R Group... Servers in this group
S?JREad-nnly Dorain ename Group... Members of this gro
52, 5chema Admins Properties €—— Group... Designated administ)
S}W\HRMRetheW Help Group... Members of this gro
&
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wilzllb awinys Properties

L

MemberOF |

Dialin | Environment

I Sessions

Remote control I Remote Desktop Services Profile I COM+

General | Address I Account | Profile I Telephones I Organization

3

elall ads

irst name: s [ ]
Last name: [t |
Displaynams: ~ |uelakk =% |
Description: [Sele e |
Offie: | |

Telephone number: |ﬂ'93334€155? | | Cther... |
E-mail: |farshid_babajani@:,'ahoo.com |
Web page: |hﬂp:f’f'mvw.3.isco.ir | | Cther. .. |
[ ok || cancel || el | Hep

wilzbl 13,6 Properties L2 ]
Member Of I Dialin I Environment | Sessions
Remote control | Remote Deskiop Services Profile I COM=

General | Address | Account I Profile I Telephones I Organization

JJ}A )J b JLG}U&‘ ‘General g,,..; )J 9 W w.\ )b

(;LU&O)M}%LWCM‘J)JTJJLAJEJJJAJ{JE

S JeaSS L5 S edalie |y O 4y bgy o Sl 5 5

A (G amio 4 5 LS SIS Address s s,

S 4

L S sSa Joee Slaseie Ll g5 0 Address s s

S 35l s IS8 Kk 4 S e«

g K5 4 s 1S SIS Account s s,

LY

Street: Shahid Salehi - R- K ~

b
P.O. Box: |1 |
City: |babaol |
State/province: | Mazandaran |
Zp/Postal Code: 12345 |
Country/region: | Iran W |
oK || cance || mepty | Heb
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wilzbily susinys Properties

L» s

Member Of I Diakin I Environment |

Sessions

Remote control | Remote Desktop Services Profile I

COM+

General | Address | Accourt | Profile I Telephones | Organization

User logon name:

|user1 | | @5RV-1.com W |
User logon name (pre-Windows 2000):
[SRV-1\ | usert |
| Logon Hours... | | Log On To... |
[ Unlock accourt
Account options:
[] User must change password at next logon -~
[[1 User cannot change password
Password never expires
[] Store password using reversible encryption w
Account expires
(®) Mever
) End of: 214 4 10, ek - |
| ok || cancel | Help

Logon Hours for (ilzblb aui,s

.;. 0
12-2-4-6-8-10-12-2-4.6-8-10-12

&2l through dmess from D6:00 £ 3to 02:00 & =

@ o]

gon Pemitted

gon Denied

Of ol 5 6 5,8 ol 1l 55 e Account s

User logon cu.s ;3 I8 opl gl s o |
S 5 bolen doas 5 | 8 (b Al e NaMe
Cead 53 el Sk 4 o505 Glp pb opl el
Coand 53 O3 &S 1, sls 43S Account Options
B Sl 3 38 s L BOT 5 sl
Rl 03 e Sl gl Sl S e sdalis
AL o Sl 5 G ) Sl 4S 215 34y Caad
Jgtj;&w.@\gﬁﬁlyomwu@jps
S sl |y ek 40,5 Ole) 3 Ol l8 l

U as SUs Logon Hours (s, » L ol sl 5

s b s S

- JEJJ)‘,A f)lSmJ:.,\‘,Sda cw U'i‘ L

L eddyasin Zole 5 555 ol
Ly aas glajs, JS Il QIS cpl @l tday
s Logon Denied 5, ,» 5 bl
w8l SAS ok dde 4 0T K, b S
Sy Llg s sy 8 S
S 4wl Gl O Sl ey s Sl

Cele (s 3955 ¢ o3lrl s Jais; e

4 a8 Al il e g s S Logon Permitted (5, 5 5 ol (S8 b 4 1 ol i

ol paseia oS ax 5 IS b 4 STy wa asiie Oley 5 555 03 2505 & oSl Al g e 055 )8

o>|>)').);€)4..,>3)56°}le-\0200l30600 C,&L.u)\)wuMéu))))‘ﬁbjjﬁfjgbsw\

ASJ.::SUA.&;.L«.,\CJ\)SJas«SJ)b;ﬁjLogOHTO¢UQJ.<i>L;|Q)§.J:LS&ASOkL§)Jﬁ.¢M&\oM

Al ansls 5555 ol etanw = 3o b 5l s e 58
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wilzbl 1uiys Properties L2 x] I b aes s Profilecs s, 5 8 aslsl sl
Member Of I Dizkin I Environmert I Sessions R . i - - .
Remote control I Remote Desktop Services Profile I COM= J ‘J—"'J;MJF )‘ L’S".‘ PrOfIIe e “;‘}w JALE Ini0
General I Address I Account | Profile | Telephones I Organization . . R . . .
User profie v\:;‘jJ‘;d Lo.w = L)'»’~‘ )J v\.wl.)‘;d LA&_A.’ Lﬁ.fb‘).’)lsjﬂ
Proflepath | | & User Profile e s 55 01,58 pled sl
Logon script: | |
s S sl Lol Profile o, cle o
Home folder
(®) Local path: | | qu“ L;La‘ PR O})J w)b‘ DL Q‘J;)ls <=l.¢3 PI’OfIle
) Connect: . . .
&lp Al s wa Home Folder s ;5 5 54
oMbl plad 45 A8 sl ($3lms 5113 S 555 018
Slads cmls pleas 513 ol Olea O3 5 1) 59
Share ol )5 ¢ i gl S sl o ool 5 0550
4 g&-ﬂls v\’U 6[.‘5‘)»)) DL, J\tJ:L: 42.::‘.} 4.?')3 C~w‘ ol
Ly el g 50
[0k [ Gt | [ owr | [ b ]
wilzbl auinys Properties _
Member Of I Dialin I Environment I Sessions ‘. . ow -
Remote control I Remote Desktop Services Profile I COM= b Jlmb)y f'u\s ‘JALN S| ‘Telephones 02
General I Address I Account I Profile | Telephones | Organization
J.:S odalins lf. ))\j J‘.::\}S&
Telephone numbers
Home:  [0111362— | [ other. |
Pager: | || Other... |
Mobie: (09339461557 | [ other.. |
Fax: [0111362— | [ other.. |
IP phone:  [132.168.99.1 | [ other.. |
Motes:
oK || Cancel Apply Help
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wilzbl auinys Properties

L

Member Of I Diakin | Environment I Sessions
Remote control | Remote Desktop Services Profile | COM+
General | Address | Account | Profle | Telephones | Organization Cf J:Jlj;";q ‘u"L‘JL'“ v\"‘_} L.,. Organlzatlon 5 S
Job Title: |Networkﬁdminist|ator | \) JE-;J)}A j-’)ts ﬁJ‘A r C/SJ.& rL’ ‘L;)ls J\"‘j ‘)ls
Department: |G5co |
Company: |3-isc:o.ir | .JWS"' OZL S
Manager
Mame: |ﬁdmini5t|ator |
| Change... | | Properties | | Clear |
Direct reports:
0K || Cancel Apply Help

wilzbl awisys Properties _

Member Of | Dialin I Environment | Sessions

General | ﬁddreﬂ Account I Profile | Telephones I Organization

Remote control Remote Desktop Services Profile COM+
Y |
Lse this tab to corfigure Remote Desktop Services remote control settings.

To remoately control or observe a user's session, select the following
eck box:

Iv Enable remote control

To require the user's pemission to control or observe the session, select
the following check box:

¥ Require user's pemission
Level of contral

Specify the level of control you want to have over a user's session
™ View the user's session

{* Interact with the session

oK || Cancel || Meply |[ Hep

issge 58 4 oSl 5« Remote Control s s
wUls By o 4l 5 &S e | el gl
wils 1, s (s 42533 ol 51 bLSI L Remote
I s 4 OIS gl s Dlessge l AL

A el e 2
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wilzbl e Properties _

Member Cf I Dial4n I Environment I Sessions
General I Address | Accourt | Profile | Telephones | Crganization
Remote cortrol |  Remote Desktop Services Profie | COM=

Lse this tab to configure the Remate Desktop Service2 user profile.
Settings in this profile apply to Remote Desktop Services.

Remote Desktop Services User Profile

Profile Path:

I

Remoate Desktop Services Home Folder

{* Local path |

" Connect: Ta:

[~ Deny this user permissions to log on to Remote Desktop Session Host

server
ok ] [ Cono ][ o ][ Pob ]
wilzbl 1@y Properties [ » ]
Member Of I Dial4n I Environment I Sessions
General | Address I Account I Profile | Telephones | Crganization
Remote control I Remote Deskiop Services Profile | COM+
This user is @ member of the following COM+ partition set: x
Partition Set
<none: vl
OK || Cancel || mppy | = Hep

« Remote Desktop Service Profile s ,»
@ aS 3 Ol pslS gl Wils e L Profile _s asle
Lgs oo R s s,y Remote o ;-
ol s S5 Silme S 35l 5 el Profile

Al s 53 5 Sof LOT Sl ples b S sl

a bacand ol olad 038 olil S &S sbotes

MJ\A‘?L;W)JJL}JSQ)‘M

sl el sl Partition k<! ¢l COM+ s
S 1l 1y 3 COM gls sl b il e 01,18
Sl 18 s s aly olne S COMA
4525 Sl e b 52 B odd il 2l Silo a5

LS B, IBM 5 STl oledbl (¢
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wil=bb 1wy s Properties _

General | Address I Account | Profile | Telephones I Organization

Remote control I Remote Desktop Services Profile I COM+

Member Of | Dialin | Environment I Sessions
Member of
Name Active Directory Domain Services Folder
Domain Users SRV-1.com/Users

Primary group: Domain Users

There iz no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Set ary Group

wilzbl auiye Properties _

General I Address I Accourt I Profile I Telephones I Crganization

Remote control | Remote Desktop Services Profile I COM+

Member Of | Dialin | Environment I Sessions

Metwork Access Permission

" Mlow access

" Deny access

{* Cortrol access through NPS Network Policy

[ Verfy Caller-D:
Callback Options
{* No Callback
" Set by Caller (Routing and Remote Access Service only)
™ Always Callback to:

[ Assign Static IP Addresses

Define IF addresses to enable for this |
Dialin connection.

[~ Apply Static Routes

Define routes to enable for this Dial-in
connection.

QK || Cancel | Apphy Help

)wcgwd\)JSQwquﬁjﬁé&bJﬁbe

s el g o o psb e cnl S5

S Al 55 o Lk 4 el 1l 5 ol sl Sy 5 LS
a5 Ay O g |y ol b Same 5 A8 syl o5 S

ALy s s e s 0y 5SS

03 g Jate Olosle s 4 Slesle (6 a8 51 Oy

.ﬁb?@‘%ﬂéu)s‘j&b)‘j&ﬂbc))}w@
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B

wilzlib auiye Properties

General I Address I Account I Profile I Telephones I Organization

Remote control I Remate Desktop Services Profile I COM+
Member Cf I Dialin | Environment | Sessions
|Use this tab to configure the Remate Desktop Services start
environment. These settings ovemde client-specified settings.
Starting program
[ Start the following program at logon:
Client devices
[v Connect client drives at logon
[V Connect client prirters at logon
[v Default to main client prirter
ok ] [Coros | [ owy ][ e ]

-

wilzbil ains Properties

General I Address I Account | Profile I Telephones I Organization

Remoate control I Remote Desktop Services Profile | COM+

Memhber Of I Dialin I Environment | Sessions

Use this tab to set Remote Desktop Services timeout and reconnection |\
settings

= =]

End a disconnected session:

Active session limit: |Never

|dle session limit: |Never

When a session limit is reached or connection is broken:
{* Disconnect from session

" End session

Allow reconnection:

* From any cliert
" From originating cliert anly

oK

|| Cancdl [ ee||

S S esie Ay . Environment oo s

S Sl Ol Ble 5 e 358 o0 @ 31y )8 &S e

Al axdls 0ad |l bl

L by onl 66 e Olpe o bt (ol 0
0 Sy ax U ks, o8 a8 WS el U ol
LS padede Lilg e b s il il 18 s S
I e 5 2, 13 s 55 2 S S Sy &S

S8 ol Sadkag 5l Sles e Ul

2 L ol S by e la o ples caad I G
6”4}3 6L§"’3L§‘9J s LSLA BB LAl -r-.{JJSw)J.:

S S (..:.a\j} Gy yllas ol ool
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:Active Directory Users and Computers uug juw > 69 S skl

B Active Directory Users and Computers = I:'- —u.:m.’ cACt|Ve Dlrectory )b Lﬁ °_5J§

File Action View Help

4
e E Fa8XEG2 Bm L eaETER

=] A.ctlveDlrecturyUsersand Com|| Name Type Description ~ ‘).‘ CJLQ)\ J:-ﬂ:ﬂt-_’ JJ 9 J‘:‘:‘S‘f u—i‘ ‘) Lj-i"q-.’ O-.’.‘):

L Saved Queries aJAdministrator User Built-in account for ad...

4 SF_{“"W-CDW‘ 2, Allowed RO... Security Group... Members in this group c... = ~
4 - Builtin S:tCertPubhshm Security Group.. Members of this group ... ))\j ‘°}js Jb.u‘ (.S‘j" ,V_‘,',SL;Q a_}u‘;.w‘ L&O‘
L] Cnmp.uters 2, Cloneable D... Security Group.. Members of this group t.. " ' "

b al Enrr!amsCﬂnt.mga.rs ol 52, Denied ROD... Security Group... Members in this group c...
¥ - oreignSecurityPrincipali| g nncpdrmins Security Group... DNS Administrators Gro... H H d
_>I> = ETVEEEE‘ Service Accour 52, DnsUpdateP... Security Group... DNS clients who are per... ACtlve DI reCtory Users an U‘M‘.’JJ
s Delegate Contral... Ad... Security Group... Designated administrato...
. Co..  Security Group... All werkstations and ser.., - . .
i Con  Securib: Geaun Al dasaain cants ollers i.., = du. S e )‘ 9 ﬁ}wa Compute rs
Mew — 3 Computer s T
All Tasks v Contact
View v Group €— ;'rsut::o &AS UserS S 2 91 J.i.l Lole
InetOrgPerson
E:’:::thuﬂ msDS-ResourcePropertyList fgrclup e = -
s S NeW s 5l 5 oS o e,
Properties group ... " "
MSMQ Queue Alias bup can...
K=y Printer
_ group ... .o v
SES:hem User nistrato... J’f Lgf.yb )‘J’f‘ )‘j-’ )‘ L.{ j “-.Jl’w‘ ‘) Group
< n > || B WinRM | Shared Folder group .. v
Creates a new item in this container. . &*Ls jE-.' . T
V'MS = 240 O )_i_,\ S
New Object - Group -

5[% Createin:  SRV-1.com/Users JJU b 0‘5; rLa Group name ... )J (doedo U'l‘ )J

5 Group Scope loss 51 Yyl b 05,8 1S s

Group name:
[ < |

L oagS ol o2 LS S e enlina Group type

Group name (pre-Windows 2000):

[ | V““s <t on
Group scope Group type
) Domain local (®) Security .z s R .
(®) Global () Distribution ‘\*”‘JS SJ)\D Sy 4*”‘)5 “w G roup Scope e )2
) Universal P P .
- sy e 058wy S ol bl L as Domain Local

o ] [ama || omee® 3 355 oo I 1 O (68 el LUl

s 1y sl e Trust ¢ Lol ess 4 oS Forest s

s s Ul yls 1y 55 (6 a8 gazs 3 5 395 e Sl lad oS pae LUl oS Global g a5 Ll
Forest L 5 wess & 5l 6,8 s2e LUl Universal s au 8 5 s 15 s s 5 s Forest eled |
Ll 55 o 035 TIUSE oy gm 5 (AiS o enliiul 5 a5 ol s L 31 ST aSCol w0405 1,
S 05,8 ol gl 1y ey a0l

Os S Trust (s s .Jﬁr?m\)}ﬁ»gg%&u\;\)syb@)jw@cu a5 03, S Trust (g o,L s
e by LAl e e J{BBMP.&N}:J&\%A L},U;L;lﬁlwbjéﬂé:)baju\tyzyw\g
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Al g w5 55 oplys as Group Type <=U Lsylsssers L§;<1° Cws (Global ¢ ay S bl o

Slp s ol s wilg el rp}Permission L jsmee 03,5 ool iSOl | Security ¢ a8 S|

Permission «5 5,1 1, 0Ll -l Distribution ¢ oS Js s 5d o eslizl s j5 a5 S oly JLol

I, Security 5 Global ¢ «, % eledl gl kS Jlsl ply 555 sliasl 4 L5 e Ll cas 25l )

View Help

Active Directory Users and Computers

e @ FBXEEE PaETER

_I:I-

4
4

<

Active Directory Users and Com

| Saved Queries

3 SRV-1.com

| Builtin

~| Computers

2| Domain Controllers

v v T W W

7| Users

| ForeignSecurityPrincipal:
| Managed Service Accou

>

-
MName

Type

& ilsbl s User

52, WinRMRem... Security Group - Domain Local
82, 5chema Ad...  Security Group - Universal

2, Read-only D... Security Group - Global
H3,RAS and IAS ... Security Group - Domain Local
2, Protected Us... Security Group - Global
P17 PE———

?. Guest Add to a group...

52, Group Polic Move...

82, Enterprise R. Send Mail

52, Enterprise A All Tasks v
2, Domain Use

2, Domain Gu Ut

2, Domain Co Delete

2, Domain Co. Rename

.:-EDomam Ad. Properties <—
ﬂDnsUpdateP

giDnsAdmms Help |
.EEDemed ROD... Security Group - Demain Local
gaCloneable D.. Security Group - Global

W Cert Duihlich

Cerurity Gronn

- Namain | nral

Description
[T FTAY
Members of this group ...

Designated administrato...

Members of this group ...

Servers in this group can...

Members of this group ...
IT Managament

Built-in account for gue...

Members in this group c...

Members of this group ...

Designated administrato...

All domain users

All domain guests

All domain controllers i...
All workstations and ser..,

Designated administrato..,

DNS clients who are per..
DMS Administrators Gro...

Members in this greup c.
Members of this group t...

Mernhers of thic arnnn

Allows you to add the selected objects to a group you select.

IT-1 Properties

General | Members I Member Cf I Managed By |

B

S}J Im-1

o

() Universal

Motes:

Group name (pre-Windows 2000): IT-1 |
Description: |IT Managament
E-mail: |3isco.ir@gmai|.com |
Group scope Group type
Domain local (® Securty
(®) Global () Distribution

ok || canea ||

Apply

54

S » ‘;E-b)y °_}J§ sbul 51 e
S 4"3.]‘? 5 LS ol SIS ol

S ol |, Properties

se5S g5 Al e General (5 s 5 amiso il s
faas i 1y ol ASly e 5 S edalis |, 0 Scope
| || Global I,.5,5 & Scope S14S 1S ax 55 a5 pl @
= Domain Local « 1 of wily oo b5 5 s
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IT-1 Properties

| General | Members | Member Of | Managed By |

[

Members:

MName Active Directory Domain Services Folder

ok ) ol | [ o |
i [ I
IT-1 Properties £
MerberOF [ Vanaged By
Member of: N
MName Active Directory Domain Services Folder
Administrators SRV-1.com/Buitin

E"\

This list displays only groups from the cument domain and groups maintained
inthe Global Catalog, such as universal groups.

[oc ] [cot | [ov ]
IT-1 Properties [ ]
[ General | Members | Member Of | Managed By |
Name: [SRV-T com/Users/silabb 228 <— |
| Change | | Properties | | Clear ‘
[ Manager can update membership list
Office:
Street: Shahid Salehi - R- K ~
v
City: babaol
State/province: Mazandaran
Country/region: Iran
Telephone number: 09335461557
Fax number: 0111362—
ok | [ cancel || opy

il s gie &S (08 e Ll . Members s s
LS‘J" EJ.:.A))‘J:Q ejjg w‘é@wﬂ) ‘)J.i.:.) Forestl.l}

S gt |y sy ge S 5 SUS A s, 0 S ol

LSﬁJo)ﬁy,é&bo)ﬁO.«:\J:.;‘j.?@cMemberOfg)b
Add 55, S cpl gl S eslizad OF glajsmes 5l 5 S

Blol ced w520, IS e |y s g0 05 S 5 s SIS

LY

5 S a &S WS asie Ly o Managed By s s
uLo.A.b_sﬁcuTub;’b\Lﬁ‘.,\»}b}la;))jﬁoj;wé)cfj;

055 ool s L) 505 Ol Ll e Kinsse )5 Loy S

LS

oS SISOk s,
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[
A

Active Directory Users and Com

g

=

By

A i

Saved Cueries

S5RV-1.com

| Builtin

| Computers

2| Domain Controllers

| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

3 PR
52 WinRMRe
82 Schema A
%Read—unl}
2 RAS and |,
ﬂf,Pru:utected
81T

?_, Guest
82, Group Po
82 Enterprise
82 Enterprise
2 Domain U
EE,Du:umain G
%Dumain g
%Dumain g
ﬂ_{DDmainJ’l
2 DnsUpdat

Type

Copy... al

Add to a group...
Disable Account
Reset Password.., al
Move,.,

Open Home Page

Send Mail
All Tasks 4

Cut
Delete

Rename

Properties

Help

82 DnsAdmins

Am

Security Group - Domain Local

Mermbers o
Designated
Mermbers o
Servers in th
Members o
IT Managa
Built-in acc
Members ir
Members o
Designated
All domain
All domain
All domain
All worksta
Designated
DMS clients
DMS Admin

«ﬁ)gugiéj)ﬁff‘

€S S cnl, SIS
Wl 4 1y sl sl
e ealis 5, SO
w38 ol 5l el e S
St o er bl
L as ¥ !SI Copy
S Al e oS Sl
bl bowds )8
S ol las s Ll

S a1y ) 4 S

S 2SS 3l de il o Lol 05,8 SO s sy g0 pslS S sae ) s S ool /Add to a group

Sl g,y oUls 5 ssh o Jd e lisyge oS wu S opl s, » SIS L Disable Account

S Jad 1y sy se I8 A5 e oS SIS OF 555 o0liss S5 558 0 8 S (55

s uxs L3y sy 2l Ol 1y oS s sey i S ol s, 2 SUS L :Reset Password

cd&%WJDQSJK{'JM&4.,‘)#JJ}AG);QJJJJS%‘)}'&M;U{"ub:b‘l.sMove

sl Ul el sl

General cus ;s &S Jaisyee 58 Cole Lol woS ol gu, » SIS L :Open Home Page

.Jﬁ&jl{cﬁbﬁsj\jjﬁ.b‘)jﬁﬁ)g@.bj._:f

J\:ijb J‘:"“.’.‘ ‘Out|00k _)‘jﬁ‘ (=J-: db‘y u.»,a.: Q_)j*p DL J.E.b)}o J.:)ts 6\;} .,\:.:\‘53‘54 :Send Ma||
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:Active Directory L 8 j9aiug blujl (5 6923

‘)8)‘5.,\%‘3.,\.1[.’)\5@\6‘);‘ﬁﬁJ@W‘)}ﬁ@S)jM})\oJW‘L’mﬁ\j}&d@@\)b

Gakas @l 5 a5l e il uled D3 e b sls (S50 8 iy coal b STl andls Sl s

—
S

.-

Troubleshoot problems

= Open Metwork and Sharing Center

[T

T “A <« Network and Internet » Network and Sharing Center v & Search Contrg

Control Panel Home

View your basic network information and set up connections

View your active networks

Change adapter settings
Change advanced sharing Unidentified network Access type: Mo Inte
settings Public network Connections: [ Etherng
Change your networking settings
{‘in Set up a new connection or network
= st up a broadband, dial-up, or VPN connection; or set up a router or a
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting informa
£ Network Connections
’i—) ~ 4 f;l-'l <« Network and Internet » Network Connections »
Organize = Disable this network device

T C».wb@‘MQJSQ)&[T&})JJ}J%FQTJJ‘)

Open Network and Sharing ¢ 4.8 5 &S

A ol | Center

6})ﬂgr>’-w)'\cwd\)>
SJs Change adapter settings

g b de IS0 LS

Diagnose this connection Rename thi ‘) \“'S - ,‘J §“ S ‘4§ . :', Q)Lg O‘)S.T sz‘) j‘.’ ‘W g:)f.‘ )J

L-'. Ethernet
== Unidentified network
& Microsoft Hyper-V Network Adap..

& Disable
Status

Diagnose

Create Shortcut
Delete

&
# Rename

‘f‘;‘ Bridge Connections

‘f‘;‘ Properties g

Internet Protocol (s 4.5 o se Cd 3l amio o0l 3

JKa b ues KIS Properties g5, 5 ol 1, Version 4

San b A (g amio

57

S ol |, Properties

B Ethernet Properties
Networking

Connect using:

L¥ Microsoft Hyper-W Network Adapter
This connection uses the following items:

EQOS Packet Scheduler ~
<& Microsoft Network Adapter Multiplescor Protocol

& Microsoft LLDP Protocol Driver

& Link-Layer Topology Discovery Mapper /O Driver

i Link-Layer Topology Discoveny Responder

i Intemet Protocol Veersion & (TCP/IPvE)

B Intemet Protocol Version 4 (TCP/IPv4d) [ amEY]

>

A RRERER O

Install.... Uninstall Properties
Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

0K Cancel
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Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(®) Use the following IP address:

1P address: 192 . 168 . 10 . 31
Subnet mask: 255,255,255, 0
Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: 192 , 168 . 10 , 30 |

Alternate DNS server:

[ validate settings upon exit el

oK Cancel

N Command Prompt

icrosoft Windows [Version 6.3.76801
{c» 2813 Microsoft Corporation. All rights reserved.

:nUgersihabajani2@ld>ping 192.168.108.30

Pinging 192_168.10.38@ with 32 hytesz of data:
Ieply flom 192.168.18.38: hytes=32 t1me<1mg TTL=128
B 38 by TTL=128
TTL=128
2 time{ims TTL=-128

[Ping statistics for 192.168.10.38:

Packets: Sent - i 4, Lost = B <Bx loss>,
fAipproxinate oh i illi—seconds:
Minimun - i = Average = Bns

:xUgersrhabajani2@id>_

Search

Everywhere -

> this computer

IP s 5 158 ssdus a4 bype IP Ll cad ol o

Cyge 4 |, IP address oS syl s sl
<y e 4 |, Subnet mask 5 acs 5,05.168.10.192
DNS Server c..d ;5 .08 5,15 255.255.255.0
b 0 192.168.10.30 Ll 534S 1) 5 w3l Lb

.LS&_QJSOkd})fé)\S ‘)‘JUU‘JWSJ)U

ﬁ‘°MM’)>)}ﬂ“6msw)f~lib‘UI)|M

53,051, CMD 5 w55 Search 5505 QS ol gl L

Sss el da KA 6 acS |

bc@&oMWWw‘)JSJ%QM

s 4 PING 192.168.10.30 s

V-"“ oMJAA“MLSLA‘)J@JEDJ}A

ae gazme 55158 5505 b ol Hom b Ll cus Sl da
s IS8 b ISl (6l .m;sSRV-l.com e S
305 1, Rename g «lS 5 5 0 8 5505 Search s,
Rename this s « 5 orpe cud 51 5 S

oS o ol | computer
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‘/ System Properties
Computer Name | Hardware | Advanced | System Protection | Remote

f L Windows uses the following information to identify your computer
=S onthe network. = .
I, Change s «. ;8 Computer Name 5 3l ax~io 0l 53

Computer description:

For example: "Kitchen Computer” or "Mary's

Computer”. & . PR . .
Seh b da SG 6 S Ol
Full computer name: babajani Jﬁ . - g:)
Workgroup: WORKGROUP
To use a wizard to join a domain or workgroup, click
Network ID. Network 1D

To rename this computer or change its domain or
workgroup, click Change Change...

/

oK Cancel

Computer Name/Domain Changes

ou can change the name and the membership of this

computer. Changes might affect access to network resources. 5‘9;'. ;Mls r[_, ‘Computer name < 5 33 9 W U'f«‘ 3

ui):v.@.ﬁjw‘ ol J)\)Statlonl rl.: LL?LZ{.‘)JAS.)\.;JSJ)‘) b

Computer name:
Station1 -
Full computer name: b SRV-l-Com L'x’ﬁj-} (‘LJ -)\-iLJ LY MLL;O Domaln Cond ¢ 7";.>=' )
Station1
More S e oS SIS 0K (555 2 ledl 038 sl 51 d S 505
Member of . ) ) )
® Domain: 705 S8 b el Sl aS 550 e 5L Gl amio ok 5, » SIS
srv-1.com €
() Workgroup: LSJ")LS rL’ S JHSL;G C‘_,wu‘jﬁ-)} b W‘ DO S

WORKGROUP

b oS SIS ok (g5 2 s ) e L« Administrator

Cancel _
LS SIS 0K g5, » 0l 5l a3 52 8l Welcome (g amiw

.S Restart | (o 3

S Sl s S Restart | g S5l 5l day
Other user L ) .
(P St DopP A ks s 35l Al e

s O3l 81 s ol b U3 (6008 el

srv-T\administrator

Sign in to: srv-1

odZ 53 3,05 5 Wl et loCal s 515 4SS

&gsOtheruser S0 2 o> 439,58 Sle

3 s 355 5 S 3,1 DOmain name\User & 5o a5 505, Sose 15 08 ¢ 5 AsS

59



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

jﬁﬁ&)}ﬂj}.«\iﬂ) .D)U M.o‘.)‘)b V.N'JJS&-GJAZO].Z R2 ))ﬂ‘l{jgfv@bg‘}}.«\.b“j ‘L’>=u"\44l3

=S 1> 1, Active Directory Users and Computers ..

] Active Directory Users and Computers

File Action View Help

es 2@ {0 XOGEEm e TdR

_I:I-

: Active Directory Users and Com T

Name
B[] Saved Queries
4 3 SRV-1.com

> | Builtin
| Computers
2 | Domain Controllers
| FereignSecurityPrincipal
| Managed Service Accour

1 Users

3
3

m >

Type

Description

[ STATION1 Computer

Add to a group...
Disable Account
Reset Account
Move...

Manage

All Tasks

Cut

Delete

Properties €—

Help

Allows you to add the selected objects to a group you select.

SR8 il 4 g e Sl Sl A

S g e S 31 ST s,
Cud S IS Computers
Jame 5ol 4 S5 2be S sl
Coand SIS o sdalie |y Ll ol
g i a1, 8 jsdos oA et
s,ly Stationl 1, of ol el o5 S
Ll e o8 5055 JSG 5548 05 S

JSMLS rL: S £ ')"35;5‘ sdalin

Mjsrﬁi)kféésjbsﬁjuﬂb'm&ugjf (e ol 5 5sd 3L ki s gsw U s ol SIS

LS Ol bDisabIeAccountL;@ﬁjf\srgsa)u\&d\pw.ﬁ;;w)ﬂ I, ol User

LS SUs Properties g, 5 .cuils dal s 1y e ss a5 35,5 sUlg 50l Jugﬁ;,fw

v/ v

STh}lOm Properties

|

General |Ope|ating System | Member Of | Delegation | Location | Managed Eyl Dialin |

Wl sTATIONT
Computer name (pre-Windows 2000): TATIONT
DNS name: |Stati0n1 SRV-1.com |
DC Type: |‘.'\|'0rkstati0n or server |
Site: | |
Description: | |
QK | | Cancel Apphy Help

o33 ¢ 3 DNS o 5508 ob General o5

S eedalie ]y S

Sas S Sl gt Operation System . ;s

wjﬂjdj)jo‘wbbw‘wk{)yﬁwg

Aas gu;;ug&i

L s, 5 eelS Wlg o Member Of 5 s

S sy JaelS SIS I L aS AiS 8y S sae

J"SL!o CJQ)JJ.E.}J_)‘}A o);_}‘ ‘_) (a_)ngLA
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STATION1 Prope;ci;s v { IL‘{-

ol oUly opl w5 e Delegation s s

| General | Operating System I Member Cf | Delegation | Location | Managed By I Dialin |
Delegation is a secunty-sensitive operation, which allows services to act on ‘) U’ij}_ L;'W\,}})D LSLALI"'LJJ'W 45 V':-'h’\" fﬂls

behalf of another user.

(®) Do not trust this computer for delegation 9 J_.;}:_:.ALS Lf»:" TrUSt ;AJU 3 BWY ‘J?-‘ Ji.:b D9 S

() Trust this computer for delegation to any service (Kerberos only)

() Trust this computer for delegation to specified services only

Use Kerberos only LSLQ =i )‘ 'b‘jb ﬁ)’&'lﬂ\s 3 V'.‘.’S 5\"".'.‘ J’<'l‘> PN e

Use any authentication protocol
JCS o.\l.é:.,.«\ J.E..IJ)}A )JJ.M:

Service Type  User or Computer Port Service Ni
bl ar Cusdse Lilg o Location oo s
Managed s 5.8 jasiin Iy s, s 55lS
£ (1]} >

Cependes e 25 8L s 8 4 A asis Adls e By

oesie Ll e Dial-in O s sl 5sslS

| e e ol a3 el )l 6 S LTS S

ok || Cancel || Aoy || Hep

-] Active Directory Users and Computers \L‘i-

File Action View Help

e« zE 0Bz BEa 2 aETad - ; .
S3sS 4 by o Properties o 5 5l dx

] Active Directory Users and Com || Name ™ ‘-rypa Description
b (] Saved Queries (EISTATIONT Computer
4 3 SRV-T.com . L§ ‘ . | St t 1
e peslS (St | s Station
_Cl:n:mt Delegate Control... J-J b - - ‘)}L;d Lﬂ' J
] puters
b =] Domain Controllers Find...
I» (| ForeignSecurityPrincipalt I: D . .
7 Managed Service Accour e I i ek G)ts U'i‘ Ls‘j" v.ys Jl?nl‘ L -
3 Users All Tasks » Contact
Refresh Group .
Ecport .. inetOrgPerson Cond 5l 5 AS cl, KJs Computer
msDS-ResourcePropertylist " "
View 3
" ‘ mslmaging-PSPs _
rrange lcons r . s .
i e s LS obsl | Computer ¢ <5 5 New
rinter
Properties
User
=7 Shared Folder i 15 5 G
.bj.,w jA BEY
< m >

Creates a new item in this container.

New Object - Computer .

Oresd 4 deal g o S 1) 255 FanalS 0L L gy S5 00

1 L Createin:  SRV-1.com/Computers

Computer name: ol 4.'1...3)., Stat|on2 C,A.w_; U'»'~‘ P 45 J.:S U'm b J}.«; J«aﬁﬁ

| Station2|

Computer name (pre-Windows 2000):

! 4S8 L ey S e User or Group cawd 55 5 ol

The following user or group can jain this computer to a domain.

User orgrup: LS SIS ok sy s LS eie ) Lo . QTW}WG

| Default: Domain Admins | ‘ Change...

|:| Assign this computer account as a pre-Windows 2000 computer

..)).:; JBQ'\JEJJ‘)}AJSMSU

0K | ‘ Cancel | | Help
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:Active directory j» Organization Unit L IS

So5S pls sS1 WSl e aS Al e (658 pls eS| s B Jbsle a1 L 5 Organization Unit

A G edd | S8 s pdier Sl aS Ol s ,\f\jswgm‘,\:,s b s s Ol 1y 5

Oled (S 48 gazen 3 \)u:;'u.ﬁQ|ﬁ)lsrw,.x?~5>l.>,u“\0rganization Unit olea b , 0U i

aas 3o S 0T ety Olge 0 1 OS5 SO il 5 e i s s L5 i

] Active Directory Users and Computers = [ = -
File Action View Help
e rE Bz BHE 2aETE%R
] Active Directory Users and Com|| Name T Type
I | Saved Queries | Users Container
4 3 SB‘u‘-‘I.com | Managed Service Accounts Container
b -~ Builtin _| ForeignSecurityPrincipals Container
b - Computers Organizational Unit
:—_ Domain Controllers | Computers Container
b - ForeignSecurityPrincipal: | Builtin builtinDomain
> | Managed Service Accour
| Users Delegate Control...
Find...
Change Domain...
Change Domain Controller...
Raise domain functional level...
Operations Masters...
New 3 Computer
All Tasks 3 Contact
Refresh Group
Export List.. InetOrgPerson
View N mslmaging-P5Ps
MSMC Queue Alias
Amange lcons ' Organizational Unit  e—v
< n | Line up lcons . k4l
Creates a new item in this container. Properties IR
User

Active Directory .,

I, Users and Computers
oo S 53 oS 5 sbolen S |
ez 3l A OU s ol yaeiis
bl S35 g 4 45 g
Domain Controllers ;s
Sl Copde Gl a8 il s
Slr 25de odlinal S e
2o IS8 Ll 4 OU sl

25 RS S s el

@ J:SW\)L@SMM)L‘SW

S5l a5 B aes Ol 1 Organization Unit ¢ 4 S New s e 5l 5

New Object - Organizational Unit

-—'::- Create in:

SRV-1.com/

MName:

|C0mputer

Protect container from accidental deletion

)

| | Cancel

Hep |

LS sl 1y s Slesle asl rlj =i opl s

5L OU L 5l dali ST A3l axils g

Sl ) s g an S SO Ll S il

oo A dalys Gl als 5 0T S5 81 s

sl Computer ol L Jkis )50 OU b s SJs ok
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File Action View Help

Active Directory Users and Computers

o= — / [ =m 3 = = LF
e 2@ 0| XD B P etaTESR
] Active Directory Users and Computers [Server-|| Name T Type
b [0 Saved Queries 2 user2 User
4 G SRV-1.com L user User
I || Builtin
2| Computer
| Com Delegate Control... €—
:f Dom Move...
I || Fore ok
b _ Man nd...
B[] User Mew 3
All Tasks r
View 3
Cut
Delete
Rename
Refresh
Export List...
Properties
Help
< m > < m *

Mowves the current selection to another organizational unit.

Delegation of Control Wizard

Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:

iﬂ,&‘

Select Users, Computers, or Groups

Select this object type:

|User5. Groups, or Builtin security principals | | Object Types... |

From this location:

|SRV—1.com || Locations... |

Enter the object names to select {examples):

user]| €— Check Names

t

ok ] [ G

el b ki) 50 OU bl 5l s

5 Olpls Wig . Computer
Gl Capte S (S O
o35 Ly 8wl Sl dlg
2Ol slr el o
s A Slsle uxly 6
S S s S e Sl SIS
ozl |, Delegate Control

2ok k(G i 3 g oS

uﬁﬁ:ﬁl\ﬂ b J.E.b)jﬂ c‘)ﬁl.ijﬁ)g &ﬁ‘ 6\): ;Jg,f;

OJSWQ}JASQJVM‘JJJ)SC[JM@‘)J

S8 b s SUs Check Names sy, 5 5 S 5505

cj;Li)J.g_)\SLocation éﬂ})‘lﬁjbﬁ‘%ﬁ%b}f
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Delegation of Control Wizard -

*You can select common tasks or customize your own.

Tasks to Delegate {T)‘k

Create a Custom task (s au S camio ool 5

(O Delegate the following common tasks:

[] Create, delete, and manage user accounts ~
[ Reset user passwords and force password change at nest logon &:ls N eXt ng) J” 9 ubnb‘ b tO Delegate
[] Read all user information '
[] Create. delete and manage groups

] Modify the membership of a group -'\-‘-S
[[] Manage Group Palicy links

[] Generate Resultant Set of Policy (Planning) e
£ m >

Delegation of Control Wizard -

Active Directory Object Type (e
Indicate the scope of the task you want to delegate. ul

5ol This folder... ¢ €y S dio RELBE

Delegate control of:

(#) This folder, existing objects in this folder, and creation of new objects in this folder

() Only the following objects in the folder:

[] accournt objects ~
[[] aCSResourcelimits ohjects

[] applicationVersion ohjscts

[] bootableDevice ohjects

[ certification Authority objects

[] Computer objects )

Create selected objects in this folder
Delete selected objects in this folder

&

[ <Back || mNet> | [ cancdl | [ Hep |

Delegation of Control Wizard - éjjf 39 J{)LS S J":'S L;A’“:"‘ -'\-LL’ (A2o L'J'i‘ DL

Permissions s _
Select the permissions you want to delegate. u}ﬂ)'k‘ L;’LA)L"N °jj5 g"_,_."ﬂ.ka LS‘)-’ 6))” Cj.’ 4}: JEJQ‘)‘,J

Show these pemmissions: L‘}:JA QL:M:‘J ¢Lh)j>=ﬂ Ui‘ ‘)‘ r‘_).s )A 45 .,L&b 4.1.::‘.3
[¥] General
[[] Property-specific

[ Creation/deletion of specific child obiscts M‘j} Lﬁd‘ 4-’ U'Llj’.- wj )D 6 JJ‘J ‘) U:UJ? 4"

Pemissions:

[ Full Cortrol ~
[1 Read

[ write

[] Create All Child Cbjects
[C] Delete All Child Objects

gRealePmperﬁes v _L:,.g &:LS FlnlSh XD Bx J"—'

I, Full Control s 4.8 ccand ol 55 .ol

& a3 9 LS SUS Next g5, » 5 bl

o o] [

64



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

-] Active Directory Users and Computers = | = -
File Action View Help

e 2@ FB(XEQE PRy
] Active Directory Users and Computers [Server-

I
A

S

1 =

MName
| Saved Queries
3 SRV-1.com
I+ [ | Builtin
4 (2| Computer
a4 3] Partl
4 3] C1
4 [3] B23
3] A22
3] C2

| Computers

There are no items to show in this view.

2 Domain Controllers
I || ForeignSecurityPrincipals
| Managed Service Accounts
B Users

< m > < m >

S L L o Lil8 0 Ll (il alls a8
LS bl OU - Sl bty sl s

$ 25l dals LlS e s, IS0 L

S sl

S B3> |y Organization Unit ¢jlas b olo jlw slas>lg 65gS>

-] Active Directory Users and Computers M

File Action View Help
& | =5 = = = | gy e Bl %
' T YEEREIR EEEN R S YR AR
] Active Directory Users and Computers [Server-|| Name M
> || Saved Queries i o
e There are no items to show in this view,
4 35 SRV-1.com
I || Builtin
4 (2] Co
s Delegate Control...
; Move...
Find...
New 3
3 Co All Tasks 3
3] Do Cut
» — Fore Delete €—
I | Man
b O Use Rename
< Refresh < m y
Cuts the current Properties
I I

Active Directory Domain Services

I.-"' % You do not have sufficient privileges to delete Computer, or this object
b is protected from accidental deletion.

65

S ol sy (olle a1y Gl gl
SIS S, 05T sas ol Ul S L
Sk Yes g5y el 5L K 5 5 S

LY

59 EITOr L oS o sdalive a5 5 bOlan
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(w235 035 |, Protect Container form accidental deletion  «. ;8 « b5 50 5 OU sl 2

E Active Directory Users and Computers

File Action Help
| 7]

7 Active Direg

Add/Remove Columns...

Large lcons
Small lcons
List
25 conll®] e
FRFRN: Users, Contacts, Groups, and Computers as containers
1 Advanced Features <€——

Filter Options...

F| Customize...
| Computers
2| Domain Controllers
I || ForeignSecurityPrincipals
I+ | Managed Service Accounts
I o] Users

< m bd < m

_I:I-

in this view.

S Jee 5 S 4 0] Bl ol

S S s S SIS View e g »

S ozl |, Advanced Features

Displays items in a list.

B Active Directory Users and Computers
File Action View Help

E IEAEEIEEEN ERE XYY 22k

(=T

A2y Slesle A=y 655 VUL plil 5l e

|, Properties s «. 5 5 oS o cl, SIS

gl da S50 S e S

: Active Directory Users and Computers [Server-|| Name v
b (] Saved Queries " Users
4 3 SRV-1.com Z| TPM Devices
- [°] Builtin | System
b :_—_ Eunpot Delegate Control... Program Data
b B Comput | NTDS Quotas
b = Domain . Managed Service Accounts
b [ Foreigny Find... LostAndFound
| LostAnd
b - ostAn New * |Infrastructure
> | Manage K K
= All Tasks v | ForeignSecurityPrincipals
I | Program i
b [ System Cut Domain Controllers
b [ Users . Computers
b [ NTDS Qu R Computer
b [ TPM Der ename Builtin
< | Properties g—— m >
Renames the curren Help

(=

| General | Managed Byl Object |Secun‘ry I COM=+ I Attribute Editor |

Computer Properties

Canonical name of object:

e |

Obiject class: Crganizational Unit
Created: 15/04/2014 06:07:00 &=
Modfied: 15/04/201407:13:36 2.

Update Sequence Numbers (LISNs)
25030
25005

Current

Qriginal:

Protect object from accidental deletion

.J)\D)‘J:QQTJ.‘L})D ol Cﬁbbu Q)M@;{'J JLA)L.«J .—\7—“5;{4

@ﬁ&}'jﬁ})&ﬁ&b@j.&ﬁObjectQJJ\j‘Ww\Jb

5 4,ls » 1, Protect Container form accidental deletion ¢

s SIS ok s,

s Slole dly a5 US a5 ¢ Slosle -l a6l g s
Gl Jl- BE L;’LA)L.«: Jo-b S 48 gamn ) ol Cladle Sy A

O s dal s Gl sy e Slejle a1y Olea L OU O g casls
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:PowerShell 5. ,b jI Active Directory v ju50

AL Sl g 51t Ll g es Jy S e 0Ll el 1, I8 Sl S oS

:PowerShell o,b jI ;o S sl

< dsl b1, Windows PowerShell ISE ... 5 .. Power Shell wi, sz 5 b 51 08 sl

=S 1> Administrator .,

B Administrator: Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help ¢ )\ .SL5‘ OJ\A - Y J.'LEA }S - JJ 45 )jkbw
= = S P BN w | BB oo & " ’

| Untitled.ps1* X | &

z
1 New-ADUser -name reza -DisplayName “reza mohamadi” -State Mazandaran -City babaol -Street, ~ w‘}fﬂ ‘;ﬁ" Lf w 45 v—i‘ ol |SE w‘}f" -’)‘j

3
4

S0 JSE 3 S 1) g (g en S S
Slatis 5ol L )8 S obnl gl i

( G el o LT e kS Al e ot

PS C:\Windows\system32> New-ADUser -name reza -DisplayName “reza mohamadi” -State Mazandaran -C
2SS

PS C:\Windows\system32»

New-ADUser -name reza -DisplayName "reza mohamadi" -State Mazandaran -City babol -

StreetAddress "shahid alehi" -HomePhone 0111 -HomePage www.3isco.ir -Department cisco

LUy stes ol 05 5 550 51 das oS e edalin YU s 5, Sl oplaS s S eslesl New-ADUser
u)),.pMJM.\SL}J)[SNEW-ADUSEFJMJLévjbfwu:w‘)gw\)\mém}wj})—)oﬁ}&

B et D3 o5 b o smws 58 31 day l by 1S s eslinal WOT 1 dysls 8 (635 & Ly oS 553 50 5L e
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= ol il o5 Al e Sl Bl B ime (Sihar al e 35 el Silei Lo sl bl s o by e S s
.x,»;\jsdawUlsk-ﬁ\j\,uu.em;swwbwaezab,;.g);asbﬂtsfu‘.u“w;)\j\,Name
L3l o 8 (g oteS JoSS oMbl (6 4k O S |l Oledbl (g 4y 05 S 3515 O 1y iy g0 US
! 03 8 e 6 4S5 S e 3ls 1 s e S S L Ol 3l a5 -DisplayName, sos
Mo aelS i g0 4 el OF 5 43S 3,05 5 ol S ol 513 85 Sl oS ol ol i3l 545 a3
ol e () 35S s gt 1 iy pe SlalS il L sl s

4 Obs g aS Al 00 e 5 OLLE d Ol ft’ LS‘J‘.’("AQ‘));”‘J&@'V‘:’.}‘:;’ a4 Error L G sls

,% "reza mohamadi"

S Properties « by o a5 col Sedbl Olan (Dledbl pl S dil anils ax o . AiS 55l of 45
2 5o |l &l zas ool Run Script Q,&deﬁ&,&p.ﬁ;dwﬂv,apsmp@ﬁjs

Sy g3l Ol ks ge

v.:SL;aaJulm‘ﬁ))jLwJ)‘)ng‘6‘):‘V?SJ‘)\‘)‘JQT)}.\Q)A)J..{L:¢JJ)L§JL>={\)‘M

3

File Edit View Tools

Administrator: Windows PowerShell ISE Set-ADAccountPassword reza

Debug Add-cns Help

A~ = P B x 9 B = 8 500l &0 . i
| Untitled1.ps1* % | A 23 sl J‘J’e Ls‘j'.’ Qg u:’.‘
1 Set-ADAccountPassword reza -

P5 C:\Windows‘sys: 32> Set-ADAccountPassword reza
Please enter the password for 'CN=reza,CN=Users,DC=SRV-1,DC=com’
Password: Please

Password :

Sl Al e Bis )50 )8 (555

Set')jLwJ \J\SJ\ J\.:L! ‘)lS U'f-‘

s,ls |, ADAccountPassword

: S‘Jﬂ)lsru-‘ilf@b‘-’*-zﬁ%'s
er t epasswnrd for 'CN=reza,CN=Users,DC=5RV-1,DC=com’ u\.‘!‘JJS J)‘j QT _name w )J

Aloss b bl Gl s 5

S 2 oS oS 3l 8
célm.lSostg)b Q)Ja J.:L.vd..:;) ?%&S))b‘)#))jﬁ}ﬁ) ccurrentéoﬁ%).)%l{‘w\o“set QT

LS SUS 0K (55 dar 5 A0S 505 1 a5, Desired cad 53 b a5 5,5 SIS0k )

.Q;M‘)ﬁjﬂ)c#.))jﬂﬁ)lsgbJs.éSk.i.:.lSOk6})){..11‘5‘)‘)&;e‘)l.:‘j.)b‘}ﬁ)“}?'-ioj.?i«.):).))

68



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

o e et B B : : Sliz bl S bl w4 U

] Active Directory Users and Computers [Server-|| Name M Type
- [] Saved Queries R ilsbl s User T . ..
4 55 SRV-T.com 52, WinRMRemoteWMIUsers_ Security Group - Demain Local V-h ‘) d‘ )j-.bo ‘}A) 9 Dleu_" ‘OMW
r Builtin B2, Schema Admins Security Group - Universal
s ;.—_ Computer !. reza €—— User =
4 - COMP_uters 52, Read-only Domain Controllers Security Group - Global 5)‘) ‘ﬁb- dl;- ); JS‘ Lib ¢ ;\; )\J-§
b Dm'r!am Cnnt.rnllers B2, RAS and 145 Servers Security Group - Domain Local v-i
5 = ::;:Iagn:::;:{z’::c‘zil:ts 82 Protected Users Security Group - Global 5 .
s  mohamad v Active Directory Users .,
8, Security Group - Global o
3__ Guest User
SJ_',Gruup Policy Creator Owners Security Group - Global . . I d
82, Enterprise Read-cnly Domain Controllers Security Group - Universal S ‘)J "\'.’.j"‘"" a n Com pUters
52, Enterprise Admins Security Group - Universal
52, Domain Users Security Group - Global . . ..
SiDnmam Guests Security Group - Global jﬂ)) L}i..:' J\.:JLG 4..' J.LJJ)‘}A ﬁ)ts Users
52, Domain Controllers Security Group - Global
2 Domain Comnuter ecurity Groun - Global

masobw‘ﬂ‘))jhb‘)‘ J\..’.L ‘JEJJ)}AJJJ[SQJJSJL&‘) LS‘)"

Enable-ADAccount reza

el &8 8 x» 9 EN R EE =R
| Untitled1ps1* X | ~
1 Enable-ADAccount reza N

Reza b= 4 Lb g pl 5o

J__U\SU.,\.:;SJJU ‘) Jjﬁ- ).a)ls ¢L’

S Lsbllen apd i Jhis, s

.z
PS5 C:\Windows\system32> Set-ADAccountPassword reza
Please enter the current password for "CM=reza,CN=Users,DC=5RV-1,DC=com"’ Run Scri t . T
Password: Please enter the desired password for 'CN=reza,CN=Users,DC=5RV-1,DC=com’ S 9§ y
Password: Repeat Password: ! ! ’ 2 p ¢ - LSJJ f

PS5 C:\Windowssystem323 Enable-ADAccount reza

P5 C:\WindowsYsystem

] Active Directory Users and Computers [Server-|| Name

I+ [ ] Saved Queries _3) wilzbl i

4 SRV-T.com 2, WinRMRemoteWMIUsers_ : . .

4 —:B””ti” 82, 5cherna Admins "\'f’gg}" °MLM"A 2050 L}g‘w BLJ S )_ﬁ‘bdw

I :'_. Eompu:er _3) reza  €—

b L] Computers 52, Read-only Domain Controllers - - S .

I (2] Domain Controllers 92 RAS and 1AS Servers “ 299 L5'3~L’|j" 3 w‘ ol JL'J Reza J—")Lg
b 2

- ForelgnSecurlt.)rPrlnmpals SEProtected Users
_| Managed Service Accounts

2, mohamad s
| Users 3;::_01 ama .J_)\J b J}} W
!. Guest
._J:zGroup Policy Creator Owners

52, Enterprise Read-only Domain Controllers
f2r ice Adenins
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:PowerShell . ,b ;1 Group szl

ol ol PowerShell cos a4 of Sl 5 &l sz

e Administrator: Windows PowerShell ISE

‘E B B Coaond * [y
File Edit View Tools Debug Add-ons Help B0l dON st oo
b & -3 & B x» 9 P & m w8 Boo =@ B
= U0 BVSS W | el @
| Untitled1.ps1® X | - 99—l 0 B °.9JS > )

1 New-ADGroup -Name 3isco -ManagedBly reza -GroupCategory Security -GroupScope Global -Descri|~

Sledes L 3isco el L PSS
05 &S Cawl ol sl s 4

oS o o b BOT

P5 C:\Windows'system32= New-ADGroup -Name 3isco -ManagedBy reza -GroupCategory Security —GroupScy

P5 C:\Windows'\system32>

New-ADGroup -Name 3isco -ManagedBy reza -GroupCategory Security -GroupScope
Global -Description "Network Learning"

— g Llyes S el Ll s opl 5l da 650 e ealiz 05,5 sl sl New-ADGroup | sws
_=>ie —ManagedBY | s L P @l 3l de —name 3iSCo &5 4 im ¢S 3,15 Name
ﬁsﬁm;;b%\&;w)MSbReza LgﬁJLSCUASJJl{ajjfk'ﬁ\ﬁ,\.udajjf\ijﬁquémﬁ
—)ﬁwsb.vflsub;@ob ojjg g;ﬁjlaﬁéoj?joj; Cy .Lil.’ QT)‘.LU VJ;)S b)\ij.i‘)b
SRR Security g5 3 sy se o35S S S Lesis Alg . GroupCategory
5385 A8 adiie il s p s S 05,5 cdle g o 9~ —GroupScope | s L 5 Distribution
3,5 —Description i s Ul Sl s dily o O 5l dm 5 <ol ol 5415 Global (e -l

RUAY

o35 Jsly e Users o s ., Active Directory Users and Computers .y, 3505 S|

S odalin 1y ol 0 by e Sleddas USl 5 oo 0T (55 » SIS L 5 S salian |y a5
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:PowerShell 5 ,b ;I 5o jlw 3>1g L Organization Unit sl (5 9=

New-ADOrganizationalunit -Name sales -ProtectedFromAccidentalDeletion 1

Active ;5 Ll a1y S P New-ADOrganizationalUnit s 3l eslizel L

=S ol 1 New-ADOrganizationalUnit | sz luwl 48 &y o 0l 4 S ol s Directory
Al S ol el e Al e SIS Lyl s oS Lol dls oL s —Name | s L 0F Sl ae
|, —ProtectedFromAccidentalDeletion 1 s YU o gmus (5 aalsl [ .08 sbml Sl
sde oS Sloy il e Shaisyse0bject U5 o ous Gds 5l 6 S o 6l s pl 4S AiS e edaline

513 a5 Sl ol b e iy 3L Sho ST ol ok b Skl ) &Kl s 3L 1 0T o5k

File Edit View Tools Debug Add-ons Help

O e - & B> 9 P B @ | 8B oo ;O

A d
| Untitled1,ps1* X | r ﬁ<;grwﬂ

1  New-ADOrganizationalUnit -Name sales -ProtectedFromAccidentalDeletion 1 ~

J;LE» Jg.\; DL 45 ‘)jkdm
L;’LAJL.» 03; 4.\.;.5& odaline

PS5 C:\Windows\system32> New-ADOrganizationalUnit -Name sales -ProtectedFromAccidentalDeletion 1

RGIU S Vo e R N S R Y

PS5 C:\Windows\system32>

:Power Shell g jb ;I Organization Unit g Groups.users 83>

o 1 of Gd> Uy b PowerShell & b 5l Slsle 5 08 gla 65,5 5 0l skl 51 an
sses 31 LU Active Directory Users and Computers cod 51 18 G Gl gl iy 4zl
J.:.S oslaiul 2D

Remove-ADUser reza
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File Edit View Tools Debug Add-ons Help YL’ - | ‘ |

- > > BES
Do H& BN 9 y B % | 8|F 0o ®E S i e
| Untitledl.ps1™ X | &

1  Remove-ADUser reza ~ -L;‘ f“& 3750 L}g-«;' ¢POWEfShE|I

~ o LTS 553 e Ul g Lt 5l 4S5

=] Confirm

Are you sure you want to perform this action? . . .

Performmgﬂ:e operation "Remove" on target "CM=reza CN=Users DC=5RV-1DC=com". and JJ 45 ‘) Reza J.:Jts J.:Q‘j}'
H‘ Yes H‘r‘estoAIIH No ||NotoAH| |Su5pend|

PS5 C:\Windows'system32> Remove-ADUser reza ‘J‘-;-.S k—i:-ls Yes to A” j Yes 6})

v:ﬁf oslizwl PowerShell s .5 5o 51 g8 0 8 Gl <l

Remove-ADGroup 3isco

Untitled1.ps1* X &
1 Remove-ADGroup 3isco ~

srs S8 S jsbokes

D La .,\.:.S@ sdalis

51 .= s Remove-ADGroup

2= Confirm

Are you sure you want to perform this action?
Perferming the operation "Remove" on target "CN=3isco,CN=Users, DC=5RY-1,DC=com",

o QT &\ﬁ\jﬁa)}n o_gjf rl.» ch
ajjf S ".}‘;Lf Lﬁ‘}w Lo )\
A8 Gl sl e |y s e

6L

| Yes ||YestoA|I|| No ||NotoAH| |Suspend‘

oS eslatal 5 e L Slesle gladsly Gl (gl
Remove-ADOrganizationalunit sales
S e oS Bl ol wtl s o 5 w3 03 S sl I3 Cad 3 oS il e Lo Slesle 215 U Sales

Ao dal g axlge S ErTOr LS a1 g oK)
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Untitled1.ps1* X | | Error L Ll $lwd }.{.ﬁ >
1 Remove-ADOrganizationalUnit sales| A ) JJ - ‘jfj) ?

el Error cpl s cl sl axlge

"

J.)d._.vb)jﬁ Lf"'; 45 C,,..w\ ol )L.;r‘ 4.'&:

Jg.«i.a L)T'~‘ J?- LS‘f R B Vo ‘-L:J"
PS C:\Windows\system32>>> Remove-ADOrganizationalUnit sales ﬂb J-"“) &.J‘)j—sﬂ ‘L’ “) L}JLQA ‘)}:‘ﬂb V\ib

5 b, 5 L Object G (R

Remove-ADOrganizationalunit "Ou=Sales,DC=SRV-1,DC=com"

CL’ v\-ll-’ nn G 2 J:—\J aS r.:.S JA-“ CJ)M U'l‘ LY J\..s'L’ Sa|eS LS"'; ().)))T C,wu.l.s LS‘J" LYL’ Jgewd D
DC=Com =1 ;3 5 LlS das kil o Lo pue 5o ol «s DC=SERV-1 ux 5 pons )l 3 LIS un s OU=Sales

s exrlye S

= Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help ‘e w .
raH & N 9¢ >0 % 8 Foo| o 2 A sses sl 5l A
Untitled1.ps1* X | & . .
1 Remove-ADOrganizationalUnit "OU=Sales,DC=5RV-1,DC=com” ~ 45 VJ"M 4.7").'4 l.b_?- Lf 4P0W€|’She”

G e i 45 35l oLl STl

a She ol el 1) sy

PS5 C:“WindowsYsystem32>»=> Remove-ADOrganizationalUnit "OU=5ales,DC=5RV-1,DC=com” B w e - . &
C ol vb.ﬁb:ﬂ g.;)}apduhb Q‘ (e

[ access s deniea

L Sl > sl 225 ol
SRis, e oh (g ediS Chadle gt
ol O ol slp S e e )

("35&5» ‘J‘>\ \,)j'.’.)_)}:“'"’

PS5 C:\Windows\system32sx=

Set-ADOrganizationalunit "ou=Sales,DC=SRV-1,DC=com" -ProtectedFromAccidentalDeletion 0O
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spen bg s S ol Set-ADOrganizationalUnit , .5 L1, Sales & 13 ¢ amiw ;5 o

e d o sde 3 S Jld e 1 O (s ediS whils ProtectedFromAccidentalDeletion 0

Al e 0dd Il e

Sl 15 L OU (Sl 5 e L) gmen bl T el Slals S Sl s ge 5 Al Sl e

2] Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
& i & B » |9 P @ B wm B =000 B [3E
Untitled1.ps1* X | &
1 Set-ADOrganizationalUnit "OU=Sales,DC=5SRV-1,DC=com” -ProtectedFromAccidentalDeletion 0 ~
2 Remove-ADOrganizationalUnit "OU=Sales,DC=5RV-1,DC=com"
~

PS C:'\Windows\system3

PS C:\Windows'system3
Remove-ADOrganization

PS5 C:\Windows\system3

n ¥

Set-ADOrgani zationalUnit "OU=5ales, D =5RV-1,DC=com” -ProtectedFromAccid{

et-ADOrgani zationalUnit "0l
"OU=5ales ,DC=5RV-1, DC=ct

Sales,DC=SRV-1,DC=com” -ProtectedFromAcci{

Active Directory Users and Computers

File Action View Help

e o Bez Ha taETER

: Active Directory Users and Computers [Server-|| Name M Type

I [ | Saved Queries | Users Container

4 |55 SRV-1.com “| Managed Service Accounts Container
4 - Builtin | ForeignSecurityPrincipals Container
b 2] Computer 3| Domain Controllers Organizational Unit
2 - Comp.uters | Computers Container
4 = Domain Controllers 2| Computer Organizational Unit
[» || ForeignSecurityPrincipals 1 Builtin builtinDomain
b [ Managed Service Accounts -
B[ Users

< m > € m >
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:Active Directory Administrative Center g juw (o 3o

MUMJ@&J‘){‘M@‘)&UJS ‘-)..’.‘va\n;'JL}L&‘ZOOS‘)‘jﬁ‘)‘jw‘\a—ij‘;ﬂdlﬁ)‘)‘dw‘jﬁ U'-’-‘

LS o e 5 bl 1y 545 s O LS 5 e oy S Klyn Sl

Search

Active ¢ 4S5 s jads Search syl ws o ol sl <,
Everywhere -

Active Directory «ui$ s s auf 55 5 LS sl |,

i mlb a6 B s sl | Administrative Center

Directory Users and
Computers

”q it Directory Domains and
|
EE Directory Administrative
Center
Directory Sites and

Directory Module for
Windows PowerShell

=] Active Directory Administrative Center - | a

Active Directory Administrative Center * Overview

s S8 s S shilea

B Active Directory... <
E= earn more about Active Directory Administrative Center h . .
o kS edalle
LEARN
il SRV-1 (local) » <6 ve Dire Administrat
Users - e 5%
- = YA module for V L cw\ oL |j>‘ Jk;b)‘}ﬁ
M Dynamic Access Contral »
ACCESS
B Authentication » CONTROL Directory Forum
O Global Search Control ‘Lj'.‘"'." Jj‘ LS oo
elerator to help configure Dynamic Access Control
on Policies and Silo LS]:’: kﬁ-% Ove rview
RESET PASSWORD X) &) | GLOBAL SEARCH X~ = .
Sy e RN
User name: SRV-T\user1 Search 2 w ¢ )?Lﬁﬁ K .
Password: - -

Scope: | SRV-1 (local) -
Confirm password: | =

[9) ser must change password at next log an - Lo .J)\b )\)5 &L«.Ab 6[,‘5

Clear
Password for SRV-T\user! has been reset successfully, x 4 S WY J.‘AJA L» Jxﬂ.:\j.’ s

Failed to change the user account password option “User must
change password at next log on.” ‘PasswordNeverExpires' for
this account is set to true. The account will net be required to

S A G 2 SIS 5 oo xl

Lo aS 3,05 55> 5 Reset Password ais il Cwnd 55 aeS Cilos |y o Sledbl el sl

by s 28 sey bl 5oy 035 350 5 IS Ll 4 sy e )8 DDl 03 S 5505 L ASl S e
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sy 5e slres S 5 018 Wil g e oS AL e Global Search « by o iy cad dns x5 1y

S i |y 54

B Active Directory Administrative Center - | @ "~

@@' Active Directory Administrative Center * SRV-1 (local) * + (@) | Monsge  Help

.ul.a@ub{w)é

B Active Directory... < SRV-1 (local): New Query (12) Tasks
E = Filfer Lo B @~ v @ U .
- Users
B o ) 25 el Sas sy SO
1 sRV-1 flocal) » Name Type Des  InetOrgPersan
Users \ M Buitin builtinDemain Group Delete . G oS s (SRV 1)
B Dynamic Access Control | Bl Computers Container Defi  User €— Search under this nade = * =
g ; . Computer Properties
B Authentication , B8 Domain Controllers Organizational Unit Def P .
B ForeignSecurityPrincipals  Container Default container for secur... 1 (local . -
O Global Search i l.a.w Ls‘f ul.o)kb\ (_}.AS
O Infrastructure infrastructurelpdate Change domain controller Y
@ LostAndFound lostAndFound Default container for orph.. Raise the forast functional leve...
B Managed Service Accounts  Cantainer Default container for man... Raise the domain functional le... 3 ‘ LS‘J-’ S & oJ\J & ‘ .
@ NTDS Quotas msDS-QuotaContainer Quota specifications conta.. Enable Recycle Bin - D) o=
B Program Data Container Default location for storag... N
ew
M System Container Builtin system settings - .
’ Y g Search under thic node P e )‘ LA J.,)lS
B TPM Devices msTPM-InformationObjectsCantainer R - .

Properties

£

Container Default container for upgr...

J)\)J.:S&SNeW XD

Users v
Object class:  Centainer Modified: 01/04/2014 09:52 .y

Description:  Default container for upgraded user accounts User S5 g LA )L, & 5

S Ss

- I:I-
Create User: farshid babajani
Account €— RIS

Organization

oL e SO asis ol

First name: farshid Account expires: ) Never -

Member Of ’ . @® End of |05/05/2019 b
Middle infia: In 1849 céyaj' hours o B = L;q o V.A

Password Settings | Lestname: babajani
Password options: -

Full name: farshid babajani
® User must change passwerd at next log on

Profile - .
User UPN logan: vser LETEEI ) Other password options Cond 3 b J.a)ls rL’ J.lLv cACCOUI’\t

Policy  ~ User SsmAccountha... |SRY-1 Vo user?
Sile

Password:

Confirm password: o
Encryption options: -

Lol Juels ol .45 5,15 First name
Create in: CN=Users,DC=SRV-1DC=com Change... Other options: -

[ Protect from accidental deletion

Log on hours... Log on to.. L S v\.:a.g J)‘) LaSt Name Cotnnd DL

Member Of D&

|D'recty Associated Password Settings NN

DOE
v
) More Information

oo 4 JoS oL Full name ¢

User cad 55 54d 0 zo? BLEgES

- e e Sese < UPN logon
L’fL’U'.’.‘ &:,.w\ Y8 Ve JJ\}USGFZ l>r.~.:“).>6.&5))\‘9‘)#3)}.0)4)64.’.byféf‘)gfbJ.lLaLQ.JC-L.:L’
cPaSSWOrd MJD&)&W))‘) rb u{.‘b%bw‘}b)b CJ}L‘L? 'J".’.‘ DJ;J)\}VL:JJA\S&LQ rLt
el s By 5l S 5 S TeSt@123456 =i 4 oo (S 3515 ey Sogo 4 g o S

w2l o ot b s e Sy 03,5 Wb e e slas e all sl e (e
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Account expires: ) Mever

Password options: —

) Other password options

Encryption options:

Other options:

® End of 05/05/2019
In 1849 days 11 hours

®) User must change password at next log on

[T=]
]

23S J e Never g a8 Ol b1
User ¢ «. ;S [Password options <.
Gl sl bl (5 8 i &y 50 4 MUSTLLL
o s K 53 S 68 spd e Cslo S
Other (¢ 4.8 S1 .48 5,05 1, 355 ol s

@y S 2 S olssl |, Password Options

v | S ol LS kil e OF (5 48 semme 2

BEYSY <=L<;A 53 &L 8 Smart card...

jJ;SoJu.:M\ 3959 LS‘J-.’ Jj}'- u-ic-'jfg‘ Q)ls

Sy A dal o Ladl g gd 4 oes ey LS bl Password Never Expire ¢ «,;5 S|

dalps 1y e oy e oUlg o8 S Okl 1, User Cannot Change Password ¢ 458

Al dal gl cdusls 13 0T 6l bed oS 30, Olan 5 uils

36K 5, gl p 4S54l 34> Other options ; Encryption options sla el L S 6 ausS

.>;ma\j>~,tswu\>\);6mp&6,&y)ﬁ)ﬁ\gg;dw

Create User: farshid babajani

Account /

Organization

Organization

Display name: farshid babajani

Member Of Office: Cisco
Password Settings E-mail: farshid_babajani@yahoo.com
) Web page: http://3isco.ir
Profile Other web pages...
Palicy Phone numbers:
silo Main: 09339461557
Home: 0111,
Mobile: 09359119987
Fax: 0111..
Pagen
IP Phone: 192.168.1.90
Other phone numbers...
Description:

TAsks v | [sECTIONs ¥ |

LG
Job title: Network
Department: Cisco
Company: Jisco.ir
Manager: Administrator
Direct reporis:
ool i Add.
Remove
Address:

Kordmahaleh - Babal - Mazandaran - iran

babol 0111

Country/Region: | Iran "‘

Mazandaran

Organization ¢ s

- Sl A=l Oles
O e olasie Wl
T O R e
3l s cule oo mles
Lol el S e S

G s plnil 8 2 sl

A L Slatl s Lol s bl cledibl
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BEE

Create User: Tasks v | [secTions |

Member &3 s

\)Jj}j)lSJﬁa\jJL;acOf

% Account Account

-3
£

Organization =

«~  Organization e LY = & JS :
Member OF 9 c ‘ SN -~ pr 9 }ﬁ;’
Password Settings  Member Of <— ?) (%) (A

Profile \l r &:ﬁw‘ quS )lS w‘ (.5‘}"
Filter yeol
= 9 .,\.:S &:15 Add X3

-
Silo Name Active Director... Primary

Backup Operators SRV-1-Builtin-...

Policy

u..a}r.:.wb J.]é.'t.))).a ojjg

This object will be added to the default Active Directory group

UAY

Directly Associated Password Settings BIEO
Praofile )X (v
Authentication Policy e

? 8 g

Authentication Palicy Silo

~l poere
More Information oK Cancel

- I:I-
Password .3 s

Create User: Tasks v | [SECTIONS |

%k account NE@ &.gi J.il.: ‘Settlngs

Directly Associated Password Settings

Organization

-
Name Precedence

|
ember Of s

Password Settings <—

Profile <— 5 05 sl Password

Object

Policy €—
Silo  <— V':;S - - ’9' u—:‘ 4_,
Profile D®E& |=
Profile path: Log on script: ‘Password ObjeCt

Home folder:

O Local path: 3 J:S‘./\D- LS °m Lo

O Connect > | To:
Authentication Policy D@ TS0 Y 0FF JE\J@-
["] Assign an authentication policy to this account.
Authentication Policy (if not member of a Silo): = CCM‘,A Q—l\ J)jﬁ )J .,\_J;Ly

& Mo authentication policies were found. Create at least one authentication policy prior to assigning an authentication policytoar | [V

) More Information oK M E) L}ALS Q)‘M 44.
sl yaseie plys 5 Profile ol 8 ¢l wils o 3 aile « Profile cas 53 5 5 aal s Cou

1L e Ol 5,8 ¢l » authentication oles L s o sa 5l > i 25 sl Silo 5 Policy slacas S

S eslizal g g0 ol 310153 B 355 iy a5 4b sy e POliCiESOT 51 3 L &S
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WJ|J%)J§*2.MLA)EJ‘L§‘JJ‘V1¢S>\>Q‘J{J>-o‘jjf&ésw‘)&w‘bc,aycjjts.}l}u”‘)‘m

J?SUB&\‘)GrOUp64L%J§Neww)‘oMJLQSW)JjJ.:Sgg?LSW)J‘:LLSJJf%

Active Directory Administrative Center

@ ¥ Active Directory Administrative Center * 3isco (local) *

_I:I-

- (@ | Manage  Help

B Active Directory... ¢ 3isco (local) (00f12)

B Cverview

N
Tl 3isco (local) > sme

Users
il Crynamic Access Control »
il Authentication »

}3 Global Search

WINDOWS POWERSHELL HISTORY

babajani

Type Description

Mo matches found.

Tasks

~ @

Jisco (local) ~
Change domain controller
Raise the forest functional leve...
Raise the domain functional le...

Enable Recycle Bin ...

InetCrgPerson

Group €——

User

Search under this node

Properties

Computer

Create Group: Sales

Group €—- G'OLJp
Managed By
Group name: Sales
Member Of Group (SamAccountMam... Sales
Members Group type: Group scope:
B d Setti ® Security O Domain local
asSWOIGSSHNGS ) pistribution @ Global
) Universal
[ Protect from accidental deletion
Managed By
Managed by: farshid babajani

Manager can update membership list
Phone numbers:

Main:

Mobile:

Fax:

Member Of

#) More Information

=

TASks v | [SECTIONS ¥ |

DR®
E-mail: farshid_babajani@yahoo.com

Create ini DC=3isco,DC=ir Change...
Description:

Notes:

Office:

Address:
Street

babaol Mazandaran 12345

Country/Region: | Iran =

T =

:

03 5 amio ol
el Ll Group .3
Coond 53 1y a5 S
s,ls Group Name
Camd 33 5 AS
s Group Type
& GroupScope
Cles (5 o3 5 0y S
S AS asine |y O

C)LP}..&}A L)'i‘ LS o_)Lf_))

S AS Lasie oy S cpl pde Olge aly 8 SO Wls » Managed By cals s .V_iJJSC,aqgu

Manager (s <8 S5 bl b aus Cbal [ s yse )8 dilg s Bt ¢ a8 ol L
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_I:I-

Member ... s

Create Group: Sales Tasks v | [secions v |
= . -
Group Member Of DE@ - ‘) °}J5 U'l\ V-;J‘j-’L;‘ Of
Managed By /
“~— Filt el . .o ¢ .
Member Of er X . < 5 O)JS c
Members € Name Active Director...

Re=swordSeting: Domain Admins 3isco-Users-Do... J-.’ ;" ; b. 5 E w ‘ 45
sk ol Add
Members OR@ P S

Filter P 1/ C».o.mé D) ) 39 C,.w‘

Add...
w5  Members

Name Active Director...

farshid babajani 3isco-Users-far...

7 .
b aj‘)s U'«" L;LA}..AQ
Directly Associated Password Settings Q®E@

J};.ZDLE.‘JEJD))AJJJLSUJ%S&:LSOk 6})‘2.3

188 Overview
- MName Type De
e C . .
Jisco (local) ] ]§ S 33 Ry )jlﬂd‘ A
Users il Builtin builtinDomain
Compute Contai D S LS i
Computers -n omputers ontainer e °j)s £S ol 5280
il Dynamic Access Control » Bm Domain Contrallers Organizational Unit De
il Authentication b M ForeignSecurityPrincipals Container Del .ol ol Jl.’>u”‘ ]..5)‘}5
D Infrastructure infrastructurel) pdate
jo
Global Search é . .
M LostAndFound lostAndFound De °)JS 39 Q‘J._’JLS 4&..:‘ LS‘J"
B Managed Service Accounts  Container De
g
B NTDS Quotas msDS-QuotaContainer Qu LSL" “ ‘J S Jk""J,}" LSLQ
B Program Data Container De - _
Ol sy o Ay Jlasl s
Add to another group...
group
M System _
] Delete ) _ S eSS culy, KIS
Ml TPM Devic M jectsContainer
u D e
S-I == Properties = S ol b Move
ales " )
- ] lsle d=lsl g bisy e cd Ll can3 )l 5o
Find tn this column Find in this column Find in this column ].. g |~ ] S ‘ et .
B8 Domain Controllers LK) 4-’ J‘)‘jﬁ j‘)ls L’" ‘9 °‘9JS b - k_) ‘ “) 5‘9}
Ml ForeignSecurityPrincips ®
M LostAndFound > = .J}..f: o3y Jlas! })Q.JJ)}A Coaund
Ml Managed Service Accot »
il NTDS Quotas L3
Bl Program Data »
Ml System L3
il TPM Devices »
-
< 1] 'j | >
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:DHCP U9 o Ll JIS

2005?&@6“MJJJ§‘%‘EMJJ‘IP wﬁi&,iﬁ;ﬁyéucﬁg%qulﬁQ)y

)‘}&.;LAJS‘CJ)MMIP CM.‘.BL.UJC.JBJJ b Lﬁjmls‘jv\égjw Lil"é‘)j}"“ 6‘5)‘) DHCP U

°‘JJ&~¢‘J¢%}¢~@‘&Q-MM‘?°>‘>WJ°MM@))>|PL“J3}#EL§M@~MJ

[
©@o-
I8 Dashboard

i Local Server
ii All Servers
i§l ADDs

£ DNS
ii File and Storage Services P

Server Manager * Dashboard

Server Manager

@1 F

Manage

WELCOME TO SERVER MANAGER

“ Configure this local s

Tools

—I:I-

View  Help

Add Roles and Features  —
Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

QUICK START
2 Add roles and features
3 Add other servers to manage

WHAT'S NEW

4 Create a server group

LEARN MORE

Hide

ROLES AND SERVER GROUPS

Roles:3 | Servergroups: 1 | Servers total: 1

@ Manageability

Events

@ Manageability

Events

Select server roles

Before You Begin

Installation Type

Canfirmation

Add Roles and Features Wizard

Select one or more roles to install on the selected server,

~e

DESTINATION SERVER
Server-1.5RV-1.com

Roles Description
~ Active Directory Certificate Services
(WY ctive Directory Certificate Service: (D C5) s vsed to create
| Active Directory Domain Services (Insta

O Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[ Application Server

DHCP Server

v DNS Server (Installed
[] Fax Server

i [®] Fileand Storage Services (2 of 12 installed)
[ Hyper-v

[] Metwork Policy and Access Services
[J Print and Document Services

[ Remote Access

[] Remote Desktop Services

v

< Previous Next > nstal

81

certification authorities and related
role services that allow you to issue
and manage certificates used in a
wvariety of applications.

Cancel

L DHCP s e Ll g5 2 sl

(S e 355 ol e S5 R
I, Server Manager 5 -l &l
el 5l (5 ambo 5o 5 @S e |
Add oy » wns S8 b
- » s roles and features
=

<=L>u‘ Q‘)SL;o ch.i BE oMuA_Suiﬂ

CJJ)-.& 95 @ b )LS U'i|

ls

S 2 e 3L &S Glamiso s
Cwd 4 U as SIS Next
5,9 JK& asle « Server Roles
u-n»-:jf-d c&:/.o.wj U'-{‘ ).D r.:.wf

A8 SIS Next 55 5
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&= Add Roles and Features Wizard -

DESTIMATION SERVER

Select features Server 1 SAV-1 com

Before You Begin Select one or more features to install on the selected server.

Installation Ty Features Description
T s ~|  .NET Framework 3.5 combines the
[ Windows Identity Foundation 3.5 power of the .NET Framework 2.0
[ Windows Intemal Database APIs with new technologies for . . E . .
' ) building applications that offer 29 Jv;).: o ‘5‘4.4 Lo (Ao U"‘ BE
b [E] Windows PowerShell (2 of 5 installed) g - - g -
DHCE appealing user interfaces, protect
[ Windows Process Activation Service your customers' personal identity

Confirmation [] Windows Search Service information, enable seamless and

[ Windows Server Backy secure communication, and provide S IS N ext L)
P the ability to madel & range of - -

[] Windows Server Migration Tools e —

[] Windows Standards-Based Storage Management

[] Windows TIFF IFilter

[J WinRM IIS Extension

[] WINS Server

[ Wireless LAN Service -

4 o

[[] XPS Viewer o

< m
Add Roles and Features Wizard
DESTINATION SERVER

DHCP Server Server-1.5RV-1.com

The Dynamic Host Configuration Protocol sllows servers to assign, or leass, [P addresses o computers Sl o O 5 .
y ig g p W,}ﬂ’)j")’@ -~ j—’cwﬁw“)a

and other devices that are enabled as DHCP clients. Deplaying 3 DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additienal
configuratien parameters these devices need, called DHCP options. This allows computers and devices

to connect to other network resources, such as DNS servers, WINS servers, and routers. -1 . . 5 C

Things to note:
* You should configure at least one static IP address on this computer. N t
* Befare you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan . -)~MS” &-S:A-LS” ex KED) B

in a safe place for later reference.

Add Roles and Features Wizard

DESTINATION SERVER

Confirm installation selections Sarven1 SRV-1 com

Before You Begin To install the following roles, role services, or features on selected server, click Install.

(o

s 6 an S KOt ol

Installation T

Restart the destination server automatically if required

7 Optional features (such a5 administration tools) might be displayed on this page becauss they have
been selected automatically. I you do not want to install these optional features, click Previous ta clear . - ..
their check boxes. LG X )‘ -XN da».’jj-«.d L! JM.S ul’;:.!‘

DHCP Server

Remote Server Administration Tools

w2 g p o si Restart (Sl gl o s

Role Administration Tools
DHCP Server Tools

Aes SIS Install ¢,

Export configuration settings
Specify an alternate source path j
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[ Add Roles and Features Wizard

Installation progress

View installation progress

@ resture instaliation

Configuration required. Installation succeeded on Server-1.5RV-1.c

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration €——
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

S S e s e 4S5 e

DESTINATION SERVER
Server-1.5RY-1.com

L s & baye Slls Ll s

Complete DHCP (¢, ., SIS
S 4w S Goy gl ploxs| Configuration

LS SIS s 5

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

DHCP Post-Install configuration wizard

Description

B

Authorization

target computer:

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

DHCP Post-Install configuration wizard

Authorization

Specify the credentials to be used to authorize this DHCP server in AD DS.

@ Use the following user's credentials

User Name: SRV-T\Administrator

) Use alternate credentials

UserName: Specify...

_) Skip AD authorization

< Previous Next >

The following steps will be performed to complete the configuration of the DHCP Server on the

ﬁ,.ij.i.)sﬁ J)jﬁ DL gﬁjl}‘ﬁ“p‘ﬁ: (Cand w‘ BL)
LS s aslsl gl oS aas o DHCP s

.L:.S;i:JSNEXt LS))}'.’

|- | o
b 45 UGS jasiia L Ll i 1l
9 555 DHCP s o 5505 Llgn (6,08
MJJ.MJ<’L.>.L;“)&T4{L}J.}AQL«¢E;
Vsl o5 1 5550 sy e )lS I8 oa U
33 5 A8 syl 1y AL e Administrator
e 2 Wlg e e s S

oo S 4 S b s S Bime pss i Olse

/
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Commit s, o el B3 51 a3 LIS 8 3525 ol Authorization ldes b aes sl |

s Restart |, oo 0> 5> s Restart .. Sl as SUIs

S 4&.15) ﬁf"’;@ Search J)\j DHCP B E M )\ ey

Search
Everywhere - N.SQ;G ‘J&-‘jjj)dg‘;.blﬂ‘ubDHCP wjjwj))\j \)DHCP

DHCP <—

@)  DHCP

k3 DHCP = || =] -

File Action View Help "Lf.Lf ‘DHCP m‘)‘fv«# (_S‘J}‘ )\ .)\.’.{
e« zE B &l HE
G orice ____ Actions &Jbs)yéosj»uj@f;é\ﬁ
4 g 5_erver—1.srv—1.com I‘O“ Add a Scope 1Pv4 =y
4| gy IPva -
3 . . Mare Acti 4 . .
i Display Statistics... je of IP addresses assigned to oresetons .v.w.s. )[?u‘ 3)}' IP (“:J) 6\)—’ Scope
gl New Scope.. €— esting a dynamic P address. " " . )
b 3 | . and cenfigure a scope
P i 1Py New Multicast Scope... IP addresses can be assigned.

R Configure Failover... . 5,5'7- IP d‘)‘)} — s S "".."S = S
ope, on the Action menu,
Replicate Failover Scopes...

Define User Classes... ation about setting up a ‘) IPV6 j IPV4 LSL“ dj)} )\ (ji.'.

Define Vendor Classes... : online Help.

Reconcile All Scopes... S p e 5 Oi‘ BN ;.JBJ.J\

Set Predefined Options...

. : $ S 5 LS el SIS IPV4
Properties

Hel S obsl 1, New Scope

Create a new mufticast scope

New Scope Wizard
Welcome to the New Scope
Wizard
This wizard helps you set up a scope for distributing 1P N t ‘
addresses to computers on your network: . eX Ls . .
.LAS“ &.15” SN K om0 AN, >

To continue, click Next.
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New Scope Wizard
Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network:.

Name: |DHCP-}sc0

Description: |Net[1 92.162.10.0

J.:Sg_i:.lSNeXt 6});3).)\.:.153)‘}

New Scope Wizard
IP Address Range

You define the scope address range by identifying a set of consecutive P addresses.

Configuration settings for DHCF Server
Enter the range of addresses that the scope distributes.

Start IP address: | 192. 168 . 10 . 30
End IP address: | 192. 168 . 10( . 240

Corfiguration settings that propagate to DHCP Client

Length: 24:

Subnet mask: 255 .255 .255. 0

I, Subnet mask , IP o b o ol o
o3l L Start IP address s s oS e
Sl 1y Lsl e 192.168.10.30 Ll 53 o g5,
St ool LLENd P address s s 5 oS
s)ls 1y il e 192.168.10.240 Ll 5 oS |
IP sl (s 4l i b Length e s s

s> Subnet mask (g o,l, 45 oS Lasial) 3

<Back | Net> | |

Cancel | ‘w'; u'i‘)b ("'ib‘bcf.“’é_}; L}ALSQ)M@U&SJ}‘

Mew Scope Wizard

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the IP address range that you want to exclude. F you want to exclude a single
address, type an address in Start IP address only.

Start |P address: End IP address:
192 .168. 10 . 30 152 .168 . 10 . 40

Excluded address range:

AN

Subnet delay in milli second:

&) 3o 4 SUbNEt Mask &' oS o 5505 1,24 sas

LS (SIS Next

EXClusions el & by e a5 505, (6 4t >
S gl oosliial j gk plaail o DHCP s o
A3 S sl A8 Cwend 3 S IP o o Sl LS e
A ol Gl SsalS 5 s e sl 1 o)

< Back ” Next > | | Cancel | J‘J"'J l’b’.’.‘ )J 6 "\’3.5 J)‘) ‘) J);.- Ls °MU’2>L‘:”" J‘)JT
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oS @ dal g o DHCP s 45 Sloy oS g ol a0 sl ol It ol o nT 51 sl 11
G ke Skt 3 1y s ysT (6 ey 5 das o oysl aes 4 Ay 4, 192.168.10.41 sl 51 dady sl
Blol cud b us SUSA 55 550005 1 Jd (g amto K5 55 ol ezl IP o s el B
Next s, » 5  wbsl ¢l s

New Scope Wizard
Lease Duration ,Eﬁ - J\:.S &?}S

The lease duration specifies how long a client can use an IF address from this scope.

- g g0 ol o b dbpo ol
Lease durations should typically be equal to the average time the computeris s* i > o : o S
connected to the same physical network. For mobile networks that consist mainhy of
portable computers or dial-up clients, shorter lease durations can be useful. - o 5
Likewise, for a stable network that consists mainlty of desktop computers at foed I P &i J”M\S &" “ S LF’L‘) s J‘M'L’
locations, longer lease durations are more appropriate.
_
- ] & ‘ & O .
Set the duration for scope leases when distributed by this server. . JS‘ ¢hs 031 °Jw“u G’J 22
Limited to: o . [ 5 Lo e
_ By $o Ao e BE o URs Ol
Days: Hours: Minutes:
| =1 | p=d 01— . .
=1 =1 - 5 . | . 5
= et SseelS ol SHIP ) sl Jles

“ o33 3 FaelS w53 pd e B S
o3l FaelS o4 SN 4

| <ok | Mees | [ Gened | ls S10s,5 505 192.168.10.41

M‘)}w;wd‘j)\w)biw| cJ\.\KJL;QJMDHCP w‘jrﬂmbbycov\ﬁmdu))bjswgw\
Minutes s ;3 5 cele slas HOUrs Cad 3 sy slies DAY Caad 5 i ol 5 S

.)\:.AS&A:LSNeXt LSJJ‘J{}")\}‘JA';?;)

MNew Scope Wizard _ .
Configure DHCP Options -
You have to corfigure the most comman DHCP options before clients can use the

scope. & b s KJIs want to Configure ..

When clients obtain an address, they are given DHCP options such as the IP . . Coe
addresses of routers (default gateways), DNS servers, and WINS settings for that 'VTAJ rl?u‘ r-b La ‘) ul.a.:.lﬂ.u LSJ*'“

scope.

The settings you select here are for this scope and ovenide settings corfigured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

* ¥es, | want to configure these options now;

" Mo, | will confiqure these options later

= Back ||

=
2
N

|| Cancel |

86



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

Mew Scope Wizard

Router {Default Gateway)
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an |P address for a router used by clients, enter the address below.

IP address:

152.168.1.30

\

dills

< Back || Ne

Default L s Router . sl b s ol o

L s Router L R Gateway
Lo byl b eyl asls Lal L ¢l Gateway
Sl e a8 3 iy o Jil e Sos (5
S o 1B eslial 3550 g 5 55 sl oK
Lz s i) s ook oo Jos sl ks sl
el oS adlas | eas CONA LS s s
23S 3l Sy IP Olgs i ly o IP e

Mew Scope Wizard

Demain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients
on your network..

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain: |SR\""‘I com| < —

To configure scope clients to use DNS servers on your network, enter the |P addresses for those
servers.

Server name: IP address:
I
192.168.10.30
| < Back ” MNext = || Cancel |
Mew Scope Wizard
WINS Servers

Entering server IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names.

IP address:
B

Computers running Windows can use WINS servers to convert NetBIOS computer
names to IP addresses.

Server name:

[ e |

dl;

To change this behavior for Windows DHCP clients modify option 046, WINS/NET Node
Type, in Scope Options.

OFIP s3T5 DNS 5 s ol Al e ol 3
5IP b o5 512 DNS s e S 5505 1
wr e g el ol SN Gl L s WSe
Ping |, 3isco.ir cole 5 135 CMD 515 b g
d b0 IP sl ol 5l e oS g e 2 B S
OF sl &8 dase Ol bow 1) cole oyl
S s & camio pl 3 il e 38.74.1.43
Wl o 3,15 O uy3TIP 5 Lol s ol 55
S SIS next s

WINS Server . sl b xe 4 by amio oy
Sl DHCP & i (50 WINS Server il
“ ks e s ool el OF 51 Sbas Ul
auls (A;@.IP Lt sl s il e il Sl sla
D i g 2l LSS (g aalsl ps n)ls s 08
Sos 2 5SS 3l G amio pl 535S ol

S s NEXT
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New Scope Wizard

Activate Scope

Clients can obtain address leases only ff a scope is activated.

Q

Do you want to activate this scope now?

{* Yes |want to activate this scope now:

" Mo, | will activate this scope later

|| Next > | | Cancel |
B DHCP |- |= [
File Action View Help
e #E RE B HE ®
‘2 DHCP Contents of Scope Actions
4 3 server-lsrv-l.com £} Address Pool Scope [192.168.10.0] DHCP-3is.. «
a 3 1P & Address Leases T
[ Scope [192.168.100] D|| 5] Reservations More Actions 4
/ & Address Pool .\ Scope Options
@ Address Leases 5l Policies
I+ =] Reservations
., Scope Options
2| Policies
-3 Server Options
4| Policies
I [ #| Filters
b IPvE
< n >
] DHCP [ = [= [
File Action View Help
= n[E &= BHE
? DHCP Start IP Address End IP Address Description Actions
4 3 server-1.srv-1.com $03192.168.10.30 192.168.10.240 Address range for distri Address .. ~
4 [P [#1192.168.10.20 132.168.10.40 IP Addresses excluded f|
4 (77 Scope[192.168.1001 D) More .. ¥
— ({3 Address Pool
% Address Leases \
b [ Reservations
* Scope Optiens
| Policies
4 Server Options
4 Policies
I % Filters
b i IPVE
< [T >« u >
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sss Js L ks 40 SCcope

23 5 S S Next g5, » Ol Sl d

LS SIS Finish o5, 21 (6 amiw

w ks, 5 Scope (Jod a3 3 18 pladl Sl s
o a1 STl o sl 5 s 503 ASle
Mﬁ@““-’j" A5 SCOPE (g5, 2
P2 L S a6 S e edalin |y sl

S S 0 R

SIS Address Pool sy, » «ownd ool o
oMug.JxJIPcJLScMJQL&JcWLﬁ|J?S
ok LSl adls 4 o -v—i-"-’ <=l>.=§\ Scope sl
dads x5 |y ol sl [P T Ll e Olse
g S s ayS A4S Gl ol Wls e s
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S cl gla sl IP (5 oias oLES 4 w3 S iy x| ol Scope skl ol 3 5 wib _» Excluded

S oalizal 0T 5l Ll o 4 ke i 5 0 i W IP (g 4y 5
Gk sl aS A ol CoS @ by e Cwd ol AL o Address Leases 4 b e (sd e
‘UbC,.w‘MSJjJﬁ‘jQTLSJJAS‘)Lh%%JéVALJQDJSCJL.{)JIP u.»:))T«DHCP eSS

oS o Jozzo DHCP s

& Network Connections

1 g-' <« Metwork and Internet » MNetwork Connections € v G

Coond 4 g o 8 Haduy ol
Organize * Disable this network device Diagnose this connection Rename this connectio >0 V'i Lfc III=I o

R - x> » Network Connections
ST Micro| @ Disable
;fat“s §“§®Q)50ﬁ|6j)ﬁﬁﬁs
iagnose
#) Bridge Connections ‘) Propertles S 4,_.{; J V?S& wb
Create Shortcut
] Eelr:te VTS@ uw‘

'?:,f' Propiies

H Ethernet Properties
Metworking

Connect using:

Internet Protocol (55, . 3330 <o s
LF Wicrosoft Hyper-V Network Adapter

Properties s, » o 5 15 SUS Version 4

This connection uses the following tems:

4Bl 305 Packet Scheduler ~ "“'.."S L§’:‘l‘s
[ -= Microsoft Network Adapter Muttiplexor Protocol

& Microsoft LLDP Protocol Driver

i Link-Layer Topology Discovery Mapper 170 Driver

i Link-Layer Topology Discovery Responder

-4 |ntemet Protocal Version & (TCP/IPvE)

 Inicmet Protocol Version 4 (TCP/IPv4) [ Sl

>

~REEER

Ingtall... Uninstall Properties

Description TZ
Transmission Control Protocol /Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel
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Internet Protocol Version 4 (TCP/IPv4) Properties

General

Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability, Otherwize, you need to ask your network administrator

for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

(®) Obtain DNS server address automatically

(") Use the following DNS server addresses:

Validate settings upon exit

Advanced..

Metwork Connection Details

Metwork Connection Details:

Cancel

Property

Connection-specific DN...

Value
SRY-1.com

Linkdocal IPvE Address
|PwE Default Gateway
IPwE DMS Server

Description Microgoft Hyper-V Metwork Adapter
Physical Address 00-15-5D-01-32-35

DHCP Enabled fes

[IPv4 Address 192.168.10.41 |

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Friday, Aprl 18, 2014 6:36:35 AM
Lease Expires Saturday, Apl 15, 2014 6:36:38 AM
|Pvd Default Gateway 152.168.1.30

IPv4 DHCP Server 152.168.10.30

IPv4 DMS Server 152.168.10.30

IPvd WINS Senver

MetBIOS over Topip En...  Yes

feBl::bae 4941a83:2c13%3

Close
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é@.ﬁw‘jbﬁ).}jwa\)b

J\.:S&:LSOk ng)ﬂ.J;SgL.éLi)b

SUS L o Sl 28 ) 2 OB ol Sl
Details Ls‘jjﬁa.l.f&)'l.géw‘).}jv\és

Spds b da ISG L s SIS

S e edalin 59, IS5 5 S bokes
o Gk Sl B ¢ S o)ls
3 DNS 5, oysl 5 IP . sl DHCP
Sl 05 S 2Ly JuS o5 40 |, Router
31 eosl opl a8 sl awsls IP sl woas 55
st el g5 192.168.10.41
L 192.168.10.30 .51 I &
ol e3ls oS opl 4 192.168.10.40
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_I:I-

2 DHCP
File Action View Help
e 2EXdz BE
‘?Z DHCP Client IP Address Name Lease Expiration Actions
5] ~lsrv-1. iy
4 F s__erver srv-T.com : i o
4 gy IPvd
4[] Scope[192,168,10.0] D \ More... F
i Address Pool
= -
—3 |1 Address Leases 192.168...
p (£ Reservations More... ¥
-, Scope Options
2| Policies
.o Server Options
2 Policies
[ ¥ Filters
b IPvE
< m >lf < m >
£ DHCP - | o[

File Action View Help

e 2[F | B[ *

¥ DHCP

4 5 server-lsrv-1.com

‘_0_' Reservations

A reservation ensures that a DHCP client is always assigned the same P
address,

a4 G P
4[] Scope[192.168.10.0] D
i} Address Pool
@ Address Leases

—> | Reservations. To add a reservatinn, on the Action menu, click Mew Reservation,

Scope 0 Mew Reservation... e
i Policies X revents a DHCP client from ever obtaining an
. S- o View ¥ fied address range. Exclusion ranges can be
3 3erver Optig oal.
2| Policies Refresh
I+ [# Filters Help n about reservations and exclusions, see online
b IPVE
< m >

Actions
Reservat.. «
More.. P

Administrator: Command Prompt

“DevicexIcpip {37C432C5-24B7-47CB

UzerzssAdministrator’

14-1A12F4FE52FE>}

L35 20012 5 0 5005 5505 05k s

wilo 4y 5 1S |l 1, DHCP g e 5
Address il syls 5y, S
sdalive &S bola . ss Leases
ol Lol o 4 IS S S s
Sl Sl Sl el
DHCP s b 5l 3 cwnd
<ob,s 1, 192.168.10.41 .o

Q,w-:\ OJJS

DHCP s e 53 45 Sy Cand
- Reservations s o)ls 54
s ol o Gl B as sl
oK 5 LS G il 5 o oS ]
S phe Jrate SGda S ol
L1 crl deady 353 4 pamia ]
e el bl (s
gl e by ol &Sl 5l LS
Mac L s el 1) s e
g 1 s ) 0 a4 b 5 0 @ddress
5 oses 5 s CMD sl 608

MSL;A J)‘j
getmac/s 192.168.10.41

u.»‘)bitDHCP &k}‘j@‘OMMD&MQSM‘MMkﬁfIP J")JT‘J}:"”JQ'.’J)J

LJ:,}) .v.iJ)jT WV\J b #))}JW&&MUJS MaC w‘)JI c_)}.:.wb uﬂ‘bc"‘“‘ oJJs g»\él—i)) IP
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MacU,x:;sg},\\)getmac)j:,.q;)m;S\ﬁ\\JCMDjﬁpﬁsjyjswts:u\“s@\@\ﬁ;

sl G | Jlaisyge 5 4elS address

] DHCP -
e DHCP s ,w 5,05 Mac Address 05,51 s 5l da
= n[E & B[= * ,
@ once 5 S cwl, SIS Reservation s g5 R s
I s_er\rer-‘l.sr\r-‘l.cnm ':0:' Reservations

4y IPvd .t

de IS5 B oaes ol |; New Reservation s« S

4[| Scope[192.168.10.0]D

A ti that a DHCP cli
£ Address Pool reservation ensures that a clig

address,
@ Address Leases . Lb
——> (=] Reser— === “ion, on the Action mé "’}“’“ ‘)A
Mew Reservation... e

s Scop| DHCP ¢l
= = - n prevents a [
. 2l Polic =T ecified address rangg
:_i Ser?re.r o Refresh s Pool.
2| Policies
I #| Filters Help tion about reservatio
b & IPvE TTET.
DHCP
File Action View Help Reservation - - . . ‘
. Caend 93 9 Aol o DL
e nE 6| BE *
- 2 x “ . . .
=) [REEEVETT u—l Ip Condd P J\.:..S JJ\) \) .)jD- c‘)>J.> €L: LName

Provide information for a reserved cliert.

Reservation name |3iSCO Reservation

J.:A“}P-L;d 4.5 b J}?L a‘jﬁJ) |P Lfd-)'ﬂ ¢AddI’ESS
IP address ’m

MALC address: :D[HS—SD-m-az-gs- — .\i_ :::—3-2T3: t\Dt:uic 53 J‘-iL’ 4_:_?_5‘ ?1”'§ J)‘J ‘J.:_:a,b JEJJ))A . .“% "

Dascripﬁon: ok - SES ministrators,,

Suspoted ypee Mac el s il ods i 25 Scope
* Both 2 > ° S p G")
" DHCP - -

- soote 25 1 02,5 Sy MAC sl s address

Add Close

Tl sk a s SO S S s

Description s ;s ool sl jaseis

L} b4

Supported a3 s 5 aiS syls 1 Sbes s
Jd‘j& ‘\S.«\?\S‘;d odalio b BOOTP S wcw Lﬂi‘ DL J\.:S ub:b\ b Both S 4"‘,’.J§ (.Type

w\wﬂéu&ZJJijw‘}ﬂ&‘gﬁbvﬂDHcpwjﬂg)j)Jiw‘gﬂw‘ks

OB ol 5l de 2 Reservation s, se o)l LS b aws SJs Add S350 2 O el 5l e

V.:.Svﬁ JJ\‘}CMD B blPCOhfig/a”)j@>)ﬁﬁ¢,ﬁ>)y C,.Ll%.))\)
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NUserssadministrator>ipconfig ~all

[lindows IP Configuration

- = Stationl
.. U-1.com
« = Hybrid
= Ho

e

Primary Dns Suffix
Hode Type

IPF Routing Enabled.
WINS Proxy Enahled.
DNS Suffix Search Li

- = Ho
2 SRU-1.com

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix
Description
Physical Addres
DHCF Enahled. =
futoconf iguration En
Link—local IPuvb Adde
IPuv4 Address. . .
Subnet Mask . . _ .
Lease Obtained. . .
Lease Expires . . .
Default Gateuay - -
HCP Server . .
DHCPwe IAID .
DHCPv6 Client DUID.

DNS Servers
HetBIOS owver Tcpip

- = SRU-1.com

. : Yes
: Yes

Tt Friday, fpeil 1
B Ssgulday Hp111

1 :192.168.18.30
@ 58337117
: 192.168.108.38
: Enabled

unnel adapter isatap.SRU-1.com:

Media State : Media disconnec

_ 3isco.ir

Administrator: Command Prompt

Hicrosoft Hyper—U Network Adapter
AR-15-5D-81-32-39

: feBB::5ae:4f94:FaB3:2c13x3(Preferred>
H -i68.1@8 P

referrved)

8,
9,

2014 9:59:46

ted

s,05 15 Ipconfig /all ;s o5y, IS5 5o

G Sl L8 W b Sledbl el
o3> QLA Lo Jlais ) ge DS js f, Jlais 5
Yes &, 5o 4 DHCP Enabled i .ol

w)JI L).AJJT IPV4 M 29 ML’Lf‘

PH
2014 9:59:45 PM

Jus DHCP s 5 «5 192.168.10.50

. i 89-81-BA-81-1A-C2-D1-E6-BB-15-5D-B1-32-39

)V':'S‘f‘ e.,\.al..i./awéd|); ‘) v_ibj.’ o.st
polal csle 5 6 Lease .3 s

Js.:SL;O OML:.;A b QT LSLA'L‘ @)U 9 w))T OJ‘J

@ DHCP - |= [
= zE &=  BE & S Obti 5 )
wieion | St e w5 5COPE OPTONS 4 L5 50 gy Zoned
’ ?‘pV‘lswnenemelD 7?10?3&;?:;"%“ it:::::: gﬁi::«m More... b 7
’ﬁ::fl . ‘ Ol Gy ol Sis ge Scope olasin
4 (5] Reservations
e Configure ¢ w5 oy SJS
S || =
4 ; E;the(:s Refresh J.:S ub&‘ b OpthﬂS
b Pve Export List... )
Help
Scope Options _
General | Advanced - - .
w‘)‘fw Ld)‘ ;.,J‘)J‘&SJ)‘) J}?f‘) — jJ [ ¥- D L.J'i‘)b
Available Options Description | ~
0O . . o - .. .
¥l 003 Router Amay of rout J V’:S Jles ﬁ‘fd" J""’"Jj"’ Scope Sl oS Sl diu
[ 004 Time Server Aray of time _
[ 005 Name Servers of nam . . .o, . N
< W Amay S ‘V?Sw‘ﬂj‘)ﬁ}js}bﬁ‘dd)‘éb&ud\m.a‘ydﬂt.:
Lol sl 5 oS SIS Router (s, ol o ki
&:lsDNSServerw)ﬁcmgwﬁluﬁuﬂss
IS L sl Advanced s aas s 1 01 5 oS
mﬁ\j} ol & S g alsl s S cl ol e
.V_’J.).‘J‘).;LSA ad iy Cole 4 LS (g aelsl sl
OK | | Cancel
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:PowerShell &l jgiws g b jI DHCP L IS
oS 03Uzl OF 3l 5 oS a5 1, DHCP oy s o ol g2 b 51 el o e ) 53

s ol Bome b aS Get-DhcpServervaScope | y.s oS Ll on L oS () pes

s e 0L 1 0T g5, et Jled sl Scope sluss

Get-DhcpServerv4Scope -ComputerName Server-1

P5 C:'\Windows\system32> Get-DhcpServerv4scope -ComputerName Serwver-1

Scopeld SubnetMask Mame State StartRange EndRange LeaseDuration

192.1638.10.0 255.255.255.0 DHCP-31sco Active 192.168.10. 30 192.168.10.240 1.00:00:00

P5 C:'\Windows\system32>

oy QLS L w1 V..i.a; sl>| DHCP-3isco (aLS LDHCP 5,0 ;3 a5 JL3Scope YL ;s gl > L

oS bl L Scope S PowerShell ;s ;gus gl >0 ol g o aalsl 3o

6 035 IP 51 31 andl ¢0S oalinedl Add-DhcpServerv4Scope s 31 LL Scope sl <l

ozl IPV4 31 OS5l s .S eslinul Add-DhepServerveScope | ss 5l b (aiS o el
.V.:..ASLSJ
Sl s (pl g sl el jasie Slela L PowerShell (U L Scope G5 pmes sl2 1 L

S o pr bl 4 )

Add-DhcpServerv4Scope -Name Powershell -StartRange 192.168.11.1 -
EndRange 192.168.11.240 -SubnetMask 255.255.255.0 -State Active -
ComputerName Server-1 -Description "Powershell Scope" -Type Both

L Scope skl sl » oS Ll .« Add-DhepServervaScope ;s oS o sdaliv oS () 5w (sl
1 3l Aoy 5 gmes (sl s il 5 0T 4 by o Sl il OF 51 day 23,5 o 13 eslinul 5550 IPVA

655 b s Wl g e ek S e s s PowerShell 1, Scope b «s it - Name PowerShell
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b kissse ol loam a3 eslinal alols 5l s ol 55 ST a8 dsly ansls ax 5 Las (128 5,15 OF gl

« mnn

192.168.11.1 StartRange (sis 5w b sis axlge ErrOr LG aas 513" 258 Lls 5
EndEange .o (dm gz AiLe s, Scope g2 o3l 6 ek Ol &S il e
SubnetMask 255.255.255.0. cux; 2z 5 3L s 0T UL ool o5 3L s 192.168.11.240
s e gie 15 1P coand oSyl (6l s S 0l U3 &S 5 sbolen S asiie L | Of Subnet &

Shr gt AL o sy ge SCOPE 05 S Jl (gl aS 55l 545 State Active s sl s
S S sl5 1505 s SsmalS oL Server-1 pb gl « 4L 5 =l ComputerName Server-1
S oobys Slub s ¢ @l sl e -Description "Powershell Scope" | gs s e o2 2l
LUl S syl 1, 55 Sles 5 "Powershell Scope” sl 4 WLl S b e s, 4. Scope
“TYPE 5y L 1y 355 SCOPE ¢35 b wa =1 s 5 doas 53 23S Bl 53 o 3 Slwes s

sy ge SCOPE sl 51 day S SIS amis YL 53 Run Script o7 s, o smws sl &)

L Sl 0l sl SCOPE ! oS i B o316 o DHCP g 1 40 8

G

File Action View Help

DHCP

e ., s s sboles

PN }:; e E 3k ¢ ,\:'.SL;a e_)\,shu.\ﬁ DHCP
‘?_ DHCP Start IP Address End IP Address Descrig| | Actions
4 jA S;r\rl:r\:l.sr\r—‘l.com £00192.168.11.1 192.168.11.240 Addres | haaeccp o | PowerShell (:U b scope

B [ Scope[192.168.10.0] DHCP-3isco
——3 4 || Scope[192.168.11.0] Powershell
i} Address Pool
@ Address Leases
@| Reservations
. Scope Cptions

| Policies

.3 Server Options

\

More Ac...

192.168.11.0 .57 L |

‘)J 9 CMA‘ aJ\..i ULﬁ\

ks, Address  Pool

2| Policies
S BEe End IP , Start IP
el s =L W :
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Gl k3 gl cend ST 55,00 555 Exclusion .51 Address Pool e ;s ail 4> 20 S|

sl ol 3 8 6l Ll P =2 IP o Sl sl Exclusion (il ol g &35

oSt 1 S sses 5 maph o PowerShell 5,15 P Exclusion s=| !

Add-DhcpServerv4ExclusionRange -ScopeId 192.168.11.0 -StartRange 192.168.11.1
-EndRange 192.168.11.20

5l A0S o o3lizel Add-DhepServervaExclusionRange | yi.s 51 IP Exclusion sl !
& 4 Sl s, 5e SCOPE & by o NetlD oles Scopeld o oS 3 e 0T « 1, Scopeld sl o
s,l5 |, EndRange , StartRange (i~ cad s S 2l Scopeld 192.168.11.0- & s

o DHCP .&S&‘ﬁ\‘)d)\)ﬁmﬂ))mﬁw

File Action View Help

«= #F 4= BE *

(?z DHCP Start IP Address End IP Address D OML‘M‘ Ird0 J 22 4 )‘}bdm
A E] server-1.sre-1.com 192,168,111 192.168.11.240 .
4§ IPvd [192.168.11.1 192.168.11.20 B s IP Exclusion «-&4564
I [ Scope[192,168.10.0] DHCP-3isco \
4 [ | Scope [192,168.11.0] Powershell . .
= Addrecs Pool skl PowerShell &l yius Loy
@ Address Leases
=| Reservations Cﬁ.w‘ ol
. Scope Options
2| Policies
.3 Server Options
| Policies dijk ‘)‘ J\iLﬁ aS 6‘ LS"\"" Cooond
I- ¥ Filters
b gy IPvE

(oS 3= PowerShell (i s

02313 sl DHCP s v 55 1) e 001 O3 oS 2L _« Reservations s

N Administrator: Command Prompt |: Reservations s lej_..

icrosoft Windows [Uersion 6.3.76B01
(c>» 2013 Microsoft Corporation. All rights resevved.

Sl Mac Address .l
sUserssAdministratorrgetmac s 192.168.18.38 * o

Lot prbanddabu Lol 4 ey sl s | #-’“-U}"
“Device\Icpip_{F?04F697-7BBB-4672-8529-99FOBC6?D758> CoTT T '

ssUserssAdministrator? getmac )jlw; )‘ 3159 J'<‘:‘

sl /s 192.168.10.30

QT )‘ 9 ('T’JJTLS'A S b J.J:Lvdﬁ 00-15-5D-01-32-3C « b J.EJ))}A szls MAC U'”J)‘)T E) WSLSA

rMSde oslasal 5 yews
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Add-DhcpServerv4Reservation -ScopeId 192.168.11.0 -Name PowerShellRE -
IPAddress 192.168.11.50 -Type Both -ClientId 00-15-5D-01-32-3C

dxs 3,8 e )8 eslinal 5 46 Reservation st ¢l » Add-DhepServerv4Reservation | ss

4 oS oS 5,051, s, e ScOpe « by, . NetlD 3! Scopeld 192.168.11.0 ;. b 51 b of

Name s b 51 0f 5l da S 55051, 555 ¢ 4 4 by NetID wt 192.168.11.0 ¢l

35 ol 505 o POWErShellRE l- & bl s oS 1S o i s 0T sl oU S PowerShellRE

WA s LS syl 1y s ee 5w b CoIS @ by e IPAddress 192.168.11.50 aslsl s .uuS 5505 1,

<ol Mac address s jae a5 i o S 03 e S asite Type Both s L1, O ¢ 5

L] DHCP = [ = [T

File Action View Help

e om o= B[ *

? DHCP Reservations Actions

4 3§ server-1srv-l.com x| [192.168.11.50] PowerShellRE B I
43P Reservatio...

b [ Scope[192.162.10.0] DHCP-3isco
a4 [ | Scope[192.168.11.0] Powershell
£} Address Pool
@ Address Leases
—> . =] Reservations
| [192.168.11.50] PowerShel IRE
.. Scope Options
| Policies
3 Server Options
| Policies
I» [#| Filters
b 5 IPvE

\

More Ac... P

.Jﬁs‘J}_-‘b#))jﬂ)}.ﬁw})sf]).}j.,\:SJ‘)“)‘)JE.)JJ.O

DHCP s @ 3555 L
Reservations c..3 4 S|
Aal edalie (oS x|y
I8 il 4 Cldes S 5 S
ol |l Cudbse L5

|

V"MP LAQ)T@;_)L?S&M\;\);AS:)\: 5y calies gla Cad 3 DHCP L LS (6l 2 (o5l &l gnees
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Sl s S oS A3l o Sl 5 IP T 4 55l Bl oS ol e S0 DNS s
J‘VALJ‘?‘“’EL JaLJ)\):)J.,SPIng #‘)M%b}fﬁﬂgby\ﬁy‘jﬁy J‘.’.J"‘:’. oMW

= Server Manager =18 -

J)‘)J%L.¢DNS wjjw&_mmé‘f

Server Manager * Dashboard @1 F wamge oo

I8 Dashboard WELCOME TO SERVER MANAGER

i Local Server
B All Servers

@ ADDS

18 DHep QUICK START
@ 5 Add roles and features 1 S
em DNS £ AQd roles and reatures .

o s s Lo Server Manager

s Add roles and Features

o Configure this local server

L) E=am SEagimies 3 Add other servers to manage

WHAT'S NEW ~ra
4 Create a server group

b.a-@-.’ CL{»Q )b ‘DNS L)Mijﬂ ;Jj

LEARN MORE @ ACtlve DII"eCtOI"y eI

ROLES AND SERVER GROUPS
Roles:4 | Servergroups:1 | Servers total: 1

m m A3 5 b el S5 O e
(@ Manageability (@ Manageability - Cﬁ" ‘)-’ w—ijrﬂ CJ{‘ M d\J. CL::}‘

[ Add Roles and Features Wizard |;‘£- Add r'OleS LS}) e g* s )‘ M

DESTIMATION SERVER

Select server roles Semer SRV ) i
w0l 3L g a=~iw > and Features

Before You Begin Select one or more roles to install on the selected server.

[rj:.velza:jcr'i:e Roles Description AUN .9. 4_’ U _L:,S &:.LS NeXt 6}) B

Py Active Directory Certificate Services

{AD CS) is used to create

V] Active Directory Domain Services (Installec certification authorities and related . .
[ Active Directory Federation Services role services that allow you to issue J.ia; J\.L}Lﬂ a .J\MNJ) Se rver RO I es

and manage certificates used in a

[[] Active Directory Lightweight Directory Services variety of applications.

[ Active Directory Rights Management Services

[ Application Server
v| DHCP

S ol DNS U= 91280

— || DNS

[] Fax Server N J,._; )" U"“iﬁf“’ C;.i‘ Jga;‘ g_)'.’.‘ JJ 4:..\.3‘

b [®] File and Storage Services (2 of 12 installed)
[ Hyper-v

] Metwork Policy and Access Services 6‘9‘) J_.; g_.)lk.;:_;‘ j‘ .Jd_.l .C_,..w‘ OM Q.M.é-"

[] Print and Document Services
[ Remote Access

[ Remote Deskiop Services . 2 _)\3_, < POy ) BE J.:,S &?lS Next

< Previous Next > nsta Cancel
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Search

Everywhere

&

File Action View Help

e« zE =z BR § B8

DNS Manager

s 3 S SIS Install g5 5 =T (s amio 55 5 Next s,

.S Restart |

\)DNSLSA.QJSJJ%};'SsearCh J)\j«jj@j@).@)))})’\.bu.

_EI-

£ DNs
a4 5 SERVER-1 /
b || Forward Lookup Zones
| Reverse Lockup Zones
b 7] Trust Points
I [ | Conditional Forwarders

3 Global Logs

Name
=] _msdcs.SRY-1.com
1= SRV-1.com

Type

Active Directory-Integrated Pr...
Active Directory-Integrated Pr...

Status
Running
Running

DMSSEC Status
Mot Signed
Mot Signed

_I:I-

a DNS Manager
File Action View Help
e sEEBaRz Bm dE8a
5, DNS Mame Type Data Timestamp
4 5 SERVER-1 1 _msdcs
a (7] Forward Lookup Zones || [ _sites
I (=] _msdes.SRY-1.com ;_t:p
5 4 ] SR¥-l.com udlp
> J_“d“ | DomainDnsZones
b sites | ForestDnsZones
= -“dp ] (same as parent folder) Start of Authority (SOA)  [86], server-1.snv-T.com,, ... static
= EJuor:amDnsZune! é—\(same as parent folder) Mame Server (NS) server-1.srv-1.com. static
i - ForestDneZones || o (s2me as parent folder) Host (4) 1921681030 15,45 +ubsies TF/FAN
- - E—‘ server-1 Host (A) 192.168.10.30 static
| Reverse Lookup Zones
] station1 Host (A) 182.168.10.50 k. g sAleien ToIF/F/19)

> [] Trust Peints
I [ Conditional Forwarders
b [f] Global Logs

99

..L:.'S‘J?_-H‘)DNSWJJw)J)‘j

ok |l g 9y K5 aSle DNS s
e S St o 53 ]
Forward oS waly 5 Lol b«
Reverse Lookup s Lookup Zones
Forward c..3 ..l Zones
o3l &b s ) ; Lookup Zones
RReverse Lookup Zones ... 5IP
LS b e hainyse sl IP Lis (ol
S o b bend o
Forward Lookup <3 sl
O3 ol w3 pl 55 e 5 0 ZONES
s fliz,a 22 el al &S sl L5 L
Domain s = 5 Active Directory
R PNCIUUR 0| EPVRCIN RN WA P
L omesd G ok xS 253 45 Ay S ZONE
SRV- s S ol 650

by Sledbl cid s SIS 1.com
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« by o5 4 Stationl  Server-1 ol 52 S ol 53 S e sdaline Sy a3 1, ol 4

&‘eMULﬂ‘MM‘)SJ? Q)ﬂ@ﬁi@b&%%}&‘)}ﬂ

o | Administrator: Command Prompt |;|i-

icrosoft Windows [Version 6.3.968081
(c> 2013 Microsoft Corporation. All rights resevrved.

sUsersSAdministrator?ping Stationl

TTL= 123
TTL=128
s TTL=128

ice for 192.168.10.58:
Sent = 4. Received = 4, Lost = 8 (B2 loss),

Approximate round trip times in milli-seconds:
Minimum = Bmg, Maximum = Bms,. Average = Bmez

UzersshAdministrator>

& DNS Manager - | o[

File Action View Help

= .[] o= HE § &
T o N Update Server Data File 5 =
1 ame ata imestamp
4 F SERVER-1 _msdes Reload
a [ Forward Lookup Zones 1 _sites New Host (A or AAAA)... €—
b ] _msdesSRv-teom (| gep New Alias (CNAME)...
4 ] SRV-1.com | _udp New Mail Exchanger (MX)...
A J":d“ I DomainDnZol  Mew Domain..
b e I ForestDnsZone
» © tep ; ew Delegation... ]
] (same as paren [26], server-1.srv-1.com,, .. static
b 07 _udp ; Other New Records...
» [ DomainDnsZaned £ (same as paren| server-1.srv-1.com. static
» ) ForestDnsZanes || ) (same as parer DRSSEC " 192.168.1030 b +Sibases THIF/FNA
| Reverse Lookup Zones || 1= server-1 Al Tasks » 1921681030 static
b [ Trust Points E stationt Rebrech 192.168.10.50 b +AiPies THIF/F/R
b [ Conditional Forwarders Export List..
b [Eg] Global Logs
View v
Arrange lcons »
Line up Icons
Properties
Help
< n > < mn >

Send command to server to reload this zone from file or Active Directory.

New Host -

Mame {uses parent domain name if blank):
|Station2 €— |

Fully qualified domain name (FQDM):

I, Stationl ol 5 s CMD 5,15 S

ol ol w by e IP sl b S Ping
Ping jsas b 55, IS5 55 aas 0L L
IP 551 & w3 sping |, stationl ol
£ 192.168.10.50 LS <5 4 I, O

el 0313 QLIS L

sl HOSt G Oles 2 sl 0 V-
5 O el sl VwsPlng ol © o S
5 AS cl, SIS SRV-1.com s
I, New Host (A or AAAA) ¢ « ¥

Sl da 606 S Ol

05 3 S oyl ly s aisyee ¢U Name c.d s

|5taﬁ0n2-5RV'1-C0m- | _)\:_.S J)‘j b QT L ‘bj"j‘ IP JN)JT ¢IP addFESS Coaond

IF address:

| 192.168.10.65  — |l ey s ol | ke s SELE

Create iated pointel d
reate associated pointer (FTR) recor " ‘J‘?‘g& . . b Name . - 45 L;’Ld) 45 J.:.J:Lv

Allow any authenticated user to update DNS records with the
SaMe oWNer name

Add Host || Cancel |
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ONS __| s el L Add Host (g5, » SIS 51 oy

i Warning: The associated pointer (PTR) record cannot be created, iy J)‘J a)u\ 5 U'l‘ @ <=L9.;._3 Ui‘ ')‘ij":’@ 4_>.\}A

H probably because the referenced reverse lockup zone cannot be found,

Z “ - .
Create s ay S a4 by SO 3 Cad o Lo
.

5,5 ozl |, associated pointer (PTR)
J= 5 &S Wil Jleé Reverse Lookup Zone s a5 aus Ol Sbey L |y cad ol I 6o 5
el 4 IP ;5] e & by e Reverse Lookup Zone .3 ‘V.Maf S sboles s b s>

235 0 sl ARecord L Host A L Ok (s, ,» SIS 5l des il

o1 Administrator: Command Prompt

Ping Station2 | zus 5 o si o CMD 5,15

mj >

sUszerssAdministrator?ping station2

Pinging stationZ.S8RU-1.com [192.168.18.65]1 with 32 bhytes of data: . 45 | ‘ ‘ ‘
Reply from 192_168.1W.3¥W: Destination host unreachable. ‘S b j‘b. -3 .

Reply from 192_168.18.38: Destination host unreachable. jﬂ}) )J D o o L;Q J’> J JJ I
Reply from 192.168.18.38: Destination host unreachable.

[Reply from 192.168.18.38: Destination host unreachabhle.

Ping statistics for 192.168.1@.65: DI g LS‘J’." BINCE ‘J‘-:'SL;" otalis

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss>),

UserssAdministrator>

QMWV.AQTIPJM‘ ol \«\.ﬁ)@))}a
‘f@ma@ﬂpoaﬁwwguléw\

: 35 o i bl

i DNS Manager
File Action View Help

e 2EcB= d B

£ DNS _ = ) ‘j}uﬂ = L}ﬂ >
4 [ SERVER-1 .;0;. Add a New Zone
e I, Reverse Lookup Zone « L .
Ll s T System (DNS) allows a DNS namespace to be
| Trust Points New Zone... €= |F3ch zone stores information about one or more |
Conditional F i i .
| Conditicnal Forwar View , pmains. CEB RN ‘)Ls U':‘ LS‘J-’ (i = |

[» Global Logs

Refresh . on the Action menu, click New Zone.

cl, KIS Reverse Lookup Zone

Help

o=l |, New Zone ¢ 4o 5 S

D b de S50 LS
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New Zone Wizard .

Welcome to the New Zone
Wizard

..... LS SUs Next g5,

This wizard helps you create a new zone for your DNS
server.

A zone translates DNS names to related data, such as IP
addresses or network services.

i
Wl

To continue, dick Next,

New Zone Wizard

Zone Type Craond U'~’~‘ BE aS J)\.) S92 9 4"".’.j§ dw (Caond w\ BE

The DNS server supports various types of zones and storage.

LS obsl |y el Zone L Primary Zone .l

Select the type of zone you want to create:

Primary zone .,L:S Q_KT.JS NeXt LS}J J-f 39

/ﬂ Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain

controller)

< Back || Mext = || Cancel |

Mew Zone Wizard

Active Directory Zone Replication Scope
‘fou can select how you want DNS data replicated throughout your network.,

ng)fjwub&\ b (‘ﬁbé&ﬁjs‘wiﬁ‘)b
Select how you want zone data replicated:

() To all DNS servers running on domain controllers in this forest: SRV-1.com % § § ]§ N ext

/,’@' To all DNS servers running on domain controllers in this domain: SRV-1.com
(O To all domain controllers in this domain {for Windows 2000 compatibility): SRV-1.com

To all domain controllers specified in the scope of this directory partition:

/

< Back ” Next = || Cancel
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i

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvé
addresses.

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMS names.

(®) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

¥

< Back || MNext =

| | Cancel |

v

New Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:

192 168 100 .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0, 10.in-addr.arpa.

() Reverse lookup zone name:
10.168. 192.in-addr.arpa

< Back || Mext = | | Cancel
New Zone Wizard .
Dynamic Update
‘fou can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates, >

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

) Allow both nonsecure and secure dynamic updates

Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back || Next >

| | Cancel

S e P ISy cd 4 e ) s
IPVA 1L ccand ol 55 a5 08 sl [ by 58

LJAJJT J.il.: ‘NetWOFk ID M )) 9 W kﬁ“ )J
192.168.10 Luyl ;3 45 1S 5,05 |, 3,5 NetID
BEAS) uL“S @J""; DL, Network ID& o)L_’)J .,\..J:L’L;c

NeXt&)ijuwl\)dj\éwﬁcwwbs

.S S Finish LS‘DJ._:J.&TLSMJJ
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El

ik

File Action View Help

DNS Manager

LI EEREE FEE

BE

é DNS Name Type Data
a4 5 SERVER-1 =] (same as parent folder) Start of Authority (SOA) [1], server-1.sn|
[ _ Forward Lookup Zones §—| (same as parent folder) Mame Server (NS) server-1.snv-1.
4 || Reverse Lookup Zones
—3 =] 10.168.192,in-addr.ar|
| Trust Points Update Server Data File
| Conditional Forwarders Reload
b [ Global Logs New Pointer (PTR)... <——
MNew Alias (CNAME]...
MNew Delegation...
Other New Records...
DNSSEC »
All Tasks 3
Refresh
Export List...
< m > < View » *
Send command to server to reload this zone from file or £ e N

New Resource Record

Painter (FTR)

Host IP Address:

| 192,168, 10,

Fully qualified domain name (FQDN):

| 10,168, 132.in-addr.arpa

Host name:

|| Browse... |

["] allow any authenticated user to update all DNS records with the same
name. This setting applies only to DNS records for & new name.

/

Browse -
Look in: | =] SRV-1.com
Records: é_DNS
5 SERVER-1
N?me “| Forward Lookup Zones o ~
| _udp B SRY-1.com
_| DomainCns. ..
“| ForestDnsz...
§—|(same asp... Host({a) 192,168,.10,30 V-1 -¥ 1A, _
% server-1 Host (A) 192.168.10.30  static =
] station1 Host (&) 192,168.10.50  ¥+1/+¥f14...
E] station2 Host (&) 192,168.10.65 v
Selection: server-1.5RV-1.com
Record types:  |Hosts (A or AAAA Records) v]
oK | | Cancel |

Ol Sy » s, g0 ZONE 3wl 5l Ay

350 5k O & bgi e (5 amio b AeS SIS
3 S ey SIS i ge (g At 0
~» L a1, New Pointer (PTR) s «, 5
Sl (23S Lo Ol s olys oS

RUAY

Sy 2 SIS L, Lisyee oIS L5 5 0w b Gl s

| s KUs Browse L;”ﬂ‘)gw\&\ﬁ.ﬁsgﬂoT@Browse

L;L’a‘ R .v_l‘ou\.«.i SRV‘l.Com czone J)\j (ot U'l‘ BE)

oS o SAS 0K (555 1 5 S o ol | Oles

534S LBl il a5 55 e sl s 50 PTR IS ol 5l aey

03) ‘) PTR %3 4“‘.’.J§ &:3 j§‘ cHOStA Jl?r_:‘ QLA) PL ijv:‘? Cond

Al el g sl S5 i e 4 S ol (LSL
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o DNS Manager

File Action View Help

e AF EBcz BHmE § 86

=, DNS Name Type

4 g SERVER-1 ﬂ(:amr: as parent folder) Start of Authority (SOA)
I [ | Forward Lockup Zones || & (same as parent folder) MName Server (NS)
4[] Reverse Leokup Zones || ©192,162.10.30 Pointer (PTR)

- | 10.168.192.in-addr.ar| -f—|1§2.158.13'.53'

| Trust Points ]192.162.10.65
| Conditional Forwarders

Pointer (FTR)
Pointer (FTR)

I |g] Global Logs

_I:I-

Data

[1], server-1.sn|
server-1.smv-1.
server-1.5RY-1
Station1.5RV-1
Station2.5RV-1

Administrator: Command Prompt

NUserssAdministratoritracert 192.168.18.58

racing route to stationl.swrv—1.com [192.168.18.58]
over a maximum of 38 hops:

1 <1 ms <1 ms <1 mg | stationl.swru—1._.com| [192.168._168.581

race complete.

UzerssAdministrator>

PTR A cJ\:..SL;d QML:,J 45 ‘)jlédl.o.ﬁ

sl 0 Sl OIS 9 5 9w 4 (8l

s AL Glasls pll Sl sy

3y U 03,5l s sl Tracert
5348 5 gb0les oS o aslind Jlis
spwd b diS o sdalin 5, IS4
ol Jdracert 192.168.10.50
JoS s 0 a3 ol en 0 OIS

Tracert g .ol osls LS L

M\J;J)}jé}j)@ﬁcww‘)bJ\Mbdauﬁ%t.i)jﬁ&iabﬂdu‘)jﬂliL“AJ}')J&;”LNLS‘JJ

Administrator: Command Prompt - nslockup

sUserssAdministratorXns lookup
Default Server: localhost
Address: 27.8.8.1

105

.Jj‘bbﬁ)%%&ihﬁ)w\

DNS (s s s o5 5le 10 Sl 455
DNS « Ly o IP sl 055 o i
- = x5 127.0.0.1 4 5,

sy sl L {3050 ol S s
LS o sdalie CMD s Nslookup
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&:,»LG 4 Lfl'é Craond DL 45 J.J:L:L;d IP w).’]j B FQDN ‘}Als rl.o S o lad QL»:'J gNS|OOkUp )j:.w.}

Internet Protocol Version 4 (TCP/IPv4) Properties - J"" LS‘J'.’ 31 OL‘:"’ ‘) Cj’*’}‘ Q—l‘ 127001 “ 9 lP J.‘.’.‘."J

General - .
N : . Network Connection sl ( [Kie -]
‘fou can get IP settings assigned automatically if your network supports Lfd) 5 v-l‘}w L;‘ S Lj'i

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

ﬁ)&ﬁ‘y‘)}ﬂw)bTMbDNs

() Obtain an IP address automatically
(®) Use the following IP address:

P address EaE TERE Preferred DNS Server c..d 5 5.5, Ko aole o
Subnet mask: ' )
] SUS OK (555 1 5 ot gn i3 192.168.10.30 w1, o]
(®) Use the following DNS server addresses: . V'MS“. Lfa
Preferred DNS server: [132.168. 10 . 30 | |

Alternate DNS server: . . .
[validate settings upon exit

| oK | | Cancel |

ﬁ

= Administrator: Command Prompt - nslookup

=xUzers Adninistrator>ns lookup

Default Server: server—l.srv—1.com NSlOOkup )_}:"“" OJL.‘)J ‘jﬁj) Jg";' )"
Address: 192.168.18.38

m|>

DNS sl juis clde a4 5L cpl 5o | >

el eer sl ol Ol b w

Aal ol 53 ool 3,08 Hses ol

L Ol Canal Coand cpl 3 wls a5 iy

V.?.g.) 6‘))

DNS Manager
File Action View Help
S EAE R EREEN =R EEE JJS))JM(U&)Jﬁ‘DNSm)ﬁJJ
2, DNS .
4| 3 SERVER-1 NET:mmmh.m Znnes LS Cenly SIS A3k Server-1 L=l
[ Configure a DNS Server...
4 Create Default Application Directory Partitions... UL'>":~" ‘) LaunCh NSIOOkUp S 4-«-)_; 39
New Zone...
[[: Set Aging/Scavenging for All Zones.., vk:.S
b [5 Scavenge Stale Resource Records
Update Server Data Files
Clear Cache
Launch nslockup ¢
All Tasks *
View »
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DNS reguest timed out.

timeout was 2 seconds.

Pefault Server: UnKnoun

Address: | feBA::abBc:f523:3620:Yafl

>

s

DMNS Manager
File Action View Help
o= XE G2 HE

¥ DNS Name

4[[f grouce 1 e P -

iES

b Configure a DNS Server...

4 Create Default Application Directory Partitions...
New Zone...

b Set Aging/Scavenging for All Zones...

b Scavenge 5tale Resource Records
Update Server Data Files
Clear Cache
Launch nslockup
All Tasks 3
View 3
Delete
Refresh
Export List...

Properties  sg——

Help
< ] >

Contains commands for custemizing this window,

SERVER-1 Properties

L

Security
Foot Hints

Debug Logging
Interfaces

Ewvent Logging
Forwarders

Monitoring
Advanced

Select the IP addresses that will serve DNS requests. The server can listen
for DMS queries on all IP addresses defined for this computer, or you can
limit it to selected IP addresses.

Listen on:

() All IP addresses

(®) Only the following IP addresses:
|P address:

[] fe80::258:7523:3620:7=F0
152.168.10.30

QK || Cancel ||

Aoy | [ Hep

B C\Windows\system32\cmd.exe - C\Windows\system32\nslookup.exe - feB0:a... I;Ii- b \ S

m | >

L;ceJ.aLi.an.i\)scS)}]aJM
Q)M@QTIP L).AJJT}C;-L..&LJ oo A
gj'.'.‘ PL 45 CM‘ L;)y BL) L)'l‘ uJ.J:lJL;O |PV6

S ol | Properties o S

Only the Following IP «. S Interfaces s s

IPV4 S IPVE 55 01 55 cad 3 5 A4S ol |, address

Ok (555 » 5 Lolsp L IPVE wy S LS K5 S 5)ls 355

S s

Launch <8 5 s SIS 5w el oy ook
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m’lC:\,Windows\systemﬂ\‘cmd.exe - C\Windows\systemz 5 <l ol J> Ko AiS 0 sdali oS jhailea

Default Server: server—1l.srv—1.com

pddress: 192.168.10.30@ Ll 0 s [P sl s a5 ol

>

:PowerShell i giws g b jI DNS Server b 1S

J\ ("TA‘}}@M@‘JJ Lﬁjj ‘ﬁajsksj\,\.,\ °‘Jﬁu‘éj’u b DNS BB ol v_{:ﬁ‘; L;'.’.Jl’)‘ b;..i\c\_:b

s el 1 LS PowerShell o1, gs 3 b

3095 Ko ail o Taskbar 5, 511, PowerShell ISE . 5 ..

E4 Run as Administrator
A Run ISE as Administrator €

3 Windows PowerShell ISE V'“sd‘ > Administrator 8 ol

B4 Windows PowerShell

o Unpin this prograrm from taskbar

Sl ey Ol s Sl esliad L Forward Zone G sl 83 ol &S (S8

Add-DnsServerPrimaryzone -ReplicationScope Domain -Name 3isco.ir -
DynamicUpdate Secure

1L ol 5l de b e Jol Zone Primary &G skl ¢l » Add-DnsServerPrimaryZone | s
sy ol S jasie ReplicationScope Domain | siws 3l eslizul U 1, Zone ol 5l eslatal o oo

A3 S FOrest Las yazes 5 5 Aib oo Aol ZONE S 1S sl ptl i 0 aS ZONE ) oSl omy
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File Edit View Tools Debug Add-ons Help . . R . .

Neld o 9[> « 8 Foo o Zone oL b ) gies ol 5l e et
Untitled1.ps1* X | & .

1  Addl-DnsServerPrimaryZone -ReplicationScope Domain -Name 3isco.ir -DynamicUpdate Secure -~ Name )‘}:.v.'.) )" OJLC?.:.VJ‘ LJ. ‘) Jj’.-

sl 4 Ll &S S asis 3iscO.ir

.L::SJJ\) \) Djﬁ-j)éa..))‘}a rb?}lSCO.II’

C"‘.’."L."I C,JQL.:.)J 0‘9};; J}TWJJ)

P5 C:\Windowshsystem32> Add-Dns5erverPrimaryZone -ReplicationScope Domain -Name 3isco.ir -Dynami Jv.;'l.: QJ'A‘ Q)y 4." 45 va LJ.R}.F.»:M ‘)

P5 C:\Windows“system3zx

5,15 1, DynamicUpdate Secure

&

DNS Manager - | o [

File Action View Help ‘Lf )"‘ > d-’; 3)“5 )‘ VK*{ M L;q
e 2Bz Bm § 86 -
2 DNS MName Type Data Timest Run djg'.'.‘ LS)) J" jj"j) Jg‘;' J‘:‘"L‘
4§ SERVER-1 | [same as parent folder) Start of Authority (SOA)  [1], server-1.srv-l.com,, h..  static
4[] Forward Lookup Zones =] (same as parent folder) Mame Server (NS) server-1.srv-1.com. static .
[ _='_ _msdes.5RV-1.com ’—‘ F hlﬁﬁs &J\S Scrlpt
—> ] 3isco.ir - -
b 21 SRV-l.com
- | Reverse Lockup Zones
I | Trust Points ‘e .
I | Conditicnal Forwarders Lf Lo j‘h"’)‘jﬂ Zone }j’fj) Jg“ﬂ ‘)"
3 Global Logs
B DL, L;:W)J A 3ISCO.IF (SLJ
Forward <..3 ,5> 5 DNS
< (1] > sl 0 bb‘i‘ LOOkUp

(S sl ZONe (.l sl o» Reverse Lookup Zone . Forward Lookup Zone sixf i s

34 o 3! 192.168.11 .51 ¢!, Reverse Lookup Zone < 5 5 swes Sl sl L

Add-DnsServerPrimaryzone -NetworkId 192.168.11.0/24 -DynamicUpdate Secure -
ReplicationScope Domain

- ol L Zone Primary < sl I, Add-DnsServerPrimaryZone | zus NU &) s s
‘)}:.w.) )‘ OJL?LL»:‘ lJ aS V.;.«S JJ‘) b QT NetID LS'J!"" V.;..S J‘)‘j b Jk_v.)))ﬁ ‘\ga..: uw)JT "L.’.L’ Ju!.l C-L:L’
u»).ﬂ 192.168.11.0 sl> « 45 Al axils ax 5 55 o s 25 Networkld 192.168.11.0/24

255.255.255.0 6@.&/24.&:53)“5 b J}P.-JEJ)‘}A)‘M Js.lb/24 LSB-M)J?SJ)“} b J}P.-JE..D.)))A
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‘)Q{QJ.J@L:)JC)}LQV\JL_’)}L»JJJ o on)fL}AKSCJ)MMIPVAI-W}b@byﬁﬁw‘c&s

gasie 1y e sd § 5 Ll A DynamicUpdate Secure .l o ool &5 4 oS S o R

o

File Action View Help

DNS Manager

e 2EEBe:HE 8

_I:I-

£, DNS
4 F SERVER-1
4 [ | Forward Lookup Zones
b [2] _msdes.SRV-T.com
=] 3iscaiir
b 2] SRV-1.com
4 [ | Reverse Lookup Zones
-1 10.168.192.in-addr.ar|

——> 2] 11.168.192.in-addr.ar|
B | TrustPoints
I || Conditional Forwarders

I Global Logs

MName
’—l (same as parent folder)
’—l (same as parent folder)

Type
Start of Authority (SOA)
Mame Server (NS)

Data Timest

[3], server-1.srv-1.com,, h...  static

server-1.srv-1.com. static

o Sl st eyl 3 S S
Cose 4 O el L 5 AL
ReplicationScope Domain

V'"”S oalaia
LT YL s 035 5,51 da
bl IS8 &y g0 4 b S |2l
ks, Zone

sl>| Reverse Lookup Zone

Caa.w..; DL

.)j..w

ol Gk s HOSt A (S 3isco.ir |=1s 53wl w35 3wl |, Reverse Lookup Zone ol 51 aa

oS oo 03lzel HOSEA sl (g 5 ol 52 51 cpl (62 oS sl PowerShell

Add-DnsServerResourceRecordA -Name Test -IPv4Address 192.168.11.70 -
CreatePtr -zZoneName 3isco.ir

Zone > A Record olea L Host A skl I . Add-DnsServerResourceRecordA | s

oL Test glx 4 5 oS 551 Name Test sl |, 55 ARecord ol b OF 5l day ol Jhis, 5o

U“JDT Cand cpl 53 a8 S 505 1, IP Address sae [ sws s S syls |y s s e

s> Record PTR bl (¢l o5 ail - CreatePtr sae ;s cﬁﬁfdo Jbs531,192.168.11.70

ol a2 s e plonil S35 s 4 IS () & 3L« Revers Lookup Zone <.

b e 3ISCOLIN el 3 a5 WS 5515 1, 5= Jlais ;50 ZONE

Z

File Action View Help

DNS Manager

e pE|XEB o B d @d

[= = |

£, DNS
4 ﬂ SERVER-1
» (] Global Logs
a (| Forward Lookup Zones
b 2] _msdcs.SRV-T.com
.| 3isco.ir

b o) SRV-lcom
4[| Reverse Lookup Zones
=] 10.168.192in-addr.ar|

=] 11.168.192.in-zddr.ar|

MName
—| (same as parent folder)
—| (same as parent folder)

] Test

Type Data Tirr]
Start of Authority (S0A4) [10], server-1.srv-Tl.com,, ... stat|
Mame Server (N5) server-1.srv-1.com. stat|
Host (4) 192.168.11.70 stat
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-
[

DNS Manager

File Action View Help

e rnEXEe B 8

= (=1

g;_.‘ DS Mame Type Data Tirr|
4 7 SERVER-1 ] (same as parent folder) Start of Authority (S0A)  [2], server-Tsrv-1.com,, h..  stat
[ Global Logs %T (same as parent folder) Mame Server (N5) server-1.srv-l.com, stat!

4 [ Forward Lookup Zones
[ _msdes.SRV-1.com

= 3iscoir

[ SRV-T.com

4 [ Reverse Lookup Zones
=1 10.168.182.in-addr.ar|
—> 2] 11.168.192.in-addr.ar|

- [] Trust Points
| Conditional Fo

[E192168.1170 Painter (PTR)

test.Jiscoir stat

\

rwarders

DL YL )‘52...»13 )‘ J\Jt.: JJLEA J.(.\Z BE

sl Test oL L Host A < 3isco.ir

Sl baal el 4 o il ol

BERp Record PTR & YL szs

L85 Oy o Reverse cals

C,.w‘ okl Jbun‘

:DNS Forwarders o

das o by o3l ol lad a OGI pl &S asl o DNS Forwarders olssl DNS 5 0 UGl 51 S

)EJ)‘)AW}J‘&J).A;L)\.:éL;L&.ZQDNS‘)JJ‘)JTS&LAJ‘)J&:SMJ)}DNSQ‘)J.iibDNSJ\.;.;‘jjh;d

daw i Sos DNS Server . |y eSS S5 &y @

&
i

File  Action

:J.:;SJ.@.&Q)M@\@&MDNSw}ﬁ@ﬁsDNS)jﬂdéﬂé\ﬂ

DNS Manager

View Help

e rnE XEBoz Hm § 8

_I:I-

£, DNS
1| § SERVER-1

Mame

_| Forward Lookup Zones

f

Configure a DNS Server...

Create Default Application Directory Partitions...
Mew Zone...

Set Aging/Scavenging for All Zones...

Scavenge Stale Resource Records

Update Server Data Files

Clear Cache

Launch nsleckup

All Tasks 3
View 3
Delete

Refresh

Export List...

Properties €——

Help
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SERVER-1 Properties | 2 [

Debug Logging | Event Logging I Manitoring I Security
Interfaces | Forwanders | Advanced I Root Hirts

o opl ys e Forwarders s s ly aman ool s
Forwarders are DNS servers that this strver can use to resolve DNS N = . 20 o
queries for reconds that this server cannot resolve.

o C)J IPV6 LJ’AJJI A J\.:SLSA oMu.\.A 45 ))lﬂ.rl.o.ﬁ

IP Address Server FODN - - PR - 1 . -
fecO:0:0fff 1 <lUnable to resolve > ‘)‘JJ J'ﬁ )‘ o HCS ol “ L Uﬂ)b‘ U"’" S
fech:0.0fff:2 <lUnable to resolve:: _ _
fech:0:04f::3 <lUnable to resolve: Unable 4.:.&).’ .L:.S 4:-‘53 L@_s‘ ng.\&- 4.';.;:}.) 4 JS‘ c.,\:’)‘b
Do Nlg b &S sl ose ol 4 TO Resolve
[#] Use root hints i no forwarders are available _,\_:_.S S* < Ed|t S 2

Note:  conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view condttional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

0K || cCancel |[ Appy |[ Hep |

Edit Forwarders -

IP addresses of forwarding servers: j" 9 %JL}::." |) ."9 Lsujjﬂ "\f:"‘js‘f ‘W O‘,’“ )3

IP Address Server FQDN Valdated Delete
.
4 192.168.10.89 <Attempting ... Validating... Up D9 Ao g J\.,j..lu - U ..L:.S &.:.LS Delete S

s 4y g s SIS ol 5l s a8 US540 1 555 L

b QT u,u)JTQS(S‘)jJM L ;\ ‘JJJfLﬁ" #JJ}A BEE

s oo Aol ek 4 1L JW DNS s o s S 5505

Mumber of seconds before forward queries time out:

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.

| OK | | Cancel |

1S eslital 5 ol s 3l L PowerShell o s 3 b 5l Forwarders sk sl
Add-DnsServerForwarder -IPAddress 192.168.10.99 -PassThru
IP b of 5l e &S asb » Forwarders ;5 ,. sl I, Add-DnsServerForwarder .

o5l=1 b WS 5,0, 1, PassThru U;wmil{v.@ﬁfﬁjﬁsw\) Iy ks, s34 by e address

544 osls Forwarders s « o D
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SERVER-1 Properties _ Cad 4 ol Jf\ J,j dmlo giwd LS‘;’." BIsCY
Debug Logging I Event Logging I Monitoring | Security
Intefaces |  Fowarders | Advanced | Root Hints P « V_if::@ - gle V-:‘S w—‘f Forwarders

Forwarders are DNS servers thaﬁﬂ: server can use to resolve DNS
queries for records that this server &annot resolve.

IP Address Server FQDN

152.168.10.595 < <Attempting to resolve. >
fecO:0:04f::3 <Attempting to resalve.. =
fec:0:04ff::1 <Attempting to resolve...=
fech:0:04ff 2 <Attempting to resolve...»

Use roct hints  no forwarders are available

MNote: f condtional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.

OK | | Cancel Apply Help

el ol wilsl Cond w0 JLais 50 Address

> IP Address 5, (S8 b 4 ST ol ails a5

9 Lo b DNS U ‘JAASL;N cdalive C_A.w.:jjb b

S ISER ST

J)\Jﬁéﬁajw;ﬁalj&n\éﬁ&DNSw}ﬁ

55 el I LT a5 oS wlsl s Ylaxml &S

:UT LJ JIS 9 Disk Management U2 9 o (2w o

LS‘)‘)oje.:éb.:bd.)wc.}}wC)L:l.q&Jubjyé.l&bdou)ﬁb.}ju&@‘iju%ﬁhé‘fw‘)ﬂw\

IR T O R N g P P TTS RT3 BE-WRCS PP pepie PRUSRIC LTS PUtg P

ol wSearch 5 b 5L 5 aus enter 55,05 1, Diskmgmt.msc oS 55 55 RUN s ool 518

Programs and Features
Power Options

Event Viewer

System

Device Manager

Metwork Connections

Disk Management &——
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Bun

Shut down or sign out 3

Desktop

oS Iy Cews

S OAd U 3l e il e WS amis (S5 0 my 4eSs Oles WiN
5L sy e s e B ass SIS Disk Management s, » ks e

)j%julbuduwjuw)ﬂyw|)b%ﬁbu‘bbjJ‘}J

-@QW‘JwﬁNJWT@@ﬂ&?%"ﬁysbb S99
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= Disk Management - o[ .
: . &aﬁ.bb)ujbwjﬁw\)b
File Action View Help
e o BE QS .
B L5'<" S JWSL;A odalin ‘)
Volume | Layout | Type File System | Status | Capacity | Free Spa... | % Free - -
o (C) Simple Basic NTFS Healthy (B... 126/66 GB 118/34GB 93 %
;EBisco‘ir(D:) Simple Basic CDFS Healthy (P... 4ME 0MB 0% - . . Z
= =9 S
—# System Reserved Simple Basic MNTFS Healthy (5... 350 MB 89 MB 5% . - J “5 “J J )ls JL}-

Cotond U'L‘ B g.i.w.:.} Cj.a

e Disk 0
€—— |System Reserved

127/00 GB 330 MB NTFS
Online

@ Disk 1
Unknown
127/00 GB
Mot Initialized

127/00 GB
Unallocated

B Unallocated B Primary partition

Y

(c)
126/66 GB NTFS

Healthy (System, Active, Primary Part || Healthy (Boot, Page File, Crash Dump, Primary Partition)

Sl el as S a3 y5 Basic

Dynamic « |, 01 ol 5 s «5

EIFRgwes)

Sldds 2l G pln K6y g o ge shad Sl 3l S Sl S ol 4 Sos G 03,5 Shirink

Al sl Jbt Las collKS 20 luds 5 sl als C s O 31 Js )j.lacx..,J\J@ Sy 4 Ol

ool So B slad i Gl Sl S e

=] Disk Management = I:'-
File Action View Help .
as = Be BE B .,\.:..S Jl};ﬂ Shrlnk@.s)"
Volume ‘ Layout ‘ Type File System | Status | Capacity
i (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 126/66 GB
\_'J:,}\sco.\r(D:) Simple Basic CDFS Healthy (Primary Partition) 4MB
CwSystem Reserved  Simple Basic NTFS Healthy (System, Active, Primary Partition) 250 ME LA 4 L, 9 | S L, - a . \ 5
Aole o by mld pb G p S pl )
&JS» Cﬁbbd})ﬁD'SkOW}JJKAA
< m 3>
1
~
iDisk 0 1 h 1 k | . Z . -
System Reserved O I, shrink Volume <5 5 ws c.l,
127/00 GB 350 MB NTFS 12676 P =
Online Healthy (System, Active, Primary Part || Health Explore ]
Mark Partition as Active A\ § uls .n‘
“@Disk 1 - | Change Drive Letter and Paths.. I e :
Unknown Format...
127/00 GB 127/00 GB
Not Initialized Unallocated Extend Volume...

B Unaliocated Bl Primary partition

Shrink Volume... €——
Add Mirror...

Delete Volume...

Shrink C:

Total size before shrink in ME:
Size of available shrink space in MB:
Enter the amount of space to shrink in MB

Total size after shrink in MB:

i You cannot shrink a volume beyond the point wh

See the "defrag” event in the Application log for detailed information about the

operation when it has completed.

See "Shrink a basic volume” in Digk Management help for more information

129656
121318
o
124696

ere any unmovable files are located

Shrink ‘ | Cancel

Total Size Before Shrink in a3 ;3 5 amin o0l )3
2 el el wip Jlnyse pls S lab laie MB
S Sl oA and $ w twd 3 lad s Size of... sl
S ool sl gl ST plad Sl o s Cad 53 AL

Jffgﬁ.:lSShrlnk LS)JJ’.’.}J"..".‘S")“} b‘)‘f._)\"
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=

ol G BRSSPV AR E S B N P

= Disk Management
File Action View Help
&9 7 =
Volume | Layout | Type File System | Status
[=N ()] Simple Basic MNTFS Healthy (Boot, Page File, Crash Dumnp, Priman
éﬁisco.ir(D:) Simple Basic CDFS Healthy (Primary Partition)
w Systemn Reserved Simple Basic MNTFS Healthy (Systern, Active, Primary Partiticn)

New 4...3.; 9 rfstia C,wub &ﬁls

(S o <=l | Simple Volume

. . Z -
< m > LR - . “
odke e gl an S caad ol addl
)
iDisk 0 I I _ _
Basic System Reserve: || (C) Iy Ll aalsl s Loas 5yls s
127/00 GB B[BOMBNTFS || 121/77 GBNTFS 4/28GB e Sl R
Online Healthy (System, || Healthy (Boot, Page File, Crash Dump, | -Unallocated
Mew Simple Volume... R Lfc son
3IDi - .
~@IDisk 1 MNew Spanned Volume...
Unknown
127/00 GB 127/00 GB Mew Striped Volume...
Mot Initialized Unallocated

<ico-romo M

B Unallocated Wl Primary partition

MNew Mirrored Volume...

gg.:ls NeXt S 2 ol )l.: PSP o) BE)

.>jJJALEﬁ)'J§..iUJ¢JS

MNew RAID-3 Volume..,
Properties

Help

New Simple Volume Wizard

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maximum disk space in MB: 4339

Minimum disk space in MB: 8

B &

Simple volume size in MB:

[ <Back Next >

| | Cancel

New Simple Volume Wizard

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition

pd

N\

{®) Assign the following drive letter:

) Mount in the following empty NTFS folder:

o

) Do not assign a drive letter or drive path

< Back Mexd >

| | Cancel

Jl?Li‘ (5‘}" b 3)9.- )L:., JJ}A LSL,G.‘? )\.,\.;.A C,ux.w.g u.i‘ ).}

LS SUSNext sy, 55 S s)ls gl sl

)j})b))yﬁb.} (:b‘)ub&‘ b d}‘ @';MJJJJ
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New Simple Volume Wizard -

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and if so, what settings you want to use.

(O Do not format this volume ul}:b‘ b Format thIS 4""~’.J§ cb‘}..j: C_A.AJ.‘? bl?u\

(®) Format this volume with the following settings:

Fie system: NTFS v LS SUS Next g5, 25 S
Volume label: TEST Shrink| <€——

Perform a quick format

[ Enable file and folder compression

.J}JJISM.@;LA\TJEJU)A

< Back || MNext > || Cancel |

=] Disk Management - | o=y

File Action View Help

e @ B e B ¢J:L§L;4eMLiﬂjﬁ})J§.§)Js\s)jjaiw

Volume | Layout ‘ Type File System | Status ‘ Capacity ‘ Free Spa... | % Free

i (C) Simple Basic NTFS Healthy (B.. 121/77 GB 113/45GB 93 % . w4 .

B 3iscoir (D) Simple Basic CDFs Healthy (P... 4 MB 0ME 0% 39 ol ol Jl.>u‘ Q,wuj,o L Sh rin k Y b_}
( System Reserved Simple Basic NTFS Healthy (S... 350 MB 29 MB 5% - - N -

@ TEST Shrink (E:) Simple Basic NTFS Healthy (P... 4/82 GB 4/82 GB 99 %

N S eslizal gl G sle OF 5 Al e

y
~
Disk 0 1 [

Basic System Reserved © TEST Shrink (E) [y5 ac PR VS Sh rink .| > Zr.e,a JSJ\.,
127/00 G8 330 MB NTFS 121777 68 NTFS 4125 GE NTFS = SR ) 52
Online Healthy (System, Active, || Healthy (Boot, Page Fils, Crash Dump, Primary Parti || Healthy (Primary Partition)

. . Z . ST .-
F— i JJJ‘MKJJ}JS‘}OMJLDL:\Q‘)‘4SW‘
Basic
126/88 GB 126/88 GB

Online Unallocated - _j{‘)-’ Jf‘ ‘.53‘} ")“’U LSﬁSU de‘ ﬁ‘)" S0

B Unaliccated Bl Primary partition

LSS slazel by gl s d\g@é}@ﬁ:m‘m Aal = g.s.A;-vAon'& sl Shrink 4l,s

:Disk Management _uug jw 5 (5350 pawds

L |y S 1 S o 1 55 5 plad 5 Sl g sl S35l SN sl s
Sgd 5yl pdiz leslatad LG s e )8 L jla=l 3 |, SUGI Disk Management . (s
g el s Sop (65 Olatiy &5 G s opl 4 S g Olidy i 52 Sl
S35 o g DAL ) s Sgs s 3 IS e 35050 St Sws sols s s Sl 4L
gt s Sy ajla sl IS 5 S Dl S a8 Sy 4 s el S nes 5 55 oS

LS ealead Jj} e )‘ Li 9 xS CA.:jo.e
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Dy plml 5 Do Dl 4 Gy e

Spanned Volume v/
Striped Volume v/
Mirrored Volume v/
RAID-5 Vv

Solrme S 25l8 3 0 5l LS (oS o edalin |y SIS a5 oS o e o L1 b (S S
S eslitl el S 35l 5| S o eslinal adls ot 51 ST

= Disk Management = | = -

File Action View Help

e HE B E

[Layout [ Type File System | Status [ Capacity [ Free spa... [ % Free . . .
Simple Dynamic NTFS Healthy (B... 121777 GB 113/48GE 93 % dw c.J\.MSLf sdalis 3790 J.iw BL, aS )jld_vw
: Simple Basic CDFS Healthy (P... 4MB oMB 0% - N
o New Volume () Simple Dynamic NTFS Healthy — 4/33GB 48268 99%

o System Reserved  Simple Dynamic NTFS Healthy (5.. 350 MB 20 MB 5% . N
S go o adl el Blsl o 4 oy sl

~

)\ oslaiu! L: W TR %o <=L>u‘ )LS U‘i\ LS)l’"“
CaDisk 0 ! ! |
Dynamic System Reserved © New Volume (F)

127/00 GB 350 MB NTFS 121/77 GB NTFS 4/28 GB NTFS - . X pou -
Online Healthy (System) Healthy (Boet, Page File, Crash Dump) Healthy s’ ‘-"‘9[""") ..L‘ R S Hyper v I

D
¥

@
m

asic
127/00 GB 127/00 GB V
Online

Unallecated

5 Al g5 e adl (S 4| s Hyper-v . o

!
1=
&
=
~

Gnine | Unatocaed (V4 oslizel VMware 10 g3l (g3les )58l o

CaDisk 3 . . - <
Basi - . R .
N 54 40 3ISCON ol 5o O Jijael a5 S
Online Unallocated V

-
M Unallocated Bl Primary partition B Simple volume !

:Spanned Volume ;)
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= Disk Management = I:'- g )5 3 ch:.lS OK/J. . w‘ o B L'

File Action View Help

e B BE R

Basic 5 3 Sl el Lol ) 4 &S

Yolume | Layout | Type File System ‘ Status | Capacity | Free Space % Free

o (C) Simple Dynamic MTFS Healthy (B... 121/77 GB 113/42 GB 93 %

éa}iscn.ir (D:) Simple Basic CDFS Healthy (P... 4MB 0MB 0%

CaMNewVolume () Simple Dynamic  NTFS Healthy — 4/280G8 4/82 6B 9% 2 ldes )\ oslaral L;\J" S ML’LS‘
@ System Reserved Simple Dynamic  NTFS Healthy (5... 350 MB 89 MB 25% & - - N N

= s Dynamic cJl- 4 Ll g

G ——————— e | © DYNAMIC o Sl 8 gl s

Dynamic System Reserved (<) New Volume (F:)
127/00 GB 350 MB NTFS 121/77 GB NTFS 4/88 GB NTFS
Online Healthy (System) Healthy (Boot, Page File, Crash Dump) Healthy - ‘ JE.'. LQ i ‘
\MJ&&JS" EBE DL ) HCED

iDisk 1 I . >
= Convert to Dynamic « ¥ 5 .S
127/00 GB 127/00 GB i ’
Onling Unallocated

New Spanned Volume... LE 1 - U \ 'S W_.,\ ‘ Disk
Capiska  New Stiped Volume.. eeeeeeeeeee——— | J s 2
New Mirrored Volume...
126/88 GB .
o New RAID-5 Volume... D g

Convert to Dynamic Disk... €—
Convert to GPT Disk

—iDisk 3

Offline

127/00 GB

i Properties
Help

H Unallocated Wl Primary partition [l Simple volume

Convert to Dynamic Disk -
Select one or more basic disks to convert to dynamic disks. Ok REBI IS ol b &”“.’." ;)Lg dw A g_g?'; Coond U‘i| S
Diskes:
v Disk das - ois Dynamic o gl aes b s SIS
[v] Disk 2 o Y ! LGJ - -

= ok || Cancel

4Disk 0 I

s » Dynamic SJl- 4 Jus Sl aw

Dynamic System Reserved {C) New Volume (F)

127/00 GB 350 MB NTFS 121/77 GB MTFS 4/88 GB NTFS

Online Healthy (System) Healthy (Boot, Page File, Crash Dumnp) Healthy Z
@;)@w\)@f&mﬁbbué

i Disk 1 .

Dynamic E o

Lol I e ——— o=zl 1, New Spanned Volume

Online )

MNew Striped Volume...

MNew Mirrored Velume...

LY

4Disk 2 New RAID-5 Volume... | -
Dynamic » o
126/98 68 Import Foreign Disks...
Online Convert to Basic Disk
Convert to GPT Disk . L M
MmNeXtd‘})JAoM}bw_})
iDisk 3 Reactivate Disk I " - ’ '
53;;%’5"(;5 Remove Disk
Online Offline ) 9...3 JAUQ dx deo K"Z U
Properties
H Unallocates Help
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New Spanned Volume
Select Disks

*You can select the disks and set the disk size for this volume.

Select the disk you want to use, and then click Add.

Available: Selected:

v

Disk 1 130045 MB

Disk 2
Disk 3

125918 MB

< Remove 130045 MB

< Remove Al

Total volume size in megabytes (MB):
Maximum available space in MB:

Select the amount of space in MB:

[ <Back ||

Mew Spanned Volume

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your volume.

(®) Assign the following drive letter:
() Mount in the following empty NTFS folder:

- ol g.)t?;’b‘ J.E..'.)Jjﬁ &S.w.:.) .5)[.%3 w‘ﬂ.\ BL)

Total Volume size in caud & S|l
Iy Sws 5, 3 slad S (s 4> 5 Megabytes

J.;.S&:JSNeXt szjﬁcﬁ;u»\d&ij}

J.]a;.))jﬂﬁb.}(:L:jubgb”)dj\@)fwd\))

Ao 3 Cewd Lg\qﬁgrA&W;Format A=2o 3
ﬁvﬁﬁTW)ij\.:SggcgNextéj)ﬂj

LS KIS Finish ¢,

s o Sewd 35 3 A VL sblS el 5l i

L5+ Format ol e

Browse
() Do not assign a drive letter or drive path
<Back || Ne> | [ Cancel

o (C) Simple Dynamic  NTFS Healthy (B... 121/77 GB 113/48 GB
8 3isco.ir (D) Simple Basic CDFS Healthy (P... 4 MB 0MB
o New Velume (F:) Simple Dynamic  NTFS Healthy 4/88 GB 4/82 GB

Spanned]  Dynamic  NTFS Healthy 380/87 GB 380/72 GB
(CaSystem Reserved  Simple Dynamic  NTFS Healthy (5... 350 MB 89 M8

JJLQ ul:.oSL;o OML.:;.A )ﬁj)d.i-i)) 45)}2.»[&.&

Ep bl Do 4 Ghisyse sl

L4Disk 0

Dynamic System Reserved © New Volume (F:}

127/00 GB 350 MB NTFS 121777 GB NTFS 4/88 GB NTFS

Online Healthy (System) Healthy (Boot, Page File, Crash Dump) Healthy

CaDisk 1 . ]
Dynamic New Volume (G2

127/00 GB 127/00 GB NTFS

Online Healthy

aDisk 2 - ]
Dynamic New Volume (G2

126/88 GB 126/87 GB NTFS

Online Healthy

aDisk 3 - |
Dynamic New Volume (G2

127/00 GB

127/00 GB NTFS

Acline

Y 556G wlys 4 Sl sal Las Spanned
|, ol absl= ,luze 5 Spanned o £ A4S oS
3 2 S slad ol &S el as § L 45 380
100% sus Free caud 5o 5 Al 0 Sss 35l

@A&nﬁb)utﬁd\&\wcw|o$§%§y
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. . . F
iDisk 0 JLA&QMU‘ IR M""M}S
Dynamic System Reserved (© New Volume (F2) Y " —oT RS "
127/00 GB 350 MB NTFS 121/77 GB NTFS 4/82 GB NTFS
Online Healthy (System) Healthy (Boot, Page File, Crash Dump) Healthy Y . . - -
3D New Spanned Volume. T — _

nan . . - - .
1271 New Striped Volume... J)LA )‘ Lﬁii ‘5}) ‘r.:«sdé o ‘) t}«.ﬁy
Onling New Mirrored Volume...
New RAID-5 Volume... Z

Gl g ——— W s S el S S
?{g/;g Convert to Basic Disk

Onling Convert to GPT Disk &M_i; D)Lﬁ U J:::S %)l}::.;‘ ‘) Offline

Reactivate Disk

=iDis Remove Disk P . . 5 et
E};‘;fan Offline < .b}-«v 4.0-‘.’9‘ )lS J‘ ol u[;w‘

MW Una S olume [l Spanned volume |
Help |
3}#&45.,\.‘.‘5&5.1.&[.‘2&&.{.2&‘)3
Volume | Layout | Type | File System Status | Capacity I Free Space I % Free I - -
=] -— Spanned Dynamic Failed 380/87 GB 380/87 GB 100 %
o= (C) Simple Dynamic  NTFS Healthy (B... 121/77 GB 113/43 GB 923 % . . B3 . N
3 3iscouir (D) Simple Basic CDEs Hezlthy (P.. 4MB oMB 0% u:" ERCSE C)l" e3) )\ &"‘:’.3 J)LA
CwNew Volume (F) Simple Dynamic ~ NTFS Healthy 4/88 GB 4/82 GB 99 %
w System Reserved Simple Dynamic ~ NTFS Healthy (5. 350 MB 8% MB 25 %

el Sl eslizal &S Sl o 4540 Oloa

Gl e L S )l ¢

i Disk 0

N e e | | ol 3L 35S d
350 MB NTFS 121/77 GB NTFS ) f . > 'L.' NS 2 ) anne
Online Healthy (System) Healthy (Boot, Page File, Crash Dump) Qﬁ' .}} =2 " - p

“3Disk 1 LAJ)LA (5[.»,9—"3 JSJ‘ °>LLLN‘MJL})

Dynamic
127/00 GB 127/00 GB
Offline .} Failed 2’|/

s Disk 2
Dynamic
126/88 GB 126/87 GB

Online [Faled | <— MJA@L};JA &JJ&SW

?ﬂgfnli[cg .J.AAS; .E.Q}. 3 \ D) L;.,\L;'
127/00 GB 127/00 GB
Online Failed ‘(_
:Striped Volume w0
“@Disk 1
Dynamic

ke S A2 I o3l (g oS e3lital (Shy ol ol 1 4SSyl 51 3

Explore
ajuééjjﬁwdlﬁduéu&ﬁa sl

Extend Volume...

aDisk 2 | Shrink Volume...

"30/85 6 temrg | CdMer

Online Failed Change Drive Letter and Paths... Delete 4‘.‘1)5 3 "\f.':‘s w‘) &ﬁls JJ‘-;"J}‘ u&ﬂib
Format...

;n[:fnli(: | Reactivate Volume | e u..v" S B4 qu C)l.:.l.@.@ G ..L:S ul;;..- 5l ‘) VO|Ume

12?{0063 127/00 Delete Volume... e— .
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Help
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M\;&aﬁ;)u3ﬁ\&}&b@éﬁ@&wa)yw\pstriped R i A
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nline Unallecated ew Spanned Volume... . = . .
New Striped Volume... €—— NeW 4’%}5 j J".’.’S w‘) &:JS LQ j’:‘JJ
i ——  cVirorecvolimes I .
;:2 = New RAID-5 Volume... g IS ol \) Strlped Volume
N T
e e sS WL e Basic o g il il
CDisk 3
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EZ?IIDDGB LZ.?;’”DDGBd )\ New Strlped Volume 4.%)5 o=l )\
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DVD Jisco.ir
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LS olssl | Disk

New Striped Volume -
o o acect e ik re et he ik siefr i voame. New Striped 5, SIS L S Cad o
Select the disks you want to use, and then cick Add. AR 34 o \J->,-\ jlé-b)y a=io Volume
Availzble: Selected: ) amio pl U aes SIS Next g5, 5 g

Disk3 130045 MB = 12?1EMB . )
<Remove slas)la Ll amins ol s S edalis

DL wb\&&‘rﬁfub&\ b J‘}P.-JE))}A
Maximum available space in MB: 129518 J)L& )J 45 C"M‘ U'i‘ dT J JJ‘J Jj}j M U'i‘
Select the amount of space in MB: 125518 :

Bl S e syla &S Jley &S wil . MB
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o das o Sl ks il e 129918 MB oof (sl 4 s la ol 4 LT (sl Sluie S Lol oo
Sl e ks o Sl x5 129918 MB s b 4 130045 MB s b L YL ced 53 slasjla 4]
Al amio 53 5 a8 SUSNeXE g da amis 55 53 5 1S SIS Next g, 2 3jls 4w o ls!
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Disk Management | x| 520 )g LS &_3_15 Finish S 4_(,_,\ 31 A

The operation you selected will convert the selected basic disk(s) to S . . S :
l % [dynamic diskfs). If you convert the disk(s) to dynamic, you will not be LS‘JJ AS J)b °JL~‘ Cj > U'l‘ 4" 45 J‘}w@ J'QLb

able to start installed cperating systems from any volume on the disk(s)
(except the current boot volume), Are you sure you want to continue? - . . .o, ..
\ J)LA €LAJ J\.ll.: giw.ib Lg‘)“‘" M g_,.c.lab )‘ ODLL.M:‘

Yes noe || Yes sy, as S s Dynamic 4 e s

255 sl Ollas U us KIS

= Disk Management = I:'- . . N .
File Action View Help J)LQ J':ngo OMW )J’.’jj Q)g“'d )'> 45 )#w

= 7] = .
Volume ‘Layout |Type File System ‘Status |Capa:ity |FreeSpam % Free | (k“.,\n‘ GJ\-\; QL?L.’.‘ Strlped &jj j‘ #JJ}O &M_lb

e Jiscoir (D) Simple Basic CDFS Healthy (P... 4MB 0MB 0%

C» Systern Reserved Simple Dynamic  NTFS Healthy (5. 330 ME asMe 25 %

@ (C) Simple Dynamic ~ NTFS Healthy (B... 121/77GB 113/50GB 93 % - . . F. Nl e - Z
o New Volume () Simple Dynamic _NTFS Healthy 4/88 GB 4/82GB 9% 4 g0 dﬁ:ﬁ)\.l.\ﬁ Q.Al.i: L@;\ st )\.,\.u 4 JS\
}_-J New Volume (E)  Striped Dynamic  NTFS Healthy 380/62 GB 380/48 GB 100 % |

S Ll s glas Sos syl 2 0 dal >

S s s S s Cl xS glad ek 5l as S

“4Disk 1 Y ——

Dynamic New Volume (E) Z

127/00 GB 126/87 GB NTFS 128 MB * 4 - 5 . .

Online Healthy Unallocated d)"\'.’ Lﬂﬁ u‘."l'.’KA 128 )‘M w&-ﬁ JLL} 4'-’
iDisk 2 ﬁ - L o
Dynamic New Volume (E : o LA) °2 ‘
126/88 GB 126/87 GB NTFS

QOnline Healthy

Capis — 09k k3 ,\;_,M"*.ujua\_, J\;.,V.M...E 5 o)
DY"I:"""(KE New Volume (E) ‘5 ) ) Ls ' ) ‘ Ls ) ) E'ﬁ u-:
127/00 GB 126/87 GB NTFS 1286 MB

Online Healthy Unallocated \ L@;I @ § )5 JJL& &i ‘5")} L P .,\.J:Lv‘_;c .- ". ‘
dco-romo |
e S - Sl Ll S )

4M
W Unallocated W Primary partition [l Simple volume [l Striped volume

:Mirroring Volume s
S SIL sl sy e JulS el 5l aS cl l OF 5 550 o 3 a3 L o
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Disk 0
Dynamic
127/00 GB

Online

iDisk 1
Dynamic
127/00 GB
Online

i Disk 2
Dynamic
126/88 GB
Online

—iDisk 3
Dynarmic
127/00 GB

- !
System Reserved (0] New Volume (F:)
330 MB NTFS 121/77 GB NTFS 4/88 GB NTFS
Healthy (System) Healthy (Boot, Page File, Crash Dump) Healthy

127/00 GB
Unallocate New Simple Volume...
MNew Spanned Volume...
BN NewStriped Volume. I
MNew Mirrored Volume.., e
126/88GBl | ey RAID-5 Volume...
Unallocate
Properties
| Help ]
127/00 R
B Unallocated [l Primary partition Bl Simple volume
New Mirrored Yolume .

Select Disks
*fou can select the disks and set the disk: size for this volume.

Select the disks you want to use, and then click Add

3 3l S g 2 Sl s
3 S Cl, SIS b
5
53 5 S obssl |, Volume
Next s, » ot 5L IS

ALy Kb s SIS

New Mirrored

.ij

wlol Cod 4 Ll 5 0 Kus 35la g3 Lds Cad ol 53

g Lol Cd 4 Ll e (6,505 Sgs 34le 5 553

Available: Selected
Disk: 2 123918 MB s 130045 MB
= i 130045 MB
< Remove
< Remove Al
Total volume size in megabytes (MB):
Maximum available space in MB:
Select the amount of space in MB:
[ <Back || mMea> | [ cancel |
= Disk Management = | = -
File Action View Help
L 7] KE =
Volume ‘ Layout |Type ‘ File System | Status | Capacity ‘ Free Spa... | % Free
Q3isco.\r(B:) Simple Basic CDFS Healthy (P... 4MB 0OMB 0%
— System Reserved Simple Dynamic NTFS Healthy (5... 350 MB 29 MB 25%
e (C) Simple Dynamic  NTFS Healthy (B... 121/77 GB 113/48GB 93 %
o Mew Volume (F:) Simple Dynamic  NTFS Healthy 4788 GB 4/82 GB 99 %
s New Volume (E:) Dynamic  NTFS Healthy 126/28GB 100 %

<

g Ll A Sns syla IS slab luds o S

- o oolanal s 55l S slas 5l ks S A aal

.Jj.w

Next g5, »dnm amio 55 53 5 8 SUSNext g5, »

A8 SUSFinish g, o A1 amio 55 5 1S SIS

Mirror QGLJEJ‘)}A L.g.\m\ib b)Lﬁjﬁj)Jg.iJJ

e £ Gl o5 Dbl Lol S el ol b

2 psese ol e SO sl il s 100 lagus

“Disk 1
Dynamic
127/00 GB
Online

—Disk 2
Dynamic
126/88 GB
Online

—Disk 3
Dynamic
127/00 GB
Online

New Volume (E:)
127/00 GB NTFS
Healthy

126/88 GB
Unallocated

New Volume (E)
127/00 GB NTFS
Healthy

W Unallocated [ Primary partition Ml Simple volume [ll Mirrored volume
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i Disk 1
Dynamic
127/00 GB

Online

s Disk 2
Dynamic
126/88 GB
Online

i Disk 3
Dynamic
127/00 GB

Online

MNew Spanned Volume...
Mew Striped Volume...
MNew Mirrored Volume...
New RAID-5 Velume...

Import Foreign Disks...

Convert to Basic Disk
Convert to GPT Disk

Reactivate Disk

Remove Disk
Offline  €——
Properties

Help v

B Unallocated Wl Primary partition Ml Simple volume Wl Mirrored volume

= Disk Management = | = -
File Action View Help

= 7/ =)

Volume | Layout | Type File System | Status | Capacity | Free Spa... | % Fret
\_:4;,3isco.ir(D:] Simple Basic CDFS Healthy (P... 4MB 0MB 0%
w Systern Reserved Simple Dynamic  NTFS Healthy (5. 350 MB 89 MB 25 %
e (C) Simple Dynamic  NTFS Healthy (B... 121/77 GB 113/49GB 93 %
o MNew Volume (F:) Simple Dynamic  NTFS Healthy 4/88 GB 4/82 GB 99 %
S New Volume (E:) Mirror Dynamic  NTFS Failed Red... 127/00 GB 126/89 GB 100 %

\

<

“@Disk 1
Dynamic
00 GB

Disk 2
Dynamic
126/88 GB
Online

Disk 3
Dynamic

127/00 GB

New Volume (E)
127/00 GB NTFS
Failed Redundancy

126/88 GB
Unallocated

New Volume (E)
127/00 GB NTFS
Failed Redundancy

Bl Unallecated B Primary partition [l Simple volume Il Mirrered velume
=1 Disk Management
File Action View Help

&9 7 =)
Yolume | Layout | Type File System | Status | Capacit]
.Q.Bisco.ir (D) Simple Basic CDFs Healthy (P... 4ME

i System Reserved Simple Dynamic  NTFS Healthy (5... 350 MB
= (G Simple Dynamic  NTFS Healthy (B... 121777
w MNew Volume (F) Simple Dynamic  NTFS Healthy 4788 GB
S New Volume (E:) Mirror Dynamic  NTFS Failed Red... 127/00

124
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iDisk 1
Dynamic
127/00 GB
Online

iDisk 2
Dynamic
126/88 GB
Online

Disk 3
Dynamic
127/00 GB
Online

:' S IS gl S il )
New Spanned Volume...

New Sirped Volume.. |, Reactivate Disk <33 5 1S el

New Mirrored Volume...

MNew RAID-5 Volume...

Import Foreign Disks... I

Ses 33 e Soladluen U oS Ol
Convert to Basic Disk . .
Convert to GPT Disk 2 Cl};“
Reactivate Disk €——

Remove Disk I
Offline

Properties

Help

B Unallocated W Primary partition [l Simple volume [l Mirrored velume

:RAID =5 S p
a‘é‘ﬁ‘}gb)y@JJ)u‘p‘b6&Lﬁ)%¢éﬁ‘b®)6@m~w&.6udbwﬂjjj\é
Ol I8 5L 500l o atd 8 Saod 3l 4w 8 555 Obogen b 4 Sledbl &S wil s sie 3 Sl
)‘S)'\VAUM s,la 5 4t lll LIS 5l las,ls 51 Gos S| S Las o aalsl s IS 4 lasyla 4k ol S

Al dal g as |l

Ll
L 4Disk 1 |
Dynamic
12700 GB 127 i
Online Un. Mew Simple Volume...
Mew Spanned Volume...
Mew Striped YVelume...
=17 | .
D'Sl.cz Mew Mirrored Volume... =
Dynamic o
126/88 GB 128 Mew RAID-3 Volume.., €——
Online Ui )
Properties
Help
4Disk 3 | —
Dynamic
127,00 GB 127,/00 GB
Online Unallocated
b

B Unazllocated W Primary partition B Simple volume
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New RAID-5 Volume -

Select Disks
ou can select the disks and set the disk size for this volume.

o 0 |y Kos )la a8 amio opl s

Select the disks you want to use, and then click Add.

S S Next g5, » 5 S Lol

Available: Selected:
= Disk 1 129918 MB
— Disk 2 125518 MB ].5 § S .
_D::kz 35578 g Bl s Next s, S a9 52
R \ )\5 G .L:,S &..J\S“ F|n|Sh S Bs J"_T PO I DL

Total volume size in megabytes (MB): 253836 4) 4.7«\'4 ,;j,;& .3L’>r.:‘ RAID_S qu L JJ\A qu‘\

Maxdmum available space in ME: 130045

Select th of in MB: 125918 . . ; : ; ..
elect the amount of space in - .Jﬁ .,\A\}} j QLA) L&-\;’ “J J)Lh - ) J.b

>

| <Back || Ned> || Cancel |

= Disk Management - | o [

File Action View Help

e = BHE ¢J»:,Su.o aML&AwL'J.i‘)JdS‘)}]mLQA
Volume | Layout | Type File System | Status | Capacity | Free Spa... | % Free

(= Jiscoir (Dz) Simple Basic CDFs Healthy (Primary P... 4MB 0 MB 0% . B - -

o System Reserved  Simple Dynamic  NTFS Healthy (System) 350 MB MB 25% (Llos bb‘i‘ RAID-5 “‘Jb L’ L‘B&"‘i" ")L'"b
= () Simple Dynamic MNTFS Healthy (Boot, Pag.. 121/77 GB 113/50GB 93 %

—wMew Volume (F) Simple Dynamic  MNTFS Healthy 4/88 GB 4/82 GB 99 % . - . .

—w (E) RAID-5] Dynamic ~ RAW Healthy 253/75 GH| 253/73 GB 100 % J)Lé JS 6@ )\JM 45 .L..'S 42.-‘9.5 4& O’" a

Sl a5 Lk )l 8 5133% L

< m >

1 - [ 3 salazeel 5 Sl S QL.J..L.’
CaDisk 1 — e oy Sl 5 g Oy
Dynamic (E)
127/00 GB 126/87 GB RAW 128 MB - Z
Online Healthy Unallocated "\)ﬁs
CiDisk 2 _
Dynamic (3] = . Z
126/38 GB 126/87 GB RAW 95 Ay )ls Shasle Y Js‘ - Q"‘ 22
Online Healthy " b -

.o . . . é

CaDisk3 — 2 L S O 2 S 4 S o)le
Dynamic (E2)
127/00 GB 126/37 GB RAW 128 M8
Online Healthy Unallocated MJ@ M‘J‘ DjP.- Qlf‘w‘

B Unallocated B Primary partition Bl Simple volume [ RAID-5 volume

-
“@IDisk 1 . |
Dynamic (5]
127/00 GB 126/87 GB NTFS 128 MB 5ol e X (P -
Offline '\ Unallocated ol J & O o) b 55 ‘}g-“ 02
aDisk 2 H L aalsl 32,8 4 las s s ‘_5.5
o o T 9> ) ) D e
126/88 GB 126/37 GB NTFS
Chins
CiDisk 3 . |
Dynamic (5]
127/00 GB 126/87 GB NTFS 128 MB
Online Unallocated

v
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Settings

Appearance | Scaling

them in the details pane.

Disk region:
Unallocated

Colar:

Setting the color and pattem for the listed disk regions can help distinguish

Primary partition
Bdended partition

||:|C1,'an

Free space
Logical drive

Pattem:

Simple volume |

Spanned volume
Striped volume
Mirrored wolume
RAID-5 volume

oK

| | Cancel

Apply

B ol s B s L3l s S e e g5 0 S
Sy g 4 4 03 ol ST Gl (s e S
S5 2005 b S el h S e e 53

LS ol 1 Settings 4o S 5 & s View

v| )uw“)bﬁ#b)y@.ﬁdf\ﬁ&wﬁw\)b

.M)MJ?O‘}QJ@‘JOT&)

:lygul >y Shadow Copy cuLls L IS

BE b O U’l‘ LY J\.J:L»L;c Shadow COpy C.',«:l.sl.; )‘ oslazul D9 J9key D o3l éj.% oY )\ vg.!'

Sledbl O 51 S &K s o 13 35 s gse mls s 1y Sledbl a8 Sl b st 513 Ld L]

4\53‘3 CAASJ.: b L@JTGJA& C)‘)yﬁuu‘jb OJK{‘}.} CJL&}&L‘ k):ﬁ-) CAM:J)‘ é}ﬂu.}ﬁs.}b&{‘ uﬁL?— QLA)J)

2o bl s Do a LK pl o el S

mputer

Es

View Manage

- @

1 (1M » ThisPC

v ¢ ] [ Search This pC A

4 Folders (6)

op
loads i‘ Desktop
t places

l% Downloads
op

ents t Pictures
loads

=

s

4 Devices and drives (4)

’:_y Floppy Disk Drive (A:)

5

Disk (C:)

Drive (D) 3isco Y DVD Drive (D:) Jiscodir

olume (F) = W 0 bytes free of 4/16 MB
EBE) CDFs

k

[ :
W
]

-

—= [l
S0 /50 GB free of 4722 GB

Documents
Music

Videos

Lecal Disk (

|
113 GB free

New Volum

Open

Open in new window

Open AutoPlay...

Share with 3
Configure Shadow Copies... €——
Restore previcus versions

Include in library >
Pin to Start

Format...

Copy
Create shortcut

Rename

Properties
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Shadow Copies

Shadow Copies

Shadow copies allow users to view the contents of shared folders
as the contents existed at previous points in time. For information on
Shadow Copies, click here.

Select a volume:

Yolume MNext Run Time  Shares Used
=2\ MWWVl .. Disabled 1]
Ll Disabled 3

F Disabled 0 -

Shadow co es of selected volume

) Create Now

Cancel

Configure Shadow «, S 5 aS culy, SIS Ls ) 5
amio pl g3 osd alb oy, IS U As okl | Copies
Sl dled (gl dry 5 oS Sl Jhis ) 50 555 pU L
R okd b amin 55 5 uS SIS Enable s, 5 ol
2 s, Shadow LB b as SIS Yes s,

2 g Jlad el sl

(".‘.‘Sbl’%‘Jk";)}‘ﬁ‘)bJJuﬁ&ﬁ‘j"@)lsuﬂ‘)“l*"

mmg,\.;ff.).&;jm,_?ubb%;)jﬂ

Home Share View

cé&)@‘#b}fﬁb)))#b)ﬁdxcww‘)b

© 1 |ca > ThisPC » New Volume (F)

-

5103 4 by o shadow Copies cus 4 ol OF 51 dn

J.>'-\.> eS| )‘ Shadow “Si 9 ms‘_;c W‘]a JE.}J‘}A

MSL}A JL>L:‘ ﬁbb

. Mame Date modified
ites
ktop . Shadow Copy TRSETE B
vnloads
ent places \
C
ktop
e New Volume (F:) Properties -

| General I Tools | Hardware | Sharing | Security
Shadow Copies | Previous Versions | Quota | Customize

Shadow copies allow users to view the contents of shared folders
as the contents existed at previous paints in time. Far information an
Shadow Copies, click here.

Select a volume:

Yolume Mext Run Time  Shares Used

== MWl ... Disabled 1]

L=l Digabled 3

™ FA 24/04/20140... 0 €— 320 MBon ...
Enable Disable | | Settings...

Shadow copies of selected volume

23/04/2014 05:04 & <

Create NOW (¢, 5 oS o Sl o 51, s L

SIS

2ol ) e sl el=il Shadow wllee U oS

.Jéfd.l}bﬁcﬁbbe\dx}.&.ﬁ&ﬁOkd)J
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View Manage
nis PC » Mew Volume (F:) v
Narne * Date modified Type bl Shadow Copy rL’ L’ ol 5L>=.{| 4-‘-:’}-,’, 050 J—i“; B
ki Shadow ol 5l sslinel L sl o 5 el o

View 3 C_A.«..w.; DL )lS w‘ LG‘J" ‘("3"‘;;‘)" b oJ‘J Cewd J‘ C)LQ}U@\
Sort by 3
Group by > |, Properties «, ;8 5 S o cnly SIS i JIx
Refresh
Customize this folder... © — UB,._;'-.\
Paste V{“SL;‘ )
Paste shortcut
Undo Rename Ctrl+Z
Share with 3
Mew >
Properties &

o MNew Volume (F:) Properties -

General | Tools I Hardware I Sharing | Security

S yskiles 5 o 55 o Previous Versions s sl

Shadow Copies | Previous Versions | Quota | Customize

julﬁ) BE J.EJJ))A j‘l‘)b )\W&Jﬁﬂs@ sdalis

’J;_ Previous versions come from shadow copies, which
v ,—' are saved automatically to your computer's hand disk.

Folder versions:
Mame Date mch‘Ffir:cI
4 Today (1)
5 Mew Volume (F) TeIF/F/TE o QieFo,

Open s, » Sl sl sbowl ol ol G0t
Sl oS dalg sdalin 1) L3 ad, a8 KIS
S 2 S el jasie S 4 Sl oS
Soo p okd 3L asis s 5 LS SIS Restore

LS s Restore

& s, 1, Shadow Copies Ll &5 Jlejy T

s aih S el by ol dal g o 5 el os S

9 "\:'S CM»:b &.:ls J.E_;J)}o Mﬁ S sl u_eLS

Previous _:s 4« 5 .S ol |, Properties

LS x| s Versions
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el o Cend ) s V.;:.é)f | 5 1, Shadow Copies «.lli 5 S,I8 5 3l Jled om0 bl & U
SAS s 550 5105 555 2 gt Obos sl 6l (oS sl Shadow Slles sl 21 sl 1) g Ol

e w5 JSKe b s bl 1, Configure Shadow Copy < i 5 s ol

5 MNew Volume (F:) Properties -
| General | Tools | Hardware I Sharing | Security
Shadow Copies | Previous Versions | Quota | Customize

Shadow copies allow users to view the contents of shared folders xn M J J‘?‘S &?Ls ﬁbb rL’ ng) N Sh a dOW Cop I1€s - DL
as the contents existed at previous paoints in time. For information on

Shadow Copies, click here. _L:S :“ Sett| ngs sz)
Select a volume:
Wolume Next Run Time  Shares Used
=2\ M\Wol... Disabled 0
L Disabled 3
e F:\ 24/04/20141... 0 320MBon ...
Enable | Disable | | Settings.. |

Shadow copies of selected volume

23/04/2014 05:04 B = Create Now

Settings -

Volume:
F\ | Maximum Size cuud ;s Wil g5 e et ol o
Storage area

Shadow wlles (gl Lab Jldis &S S el

A Jaie NO Limit e Clssl UL 5 a5l s

Maimum size: () Mo limit
(®) Use limit: 4552 MB

S 2 St Oloy 3l (gl cdads OF 1y 3 50eels

Al de i K6 us SIS Schedule...

Mate: ou need at least 300MEB free space to create a shadow copy.

)j.w
Schedule

Schedule...
..-'"'J

Mote: The default schedule creates two shadow copies per day. Avoid
creating shadow copies more frequenthy than once per hour.
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Schedule

F\

|1. At 07-00 2.3 every dmes ol dulylan 4ol dy dilies of eve vl

Schedule Task: Start time:
Weekly v | |07:00 &3 = Advanced...
Schedule Task Weekhy
Every |1 =1 wesk(s) on: Mon
Tue
Wed
Thu
Fri

Show muttiple schedules.

)‘@fﬁﬂ@)ybcwgolhwsiﬂaaw
ouua}dJéujj))demﬂ‘aMo.}\é MLJ.‘MA.:.‘)‘
MJ&{@‘C-‘#7 C_A.C«L.A)Jb)\so.i‘)l{gi.iéj‘j)

.bﬁokbﬁéjfb%muwggSOkéjjﬁ

L uls (5138 Sl yiil oo

ol J s lole i o gl gl <l 51 S s LB 05 S Share Oles b l38 ST 231 4

r.:.sv.a ey ‘) LQJ.«vU 6)‘..X§ S‘J;'.JJ\M)J C_,.:...A\ Jl;q“ oﬁjm}su.‘wShare

Share

WView

ca » ThisPC » MewVolume (F) »

vO|

)
(D) 3isco
me (F:)

Mame

. TEST Sha

-

Open

Open in new window

Sharewith — —s

Restore previous versions

Include in library
Pin to Start
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties  sge——0eo—

File folder (U L 4y “g-i 3 p—ijﬁi’g‘ > 9> ;E:")j" _9-:‘)3 35l

O 35 5 O 5 Ans (oS o 3L TEST Share
I, Propertiesa, S S el SIS
Cod Gk S elg e Al S e ol

=S 1y s share ¢ « Share With
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TEST Share Properties

| General | Sharing |Sec:|.||'i’q.r | Previous Versions | Customize |

Network File and Folder Sharing

TEST Share
/ Not Shared

Network Path:
Not Shared|

=S

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

'E‘;' Advanced Sharing...

2 File Sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone.

J

J)GJDJ‘}AJJ)SL;‘JJ bJ)G.JJJjA Jﬂb Q‘jj& éi‘)lﬁjbb‘\}:b.ﬁw‘)b

|, Share... 43585 Cand ol 55 as &S 5 S share Lol e L

S o s

- Ca-‘)uvﬁ; PL) b J.E.;))jﬂ JJJS <=L: v\.iL: w U'»{‘ BL)
ﬁ@jng:)\jaM&Z}UserléoMW

- b ass dlol cud 4 b us SIS Add s,

userl  e— | &15» ol b)b Userl 6&9”5" S5 ng)f.x:;\jj
Name Permission Level
2 Administrator Read/Write + .
S2, Administrators Owner _,\,:,'S &:.ls Flnd People LSJ) J.? -r\'!.! ) -r\:a.g
2 bl i Read 7| v || Read

Read/Write

Remove

I'm having trouble sharing

S5 G9) p Sod 0 235550 38 05 S LSSl da

jx\fg\,&ux\;@ﬁ)swﬁReadjﬁﬁu,:&u.:};ﬂwxﬁ,\?s&soh;%@ﬁs

sy 40 8 S Aib e Full Control oles Read/Write a3 5 S Gl 5 il s | OF Wl e

S el S S Gl (gl S A3l e RemOve s 2Ty S sl s 1 b Gl LUl

sysShare s, se asy U aes s Share S 2 p3Y e O3 5 )8 Sl
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)Sdﬁ‘ sl ‘V,,-SShare O|)—<i> Sl Iy s uﬁ\i&b V.g\}:das;)l; sﬁjrbéf" aB iy gy
) U8 b s s Advanced Sharing S350 2 imabsr sy b Sharing s 5,05 &5 b

Advanced Sharing E3 2y al
_ Share this folder
/,sm-ngs LS ol | Share this folder w8 S5 amin ol s
Share name:
| TEST Share ~ €—— | Share .,\?A‘j}& Y ‘51.3.[3 ¢L’ Share Name .3 BERE

Limit the number of simultaneous users to: 16777 5 od U'i| 02 S By JA S J’.‘.’"’b adls oy ‘J".I'.S J)U ‘) S

C[omments: osls U':“'.’.L"" Q‘Jiib 6‘J.> Share .3 SLNCS Oler LS 5505

Ol8 slaws Limit the number... cud 5 55s s

| Permissions || Caching |

/ DR S oo 4SS jasiie |y BB ol ) eslizal
Lo [ el [ a1 LG s SIS APPLY s, Sl ol 5,05 16777
Ssy » b s Share ol )08 ol ks |y LG cpl dalsse S1 Js al aaly Share Ls ) 4
1} Permissions for TEST Share - J\.:.S &.JS“ Permissions
Share Pemissions
(Group or user names: = = =
e Everyone o, § Lis S ax 55 laes S 5 0L,l8 e & S|
Lsd‘f)ls fl.a..; LS‘J" uﬁ U'l\ 45&:,‘.«.»:‘ Ji| o lad dl.«:u 45.))‘.))‘}
| \:dd = || b < o S ks i8S STzl Read w s
Permissions for Everyone Allow Deny B 39 ul’:’b\ b Everyone °jj§ ch.:.'«s Share L;.pl?— J.!)ls Ls‘j"
Full Control O O
Change 5 (3 g Gl e 51 35,40 05,5 B S IS Remove (s,
A
25 5 S SUSAA (g5 2 Kis )50 28 05 5 6l (gl da
S Lol e w1y s 4
ok || cancel |
Network Path .3 ;5 s s Share |, LG «l 51 o
TEST Share Properties - - . . . .
|Gene|a|| Sharing |Secul‘i’ﬁ'|PreviousVersionsICustomize| w‘)b‘ dJ}s JJ‘) L’ T J‘}w@ = ) 2 "}ib "
Netuork FT'ESTdSi'fEShg Iy g yid s, 50 o1 s Sl g5 o Address bar s s 4
[ Shared
Network Path: J':S
““SERVER-1\TEST Share - —
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&L Share s o 55,5 Gl

S A5 esleal \\ServerName

IP oyl bos 35 55 el wL ServerName

J»SJA&)J;)JJ&&.MLAMJ?SDJU\JQT

S| = | Server-1 DT ‘
dome e i o
© - [ Nework b Severl »  <— v & [ sesrch senver
sl w
¢ Fovortes | | NETLOGON | | svsvoL '

I Desktop cott -

& Downloads
| Recent places || TEST Share

-
8 This PC

j Desktop \

| Documents

4 Downloads

& Music

=1 Picture

A TEST Share (\\Server-1) Properti
L Permissions for TEST Share
Previous V| Adv]
General Share Pemissions
Metwork File and EhastE ey Group or user names:
TEsTg  Settings J Xadministrator (SRV-1\administrator)
Shared Share name:
Network Path: TEST Share
"WSERVER-1\TE| add [Ey—

Share...

Limit the number of sim|

Permissions J]
Ok

| Add.. | | Remove |
Advanced Sharin Comments:
Set custom permi Pemissions for administrator Allow Deny
advanced sharing Full Control 0
I Change O
Il IM ed
g Advanc Resd O

Cancel

\\Server-1\

Ol8 ads 4 5 S Share o=

Y jii.a Q\J.ULS SVE NS PRpU 0
S 500 S 53 2 g OIS
alls g s Jaisyge LB 4 alg
Test aiy 5,5, JK& 5 il
Lags Share

28 sl

<38 slzsl Administrator
Je J<i5 d|)_,)L§ 9 Sl 0l

aSed a1 OO oS 0 355 8 55y 0l st 03,5 sl U3 S USerl ) L s 50 ol oo

AN
®

Home Share

0 Favorites
B Desktop
& Downloads

| Recent places
1M This PC

?‘ Network

~ 4 M, Network » SERVER-1 v X

SERVER-1

Wiew

| | netlogon L | sysvol

-

| | TESTShare <—

-

Search SERVER-1

MNetwork Error

Windows cannot access \\SERVER-T\TEST Share

You do not have permission to access \\SERVER-\TEST Share, Contact your network
administrator to request access.

Eer more infermation about permissions. see Windows Help and Support

Close
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s 03 S el sl 0303 L 0 eyt Sgzme 5 el ol Share Led gl O ol Loy

sl o025 Share L L_S‘f;hd})jﬂ J.;U 45.*:0‘.4‘\.’ L 4.>-\y r\&x U'.’.\L)ii)
:Print Server ;151 8l j9 wuas

ol 5l Slos 7S eslazal a8 Wil o Ol 3 LylS o 5 Sledds 51 SO s a5 Printer i eslas!
‘J@JSJJ w‘fl‘.ﬂb LS‘J” QTQJJSShare ijjw‘)fuj&J\SJj\)J&md‘)b ‘Jﬁ"i’gfa

S R

9o p e a3 5 AS o)l |, Printers auls
Everywhere -~

.18 s Device and Printers

Printers| -—

Devices and Printers

5] Devices and Printers

+ |r'1§5 v Control Panel » Hardware » Devices and Printers W

Add adevice Addaprinter o ﬂu\ C"""".‘.“ 4" ‘) J? j:"’.’.J'.’. ’\’.’.L’ W O’.’.‘ )‘3
Add a Printer s, » )5 ol &, (S

Q m syt alh e K5 B 1S S

Generic Non-PnP SERVER-1
Monitor

4 Devices (2)

4 Printers (3)

= Add Printer

No printers were found.

SURCENLCIN SBL gl i Oldas asin ol s

Printer Name Address

The (o5, 55 am 05 Sllas 814 555 5]

.48 s Printer that | want isn’t listed

I | oo |

The printer that | want isn't listed

S
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Find a printer by other options

. Z .
ol el ;A.L,.}M" s a0 S Cad ool s
() Find a printer in the directory, based on location or feature ) (5 ﬁ (5 “Js u-i 4

() Select a shared printer by name ‘J Lé_ﬂ Ao 45 5)‘5 J‘J_; Jﬁ_;b‘)y Printer

‘ | Browse... |

Example: \\computername\printername or LT Z . .
http://computername/printers/printername/ printer ‘) JD" 4.».1)5 J.p,dl?' Jl}' ‘)J (JJS r.:.ﬁ‘? L;w)ﬂ

() Add a printer using a TCP/IP address or hostname
() Add a Bluetooth, wireless or network discoverable printer U:Mi QJ‘M e J:;"J'-,- k_g.: J.\J.‘j.:.: U .A..ZS &_JL;::.;‘

;) Add a local printer or network printer with manual settings

S e 5

A8 S Next s, 5

Choose a printer port S -]S Next S 2 Ao g ‘_,\,:;S ul;;‘;;\ \) LPT1

A printer port is a type of connection that allows your computer to exchange infermation with a printer,

LY

Use an existing port: |LPT'I: (Printer Port) — v| -

(O Create a new port:

Type of port: |LocaIPDr‘t v|

et ] [ |

Install the printer driver
e b s dde s el 6l ol amio ol )5

Choose your printer from the list. Click Windows Update to see more models,

To install the driver from an installation CD, click Have Disk. \ .S S S N ext (5")‘)-’ j &.J' . ,,-‘

Manufacturer |~ | | Printers ~

Fuji Xerox | | CRIHP LaserJet M1319f MFP Class Driver

Generic | | CRIHP Laser)et M1322 series PCLE Class Driver

Gestetner 59 HP LaserJet M1522 series PS Class Driver [

HP — || CEIHP Laser)et M2727 PCLE Class Driver h

InfoPrint ] | < | il | | i |
(5] This driver is digitally signed. | Windows Update | | Have Disk...

Tell me why driver signing is important
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Type a printer name

Printer name: HP Laserlet M1522] €—

This printer will be installed with the HP Laserlet M1522 series PS Class Driver driver.

Printer Sharing

If you want to share this printer, you must provide a share name. You can use the suggested name or
type a new one. The share name will be visible to other network users,

}) Do not share this printer

(0 Share this printer so that others on your network can find and use it
Share name: | HP Laserlet M1522 series = |

Location: | |

Comment: | |

e ] [[oea |

You've successfully added HP Laserlet M1522 series PS Class Driver

[] Set as the default printer

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
test page.

"
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= FTIITETS (%]

. b o

Fax (redirected 2) Microsoft XPS Microsoft XPS
Document Writer  Document Writer
(redirected 2)

HP La

M13

Open

Open in new window
See what's printing
Set as default printer

Printing preferences

Printer properties =

Create shortcut
Remove device

Properties

el SIS OT (55 2 ks, 50 PriNtEr sbow! 51 das

S ol 1 Printing Properties 4. S 5 aS

[} HP Laserlet M1522 Properties -
General |Sharing I Ports I Advanced I Color Managemert I Security I Device Settings |
=% | HP Laserlet M1522  <— |
Location: | Partd-3isco.ir -— |

Comment: Take whatever you like printed -
Model: HP Laserlet M1522 series PCLE Class Driver
Features
Color: Yes Paper available:
Double-sided: Mo Ad ~
Staple: Ne
Speed: 22 ppm
Maximum resclution: 600 dpi ~
| Preferences... || Print Test Page |
ok [ Ganos ][ oo |
=5 HP Laserlet M1522 Properties -

‘ General | Sharing ‘ Ports I Advanced I Color Management I Security

I Device Settings |

]

> || Share this printer

ou can share this printer with other users on your network, The
ZM) ' printer will not be available when the computer is sleeping or turned
off.

Share name: | HP LaserJet M1522

—3> |v| Render print jobs on client computers

—> List in the directory

Drivers

Additional Drivers...

ok || cancel

Apply

B P General s 3,05 amio ol o
03 s i | 3= Printer ol Ll e Jol e
asin |, Printer .8 13 4k Location cus
Caand 3 s S35 15 sl Comment w5 s
A28 o3Il Ll 55 e Preferences sl b asin 0l

JOJ‘%L;.’){:’.)Q{){J:‘L‘)&:M"J&SC}’

Sy 1y s sy se Printer .l o Sharing s s
Share this printer «, ¥ &5 s Share s ol 5,8
ﬁb@ﬁjb}iﬁ))bb)fﬂﬁrU)J‘.:.lS;.JBJ.?H)

S Dbl a1 0T (65 oend
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= HP Laserlet M1522 Properties -

General | Sharing ‘ Parts |Advaﬂced | Color Management ISecuntyI Device Settings |

-3“!'6] HP Laserlet M1522

Print to the following port(s). Documents will print to the first free
checked port.

Port Description Printer

LPT1: Printer Port HP Laserlet M1522

et Printer Port

[ LpT3: Printer Port

[] coM3:  Serial Port

[ COM4:  Serial Port

[J COM1:  Serial Port

[] comz:  Serial Port .
ene - o
| Add Port... ‘ ‘ Delete Port ‘ | Configure Port...

Enable bidirectional support

[[] Enable printer pooling

e 1y 2 Printer JLs, g sy g AlS e POMES 5 )0

dalps Lol S5 4 a5l S Ao g s D b s

el bl s Kol

=5 HP Laserlet M1522 Properties B o e 3~ Printer ";Jls xn "\?")SL;" Advanced “‘5 BL

‘ General IShanng | Ports | Advanced |Cn|ur Management | Security | Device Settings |

® Abways avzilable

() Available from 12:00 5.5 = ‘h...u b.g =
I I: g

Priority: 1 z

Driver: [HP Laserlet M1522 series PCLG Class Drive || New Driver.. |

(® Spool print documents so program finishes printing faster
() Start printing after last page is spooled
(®) Start printing immediately

Print directly to the printer

[1Hold mismatched decuments
Print spooled documents first
[IKeep printed documents

Enable advanced printing features

| Printing Defaults... ‘ ‘ Print Processor... | | Separator Page... |

=5 HP LaserJet M1522 Properties =

| General I Sharing | Ports I Advanced | Color Management | Security | Device Settings |

Group or user names

Meoone
5 ALL APPLICATION PACKAGES

52,CREATOR OWNER

3, administrator (SRV-1'\administrator)

_qf,Admin\slmlurs (SRV-1"Administrators)

3{ Server Operators (SRV-1\Server Operators)

:E, Prirt Operators (SRY-1"Frint Operators) ;

Penmissions for Everyone Allow Deny
Prirt O
Manage this printer ﬂ O O
Manage documerts O IH

Special pemissions

A5 olssl |, Always Available « ;8 31 St (sl azils
28 81 s Al e S« eslel el oles s Printer oS
395 iy s 48 Sl Aol 8 e uiS Ol | Available from
o ) 3l Wy Lol el s L OIS B usS 5yl 1,

LS eslal

oKaws S, oldas & by o Color Management s

el o sline oKz a4y a5 ASL o a5

oz Al g e bk LAl oS3 oy age 45 SECUNITY 5 s
b azsls o zws Printer « Wls o a5 S 5 o8 ax 4SS
o5 spes JSE 5 M s el 8 4 Ll o
¢l aKs L8 5 el o3 S b s |, Print e Lis Everyone

45d;|ﬁ)\5(,w6%5@}&_9.;}»&\4{‘,\.&5‘:[3;}\&‘}36@\)

For special pemissions or advanced settings, click Advanced

Advanced

Li.s Everyone o5 5 pae 55 o S a0 AiS e sl
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Co pde aS 3 ls 54> 5 Print Operations eb b 2o S YL e js s Gl e 3l I, Everyone
wUls LS oy S ol sae |y o8 G ST 5wl o FUll o o zes 5 gme 5 505 Printer g5, 5 S

sls dal g Printer o pue s YL

=5 HP LaserJet M1522 Properties .

General I Sharing | Ports Iﬁdvanced ICoIor Mariagement I Secunty| Device Settings L

mn HP Laser)et M1522 series PCLE Class Driver Device Settings \

—\;‘ Form To Tray Assignment .. . . . . -

BN ¢ a1 Tray: [0 — v LS g3l wilg » Device Settings ox =1 5
Manual Feed (Tray 1] 3 Not Available " " )
Tray 1: Ad E] 18K 187:273 mm .
Teay 2 4 By oS Ol g, K8 a6l 4 Ol 6l 1, Printer
Tray 3: Ad B As " ) ! A !
Tray 4 Ad =] 85 (15)

S8 InalobleOpton: | TR
oo Duplex Unit (for 2-5ic g Envelope #10
[ Envelope BS
Envelope C5
[ Envelope DL
[ Envelope Monarch
@ Executive
@ Legal
=] Letter

[oc | [omes |

(eBlS STl a4 s | Printer 5 as Lal of Sledas U 5 s S wai |, Printer byl & b

V?S U\ﬁ D RRPTRINLY S\Ju\mprlnterauSNJwJ CM..{%&JJ&‘)‘ V‘:‘A\j"@‘}“}

Search . _ .
st B 3 5 S 5,05 1, Printers wals 5 s Search s,
Everywhere -

S SJUs Device and Printers ¢,
Printers|

09w 333 B8 55l 5 (6 s Lad 3 b s 5 o 3l ddien LS a

Devices and Printers

.&Suﬁﬁ J)?LJLS‘)JUJ.:SOJU.LJ\ZOJ.Z

ﬁ Device settings

_'g Color Management
]
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ey Devices and Printers
T QI;;S <« Hardware and Sound » Devices and Printers
Add a device
4 Devices (2)

N

Generic Non-PnP STATION1

Moniter

4 Printers (2)

Microsoft XPS

Fax

2 s e Printer 05 S Glsl gl oamis ol s

A4S KIS Add a Printer

= Add Printer

Mo printers were found.

Printer Name Address

Search again

< The printer that | want isn't listed

(€) = Add Printer
Find a printer by other options
() Find a printer in the directory, based on location or feature
(®) Select a shared printer by name
‘ WWServer-1\HP Laserlet M1522 - Browse...

Exarmple: \\computername\printername or
http://computername/printers/printername/ printer

() Add a printer using a TCP/IP address or hostname
() Add a Bluetooth, wireless or network discoverable printer

() Add a local printer or network printer with manual settings

Cancel

Select a shared Printer «, 5§ a=is 0l s
Printer _.,s1 5 .S ol [, by name
Ll oS 35l e jasele Sopso |y s e
315 s IP L5 el Server-1 gl 4 il
5w S s ol s OF (g, Printer « ws
HERC P IO BT P UM R P
Sy 23 o QL 8545 &y 50 4 Printer

LS SIS Next
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#= Add Printer

You've successfully added HP LaserJet M1522 on Server-1

Printer name: HP Laseret M1522 on Server-1 —

This printer has been installed with the HP Laser)et M1522 series PCL6 Class Driver driver.

/

L ks, s Printer (s » odalie a5 shailan
&AS Next S 2 (Sl 0l M Cﬁzjﬁjﬂ

RUAY

Sed aslsl cad 4 ks, 4 Printer

Cancel

Printand s v sl o Y- 0T 03 5 Share  Printer Cai Slles (g3l o3y 5 | Sl ey

Tools View

Server Manager * Dashboard 2) Manage

WELCOME TO SERVER MANAGER

o Configure this local server

QUICK START

2 Add roles and features
ge Services P 3 Add ot - 50
3 Add other servers to manage

WHAT'S NEW ra
4 Create a server group

Hide

LEARN MORE

ROLES AND SERVER GROUPS
Roles: 4 | Servergroups:1 | Servers total: 1

S 2 s S35 2 Document

I, Server Manager 5 . si 55, S9kus o)l

A8 KJs Add rolesand features s,

DESTINATICN SERVER

Select server roles Sareer 1 SR com

sfore You Begin Select one or more roles to install on the selected server.

Roles Description
. ~]  Printand D S
[] Active Directory Certificate Services it and Decument senvices
- enables you to centralize print server
/| Active Directory Domain Services (Installec and network printer management
[ Active Directory Federation Services tasks. With this role, you can also
Active Directary Lightweiaht Directory S receive scanned documents from
[ Active Directory Lightweight Directory Services e
[ Active Directory Rights Management Services T oy, e
[ Application Server resource, Windows SharePoint

Services site, or e-mail addresses

[ Fax Server
[B] File and Storage Services (2 of 12 installed)
[ Hyper-v
[ Network Policy and Access Services
—> v T

[] Remote Access

[ Remote Desktop Senices

& Add Roles and Features Wizard - | = [

SAS Next 55 5 kb amio (pl & O Sl
Cwd 3l 5 d o Server Roles cud 4 b s
Print and document Services «. ;3 l» Role
S0 g dssr 3h &S Glozy 5o 5 AS Ol |

LS Js Add Feature
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= Add Roles and Features Wizard lLIi- - - - -

Select role services Server-15RY-1.com

Select the role services to install for Print and Document Services

JKa b a4 3l s 4 s Service

Role services Description
= Print Server includes the Print . o P H t S
- Managament snag-in, which iz used S0 F 3 .,\.:S ! b rin erver 3090
[] Distributed Scan Server for managing maltiple printers or : . :
[] Intemet Printing print servers and migrating printers

to and from other Windows print

e Install s, » 21 amio 5 s SIS Next

Shmme Cance

Search -
sl 1, Print a5 s Search s)ly s, s, cnas )l da
Everywhere -~ )

S obssl 1 Print Management 4 S gt = s sAsS

print | -
Print Management

Devices and Printers

Color Management

[ Print Management I;Ii-

File Action View Help

= EEL] A58 s o A58 g8 0dalin &S shailes

ﬁ‘m Print Management Printer Mame Queue Status | Actions
I %] Custom Filters 01 Fax (redirected 2) Ready - - - . é - 5 -
4 [ Print Servers I HP Laserlet M1522 Ready Prnters, o e )‘ JS‘ 9 Cel 0l b’" WL
4_g Server-1 (local) 2= Microsoft XPS Document Writer Ready
2] Drivers = Microsoft XPS Document Writer (redirected 2)  Ready
Forms - »Server-1 el js 4S54 ¥
b 'i'rPorts L;‘ AN SRS )jﬂ r
= Printers
= Deployed Pri Add Printer... —— . - . W s
S Revee Extenc et Vi S9 p ok )Lf w-u-) BRI J\MS" ubw‘ .,\.wb
View 3
Refresh I asle 4 L8 WL s SIS Printers
Export List...
Help 3 . 1 -
S ek LSL“ Printer w;j EE S
;i’.’. QJ; UL&‘ LS\J" ..\.;5 oMLi.a b BER
< m ¥

Invokes the add printer wizard against the selected server. :” . P ri n e rs sz‘) v\iLE . “S 4-5 P ri nte r
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e Network Printer Installation Wizard

Printer Installation
Fick an installation method.

(O Search the network for printers

() Add a TCP/IP or Web Services Printer by IP address or hostname

b S ool |, Add Printer S 5 S el
'@J@.&b@d@d\)):)ﬁﬁ&jﬁ)}&i@

(®) Add a new printer using an existing port: LPT1: (Printer Port)

() Create a new port and add a new printer: Local Port

Y

Nexd >

< Back

LS SIS Next g5 s

i Network Printer Installation Wizard

Printer Driver
Pick a driver for the new printer.

Use the printer driver that the wizard selected
Comnpatible driver cannot be found.
(0 Use an existing printer driver on the computer
HP Laser)et 4200/4300 PCLE Class Driver

® Install 2 new driver

Install @ new  jx ey a5 e ol o

AS SIS Next g5, 0 5 olsal |, driver

<Back || Ned>

Cancel |

=) Network Printer Installation Wizard
Printer Installation Q‘JAA 4 o.)\a._}l..w ML?-)lS <=b .X:;‘)SL;O QM; L)i‘ DL
Select the manufacturer and model of your printer.
LS il 05 0 55 90 oy 50 5 | Printer Jus
./ Choose your printer from the list. Click Windows Update to see more models. '

To install the driver from an installation CD, click Have Disk. pind e g
Manufacturer ~ ||| Printers ~ ‘)ﬁ")b J - - Have DISk &‘5‘) ﬁ ‘V\iJ‘J ok ‘
Brother gl Canon Inkjet MX430 series
Canon 5l Canon Inkjet MX510 series \ s A . ]' .

Dell [ Canon Inkjet MXT10 series Rl ML’J'-’ “ b 28
Eastman Kodak Company Canon Inkjet MX860 series
EPSOM ¥ || =l Canon Inkiet MX870 series e
=) This driveris digitally signed. | Windows Update || Have Disk... | LS Us Next g
Tell me why driver signing is important " " X ‘f'
[ <Back |[ Net> | [ Cancel |
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Printer Name and Sharing Settings
You can give the printer a friendly name and specify whether other people can use the printer.

Printer Name: ‘ Canon Inkjet MX880 series

[+] Share this printer

Share Name: ‘ Canon Inkjet MX260 series ‘

Location: ‘ 1 ‘

Comment:

/

[
[ <Back ][ Ned> | [ Canedd |

L 5 odaline I, 5 4= Printer ol il 55 o amio ol o
53 1y ks se Printer sl o ST s il
I, Share this printer « ;§ 5 .5 Share
Printer ol Share Name .3 5 5 LS ol
b 53 AS 505 |y s e share «s Sl 1) s>
548 3,051, Printer .8 515 e s Location

A4S SUs Next 55

.J\ﬁ;sgg.:.lsl:inish6})J{V.AJ.>.-TM)DJJ¢;SL§TLSNeXt6})J.3V.AJ’_.’W)J

35 S (g G ol 5l (g5 3 S el SIS OF (g5 23 JKS Lle o Printer sl 5l ae

File Action View Help

Aas e ls Led L

5 2E X= BE

% Print Management
4 [#| Custom Filters
|| All Printers (3)
B [ All Drivers (10)
B [# Printers Mot Ready
i |7 Printers With Jobs
A i Print Servers
A i Server-1 (local)
@ Drivers
o Forms
ﬂ] Ports
= Printers
= Deployed Printers

Printer Mame

™= Fax (redirected 2)
= HP Laserlet M1522

Canon Inkjet MX860 series

=1 Microsoft XP5 Document W)
=1 Microsoft XPS Document W)

Cueue Staty

Open Printer Queue...

Pause Printing

List in Directory

Deploy with Group Policy..

Set Printing Defaults...

Manage Sharing...

Print Test Page

Enable Branch Office Direct Printing

Froperties...
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:2012 ;g jw jgaiug y> Group Policy L IS

das pl O 31y ol Slackss Wil 55 o OF KaS w0 4S5, Sadus 3 <ol S1Sal Group Policy
3oy joy SO J%Lew‘m*s 25 g a8 S Gl el e &S Gl Lils e a5 hailes
Group sy Jaws g5 s OF BBl 5 S1u 5 550 50y (Shiomy 55 o5 o0 eslinal sl slias
w,ﬁb;ﬂrﬁpwd\ﬁg«smpwwjﬁw\)\sumj-nu&)tsd\‘s;ﬁj%&rt;,,;\Policy

S 02

5 Sl 2> 5 Local Group Policy & 55 « Group Policy S oz 55, 3, |, Domain Controller ol 51 s e &S
sl 4S5 5,00 5,8 Local Group policy [Ks wib coa be 5, 55, Domain Controller 31 Jy s ,oi |y of Sledis Wl

S el s pd 534S 350 e Jlad DOMAIN & Ly e Group Plicy (b 53 5 dipd e Jlas 2 0

Search 1S axl e o3 o3l 4 Ll 55 e Group Policy s e gl > sl
Everywhere

Group|  «— [ 2] Control Panel\System and Security\Administrative Tools\Group Policy
Management.Ink

!‘ Group Policy Management
]

—

§s Edit local users and groups
Sa

i a5 5 AS syl 1, Group «udS 5 &y Search syl Wils e L

 Edit group policy .
L] | S ozl |, Group Policy Management .5 .

n p similar windows on the
ar

Group Policy Management = I:'- g_)'“ijf'q b)‘j J‘:'SL;" °ML‘:"° 6 J}JGJM
Action View Window Help

o/ nEXo e &lyrl ples L oS oS (o2 Group Policy

|2, Group Policy Management Default Domain Policy
4 £ Forest: SRV-T.com

Scope | Details | Settings | Delegation |

4 [ Domains i . . . W7
5 SRV-1. Links e C el oo dal Lol ol
P T e e Display liks inthis location [5RV-1 com Y] AR ES IS el TR
b 51 Com| Edit.. 4——— Fallawing sites, domains, and OlUs are finked to this GPO:
} ] Dom|  Enforced t = - . - “
£ e ]| Group bl s Cend oy
T

Save Report...
b (3] Start Sl

DE él:zp%htx ‘:Ji:WinduwfrumHErE ' w 5> xn J_{,\,’L 'J"””L‘ 4" )ls U‘i‘ Ls‘f ‘("l)'“;' POIICy

« Group Polic
- P ) Delete

urity Filtering

Rename settings i this GPO) can only apply to the following aroups, users, snd computers IS D efa u It D oma | n P (o] | | Cy RE3)

Refresh

e
Help Athenticated Users

[ Add.. [[ Femove Properties

WMI Filtering
This GFO is inked to the following WMI fiter:

| <none v
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1=} Group Policy Management Editor

File Action View Help

PEEEEEN G

=/ Default Domain Policy [SERVER-1.5RV-1.CC ~
4 {4 Computer Configuration
4 [ Policies
b [ Software Settings
— 34 [] Windows Settings
b (] Name Resolution Palicy
&) Scripts (Startup/Shutdown)
I» = Deployed Printers
3 4 [h Security Settings
4 Account Policies
— |5 Password Policy
b A Account Lockout Pol
b 5 Kerberos Policy
b & Local Policies
I & Eventlog
I» [ Restricted Groups
b (& System Services
I- 5 Registry
b [ File System

Policy
Enforce password history
Maximum password age
Minimum password age
Minimurn password length

b i/ Wired Network (IEEE 802,
I (] Windows Firewall with A

“ Network List Manager P¢
I Gaf Wireless Network (IEEE 8
I [] Public Key Policies "

< [ o Y <

Password must meet complexity requirements
Store passwords using reversible encryption

=R password Policy cens 5 55,5 6l

e s || Tt S 2l 02 @S 2 s o2 L

7 et L oS 1, Password < Jub Bl il 5

(od ks 15 01 Stz b5 S L3

ls spe S8 Ll 4 8l Gl

23 45 o 33 o+ Password Policy <3

) =S o LW s

Enforce password history Properties _

Security Policy Setting | Explain

ag' Enforce password history

Define this policy setting
Keep password history for:

24 2| passwords rememberad

\

Maximum password age Properties IL-

Security Policy Setting | Explain

ag' Maximum password age

Define this policy setting
Password will not expire.
~
o | days

S LS yasie Al g s Enforce Password history ¢ s
odd 3ol AL O 5 e by &S playse ey Sl sl 4
}4)4.5%btgfjx\j:}ﬁ;&U:ﬁa,}bDomainﬁw\
25 s 28 54 )l 51324 sae ISl 5 aS S sl O 05
e Syl sae pl WS e led g AS a6 3 3 5 )

LS SIS 0K (655 1 i Sl ey s

S LS jasie Ly » Maximim Password age c.d s
A2 sae 505, IS5 s b il Slael j5, K U g 50, S
B R T T F S e % I - P VRGN BV {RPIRVEIERWE g I
@ 3oy S Sl Lae opl 4 aS Password will not expire 4
sbwl Oley s Al azils 5L 4 ST s dal s cladl Ol ge =
L S coils 54> 5 Password Never Expire el b sl S 8
oA Deond 53 a1k g jey Sendl S el I8 OF sl
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28 sl wige 53, Password Never Expire «. ;5 5 s oY s ho ade 035 55 L

. ] ? . Lo
Minimum password age Properties - . ”. § - \
Security Policy Setting | Explain

ag' Minimum password age

Sl S S Lasie Ll e Minimum Password age ¢ s

Define this policy setting

I:Iasswordcant;echangedaﬂer: j") AS J)b C_,\_.,ajj L}JLAJ 4}_— U .)\.) J‘:‘.‘.’J ‘J J‘P- ‘)‘}«.9 J.d) J.’)ls ‘Si 45
ays -

i 1 6o 0 02 i Soso wdde [l &S s sl oslsn 1y 555 s

ASL 998 U1 s sade Ll 0 aS 55l 13 54,

o 4 |y Maximim Password age cuud sae o5 Sl bl a8
3 (556 455 s Minimum Password age s aas %

Sl s S wb Minimum Password age il ails >y Lis

Maximim Password «.le > sl Maximim Password age

,
Minimum password length Properties _ “\";’L °"Js J::’S J"*’ “ age
e g S 1L _» Minimum Password length « L 5 . e cad
[w] Define this palicy setting . N . . .
Password must be at least: d)‘:")a Ls‘j" uﬁjﬁ u"'“':'.’- u)j"’p 4" 45 "\"‘nga u"bh'“" ‘) )‘}"9 JA) d}L
8 | cheracters

6\48)"))ﬁf))‘@@ﬁ‘@‘b)ﬁjﬁjjs‘)gg4.’.5./\.9
sy 5l oMbl el b S 55 VY

Password must meet complexity requirements Pm_l_?-

Security Policy Setting | Explain

O — Password must meet Complexity requirements .5 s
?;i:;:sedwhwseﬁinu: Sy 3l edeamy Sope 4 AL s 50 LiT S AS astie J‘:"\J""@
() Disabled

33l e s oslael iy > Sl S Test@123456 Jtws b «
sdmy oo 4 3oy 035 305 4 sk Disabled w8 ClbsiL b

o
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Store passwords using reversible encryption Prop... _
Security Policy Setting | Bxplain

_QI Store passwords using reversible encryption

Define this policy sstting:
() Enabled
(@) Disabled

Store Passwords Using Reversible <..3

DL
Clear &30 4 4 3, Enabled o=zl L encryption
J“li@ u,:..alS )L;....u QLC«}Uﬁ\ C,.;...A‘ 9 -’j":’L;‘ JL@ 4-‘<-:J BE Text

Flisl oS 1S e Colem a5l o 56K ey i
LS ol Ll O s b 6l K ey US55, @

w‘oMJwﬂ&uﬂ)ﬁﬂQ)M

o Administrator: Command Prompt

icrosoft Windows [Wersion 6.3.9680
(c>» 2813 Microsoft Corporation. All rights

reserved.

UgersAdninistrator>gpupdate sforce
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

sUsers Administrator’

Group Plicy oledas «Cul 51 dm 1o a5
S Slas ol a1 Gl sl i )
Skl 5pd dlesl m s D550 4 e g
ssliz.l CMD s Gpupdate /Force | yus

LY

ol Jlosl 55 5y lacas ) gis pl L

Group Policy Management Editor
File Action View Help

T EEEEELE

Default Domain Policy [SERVER-1.5RV-1.CC ~ || Policy -

4 i Computer Configuration Account leckout duration
4[] Policies Account lackout threshold

I [ Software Settings
4 [ Windows Settings
I [ ] Name Resolution Policy
| Scripts (Startup/Shutdown)
I> = Deployed Printers
4 T Security Settings
4 [ Account Policies

55 Password Policy
—3 5 Account Lockout Pol
=5 Kerberos Policy

b G Local Policies

b | Eventlog

b A Restricted Groups

I [ 4 System Services

I [ 4 Registry

b (4 File System

b 2ol Wired Networl (IEEE 202,

[ [ Windows Firewall with A
| Network List Manager Pg

I Gall Wireless Network (IEEE 8(

[ || Public Key Policies v

< m > < [

|

_I:I-

S son 2 LS e S

Policy Setting
Not Defined

0 invalid logon attempts

« 3L _» Account Lookout Policy
Account s, ;o G Sl ISSE AL
a=io U LS KU Lookout Policy
238 a amio opl 53 50 3L Ol b e
“ B s o5 2 LS )l s

.V.:AJ
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Account lockout duration Properties _

Secunty Policy Setting | Explain

HE. Account lockout duration

[[] Define this policy setting

?‘

~
3

Account lockout threshold Properties _

Security Policy Setting | Explain

ag' Accourt lockout thrashold

Diefine this policy setting
f Accourt will lock out after:

€| : invalid logon attempts

Suggested Value Changes

Because the value of Account lockout threshold is now 3 invalid logon attempts, the settings for
the following items will be changed to the suggested values.

Policy Policy Setting Suggested Setting

L2z Account lockout duration Mot Defined 30 minutes

L) Reset account lockout courter after Mot Defined 30 minutes

< mn >
— ok || cancel |

Reset account lockout counter after Properties _

Security Policy Setting | Explain

qa' Reset account lockout counter after

Define this policy setting

Resat account lockout counter after

0 2

f

minutes

Ailg » Account Lockout duration <. s
Sode 4 b E 15 45 Sl Ol G S S st
Define au S cud cul 55 St o353 Jlad day 5 Liley i3
= 3 S 5 LS ol | this policy setting
oS oSl Las ol @ sde ol 4S50 30 Mo aids
TR S PR DRI (I S AT Iy
e aSd e o g Ol 05 S e 8 L 5 sdate lads

By dd oslss s ) ge Clu 4235 30 ()l
Ll 5 s L Account will Lock out after . s
Vo ok yarein 3ldnd 4 4yl 5l day ,i)lS oS AS el
adl a5 183 0T Ol 3,8 5505 olasl & 5 3555 505 04 3
Account Lockout <.l s el aseie Ol 3l da

3y o b Ol ool duration

500 JSE s SIS ok gh, 3 Cand s a8 Sl
S 2 gh e 02l Lad ol (pl S ) 53 g e all
Coamd 33 a0 Ll s Jld Caend ol e S
Reset Account , Account Lockout duration

Al e 4235 30 GOR ey Do oS Lpdh ol
Reset Account lockout counter after c..s s
Account s sue 3l S Logslus 1) gode L
3955 208 &S by &S S o = Lockout duration
Gl (8 als s 53 el 6t Sledlbl il el

oMbl L3 5L 3 0 s sl e Syl e o5
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g Group Palicy Management Editor
File Action View Help

s nE XE

Jﬁ&@c./\j)w&g.@)y@é)ﬁﬁ\)ﬁs‘)b

e Al dal e i

(=] Default Domain Palicy [SERVER-1.5RY-1.CC || Policy - Policy Setting s )bﬁ B )90 S LSJW —aend
4 & Computer Configuration %] Enforce user logen restrictions Enabled
4 [ Policies 4] Maximum lifetime for service ticket 600 minutes .
b (] Seftware Settings [ Maximumn lifetime for user ticket 10 hours S sl Kerberos POllcy )
4 [@ Windows Settings ] Maximum lifetime for user ticket renewal 7days s” =
b [Z] Name Resolution Policy %] Maximum tolerance for computer clock synchronization 5 minutes

& Scripts (Startup/Shutdown)
I» == Deployed Printers
4 T Security Settings
4 5 Account Policies
54 Password Policy
28 Account Lockout Pol
———> | 7 Kerberos Policy
b & Local Policies
I & Eventlog
| U4 Restricted Groups
I & System Services
I [ Registry
b 7 File System
I i Wired Network (IEEE 802,
I [ Windows Firewall with A

“ Network List Manager Pc
b Zaff Wircless Netweork (JEEE &1
b (] Public Key Policies v
< m >

Jjjnr.a\{\)qu@d\&&

R0 OA e

Enforce user logon restrictions Properties _

Securty Policy Setting | Explain |

E{E‘ Enforce user logon restrictions

Define this policy setting:
(®) Enabled
() Disabled

Maximum lifetime for service ticket Properties _

Security Policy Setting | Explain |

E.[E' Mazdmum lifetime for service ticket

Define this policy setting

Ticket expires in:

I@ 2 minutes
\

L 5 ,» Enforce user logon restrictions c...3
b (53 S Do 4 aS Ll 010 5555 @
S 2pd g s 8 G as Slg s o

Bed g olo O gl p il aslial S

Maximum lifetime for Service c..3 s
wlnl S Oley e a5 S Lasiie Ll 55 e ticket
S a8 AL Sl e e e SO Gl olsl
155 g g 53 3 0k sLBE s Ol o oL

.Mswjﬂb\f(:;«.g
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Maximum lifetime for user ticket Properties m Maximum lifetime for user ticket .3 >

Security Policy Setting | Explain |

E:‘E' Mazdmum lifetime for user ticket

P Alg e 8 sy Sl e A1y

3559 Oy 53 (S5 4 ol e3> LawesS ul;:.a\jf
Define this policy setting

Ticket expires in:

L N JPTRPE N PE

\

5,8 139999 L0 o Lbsae opl 4SS eslina

Maximum lifetime for user ticket renewal Properti_\i- ) . )
Maximum lifetime for user ticket .3 ;>

Security Policy Setting | Explain |
E:[E' Mazimum Ifetime for user ticket renewal o3l ‘Ja.;.l.: Lg‘ ML%A‘; O-’}f dl-’d jj) slaas renewal

[w] Define this policy setting ML‘::-“‘jS ol )\ J S J;SL;’ u.ﬂ->=~:~ﬂ b ﬂ)ls 4 oL

Ticket renewal expires in: -JJ*;L;‘ Ladl jlg'j_b),c h:.b Li

7 o days

Maximum tolerance for computer clock synchroni... _ Maximum tolerance for Cad

Security Policy Setting | Explain |

!« computer clock synchronization

3 Mapdmum tolerance for computer clock synchronization
= jbmﬂo.l,&u.a}h:w QLA)‘)JQSJ_}J@ OJW‘)‘}E—ZA
Define this policy setting

Mazdimum tolerance:

5 a minutes P =
I:v ) V':Ufg‘ O LS sl QS&LQ.AV.AL.’\) 5 4

\ 5 e O Ol O ﬁ\ﬁgT,\i,u; Kerbros
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File Action View Help

o=z 2 B

Group Policy Management Editor

b (] Software Settings -~

[ Windows Settings
t ] Name Resolution Policy

& Scripts (Startup/Shutdown)
I» =1 Deployed Printers
4 3 Security Settings
b 5 Account Policies
4 | Local Policies
———> i Audit Policy
I & User Rights Assignme _
I & Security Options =
4| EventLog
1 Restricted Groun

Y

Policy
| Audit account logon events
| Audit account management
| Audit directory service access
Audit logon events
| Audit object access
| Audit policy change
Audit privilege use
| Audit process tracking
| Audit system events

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

:Audit Policy cuoud (S
< a4 by, Audit Policy cus
sl 5 01,8 5555 4 bs e sl ol
)sdmpdﬁ...))xpy)ﬂﬁjc)\ﬂﬁ
Sl S35 il S e 5L D se
3,0 3790 ng 03 S Jls | 29T e

L@Twﬁjdj,xmﬂs,ua,x.;fuawpu)jz;‘&\ﬁr\,\sﬁsbmﬁjm%@w

=S o b

Audit account logon events

w by Ol s 558 e &S by 4SS oyl

Jj‘_;cﬁaﬁw" .

Audit account management

J:,:x}'“_ﬁbcfjgbbai‘.lgu&uﬂlij)ué‘f

.J})@)S@...j rLa

Audit directory service access

La BB 4 Ol )lS o s 4 by e glaslag gy o

il s

Audit logon events

T 5 s s, O Gln eSS

33550 )8 4 Ol 8 oLl b (slass s s

Audit object access

bye slasli gy cd Celingd b Shay S oyl

SoFS RIS 555V 53 5 g 5o 5 4 Ol o s &

Sty

Audit policy change

S 2 sl Clew b 4 b glaslu g,

Audit privilege use

C,.Jj

Sy 03 Dl mis bype sl

Sty

Audit process tracking

Bols s 8 el b g,
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Audit system events Gl s ol i Al plasl s, o

.. s otartup s b

U o ol Laslg g, wlwrlﬁjs A5 S dlesl |y Ol puns ul &S Sl

Event Viewer . ,,. ,sLog L Event olea L s (L2l ) o

Search

Everywhere Ly event wlS 5 s Search s ly s ool sl Gl g s o o
even| €«—

LS |l Event Viewer oy ,w 5 A8 5505

E‘ Event Viewer
% View event logs

| Event Viewer == -

File Action View Help sdalin 3290 &i BE ASJJ.EQLQ.A
«= #E HE

{2 Event Viewer (Local) Security Number of events: 696 () New events available Actions Eve nt

b Ly Custom Views Keywords’ Date and Time Source ~| | Security - Bty J)‘j el

[ Windows Logs

i Application Jd fudit Success  25/04/201403:3358 b Microsoft Windows se & Open Saved Log..
- @ i /04, 133 = i
] Securty €— A, AuditSuccess  25/04/2014 053358 by Microsoft Windows se ¥ Create Custom View.. . o N V
g setup 9, Audit Success  25/04/201403:3400 b Microsoft Windows seq <sl,<,.; =IOy BE) ;r_;.)\,vu lewer
& System @, Audit Success  25/04/2014 033400 b Microsoft Windows set Imgdrt Custom View.- - - -
(] Forwarded Events @, Audit Success  25/04/2014 03:3400 b Microsoft Windews seq ~ Clear Log...
& [ Applications and Services Lo||| ¢ L] > Filter Current Log...

23 Subscriptions Event 4634, Microsoft Windows security auditing. x Properties e e MRS e BEEEE) LSL;JJ

A4

Bl
m B Find..

I Save All Events As... 45_)\_:'&_5 <=L>u‘ ’)‘?J‘j:gf‘” b LS,)S@A

Attach a Task To this Log...

[An account was logged off.

Subject . ID sveren View »
ecurity 1D: P .
Account Name: SERVER-15 |6 Refresh 2D g L>u." DL
Account Domain: SRV-1 @ He ' . -
Logon ID: 0x8D6B20 =P
Log Name: Security Event 4634, Microsoft Windows... ~
Source: Microsoft Windows security Logged: as/nqjzon4c| [[E] Event Properties
Event ID: 4634 Task Category: Logoff @] Attach Task To This Event...
Level: Information Keywords:  Audit Succes| [ [Ez Copy »
User: N/A Computer: Server-1SRY| | [} Save Selected Events...
OpCode: Info ; . .
G Refresh PR asll I3 [
More Information: ~ Event Log Online Help - g e S 4 9) OJ\ALM\A )
H Hep » S'r

< m >

‘ > Group s 3 cwd 3 oS
<Ll | Security «, 55 5 2 5 WINdows LOgs s 515 o o 5l L 03 5 s Policy

SIS Lol 5l (S sso » JS8 dilea STssd alb zoel cend 4 bg e slbaoli ) plad U aeS

S eslizal ol 51 sl o 48 555 0 b L5550 sl 3,50 53 Sl General cud s S

odd oo 35l (Fl 5 Obes 4z 53 Gl L L0l a4 &S S asle Wil e e 2l L

.(..U'bﬁ@s&?.i);GroupPO"CV w}ﬂbﬁjgﬁjw&.ubﬁjgﬂ‘;,a'.x{w)ﬁ@)lsm‘b‘_))
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68wk (slaciuUS plos BackGround juguai jusi

.

File Action View Help

e = H=E ¥

Group Policy Management Editor

_EI-

|=] Default Domain Policy [SERVER-1.5RV-1.COM] Policy
4 i Computer Configuration
4 | Policies
b [ Software Settings
I [ Windows Settings
3

"~ Administrative Templates: Policy definitions (ADN

- || Preferences
4 4% User Configuration

- Desktop
Desktop Wallpaper
Edit policy setting

Requirements:
At least Windows 2000

Setting

Enable Active Desktop
Disable Active Desktop
Prohibit changes
Desktop Wallpaper
Prohibit adding items

n b

- Description: Prohibit closing items
—» 4 [ Policies . Specifies the desktop background Prohibit deleting items
b [ Software Settings ("wallpaper") displayed on all 9
b [ Windows Settings users' desktops. Prohibit editing items
—3 4 [ Administrative Templates: Policy definitions (ADM Disable all items
b [ Control Panel Th'HS setting letsynludspiiwfythad Add/Delete items
- wallpaper on users' desktops an
-2 4] D.Eskttlp prevents users from changing the Allow only bitmapped wallpaper
7] Active Directory image or its presentation. The
—> [l Desktop wallpaper you specify can be
paper you sp
I L] Network stored in a bitmap (*.bmp) or JPEG
| Shared Folders CJpg] file.
b (& Start Menu and Taskbar To use this setting, type the fully
[ Sy.stem qualified path and name of the file
I ] Windows Components that stores the wallpaper image.
{1, Al Settings Vou can type a local path, such as
» [ Preferences CAWindows\web\wallpaperihome
- jpg or a UNC path, such as
WServer\Share\ Corp.ipa. If the <
< n > | Extended / Standard
11 setting(s)
o Desktop Wallpaper

[} Desktop Wallpaper

_I:I-

Previous Setting | |

MNext Setting |

At least Windows 2000

O Not Configured Comment:
®) Enabled
—
() Disabled
Supported on:
Options:

Help:

Wallpaper Mame:

“\SERVER-1\Desktop BackGround\2.jpg

Specifies the desktop backgroun
users' desktops.
-—

>

d ("wallpaper") displayed on all

A wm.;

Group s, buy 5 o0l
Wl p L0l 154 Policy
Group s gt sln
s 4 5 S | > |, Policy
s JSG L el esis
a0 by e 0ddl Cd 53 s
Desktop (s, . Desktop

S SIS L s> Wallpaper

&L s 1y Enable a8 s ol s

0 s S ol asis

A S e < Wallpaper Name

b ‘)b?#})ﬁw&;uﬂij%l{‘CM‘

J.:,SL;o odalin & )}kdm cJ;:IS J‘)b

Example: Using a local path:
Chwindows\web\wallpaper\home,jpg

Example: Using a UNC path:
W\Server\Share\Corp.jpg

This setting lets you specify the wallpaper on users' desktops and
prevents users from changing the image or its presentation, The
wallpaper you specify can be stored in a bitmap (*.bmp) or JPEG
(*jpg) file.

To use this setting, type the fully qualified path and name of the
file that stores the wallpaper image. You can type a local path,
such as Ch\Windows\web\wallpaper\home,jpg or a UNC path,
such as \\Server\Share\Corp.jpg. If the specified file is not
available when the user logs on, no wallpaper is displayed. Users
cannot specify alternative wallpaper. You can alse use this
setting to specify that the wallpaper image be centered, tiled, or
stretched, Users cannot change this specification.

If you disable this setting or do net configure it, no wallpaper is
displayed. However, users can select the wallpaper of their
choice.

QK Cancel
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Desktop BackGround Propg :
2 File Sharing

| General | Sharing |Secunty I Previous Versions |

Metwork File and Folder Sharing
Desktop BackGround

Choose people on your network to share with

(abb uﬂ&cw gﬁ‘)b

Desktop BackGround
aj; Ls‘j 9 ! o.Li':.}L?u"\

add 43138 S|zl Everyone

'&'Advanced Sharing...

! Net Shared Type a name and then click Add, or click the arrow to find someone.
Metwork Path:
Mot Shared
[ -

Mame Permission Level

Advanced Sharng 2 Administrator Read/Write *
Set custom permissions, create muttiple shares, 2 Administrators Owner
advanced sharing options 2 Everyone Read v

Jﬁ-‘b Q‘J.s)ls 6[.45 (.C_Mw‘ ol

Everyone .5 S ;2 4SS

I'm having trouble sharing

: o«
[Gancal 3l ol el

a Desktop Wallpaper == -

[} Desktop Wallpaper

Previous Setting | | Next Setting |
(O Not Configured Comment: ~
®) Enabled
) —
O Disabled e
Supported on: [ af |east Windows 2000 ~
b
Options: Help:
Wallpaper Name: Specifies the desktop background ("wallpaper") displayed on all | ~

users' desktops.

"WSERVER-1\Desktop BackGround\2.jpg <

This setting lets you specify the wallpaper on users’ desktops and

Example: Using a local path: prevents users from changing the image or its presentation. The
Chwindows\web\wallpaperihome jpg wallpaper you specify can be stored in a bitmap (*.bmp) or JPEG

(*jpg) file:
Example: Using a UNC path:
“WServer\Share\Corp.jpg To usethis setting, type the fully qualified path and name of the | =
Wall Stie: file that stores the wallpaper image. You can type a local path,

allpaper Style: such as CA\Windows\web\wallpaper\home.jpg or a UNC path,
\ such as \\Server\Share\Corp.jpg. If the specified file is not
available when the user logs on, no wallpaper is displayed. Users

cannot specify alternative wallpaper. You can also use this
setting to specify that the wallpaper image be centered, tiled, or
stretched. Users cannot change this specification.

If you disable this setting or do not configure it, no wallpaper is

BE ‘V_”'J;@f J-.; Cotnnd LY o)l._’jb

o1 Wallpaper Name s

Desktop 4y | S oS

1S s 2015 |, BakGround
\\SERVER-1\Desktop BackGround\2.jpg

ebServer-1 sbra b wssl cnl 3

..—L:LSJ)‘) ‘) J}?))JMIP L.’.

LL Wallpaper Style s s

6}) f b 3‘57'- J.E;J)‘}ﬁ wg.c J‘.’.L""

S LS asie oS Desktop

2 S el J= s as o cdIs ¢l |; Desktop axis S S o ol | Stretch <! ;s

S5 L5 Sl 035 is s e oSews Lizeds Background sl s SUS ok s,
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lciuUS plas gl Task Manager ¢3S Jles jué

File Action View Help
LS H= T

_: Default Domain Policy [SERVER-1.5RV-1.COM] Policy|
4 (&l Computer Configuration

I+ || Policies

I+ || Preferences
4 4 User Configuration

4[| Policies

a [| Software Settings
]] Software installation
4[] Windows Settings

(&) Seripts (Logon/Logoff]
b 3y Security Settings
I (L] Folder Redirection
I gl Policy-based QoS
| =0 Deployed Printers
“| Administrative Templates: Policy definitio

S

b [] Control Panel
b (] Desktop
b [ Network
| Shared Folders
b [ Start Menu and Taskbar
I [] System
[ Windows Components
3 [, All Settings

I [] Preferences

- All Settings
Remove Task Manager

Edit policy setting

Requirements:
At least Windows 2000

Description:
This policy setting prevents users
from starting Task Manager.

Task Manager (taskmgr.exe) lets
users start and stop programs;
moniter the perffermance of their
computers; view and monitor all
programs running on their
computers, including system
services; find the executable
names of programs; and change
the priority of the process in
which programs run.

If you enable this policy setting,
users will not be able to access
Task Manager. If users try to start
Task Manager, a message appears
explaining that a pelicy prevents
the action.

If you disable or do not configure

this policy setting, users can
access Task Manager to start and
top proorams. monitor the

A

Setting

| Remove pinned programs from the Taskbar

Remove pinned programs list from the Start Menu
Remove programs on Settings menu

Remove Properties from the Computer icon context menu
Remove Properties from the Documents icon context menu
Remove Properties from the Recycle Bin context menu
Remove Recent ltems menu from Start Menu

Remove Recorded TV link from Start Menu

Remove Recycle Bin icon from desktop

Remove remote desktop wallpaper

Remove Run menu from Start Menu

Remove Search button from File Explorer

Remove Search Computer link

Remove Search link from Start Menu

Remove Security tab

Remove See More Results / Search Everywhere link
Remove Shared Documents frem My Computer
Remove Support Information

Remove Task Manager

Remove the "Undack PC" button from the Start Menu
Remove the Action Center icon

Remove the battery meter

Remove the Desktop Cleanup Wizard

Remove the networking icon

|| Remove the Search the Internet "Search again” link

State
Not configured
Not configured
Not configured
Mot configured
Mot configured
Mot configured
Not configured
Not configured
Not configured
Mot configured
Mot configured
Not configured
Not configured
Not configured
Not configured
Mot configured
Mot configured
Mot configured
Enabled
Not configured
Not configured
Mot configured
Mot configured
Not configured
Not configured

o~

E‘ Remove Task Manager

Remove Task Manager

= 1o .

Previous Setting | | Next Setting |
O Not Configured ~ Comment: ~
Enabled €—
O Disabled e
Supported on: [ A least Windows 2000 ~
v
Options: Help:

I, Task Manager «.f ¢l »

J;’-\; slacs rLu" sl

sy s Jls e Sl

& 55 Group Policy s e

53 5 S KIS Settings
S G poekisl o
Remove Task Manager

A4S SIS L s

5 S S Enabled s, 5505

S SIS ok sy

Task £l o S s S cnl b

This policy setting prevents users from starting Task Manager, ~

Task Manager (taskmgr.exe) lets users start and stop programs;
moniter the performance of their computers: view and monitor
all programs running on their computers, including system
services; find the executable names of programs; and change the
pricrity of the process in which programs run,

If you enable this policy setting, users will not be able to access
Task Manager, If users try to start Task Manager, a message
appears explaining that a policy prevents the action.

If you disable or de not configure this policy setting, users can
access Task Managerto start and stop programs, monitor the
performance of their computers, view and monitor all programs
running on their computers, including system services, find the
executable names of programs, and change the priority of the
process in which programs run.
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LQLJ:UU.S rDLD..J J> DeSktOp B9J \S_IJS ﬁuu'J L.J)JS Wi

RS

=] Default Domain Pelicy [SERVER-1.5RV-1.COM] Policy|
4 {8 Computer Configuration
b [ Policies
b | Preferences
4, User Configuration
a [ Policies
4 (7 Software Settings
T4 Software installation
4[] Windows Settings
[ Seripts (Logon/Logoff)
b 3y Security Settings
» (2 Folder Redirection
& ylli Policy-based QoS
- == Deployed Printers
4 7] Administrative Templates: Policy definitio

p [ Control Panel
b || Desktop | €———
r | Network

 Shared Folders
b [ Start Menu and Taskbar

b [ System
b [ Windows Components
[ Al Settings
| Preferences

- Desktop
Active Directory Setting
7| Active Directory
*| Desktop
& Prohibit User from manually redirecting Profile Folders
2| Hide and disable all items on the desktop
emove the Desktop Cleanup Wizard

2] Hide Internet Explorer icon on desktop
i) Remove Computer icon on the desktop

i) Remove My Documents icon on the desktop
|£2] Hide Netwark Lacations icon on desktop

2] Remove Properties fram the Computer ican context menu

2] Remove Properties from the Documents icon context menu

| Do net add shares of recently opened documents to Netwer...

emave Recycle Bin icon from desktop
emave Properties from the Recycle Bin conted menu
on't save settings at exit

2] Tumn off Aero Shake window minimizing mouse gesture

2] Prevent adding, dragging, dropping and closing the Taskbar...

&2 Prohibit adjusting desktop toolbars

State
W&)\w&uﬂ“\-jb‘j)jé‘ﬁ
Mot configured
Enabled . . .
Administrative
Mot cenfigured
Mot configured P
Not configured \) DeSktOp MJS Templates
Mot configured -
Mot configured
Mot configured
Mot cenfigured
Not configured
Not configured
Not configured

o3l S s 5 S O]

Not configured

Edit and disable «. ;3 s,

Mot configured
Mot configured

all items on the desktop
A4S SIS L s

Ll oo 8 g LIl ) A S SIS0k (g5,

Remove Com

puter Icon «. ;S 05 s Enable L St

s ol | Enable a8 sussl amin s

AS Cly SIS s coS (6

2> el Ol 5 o S sl L IS s

455 035 Jwb L L 5 oS > Desktop ¢, 1, My computer 0,51 Wil 5 e on the Desktop

Properties «., 3 .l » Remove Properties from the computer icon context menu

S e 4 S Bd |, My Computer oSl 4 by

:Group Policy s 630k plasl Wlodhss plab ()3 4S Jlvd jud

File Action View Help

as| @ EE HE

Group Policy Management Editor

S oMJW‘uW€L¢3 Q‘ LS\)"

(=] Default Domain Policy [SERV™™ =

; in Palicy [SERVER-1.5RV-1.COM] Poli
7y i Computer Configuration i ' Cy[ ! &
b [ Policies Export List s description. Name
b - Pre & Computer Configuration
TETErENCES
- Properti 2 igurati
4 4 User Configuration roperties €——— % User Configuration
b [ Policies Help
b [ Preferences

2 @ e 4 |, Group Policy
Default Domain s, » (oS Jlad
G s S e Sl SIS Policy

=S s+ ozl |, Properties
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Default Domain Policy [SERVER-1.5RV-1.COM] _

General | Links | Security | Comment |

Default Domain Policy [SERVER-1.5RV-1.COM] S r‘i)"ig;‘ General 32l 0kl Sl amis o
Summary mﬁ&ub&;‘)fj)ﬁ&&ulﬂd;bd‘dﬂ)@iﬁ))
Created: 01/04/2014 09:52.16 B.w
Modfied: 26/04/2014 070626 & Slakes alad H8 ol b oS SIS 0K 5, e s
Revisions: 85 (Computer), 69 (User) : r o - L;a " s )
Domain: SRV-1.COM

338 o padsl S o

Unique name:  {31B2F340-016D-11D2-345F-00C04FB3B4F S}

Disable

Group policy as in ol S o e aalsl

To improve performance, use these options to disable unused
parts of this Group Policy Object.

Disable Computer Corfiguration settings V",‘:‘S wron V"’Q l" ‘J

Digable User Configuration settings

ok || cancel

:Hyper-V s jlw ¢ jl2o yuig o (535050 9 wuad
35k 03 Sile llre OLGl O BLA1 dalds Gl gla Jle o 5o Jole ot S5 0y 4 a5 L
5 b a |y ol 0Ll el 5 oS ol il Sl 08 8 G b Sl e S - SLlS S s s
Ao p Ll g 3 VMWare o8 « addl,codls VMware ol o gs o8, 0155 oo 1y G (o) (S Ol
3,5 e gl Ly VMware gl ails g et o2, Sals oS o ol g pl 5L aS e s
: )b > 90 1 381 o5
Aol 5 gl Jole e 4 5L g el 3NN Sl
Operating system Version
Windows Server 2008 Standard, Enterprise, Datacenter, x64 bit
Windows Server 2008 R2 Standard, Enterprise, Datacenter, x64 bit

Windows Server 2012 Standard, Datacenter, x64 bit

Windows 8 Standard, Enterprise,x64 bit
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A M\PMC_A?:GAI' Lgl'“))"\":’..ﬁ X3 ja.z_éwjﬁ U'i‘ J\.:.S& a.)\ALf;.A‘yL_’ JJJQ-JJAS)}LQLAA

.\‘5.,\9-4.:2008 )ﬁj"“")..ﬁ‘)“.".’.) LE\J" {)JIS\J\})C,\M‘ZGB U U'i‘ L;JU‘"M) L;‘J.’)L:’JJ}A f) J;‘Jo—
.LJJLL;a 4TB TJ}J&- 2012 D9 )')J\.'ung)lTB
.J)UJ dd.w QT JJS‘J}- 9 S 1OGB Bt S gﬁ‘ LS)U‘“"‘) LS‘J" gg.w;"b.:)lﬁ 6@ JB\J.;—

bt oUly b s a3k adls 15 64 bit 51 by Ul kb dees ol Slssse CPU

Al adls | 5les e L Virtualization

:Hyper-V U2 9 P wuad
4,8 Jsl ped 53 (@S i | obﬁj@.Server Manager 5 LU Hyper-V .o 2l sl
O_i\)scxs.,\..i-l..» o.,\..lg.,u.,a_'s Hyper-V B Ls_gjwjjﬁj)%jﬁ@ujﬁvs”u‘ LS“’L""‘A&&'.{

fly'Ji,,ugHyper-Vw}ﬂwélﬁ‘wtamMHyper—deﬁLawuﬂrwrﬁ&,us
BE |

Server Manager

S35 0y Sakus Shadl o=

Manager * Dashboard @V Momge  Toos  view Wil eddnal ol

WELCOME TO SERVER MANAGER J.i..a O3k Hyper-V 2

. | 5550 ol eal s dal g aloll
0 Configure this local server € o {

QUICK START V":'SL" =or

2  Addroles and features €<——
3 Add other servers to manage -'\:5 ‘;’f‘ ‘J Server Manager
WHAT'S NEW 1 roote a corg I :
4 Create a server group S3 » R ]§~ Libeas
- Add roles and features
LEARN MORE J...S ; ;

ROLES AND SERVER GROUPS

Roles:0 | Servergroups: 1 | Servers total: 1
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Server Manager

Add Roles and Features Wizard

Select server roles

DESTINATION SERVER

Select one or more roles

Add features that are required for Hyper-V?

Roles

Server Roles e

have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 Hyper-V Management Tools
[Tools] Hyper-V GUI Management Tools

Include management tools (if applicable)

ruer | SEV{
[ Add Roles and Features Wizard k

The following tools are required to manage this feature, but do not

[Tools] Hyper-V Module for Windows PowerShell

Cancel

Add Roles and Features Wizard

Select server roles

5=

Add Roles and Features Wizard

e Validation Results

server. Click OK to select different features,

Validation
Results

-~ 9

Hyper-V cannot be installed: A hypenvisor is already running.

Server

Server-1.5RV-1.com

—

The validation process found problems on the server to which you want to install features.
The selected features are not compatible with the current configuration of your selected

sl Hyper a8 Ko asbeas amio ol 53
Add Features s, » ol amin 3 5 AS

S s

DESTIMATION SERVER
Server-1.5RV-1.com

x

Add 5, » SIS 51 as

ey b Jd s > Features

he services that
ate and manage
nd their resources,
e is a virtualized
hat operates in an
environment. This

ultiple operating
ously.

S Lgh e axlp g, sl
el ygals Dlals

DRI S0 1 S ile (59

ol 4 s sl sdiwai Hyper-V

axlye spe sl play L s

)
S ST AL alls 4 5 (s Al o

\)JSM‘J‘NeXt LSJJjgi:lSLJf‘j}'L;AJMJﬁA‘F 4:-\‘5.4 &Lb@bv\&g&obl.ﬂw‘tfa}bw

35 ozt HYPEr-V b oS 1 I PowerShell ;s 1 5 ol sies il Wi K o 6l bl cdas ol

Tasks

3 Run as Administrator €——
“3 Run ISE as Administrator

=% Windows PowerShell ISE

B3 Windows PowerShell

o Unpin this program from taskbar
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AS PowerShell s ;.,13)34.3}(,_@)'\ 1y s Ol s 3l ¢\JSJA

Enable-WindowsOptionalFeature —Online -FeatureName Microsoft-Hyper-V —All —-NoRestart
Install-WindowsFeature RSAT-Hyper-V-Tools —IncludeAllSubFeature
Install-WindowsFeature RSAT-Clustering —IncludeAllSubFeature

Install-WindowsFeature Multipath-10

(X Administrator: Windows PowerShell = || - 45
Copyright (63 2013 Microsoft Corporation. ALL rights reserved. odalie 2100 Jg“" 0 ),}LQL‘“‘h

PS C:\Users‘\Administrater> Enable-WindowsOptionalFeature ?0nline -FeatureHame Microsoft-Hyper-U ?All ?HoRestart
MRHING: Restart is suppressed because Hofestart is specified.

W &JJQYQQ\)P;ﬁdJﬁS@

0nline : True
Restart Heeded : True

V.M.wwu )lS b\Juu w\ o.)\.,w‘?‘
PS C:\Users\Administrator> Install-WindowsFeature RSAT-Hyper-U-Tools ?IncludefllSubFeature

Success Restart Heeded Exit Code Feature Result

SuccessRest... {Hyper-U Module for Windows PowerShell, Hy.. -&S‘f Resta rt ‘)

mRHIME \'nu must restart this server to finish the installation process.

PS C:\Users\Administrater> Install-WindowsFeature RSAT-Clustering ?IncludefllSubFeature

Success Restart Heeded Exit Code Feature Result Sea rch 3)“5 ‘).‘9-)\;-‘3‘) LS‘J.?" ‘j‘ v\*_.,

HoChangeHeeded {}

PS C:\Users\Administrater> Install-WindowsFeature Multipath-I0 .
: 5,05 1, Hyper-V als 5 o s

Success Restart Heeded Exit Code Feature Result

HoChangeHeeded {3

PS C:lsersifdministrator> _ S 47 9o 6@4,\3_J§ O )‘ 9 .)\.;-&S

I, Hyper-V Manager S

S0 1y 3Lias e Shlome baptunn 5 S a2 8 Huduy g5 Ll S e oo | Hyper-V s
LS gslwesly oo

G20 635w &S sl

ARYANARYANA =

New 4
e Import Virttual Machine... S g ‘) LS)[}M 4_<.M.~ b Q)lS bj.JJL;a LS)."\'."JJ aS JL“) =9 Lﬁ‘
| Hyper-V Settings...
¥L virtual Switch Manager... Jl};i‘ b )}} 4.§~w s C)_)ts Lj';wb g.))j*ﬁ‘b J\iL’ 4.<.L c.,\ASL;o..: qu.‘ )\SJ}}
o Virtual SAN Manager...\
@4 Edit Disk... s
& Inspect Disk... st
(W) Stop Service . . _
X Remove Server Virtual Switch Manager «, 5 55, » cor S 51l 6l
T4 Refresh

View 8 syi Al da JSE U AS SIS
E Help
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Create Virtual w,ﬂuwgﬁmmlﬁ- o (2l L el a aS 5)ls s S a3 IS s
A8 s Switch

B Virtual Switch Manager for ARYANARYANA = B
0 - Z
4 virtual Switches 5 Create virtual switch A ‘J > Caend ‘ > 45 L@ Lo JS
SR o2 s
&, ClassN What type of virtual switch do you want to create?

W New Virtual Switch Intemal J\.«.«JLL;O ) g.))j.wd.v
Internal only Private N - )
% Global Network Settings
I MAC Address Range
00-15-50-01-32-00 to 00-15-5D-0...

| Switch - . rd . |
oy |Cos s L bl gl a8 ol :External -1
Creates a virtual switch that binds to the physical network adapter so that virtual ) : : " "
machines can access a physical netwark.

Lo s sl S sl o)
208 5 Ak sl a5 AL
Sl s o Shisel oal 03 5 el
35 el
L)l glp auS ool Internal -2
Lo a8 il oo Lot g 1

Ll s A3l o LAl s

Virtual Switch Manager for ARYANARYANA = =

S O3

& Virtual Switches ot Virtual Switch Properties

T Mew virtual network switch - = .
% A Clssit bl ¢l oS opl Private -3
Realtek PCIe GBE Family Controller New Metwork Hyper-v
oy New \f\rti.lal‘swim Notes:
Internal enly = - . o
wiy New Network Hyper-v Virtual ‘5 w‘ V'A L.’ LSJL?"A 6“ O’f."’ul"
Internal only
# Global Network Settings

[ MAC Address R - 3 3 5
N 155[!8532”9&& 00-15-50-0... Connection type J"iLw b-)"'b djﬁ b Lﬁbb—ﬂ
What do you want to connect this virtual switch to?
() External network: I . >
Qualcomm Atheros AR9485WE-EG Wireless Network Adapter I n te r n a ‘Lﬁijs L-’ d l’- U?pj >
7|
Z . sl e - (e
(® Internal network MJ'S LO\ I l.) M‘J.J L;\)LQ)

() Private network

VLAN ID

[] Enable virtual LAN identification for management operating system Lﬁ'*_;‘j M L.’ "L."stj'a Internal
JsoaS e bl Ll
Remove flee.:\ I, LS ol Ll 55 5 Private

e Sl sy aelsl js s

Cancel aoely 5,5 g'-:-")g ey
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w..JALA U'i‘ o)LUD b ‘}SW‘)S NOteS Coond BLES J\.:.S J)‘j ‘) bj} 6)5:» w..::Lc (SL Name Q—AM.;)J
» 5 <zl 1, Internal Network 03 <5 Connection Type s ;5 .S 5,05 Gibee

oS SUS Ok g5,
oS o S wal L 0T Sl o g 5 S o (Slomn ntle sl 4 £ 15 (S 3lome 4SS IS sl g
G20 ilo Sl

S 2 NeW w3 5 b Sl 5 oS ol SIS 05 o b s5s 2 23 S8 5L ol 6l
S e s Virtual Machine..

File Action View Help

=z
=5 Hyper-V Manager

Hﬂ ARYAMARYAMA | Virtual Machines

| New * Virtual Machine...
Impert Virtual Machine... Hard Disk...

Assigned Memory

Mew

1024 Mg Import Virtual Machine...

Hyper-V Settings... A b 2

Yirtual Switch Manager... Running 0% 1024 MB
Virtual SAM Manager...

Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Edit Disk...

) ) Inspect Disk...
Stop Service Mo virtual machine selected. .
Stop Service

Removwe Server

Refresh

Remove Server

Refresh

PXOBERRIEME

View

View

| Help

No item selected.

£

Opens a cascading menu specifying objects which can be created on this server,
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i New Virtual Machine Wizard

&, Specify Name and Location

Before You Begin

Spedfy Name and Location

Assign Memory

Choose a name and location for this virtual machine,

The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest operating system or workload.
Configure Networking Name:

Server-1 e

Connect Virtual Hard Disk You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Folder, the virtual machine is stored in the defsuit folder configured for this server,

Store the virtual machine in a different location

Installation Options

355 Sobrs sam Slp el S Name e s
€3S S 2 SIS L Ll e dn s S sl
Sy ly 55 s, s e Store the Virtual....

oS Ol (g5les dile (g 5lwe 23

LS SIS Next s,

MB through 5802 MB. To improve performance, specify more than the minimum amount recommended
for the operating system.  ,_—

1024| MB

Spedfy Name and Location

Configure Networking

Startup memory:

R, [] Use Dynamic Memory for this virtual machine.
onnect Virtual Hard Dis
@ When you decde how much memory to assign to a virtual machine, consider how you intend to
TEZAmERES ~ use the virtual machine and the perating system that it wil run,

Summary

P | [ e

Summary
Location: |E:\ g Browse...
/1, If you plan to take snapshots of this virtual machine, select a location that has enough free
space. Snapshots indude virtual machine data and may require a large amount of space.
pre— | [t
i New Virtual Machine Wizard
DAJ Assign Memory
Before You Begin Spedfy the amount of memory to allocate to this virtual machine. You can spedify an amount from 8

abil> Lluae Startup Memory s s
oot 3 52 (G5l g e 4 Aol o0 a5 5Lis ) 5
Use Dynamic «. ;8 o S| S 5505 1) Las
3 g o py bl 5l s Jls Memory
s b Jles 4 8 opl ST g 3 S sl sslizl
Llos S 35l L oS 550 (g olde 5 nloy oy alabl-
Oedle Ao alBls VL Gl JS 5 S L

B350 08 4 glne

e

New Virtual Machine Wizard

DAI Configure Networking

Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Specify Name and Location

Connection:

ey New Network Hyper-v v
\
Connect Virtual Hard Disk
Installation Options
Summary
<Previous Finish Cancel

—osﬁslag\rﬁpguéél&iajgwd\ﬁ

S SIS Next 55 » 5 oS o Sl | o
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. New Virtual Machine Wizard
'ki Connect Virtual Hard Disk
Before You Begin A virtual machine reguires storage so that you can install an operating system. You can spedify the
SRty iy Ut storage now or configure it later by modifying the virtual machine’s properties.
Assign Memary (®) Create a virtual hard disk
Configure Networking Use this option to create a dynamically expanding virtual hard disk with the default format (VHDX).
Connect Virtual Hard Disk Name: ‘SErvEr—Lvhdx] |
Installation Optians Location: |E:\Server-1\Virtual Hard Disks) Browse...
Summary
Size: 127| GB (Maximum: 64 TB)
() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.
C:\Users\Public\Documents\Hyper-Virtual Hard Disks
() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.
< Previous Finish Cancel
= New Virtual Machine Wizard

QAJ Installation Options

Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
Spedify Name and Location fater.

Assign Memory () Install an operating system later

Configure Networking (®) Install an operating system from a boot CD/DVD-ROM

Connect Virtual Hard Disk Media

Installation Options

() Physical CD/DVD drive:  D:

Summary ——> (@ Image file (iso): |Gr\server Iso\windows server 2012.is0 Browse...
() Install an operating system from a boot floppy disk
() Install an operating system from a netwark-based installation server
o New Virtual Machine Wizard

*’ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the
following virtual machine.
Specify Name and Location 4

Assign Memory rERTE
Configure Networking Name: Server-1
Connect Virtual Hard Disk. Memory: 102418
) Network: Mew Network Hyper-v
Installation Options Hard Disk: E:\gerver-1\Virtual Hard Disks\Server-1.vhdx (VHD¥, dynamically expanding)
Operating System: Wil be installed from G:\Server Iso\windows server 2012.iso

To areate the virtual machine and dose the wizard, dick Finish.

< Previous
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J‘ J‘t‘."‘js@ f‘jb Caond DL .J.:AJ L).a.:ﬁm' ‘J QT
5 Al S sl D3 oS S eslinad placlesssla
[ERPRCN: B Ew PP PO ST
Say » s sl |y Jsl a8 Ses s (al.?u'\

LS s Next

Aasge sadus 4 by e DVD Ll casd o o
Physical «u S 5 aas 15 e 53 1) 555
Image ;s 5l SIL 5 ass ol 1, CD/DVD
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L4
Er
NA Virtual Machines
MName State ‘ CPU
IE e, L
= Al (ved
Z CF Settings... ved
% SH Start pved
ER ived
Snapshot
Move...
Export... .
Sna Rename... [
Delete...
Help

oeile 55 2 50y JSo Aol Virtual Machine skl 51 ae
§ 3 s B S SIS SHAIE (65, 5 5 LS Sl SIS (g 5lms
S a gl a by o sy ge el s Ll e led S S

el slia g 2012 5 sadas Saisel cpl s

OT 0kl b oS ol ol oy 2 S Lol 53 55 5o s o

.MM\?&MQM

;oS 65l b | (5o sl il 6ogS2

wlis 4S8 SO G s 2 1 ot ol slagedle a0 )8 aanIdsl LU Led I ol plsil (6

b aas 15 172.16.20.0 Slew 5 S 3 1P 5 ook (3lme slagiesle 51 ,a 3505 dn 5 doas 13

0o ol bl g, STL 5 AaL 5 el b s Firewall sl acsls e 5 5 135 bLs )|

S eon b gt nl pal ey L st

EE]

File Action View Help

«= |z [F BE

23 Hyper-V

Manager

5 ARYANARYANA

pey| SOl opile plisr e Cand pl o
oJu.fl'u.,a.iui.a V.AJ.{JJD 6.,\.:.5& odaline
Virtual Machines .
MName State CPU Usage Assigned Memory Uptime ACtlve )‘)J‘v" M“P‘& L° (CA.AN‘
% MNew Sharpoint Off
§ S sene c |, SharePoint 2013 ,, .. , Directory
> § I ——— | T
2 SharePoint 2013 onnect. 3000 MB 00:39:41 . . .
E cr{lwzmgrt Settings... <=\,\Sj.a S .,\.:.J:b s ey ¢r¢15 4.§~.Ja V.AL
= Lync Server S— “\
Shst Doun.. oldmas 2012 55,0 Ssdoy L ,e
Save
:{::: J\..:LO‘L: ACt|Ve DI S @Jw é‘f s
Snapshot . > .
e Settings .3 5 S o sl SIS SO
Rename...
Snapshots Help ..fou JAUQ SEY J&J G VN,SL;« ubﬁb‘ \)
ACTIVE Directorv 2012
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4 Add Hardware

Virtual switch:

= Settings for ACTIVE Directory 2012 on ARYANARYANA = =
ACTIVE Directory 2012 v P @
& Hardware ~

I Network Adapter

Spedify the configuration of the network adapter or remove the network adapter.

Class N

Mot connected
Class N
Network Test

Network Test1

yper
New Virtual Switch

2

44 DVD Drive
B 5CS1 Controller
0 Network Adapter

Class M

«—

I Diskette Drive i

A Management

AC tory 201

é Integration Services
ces offered

All ser offere

P Automatic Start Action

Restart

if previously running

Bandnidth Management
[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remave.

@@ Use alegacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system,

1, Some settings cannot be modified because the virtual machine was running when
this window was opened. To modify a setting that is unavailable, shut down the
virtual machine and then reopen this window.

s

Cancel

I Network Connections

_I:l-

+ [ » Control Panel » Networkand Intemet » Network Connections

«——v | [ Search Network Connections 0 |

Organize v Disable this network device

"_ Ethernet
> Siscoir

&7 Microsol W

Disable

Status

Diagnose

& Bridge Connections
Create Shortcut
Delete

& | Rename

B propeties

Diagnose this connection

Rename this connection > - M @

w Ethernet Properties

Networking

Conmect using:

&¥ Microscft Hyper-V Network Adapter

This connection uses the following items

& Client for Microsaft Networks

81305 Packet Scheduler

8 File and Prirter Sharing for Microsoft Networks

& Link-Layer Topology Discovery Mapper 1/0 Driver
4. Link-Layer Topology Discovery Responder

=& |ntemet Protocol Version 6 (TCP/IPvE)

-4 Intemet Protocol Version 4 (TCP/IPv4) €—

Install. Uninstall Properties
Description

Transmission Corttrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

0K Cancel

[ -4 Microsoft Network Adapter Multiplexor Protocol 1

Internet Protocol Version 4 (TCP/IPv4) Properties _

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

lse the following IP address:

IP address: 192 .168 . 1 . 52
Subnet mask: 255 .255.255. 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

L. . .
L. - -1

Preferred DNS server:

Alternate ONS server:

[[Jvalidate settings upon exit

5ol amin 3 5 LS Ol | Adapter
s o,ls Virtual Switch cals s

Jﬁub&\ ‘)J‘)?.-)EJ))‘}A

A3 o pl Gl S Sl D)8 s
Ll 53 oS pg3 g 53 kL b ;S o
ed o Sl SharePoint2013 ;...
SOl sl gl S Ol | oS ools

30 5 msde Bos e SIS sl s S
s>+ Network connections ..
&:.LSJ?MCJ)LSLSJJJ-}MO{“JJ

LS ol | Properties 5 oS el

A8 s 1 a s s, 5 IP Ll ISl o
sse &l 192.168.1.52 el s &S
IP s cmed 5 ol ois SharePoint
o el oddagly oa Active ;.. s
I, DNS « L, IP 5192.168.1.50

w2312,1,3192.168.1.50 (s,

168

3 g0 o3 Slagles B ues SIS oK (655
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e a3 5 S 35l 1 Firewall wolS g

Apps Results for “firewall” s Windows Firewall with advanced... s,

= Windows Firewall
~ with Advanced..

S alb day KA L aS

3 ‘Windows Firewall with Advanced Security
File Action View Help
= |E HE

P YT ER oo vit Advarcd Sy o Lo Computer | S0 7 ke Ly 52 VL S L

B3 Inbound Rules
&3 Outbound Rules
¥ Connection Security Rules & Vindows Firewallis on

. Monitoring © Inbound connections that do not match a rule are blocked

Domain Profile

@ Outbound connections that do not match a nle ars allowsd

Private Profile is Active

@ Windows Firewallis on

& Inbound connections that do nat match a rule are blocked
@ Outbound connections that do not match a nle ars allowsd
Public Profile is Active

@ Windows Frewallis on

@ Inbound connections that do not match a e are blocked

@ Outbound connections that do not maich  rule are allowed

EY Vindows Frewal Froperties €~

~ | Windows Firewall with Advance.. «

a5 mponpolcy.. Windows Firewall Properties

45 Export Policy...
Restore Default Policy Y § ]s
Diagnose / Repair TR -
View »

|6 Refresh

[E] Properties

H Hep

Getting Started
Authenticate communications between computers

protected by using Intemet Protocol security (IPsec).

B Connection Security Rules

View and create firewall rules

Create connection security nules to spacfy how and when connections betwesn co

Create firewall rules to allow or block connections to specified programs or ports. Yo
it is authenticated, orif it comes from an authorized user, group, or computer. By def
blocked unless they match a rule that allows them, and outbound connections are

>

Windows Firewall with Advanced Security on Local Co...

Domain Profile | Private Profile | Public Profile | IPsec Settings

Specify he&vinr for whe& computer i&hnnec‘ted to its comporate

domain.
State
w’ Firewsall state On {recommended) v
Inbound connections: [ ictesluligleise) |
Outbound connec% Allow (default) W
Protected network connections: Customize...
Settings
- ) -
7 Specify seﬂlng_s that control Windows Customiize...
¥— | Firewall behavior.
Logging
Specify logging settings for -
I troubleshooting. tEre

Cancel Apph

Domain Profile, Private sls ¢b L Tab au amis opl )
s of aen g3, » AL &S 5,05 54> Profile, Public Profile
LS 5L 1, oses o Firewall State w5l 5 uos SIS
Sl e ol Firewall SIS ool 5l dw S Ol 1 Off S
Aeads plal 52 Olesler 3 1 LIS cpl (Js Al dal ot o S8 55,

Ping |, Jlis jo,m 5 dsd la g m 51K o 55l Ll o Y

RUAY
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;o> bl | (2819 i 6 | (5o uivlo 39S

@\)L;J'lquéum.‘iumj\j:{stSw\w\;}o;&h\é}@ﬁb)\Q|j&6&u&j)wf.@_gj\d&

1 Solme sl ortle il b 5 oS ool adly sl e 51 il b S foate odls ot

S e 593 el

oeile b S55 ciS o 3Ilel HYPE-V s i (555 (3lme eile SO 8 Al a4 S 4505

oS or s 3l s b1 OT Bl 0o 5 S o i 2012 5 i Sy oo s (530

nager

.y

he Assigned Memaory

1024 MB 00|

3. hl

Actions
ARYANARYANA - "

Ur New
Import Virtual Machine...

Hyper-V Settings...

Y

Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

Inspect Disk...

) Stop Service

Remove Server

PX@OBERE

Refresh

View »
Help

ACTIVE Directory 2012 =

Virtual Switch Manager for ARYANARYANA

cm..éwbw);jm;s&\ﬁ\\)Hyper-Vw}ﬁ

ozl 1, Virtual Switch Manager «. 5 Actions

255 Al ey IS5 6 5

2 Virtual Switches

& New virtual network switch
W% ClassN

®
% Network Test
®

oy Netw

#_Global Network Settings

Realtek PCle OB Fami'y Conf

roller

U MAC Address Range
00-15-50-01-32-00 to 00-15-5D-0,

o Virtual Switch Properties

Name:
ClassN

MNotes:

Connection type
What do you want to connect this virtual switch to?

/- External netwark:

[Reaitek PC1e GBE Famiy Controler v
9

ualcomm Atheros AR9485WE-EG Wireless Network Adapter
PCle Controller

(O Private network

VLAN ID
[[] Enable virtual LAN identification for management operating system

Remave

Caw 3 Virtual Switch cad 3l asmino ool s
e 5 S 5 S 1y e 452 S
OF oy s 53 00 S amis 55 5 oS o ]
External «, 8 ool eddasin oo 2l L &S
ol pasiie Cad 3 @S o Sl network
Rl Sl S oS S e edalia 1 405 O 5
sl b S e aS ail o LAN (ol 6 05
S o ol L LAN aSs 2l Do (S s
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S gi sl s, e Oladas U oS

23 S5 5 &8 shilen (o g o A3l s Network Connections s,/ YL lelss el Sl Ay

MLL;Q Q;’j‘j &..J Q)ls Ethernet (aL Lv 4&...;: Q)\S oo o.Lf&u..a}r.«:LA &u:l Q)\S 92 .L:.SL;A edalis

] Network Connections = B
+ E-' v Control Panel » Metwork and Internet » Metwork Connections v & Search Me... @
Organize - @M @
= Bluetooth Metwork Connection — Ethernet — vEthernet (Class M)
L-\QE Mot connected L._‘F Enabled L“%F ZyXELO2
x 9 Bluetooth Device (Personal Area ... @7 Realtek PCle GBE Family Controller = Hyper-V Virtual Ethernet Adapter ...

L_“. Wi-Fi
S o Not connected
3@ d{m Cualcomm Atheros ARS4E5WE-E...

4 iterns 1= =

Sl Sd )8 4 S ile ilee aSa s VEthernet (Class N) pb L S ols
235 Joaze (Ethernet)

LMZ‘_;L.A&,&Q)LSAS.U,ZJ..A:‘LMZWd«é\j&?&g,&j&éﬂ;w&?&Q)Sujbj:w&
5l e ADSL o3 50 G 4 Slin oSyl s sl Jlas

2k Jeate S5 ol 4 Ll e (65lns e 3L xils I3 @N IP Address Automatically
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" G e 2 sl oS 5 S cwly, SUS (Ethernet) a8l &S o)l (65,5

Metworking | Sharing

535 5L 5 0y amio U A Ol | Properties

Connect using:

I_TII‘ Realtek PCle GBE Family Controller

> > S alie ats pl ys &S Hshiles
This connection uses the following tems: r Pt 02 Qfa ° SN D

-& HyperV Extensible Vitual Switch ~ .. . . . .
[ .2 Microsoft Network Adapter Multiplexor Protocal wjjw 44 L‘)-’f J&jﬁ -]a-@ 9 Cﬁw‘ ol Jw J:.p u‘)g-')ﬂ
[J -2 Microsoft LLDP Protocol Driver

P o Tobaoay Ducoven Nesper 10 ver Jis Hyper-V Extensible Virtual Switch .. L Hyper-V

[J - Link-Layer Topology Discovery Responder
o | [] .a Intemet Protocol Version 6 (TCP/IPvE)

> [ -2 Intemet Protocel Version 4 (TCP/IPv4) W VEthernet § 5 C;J‘)ls 44 § s Q)lS w‘ )ts (’L": ﬁ tC»w\

< >

Descl::tti::“ e e .Dj-\.;@ JJJ“S 9 Cﬁ.w‘ ol OJ\J JLE.:.,\ (C|aSS N)

Allows your computer to access resources on a Microsoft
network.

OK Cancel

SIS 5+ (VEthernet (Class N)) (g3lme a8 (g5 (olbee pndle L 3l e BLII (51

Internet Protocol Version4 s, » s 50 oo 315 aoS Clssl | Properties 4 5§ 5 aes el

Internet Protocol Version 4 (TCP/IPv4) Properties ? gs 5k g, K0S SIS L s

General | Alternate Configuration

. - =z .
Yfou can get IP settings assigned automatically if your netwaork supports Sl Jaé-:‘ ADSL (J}A 4 (PO &M;J C)Jls JS‘ Jg.«.: U'i| BE

this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP Address &= (5, Lily o

(@) Obtain an IF address automatically

(T Use the fallowing IP address: 9 &.J]a )‘ ”-,. U J.:A) )\JE Automat|ca“y

e P I L G L R VPV IS  E - P

(@) Obtain DNS server address automatically

(T Use the following DNS server addresses:

G Las Ll 3 Obtain an IP Address Automatically

L;x.ébwgr.ajlsd\l{é.lﬁg.élwﬂpga.a},eéwbj\

Validate settings upon exit Advanced...

ADSLf)jﬂMLﬁf@h‘mrAJJJ‘J LS"”J:’“’D
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152819 oSl OIS 39y JIrS (g0 (5 jlRo (il b (52819 mitmn bl

LL;J‘VAL-’L;;)}")J cM&M@B‘)&J

L8 a4 il S 08 &S Sy S cadd

S il ez s aaes o L ADSL pa5e & (g AL Jlad ol &8 O84S s S e 15

Sl s Joate S3lms rdle 4y A3l ot Gy b Sl ol A0S )8 055 e Oy sl LS

Aeas ol EalT L1 5 slasls b s

_— |

3a Hyper-V Manager
File Action View Help
= nE B
53 Hyper-V Manager Actions
53 ARYANARYANA Virtual Machines ) ARVANARYANA N~
Name State CPUUsage  Assigned Memory  Up New N
2 cRm2013 G5 (% Import Virtual Machine...
2 Lyne Server off
2 New Shampairt off | Hyper-V Settings...
5 New-Active Off % Virtual Switch Manager...
§ ACTIVE Directory 2012 Off ] Virtual SAN Manager...
Windows 8 0% 2048 MB [
5 ShareFort 2013 oA Edit Disk..
3 saL Server Saved L Inspect Disk...
(=) Stop Service
< 7< Remove Server
Snapshots G Refrch
View »
Windows 8 Hele
Windows 8 =
Created: 25/03/2014 100424 4.3 Clustered: Mo o Connect..
Notes:  None Heartbeat: OK (opicat | = gy
(®) Tum Off...
@ ShutDown...
Summary | Memary | Networking @ save
< > [ M Pause v

Wirtual Switch Manager for ARYANARYANA

% Virtual Switches
T4 New virtual network switch
oy Classi
Internal only
# Global Network Settings
' MAC Address Range
200 to O

00-15-5D-0

= €

00-15-5D-01-32

Wl Virtual Switch Properties

Name:
Class N

Notes:

Connection type
() External network:
v

L (@) Internal network
() Private network

VLANID

Realtek PCIe GBE Family

What do you want to connect this virtual switch to?

¢ Controller

| 5 Enable virtual LAN identification for management operating system

The VLAN identifier specifies the virtual LAN that the management operating
system will use for all network communications through this network adapter. This
setting does not affect virtual machine networking,

Cancel

Remove

Apply
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by ye 4o U S SIS s o Jla0s ) 50 o502
03 o opl 3 s 5L IS Wb 4 Of 4
«;;5 Connection type cu.s
5l de (S ol | Internal Network
Enable « L, &6 L 8
sde K5 S ol 1 Virtual LAN ...
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Al BLS 1 53 2Bl ats bt 5 0 45 (S5l (pndle (S5 1 55 SIS0 ke 0 VL sla)lS ool 5 e
LS obsl 1 Settings... 458 5 wis el SIS

File Action View Help

33 Hyper-V Manager
53 ARYANARYANA

Virtual Machines

MName . CPU Usage
3 crRm2013
§ Lync Server

Assigned Memaory Ug

Import Virtual Machine...

§ New Sharpoirt
§ New-Active
3 ACTIVE Directory 2012

Hyper-V Settings...
Virtual Switch Manager...
Virtual SAM Manager...

I Windows &
3 SharePoint 2013
5 sQL Server

2048 MB
Connect... = Edit Disk...

Inspect Disk...

Settings... -—
Turn Off...

< Shut Down...

Save

Stop Service

Remove Server

Refresh
‘ Snapshots

View

Pause

Windows 8 =
Snapshot

Ley
@
al
v
&
®
x
G
E

Help

| Windowse ~ ~

Connect...

Created: 25/0)
Notes:  MNone

Clustered: Mo

Heartbeat: OK [Applicati
Healthy)

Maove...

i

i
£y

Rename... Settings...

Help Turn Off...

Shut Down...

Save

ee®

Summary | Memany | Metworking

< Pause

Launches the Virtual Machine Connection application.

= = uba\\)&ng)&%wjldﬁ.;w\)s
Windows & v 4 »Q
|# Hardware A | [ nNetwork Adapter - - oo PO . .
] Add Hardnare [GSOWE RS .L::\j.;‘_;a ol JL{ A=l D .,\.:.S
& Bios Specfy the configuration of the network adapter or remave the network adapter.
Boot from CD Virtual switch:

vy (e - Iy sy ks, i oo 8 Virtual Switch

VLAN ID
] Processor

1 Virtual processor
= [EE IDE Controller 0
(s Hard Drive
Windows 8.vhdx
= [EE IDE Contraller 1

% DVD Drive
Windows 8.1 Final 2014.is0

Enable virtual LAN identification

1 The VLAN identifier specifies the virtual LAN that this virtual machine will use for all
network communications through this network adapter.

R

Bandwidth Management

1S )8 Olas L aSs &S 1l S Ol

<zl |, Enable Virtual LAN .... L

[] Enable bandwidth management

Specify how this network adapter utiizes network bandwidth. Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

Minimum bandwidth: 0 Mbps

Maximum bandwidth: 0 Mbps

b;J&WV.A‘_}.}w)JASZJJpJJZJS

[ piskette Drive @ Toleave the minimum or maximum unrestricted, specify 0 as the value.
None
A Management To remove the network adapter from this virtual maching, dick Remove,
| Mame . - o .
Windows & Remove S B r.:.sda J_)‘} (GO w‘ DL v.ibjs b)‘j

%] Integration Services

Al fored @ Use alegacy network adapter instead of this network adapter to perform a
services offere

network-based installation of the guest operating system or when integration

@j Snapshot File Location services are not installed in the guest operating system.

T ErWindows & ) 3 & Some settings cannot be modified because the virtual machine was running when
awm Smart Paging File Location this window was opened. To modify a setting that is unavailable, shut down the
E:\Windows 8 virtual machine and then reopen this window.
) Automatic Start Action
Restart if previously running =
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S SO Gs) 5 st Al et 52 Network Connections s, YL sla,8 el 5l da

S35 2 okd Sl amie 3 5 oS 0 SIS Properties s, » o5 S e Sl SIS s (g3l

T .__@ v Control Panel » Network and Internet » Metwork Connections L— v O Search Ne... @

Organize - Disable this network device Diagnose this connection Rename this connection =

! ! { Bluetooth Network Connection { Ethernet !"I II vEthernet (Class N}

Mot connected Metwork cable unplugged Metwork cable unplugged

Bluetooth Device (Personal Area ... '@‘ Realtek PCle GBE Family Controller @‘ Hyper-V Virtual Ethernet Adapter
y yP!
- Wi-Fi ) Disable
I

- Mot connected Status
K dﬂ Cualcomm Atheros ARI485WE-E...

Diagnose
Bridge Connections

Create Shertcut
Delete

Rename

Properties —&€—

4 itemns 1 item selected

il de K5 B as SIS L s Internet Protocols Version 4

General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

45.;\?153)‘) b :y,]a;:)yWAddreSS W&.&‘JD

S5 g el sdd 315 192.168.1.80 s ol s

() Obtain an IP address automatically

(@) Use the following IP address: J.;.«S gK:JS (0] k

IP address: | 132.168. 1 .80

|
Subnet mask: | 255.255.255. 0 | . ) ) . )
| SO g e 0 25 Solme (ile 3,5 08 ol 5l s

Default gateway: |

Obtain DNS server address automatically r':A"g;‘ IP G’) b 2 U‘ JJG""),)" &":’

(@) Use the following DNS server addresses:!

Preferred DMS server: |

Alternate DNS server: |

[validate settings upon exit
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ool sy ge 4SS DLlS 4 ledd 3 (il (nile 35l S e sdalie 5 IS 3 45 shiles
"MUJ.:SL&:.KOk 6})‘]})6 w‘ )‘Mg“bvﬁlﬂ@;‘jWC:)).Béﬁ‘on b 192.168.1.90

L3 eslel Ll gl s

e Windows & on ARYANARYANA - Virtual Machine Connection = =

— A
.
@
=
RECYEISET
uE Network and Sharing Center = =
& Network Connections - B
& « Network and Internet » Netw - -
= Internet Protocol Version 4 (TCP/IPv4) Properties
Organize » Disable this network device Diagn Network | | General
Ethernet Conne ‘fou can get IP settings assigned automatically if your network supports
le o this capability, Otherwise, you need to ask your netwark administrator
lic rk Adap, & for the appropriate IP settings.
() Obtain an IP address automatically
Th
15 ®) Lse the folowing IP address:
W 0
IP address: —> | 192.1668. 1 .
v Subnet mask: 255,255 . 255 . 0
v
7 Default gateway:
v -
¥ Obtain DNS to
a (®) Use the following DNS server addresses:
Preferred DNS server;
Desg Alternate DNS server:
Tran
wide
acn [ validate settings upon exit G
> oK Cancel
v
< >

= Command Prompt - o IEl L;Jb )\ c.,\...'.sdn edalie oS )).b.»[».b

icrosoft Windows [Version 6.2.928681 A
Kc) 2812 Microsoft Corporation. All rights reserved.

:\Users\babajanidping 192.168.1.9@ VJJJS P|ng LS)L”"’ . & ol oo
inging 192_168.1.98 with 32 bytes of data:

eply from 192.168.1.98: bytes=32 time<{ims TTL=128

eply from 192.168.1.98: hytes=32 time{ims TTL=128 - ‘ ‘ . L’ LO -

eply from 192.168.1.98: bytes=32 time<{ims TTL=128 L;’)M )J L)..! 212 C-N S ‘U wﬂ)b 4.: 9

eply from 192.168.1.98: hytes=32 time{ims TIL=128

Ping statistics for 192.168.1.908:
Packets: Sent = 4, Received = 4, Lost = B {Bx loss>.

Z ~ & -
pm-oximate-roun(l trip times in milli-—seconds: JA&:""J @,ﬁ 4" @3“9 &""‘J u)ts 6 J,j'.‘

Hinimum = Bns, Haximum = Bms,. Average = Bms
o 9 }..a_m”

NUserssbabajani>

hd vwkm)bwbw‘égiyww‘)b

A2l
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1S (520 (yuiblo S 4lg |y =819 i JS515 sl JJld 63955

el UL a8 (8 sl (S b oS (Shlame s 2505 (Bl et 11 LB il 4SSN (6

Sl Rl 3l e T 5l s 5 oS S5 1 ol ble 5 LU S i) Al o el ol o

V.;.S oslaiul (s 95 B

Sl g 3 01 515 oS ShaAre ;s Jais; ge LU oS ol ol oo plowil o515 0 45 (6L o)

g el oo s IS Gl s ST AL e gl eal SIS LIS o 1S ealind oSali b

Lib_» Remote Desktop Connection . w 3l eslizul dib o 2 L3 Sy, 5l oS g 2o,

.NSMUUb;yjla;wyéu&uﬁ'l}s@yb@s

Search

Everywhere -

rename

e this computer

System Properties \

Computer Name | Hardware | Advanced | System Protection | Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced. ..

Remote Desktop
Choose an option, and then specify who can connect.
(") Don't allow remaote connections to this computer

(@) Allow remate connections to this computer

/ Allow connections only from computers running Remote
Desktop with Metwark Level Authertication (recommended)

Select Users. ..

QK Cancel Apphy

awols Search s 5 s o Golre gt 305 ned lp (oS

Rename this Computer «. 3 Jx =S o 20l Rename

B ] S R D
LS SUSYL ;s Remote s (g o amin ol 5o
o |, Allow remote... <5 ois 3L a=iw 5 4
S B ass SIS 0K (55 5 5 bl IS i
555 0303 ya3ely 31 BLII 6l s sl 3l 4 o s

Ay o i Jamee S A 4 Al e 4l
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| ~ I, Remote Desktop Connection ., . ; s o ot 3l YL slals elsil 5l A

.J\.:'SJJ\J SearCh)J b Qijjw u.;‘ubj‘gig;w.h 6\J4 ‘("?-:‘SLfo

JJS‘)J?&)[P;AM[A&)JTJ{LW&‘JJ

Remote Desktop LS 3505 Sl 53 1) 3 03 S 505 LS a3
_ Connection

by je, dm S SUs Connect 5, e

Computer 152168190 <—

Username: babajani*babajani2014

S )l 1y Solame Sk 4

You will be asked for credentials when you connect. /

| Comect || Heb |

E L) 192.168.1.90 - Remote Desktop Connection - oiEd

To 'C:\Users\babajani2014\Desktop’
About 45 minutes remaining

1259 AM
3/25/2004

[HASHL D)

1229b.
TeIF/=F/TO

Solrs ot 53 04 (S Jb= o mBly e 51 s, 50 LB S e edalia VU (ISS 0 S shailes

Sl e Do w0l WS Do 48 pl oS AL

5
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:Hyper-V Jusg juw j3 Snapshot b 1S

3550 Sibee opile 3l SNAPShOtL sl sl ¢l>.=3\ Ol 5 oo 5l (S3lme S g, )3 &S (L8 o 2o
oS b lome e SSm 1 OF L3 Snapshot w0 s pdle ol 47 a3 50 53 b Al 0
wﬁbbwL-ﬂ\J:;\,:@juéyﬁ,,usygle%\wl;uwuQ;\w&SnapshotJs);

LY

S50 kel adls o zs SNAPShOL wy 3 w0 Wil5 o Bss 50 4 23 K e 4 LIS ol pladl sl

Al anils o res a0 S cpl o AlS

File Action View Help

«= | zE  BE

3 Hyper-V Manager Actions
2 ARYANARYANA Virtual Machines w7 Edit Disk...

Mame . CPU Usage Assigned Memaory E Inspect Disk...
3 ACTIVE Directory 2012 (®) Stop Service
3 crmznz
§ Lync Server
i MNew Sharpoint G Refresh
i New-Active View

x Remove Server

2048 MB
Help
§ SharePoi Connect.. ﬂ

3 saL se Settings... | Windowss ~ +

é Connect...
Turn Off... B
=¥ Settings...

Shut Down... ==

T @ Turn Off...
0 Shut Down...

Pause

Window: Reset save

Pause

Snapshot

Clustered: Mo Reset
Revert... o

Heartbeat: QK [Applicati Snapshot €———
N Healthy)

Revert...

Rename...
Mave..,

Help

Rename...

Summary l_

Help

Resets the virtual machine,
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Revert.., €——

Virtual Machines
MName State CPU Usage Assigned Memory Uptime Status
2 ACTIVE Directory 2012 Off
2 cru2013 off -0 odaline T3 pl s aS skiles
5 Lync Server Off
5 New Sharpoint Off . . . . .
3 Nowdctns o s G Snapshot s s s
g Windows & Running 0% 2048 MB 00:13:21
g sharePoit 2013 Saved RSO P WA P OT 5
= 5GL Server Saved "
Snapshots
B%g Windows 8 - (25/03/2014 - 01:01:39 &.<)
Lo [@ Maow
Virtual Machines
Name State . CPU Usage Assigned Memaory Uptime Status n J‘ib SnapShOt A )‘ °'>Lc’:""" LS‘f
2 ACTIVE Directory 2012 Off
g crmaor2 o Sy SIS o e (g 5lme pedle (59
2 Lyne Server Off
= New Shampoint Off . P
2 New-Active Off LY J_:_.S ulz-;:.:\ b Revert 4...:; 9 .,\.:..S
i Windows & Running 0% Jn4c o
S SharePoint 2013 Saved Connect... R T . . .
3 SaL Server Saved Settings.. e ) 3k e Sol Jes
7 . .
Tum Oft. el Snapshot s eus an S
Shut Down...
Save . .
.Jj.JJ ;L.:d W“
Snapshots Pause
=S Windows 8- (25/03/2014 - 01:01:39 5.) =
- Now Snapshot

i pdi 555 e 31 SIS

Al o5 L3S 4 Snapshot

S a5l b S Rl 1 T 51 S

Move...
Rename...
Windows 8 Help
Snapshots
E'é@ v / FIE
=Sty Windows 8- Settings...
o b Now

€3S 5 S ol SUS OF (6, 5 S Sl [ 55

Sl da amine S U S Obal Apply...

Delete Snapshot...

Windows 8 - (25/ Delete Snapshot Subtree...

Help
Created: 25/03/201407:01:55 2 <
Motes:  MNone

180



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

Apply Snapshot

i Are you sure you want to apply the selected snapshot?

The virtual machine's current state will be lost.

[[] Please don't ask me again

Take Snapshot and Apply Apply

Take Snapshot and (s, » SI JK& ool o

g s S il Jb s 1S SIS Apply

Syd e p il s e SNAPShot el 1S SUS Apply 5, » S

:pﬂmsﬁﬂéjksjl_zoc@lotsjlxalobjlA@IJt&uﬂsJLmkshbéwgig

b s S sl 1y s ais ;g0 (giles dle 5 das a5 1 lAde ol Jé\jwﬁaj\:)\}c;ufcf

s sy e b Al pes Jgeme s 4 AiS e sl 1 (g3lee oile &S

Actions
ARYANARYAMNA

Mew

L= Import Virtual Machine..,

Hyper-V Settings...

=Y Virtual Switch Manager...

Virtual 5AN Manager...

Inspect Disk...

¢ Edit Disk.. €——
&

| Stop Service

/% Remove Server
™
]

Refresh

View

b

]

Edit Virtual Hard Disk Wizard

Locate Disk
Choose Action

Summary

—/é -, Before You Begin

Before You Begin This wizard helps you edit a virtual hard disk. Virtual hard disks are stored as .vhd or .vhdx files. To

edit & virtual hard disk, you will need to know the location of the assodated file.

Do not show this page again

j?yjﬁ &.m.ib J)LAJ‘J.&AASJ)\)J)Q-) C,.:LBL).:‘ Hyper'v U’“‘.’.ﬁj"")}

s i |y ) ge (g5lme eile 4

M)J Cﬁw\JWJ\)J._,J.& Hyper‘V B E R D)‘j &5;& LS‘J"

il a5 6 s s Edit Disk 5, , Actions

NeXtéj)ﬁ)esj\)ﬁajyag)f&gww\)s

S SS
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72 Edit Virtual Hard Disk Wizard
,-7/5 ~» Locate Virtual Hard Disk
Before You Begin Where is the virtual hard disk file located? J
Location: |E:‘\W\ndows 8\Wirtual Hard Disks\Windows 8.vhdx] ‘ Browse...
Ch Acti
ase Action i\ Danot edit a virtual hard disk associated with 2 virtual machine that has snapshots, has
Summary replication enabled, o associated with a chain of differendng virtual hard disks, Otherwise, data
loss is likely to occur.
< Previous Cancel
A Edit Virtual Hard Disk Wizard
,7/ ~J Choose Action
Before You Begin What do you want to do to the virtual hard disk?

Locate Disk

Configure Disk

() Compact

This option compacts the file size of a virtual hard disk. The storage capacity of the virtual hard
disk remains the same.

Summary () Convert
This option converts a virtual hard disk by copying the contents to a new virtual hard disk. The
new virtual hard disk can use a different type and format than the original virtual hard disk.
(®) Expand
/ This option expands the capacity of the virtual hard disk.
() shrink
This option reduces the storage capacity of the virtual hard disk.
< Previous Finish Cancel
o Edit Virtual Hard Disk Wizard
p/‘.(_! ~, Expand Virtual Hard Disk
Before You Begin What size do you want to make the virtual hard disk?
Locate Disk Current size is 127 GB. €—
Choose Action New size: | 200| @B (Maximum: 64 7B
Summary
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o)

ARYANARYANA
New »

Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk...

Inspect Disk... €

Stop Service

Remove Server

Refresh

View

E Help

a9 J)UAJLLCMA‘ ab}ﬁ&ib Cﬁgj.b)‘.kia ﬁj& o g &.{‘ LS‘J"
Inspect 5, . Actions cu.d 5 5 Cly Ca = Hyper-V

wly o bis, e SKaos s)la w)>TWQMjb)\@¢v§¢;@SDiSk

b b e IS8 et JSE B S e B O

& Virtual Hard Disk Properties = =
General
¢..L:ISL;0 odalis 3290 R )JA\SJJJQJLQJ&
Format: VHDX
Type: Dynamically expanding virtual hard disk o..LALi.A \‘) &}’j"’ § TP ) ;)La )L)j,c ')",‘:’\j-:’.@
Location; E:\Windows 8\yirtual Hard Disks \ s
File Name: Windows 8.vhdx )
Current File Size:  15/38 GB
Maximum Disk Size: 200 GB  af——r
Close
. Z .
Sos 5l 4 b e oo SIS
+ Computer » NewVolume (E) » Windows 2 » Virtual Hard Disks - ) * ﬁf ‘5-": N JS
Mame ’ Date modified Type ¥ Size . .
LS dx| Lo (e 933 s
\JWinduwsE.vhdx/ TelF /1T o +ieh Hard Disk Image F... - N JA - 2 ‘}> J‘}A
ds | Windows 8_1E28C625-4E6E-4E81-AFAD-2... /T0 L+ AVHDX File

L_| Windows 8_E7534EEGF-7192-4EB8-ACB0-B...  T-IF/+F/T0 .o «1F  AVHDX File

f

A pdisn gy JS5 e 4 JB Lo e s
ol 6 VhdX £y U |6 oS A4S a5

sobant O 4 las IS i &S Al e b

el 53 olme ile 0 bg e ol is 45 s obe L AVHDX W b Kos sls LB 5 0 ol

sll CUKS 200 b b U (silms Sws sla a8 Jlos (dil o bl pl 4 SISl 358 e 6t

Lo ole LG Shestanal b asly o 8 dal g by Ol ol Sus 55l glas S alasd Gl 3 555 o

eolssl e CoLES 200 s b U s el Sios ssls glias Ol g0 4 AVHDX i seny

et bl 53 e b i 4 gt o STl el e s
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:Hyper-V (g juw Sls j2 oy g2

B oot sl Gl B ails e s orl GG o3 ) F 4 S35
'JJSQ))’””
Sl oo 1y cilies 4 58 i 48 358 e 5L s SO S o el SIS (g5l ndle SO g5 oS Sl

S asL » Delete gux 4u3S 13 Lo
Virtual Machines = S ‘LG"JS A
I'jlame State CPU Usage Assigned Me » Jf\ -5; M‘j" Hl>— \) J'E'.’:)j" LSJBU’ L)':“;’LA
= CRM2013 Off
é New Sharpoint Cf Lo . - .
3 Nowhctve o Oeile ol AP e s (SIS Rename (.,
JVndo iy | ¢ . .
g acTiv Connect... gi.»JS EXpOI’t SI 2 JS\ B pems b > 4= LS)\}:A
é Lync 5 Settings... -
2tews 0 3% 512 MB ool Ll e aS sl Lo ey SO S
g sharer ik ;
= SGL S¢ Snapshot Sl A LSJL>"° w:’l-‘ G J‘-;*s -’)‘,}‘) 5}'5' j‘E';)Jj"
Revert...
Move.. : S 03 ol a5 EXpOrt s, e sl 53 LS
Export... _
Rename... L-EB-J:\ g U‘i‘ w\.'de me.}' LS)L>M WJ:LA Lfl"b °L§5L>.' S ol
Delete... I
o 11412 .0 Move «. 5 .ol o5 S Past s Copy siles IS
d kb sl Sl lme pile G JalS Ui sl

b3 sl s > Revert, Snapshot sls oS .as sl Gl O agdd sl 48 o o )s]

il e s e Silme e 05 S | 2l (6l 5 aS Al e Start suws 4 S .l ol 00l s

Sl pile S5l G a0 by e SOl 5 lakas 4 5l 55 Settings au S ae Cwd s

V‘i"JSd"")f‘)Wgﬁ.‘r‘abé“\ﬁ)&)‘}su)tﬁ:}‘JbbebJ}"

Sl il e e a8 558 0 |l lals s (3lee ile b i JgecS CoOnnect... g5, 5 SUSL

st st sy pile s
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SO LT E S NTL Y PRI

oslinal 345 gl gile S5 gl WIS J-<-l° L;Laj\j_é\p.}j o s 5 e LSl &0 Hyper-V. .5

&S s

das o - a5 Full Screen oo s a0 s ) 4o amio oS 5 S o0l 05,55 L :Ctrl + Alt + Break

335 o st adsl 4 1S SIS 0T (655 00lss Sy o8 el 1) Gl amio IS
Al e 8l 3545 s Ctrl + Alt + Delete s oles IS -1 :Ctrl + Alt+ End

33 g ool (S3lme pile 05 S Jigals ol Ctrl+ D

S 08 @ gobes pile 05 S start ¢l Ctrl +S

Sy sl S 4 gibee dile 05 S Save ¢l Ctrl + A

S0 08 @ i opile i Snapshot i S ¢l . :Ctrl + N

355 S « Snapshot . =1 us s Restore !, :Ctrl + E

by dal LIS w Hyper-V . ,. Setting il ¢l . Ctrl+ 0

(65w b jl j93iug cuwas)Windows Deployment uag juw b 1S

Windows Deployment . s . csls a5l 555 55 Sakus 53 Cdlas Sobe a5 s o op 5
sy b LIS SOSS Gs Al s WS e g e ol (S5 p3Y DlenlaS bl L asT L
VfSLS‘J”JJ"("AL")QTJJS)SU}”)WSLS‘M‘Jwﬁf“;ﬂ‘r’hbwuﬂ‘JJ

S s Add Roles and Feature s, ,» 5 . 5 Server Manager s, g5 lp
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Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Roles

[ Application Server
7 DHC )

[ Fax Server
[®] File and Storage Services (4 of 12 installed)
v

[ Metwork Policy and Access Services

[®] Print and Document Services (1 of 4 installed)
[] Remate Access

[] Remote Desktop Services

[1 Volume Activation Services
[®] Web Server (|IS) (16 of 43 installed)
[] Windows Deployment Services

] Windows Server Essentials Experience
] Windows Server Update Services

revious

Add Roles and Features Wizard
Add features that are required for Windows
Deployment Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] Windows Deployment Services Tools

Include management tools (if applicable)

P

Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Confirma

tion

Features

> [®] .NET Framewaork 4.5 Features (4 of 7 installed)
I [] Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[ BitLocker Network Unlock

[1 Client for NFS

[ Data Center Bridging
[] Direct Play

[ Enhanced Storage

[ Failover Clustering

v Group Policy Ma

[] 11S Hostable Web Core
[ Ink and Handwriting Services

—_ w

< m >

Select one or more features to install on the selected server.

[ORN NET Framework 3.5 Features -

_I:I-

DESTINATION SERVER
Server-1.5RV-1.com

Description

Active Directory Certificate Services
{AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

_I:I-

DESTINATION SERVER
Server-1.5RV-1.com

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

sta
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>,l5 1, Deployment Service le> ;5 . 2 Search 51y oz 5l dw
Search

— S35 058 Sy KIS LS nw S |2l 1y Bais )00 e g o A
Verywnere

oS Taskbar 5,15 L s Start 505 15 ol s, 50 s o

E@ Windows Deployment 5

L1 Windows Deployme

File Action View Help

e 2E ol B Cood 3515 S0y 00 g w4 3955 31 Any
ﬂ Windows Deployment Services

4 3 Servers LQJS* :y)j,wfbébﬁ).,\.i}iServers
f':_Ser'.rer-LSR‘u'-'I.com ‘

b [ my Active Directory b Configure Server €—— Nindows Deployment Services is

I, Configure Server «,5 5 1S«

Remowe Server . ) )
i is not configured. To configure 4

View b [ bealocal administrator to perfor BBl L)'i‘ LY L‘}:)@ C)Lq.:b.ﬁ G J\.:,S ub&\
Refresh

Help (et rl;u'\ B

L Windows Deployment Services Configuration Wizard -
Before You Begin E‘ V\:S t_g.:ls next 6‘3‘) j_t W w‘ )b

You can use this wizard to configure Windows Deployment Services. Once the server is
configured, you will need to add at least one boot image and one install image to the server
before you will be able to install an operating system.

Before you begin. that the following requi are met:
—  The serveris a member of an Active Directory Domain Services (AD DS) domain, or
a domain controller for an AD DS domain. If the server supports Standalone mode, it
can be configured without having a dependency on Active Directory.

- There is an active DHCP server on the network. This is because Windows
Deployment Services uses Pre-Boot Execution Environment (FXE), which relies on
DHCF for IP addressing.

—  There is an active DNS server on your network.

- This server has an NTFS file system partition on which to store images.

To continue, click Next.

< Back | MNeat > || Cancel
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Windows Deployment Services Configuration Wizard -
Install Options = |
d
Select one of the following options:
(®) Integrated with Active Directory
This server is a member of an Active Directory Domain Services (AD DS) domain,
or a domain controller for an AD DS domain.
() Standalone server
Configure the server o that i is standalone, operating independently of Active
Directory.
[ <Bak | Net> | [ Cancel |
Windows Deployment Services Configuration Wizard -

|
4

The remote installation folder will contain boot images, install images, PXE boot files,
and the Windows Deployment Services management tools. Choose a partition that is
large enough to hold all of the images that you will have. This partition must be an
NTFS partition and should not be the system partition.

Enter the path to the remote installation folder.

Path:
C:\Remotelnstall

| | Browse. ..

§

Proxy DHCP Server

Windows Deployment Services Configuration Wizard

I Dynamic Host Configuration Protocol {DHCP) is unning on this server, check both of
the following check boxes and use DHCF tools to add appropriate PXE options to all
DHCP and DHCPv6 scopes

I & non-Microsoft DHCP server is running on this server, then check the first box and
manually corfigure DHCP option 60 and DHCPvE Vendor Class for Prowy DHCP.

The Windows Deployment Services Corfiguration Wizard detected Microsoft DHCP
senvice running on the server. Please select from the following options:

Do nat listen on DHCP and DHCPVE parts
Configure DHCP options for Praxy DHCP

<Bak || MNed> | [ Cancel
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]

Windows Deployment Services Configuration Wizard

PXE Server Initial Settings

.

‘You can use these settings to define which client computers this server will respond to. Known clients are
the clients that have been prestaged. When the physical computer performs a PXE boot, the operating
system will be installed based on the settings that you have defined.

Select one of the following options:
) Do not respond to any client computers
Respond only to known client computers
) Respond to all client computers (known and unknown)
Require administrator approval for unknown computers. When you select this option, you must

approve the computers using the Pending Devices node in the snap-in. Approved computers will be
added to the list of prestaged clients

To configure this server, click Next

Next s, » 5 S bl ) ol 438 i opl o

S S

< Back Next >

| | Cancel

Windows Deployment Services Configuration Wizard
Task Progress

Configuring Windows Deployment Services...
Starting Windows Deployment Services

The service did not respond to the start or control request in a timely

!
7

=
oMr@‘@beww@aMmﬁj‘j}mw

LS SUs Finish 5, 5 el

Fashion.
< Back Cancel
1] Add Image Wizard -
Image Group %: &

This wizard adds an install image to your server. You must have at least one install
image and one boot image on your server in order to boot a client using Pre-Boot
Execution Environment {PXE) and install an operating system.

An image group is a collection of images that share common file resources and
security. Enter the image group for the install image that you want to add.

Select an existing image group

Create an image group named Windows Server 2017 €——

L>_=:\i|)3f>’\i»<.)~.;.'53)|)\)>}>'-|mage (SLQMEJ‘\)J
Sy » Sl odd 5,15 Windows Server 2012

LS SIS Next

Ned¢> | [ Cancel

JECH |
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Add Image Wizard

Image Fle

Enter the location of the Windows image file that contains the images to add

File location:

|| Browse. .. |

Mate: The default boot and install images (Boot wim and Install wim) are located on the\

installation DVD in the “Sources folder.

More information about images and image types

@

5 Select Windows Image File
© ~ [l « DVD Drive (D) IRM_S55...[»_sources »] v o\ [ search sources 2]
Organize * '\ =~ [ @

B Desktop Al Name Date modified Type
18 Downloads
. dimanifests File folder
£ Recent places

en-us File folder
N etwproviders File folder

1% This PC
. inf File folder

i Deskiop _ migration File folder
£ Documents |2 )

replacementmanfests File folder
i Downloads

X5 File folder
U Music .

vista File folder
= Pictures

’ x File folder
8 Videos -
L oo Disk (€) | bootwim WIM File
i [ installwim <€—— WIM File
25 DVD Drive (D)
(g New Volume (F | o
File name: v‘ [Windaws image files (“wim) |

Cancel

]

Add Image Wizard

Available Images

The file that you specified contains the following images. Select the images that you

want to add to the server.

Name Architecture  Des:
[ Windows Server 2012 R2 SERVERSTANDARDCORE x4 Wirn
[ Windows Server 2012 R2 SERVERSTANDARD x4 Wirn
[ Windows Server 2012 R2 SERVERDATACENTERCORE x4 Wirn
Windows Server 2012 R2 SERVERDATACENTER k64 Wirn
< m >
Use the default name and description for each of the selected images
<Back || Net> | [ Cancel

>

g_}il'e}["'-’.)";' bj").ﬁ‘)"‘:’.) DVD J)\j J{wagﬁ‘)b

S0 208 Gl Glp S Byme OF & L Install.wim
LS SIS Browse

Ao Clssl | installwim: L6 5 0 522012

Do Sadey e sla 05,5 Cend Cad ) s

g&ﬁ\\)L@TMQL&@‘j}&6J€ﬁ&ub&L¢J
S SUs Next g5, oS
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Add Image Wizard

You have selected the following images

Image group: Windows Server 2012

Image file: D \sourcestinstall wim

Selected images:

Name
Windows Server 2012 R2 SERVERDATACENTER

To change your selection, click Back. To add the selected images to the server, click

Sskos sl Image skl S8 Next s, » SIS 5l o

'JJ'.’

Mexd.
<Back || Net> | [ Cancel
L] Windows Deployment Services
File Action View Help

N E

Q Windows Deployment Services
4 FF Servers
4 [ Server-15RV-1.com

Boot Images 0 Boot Image(s)

Status

Image Mame Architecture Expanded Size

4 [ Install Images
I j Windows Server 2012
—>[] Boot Imane
I [ty Pendin Add Boot Image... €——
b (53 Multic Uz »
b [} Drivers
|+ _m Active Directol Export List...
Help

There are no items to show in this

2 4 oy Install Image sb<! 5l

Kb 4 L8 ol gl A, » BOOt Image

Date 0s

SJs Boot image s, » sps SIS
I, Add Boot images «. % 5 LS ol

Add Image Wizard

Image Hle

Enter the location of the Windows image file that contains the images to add.

File location:

4 by 0 BOOL.WIM )3l b i ol o

Next s, o kS 3l 1y ki e jodus

S SS

D:sources boot wim  — | | Browse...

MNote: The default boot and install images (Boot wim and Install wim) are located on the

installation DVD in the “Sources folder.

More information about images and image types

<Back || New>

| | Cancel
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Image Metadata

[

"Microsoft Windows Setup (c64)

Image name:

Enter a name and description for the following image:

|Micmsoﬂ Windows Setup (64)

Image description:

|Microsoﬂ Windows Setup {<&4)

Image architecture:
x64

J)}JJG.SJ))A QW}S} rL’ @\f@mu{\);
S )l 1,

A8 SIS Next 55

S SIS Next 55

You have selected the following images

Image group: Boot Images
Image file: D \sources'boot wim
Selected images:

MName

Microsoft Windows Setup (<64)

Next.

/

To change your selection, click Back. To add the selected images to the server, click

S KIS Finish g5, » image skl 5l dx

< Back ||

File

Action  View Help

= 27 &= HE

! Windows Deployment Services
4 33 Servers
I Server-1.5RV-1 ram.

Server-1.5RV-1.com

Mame

- all Images
:a Active Direct Properties 9
ot Images
Remowe Server . .
[ AlTasks —3» » Start  €—
Wiew 3 Stop
Refresh Restart
Export List...
Help

s S35 IMage 53 s sbel 3l ds
<055 All Tasks s 31 5 aes e, SIS Lo
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L

File Action View Help

o« nE 6=

@ Windows Deployment Services

Server-1.5RV-1.com

Wir

e S_j;rv:rs 1 SRV-1 Name
I erver- -1ram
: . hstall Images
n Active Dire Properties  €————| J
oot lmages
Remove Server . .
ending Devices
All Tasks ¥ Wulticast Transmissi
View y [rivers
Refresh
Export List...
Help
SERVER-1 Properties -
Mutticast | Advanced I MNetwork I TFTP
Generml | PXEResponse | ADDS | Boot | Clent | DHCP

PXE Response Policy

Define which client computers this server will respond to. Known
clients are clients that appearin the list of prestaged devices.

() Do nat respond to any clisnt computers
() Respond only to known clisnt computers

(®) Respond to all client computers fknown and unknawn)

[ Require administrator approval for unknown computers. When
you select this option, you must approve the computers using
the Pending Devices node in the snap4n. Approved computers
will be added to the list of prestaged clients.

PXE Response Delay
Adjust how quickly this server responds to clients.

Delayin seconds: |0 =

SIS s ol Sau 2 ea S STAMT 1y ey e ST 51 A

S o Sl Properties «. 3 =S oo Sl

& DHCP
File Action View Help
=R &
% DHCP Option Name Vendor Value Polic
4 | server-lsrv-l.com |i=] 003 Router Standard 192.168.1.30 Non
4 [ IPvd |i=] 006 DS Servers Standard 192.168.10.30 Nen
4 [ 5cope[192.168.10.0] DHCP-3isco i) 015 DNS Domain Name Standard SRV-1.com Non
ik Address Pool 5 060 PXEClient Standard PXEClient Non

@ Address Leases
5| Reservations
" Scope Options g—wvn
=| Policies

3 Server Options

4| Policies

|- [# Filters
b B IPvb

\

S 5 Lsi PXE Response s syl amio cpl s
b 1S ol |, Respond to all Client Computer

Iy ssdus 5 Ly ez Deployment s 4 wily

S ||

DHCP ss 5 4 IS lasl 51 ey
Cond 4 S il e S
LS ax>l . Scope Options
sbe! PXEClientel b 1 sl «y5S
o & bae S Sl el

AL~ Deployment

Active Directory DHCP .., &L L.z~ Deployment o Skl eslinad (gl tage SO

Wl s plol OF 1 U3 LISl OUS ) 3 &S S s OF 51 13 1, DNS

193



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

23 Hyper-V Manager

H ARYANARYANA

Virtual Machines

Mame State CPU Usage S .L’>r.0 . "‘LA Jbu‘ 3 3 S S
3w o 22 Soe e ) osd b3 0
g Windows 8 Saved
g Server-1 Running 0% J\S-: Gﬁ.}; w‘)ﬂ vﬁ lJ. ‘) Hyper’v U'”J-JJ”“
g Lirze Saved
| Conne.. 2 aass S8 Kl 4 gle ppile sl
Settings.. €
Start Settings <« ¥ 5 aS culy, SIS O 6,
Snapshot
Move... .,\::,'.S g_.)l}r.:.)‘ ‘)
Export..
Snapshots Rename...
Delete. The selected
Help
‘CIientZ{HZ

2 Frocessor
1 virtual processor
B IDE Controller 0
= [ IDE Controller 1
4 DVD Drive
None
B2 551 Controller
[ network Adapter
ClassN
[ Network Adapter
Not connected
7 com 1
None
T com2
None
[ Diskette Drive

None

»

Management

Hame

Client 2012

7] ntegration Services
All services offered

{31 Snapshot File Location
e:\ProgramData Microsoft|y

S Smart Paging File Location
e:\ProgramData Microsoft\Win...

P Automatic Start Action
Restart if previously running ©

i8]

| client 2012 v/ PG
E3 A | ¥ addHardware
I AddHardnare €——
& oS You can use this setting t add devices to your virtual machine.
Boot from CD Select the devices you want to add and dick the Add button.
B Memory SCSI Controller
1024 M8

Network Adapter

Legacy Network Adapter

Fibre Channel Adapter

[ ]

Use a legacy network adapter to perform & network-based installation of the guest
operating system, or when integration services are notinstalled in the quest operating
system.

| ctient 2012 v| [t
# A | [ Legacy Network Adapter
4 Add Hardware
& Bos Spedify the conficuration of the network adapter or remove the network adapter.
Boot from €D Virtual switch:
8 Memary |dlassn v
102418

[ Processor
1 virtual processor
B IDE Controller 0
= B DE Controller 1
{4 DVD Drive
None
¥ 5CSI Controller
I Legacy Hetwork Adapter
Classn -
10 Network Adapter

AN SN

Enable virtual LAN identification

The YLAN identifier specifies the virtual LAN that this virtual machine will use for all
network communications through this network adapter.

To remove the network adapter from this virtual machine, click Remove.

Remove

194
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0% Client 2012 on ARYANARYANA - Virtual Machine Connection = =
File Action Media Clipboard View Help

S O@OO[N I E

[PXE Network Boot 09.14.2011
(C) Copyright 2011 Microsoft Corporation, All Rights Reserved.

LIENT MAC ADDR: 00 15 5D 01 32 45 GUID: 1A03A513-1DCF-4A00-83D8-83FB58111961
LIENT IP: 192.168.10.43 HMASK: 255.255.255.0 DHCP IP: 192.168.10.30

Downloaded WDSNBP from |192.168.10.30 Server-1.5RU-1.com

Press F12 for network service boot

Press F12

Status: Running

Loading files...

IP: 192.168.10.30, File: \Boot\x64\Images\boot.wim

oo 15 OF G3lme pnble 4 5555 A
Silme pedle &8 oy oS
DHCP s, S 35,515 s 50
St 28 Gk 5l aph e Jed
s 4 by PXE ks,
L s &S s |, Deployment
4 Ay 0 F12 0 (g5, » SIS
Jsdes 5 Lo g Sedos el Cad

S el S G b Sl 5

S Sl s oSG b
Aib 192.168.10.30 5,

I, Network s . . Boot (s 4w 5,15 L DHCP w}ﬁgomwé\ﬁu&%béuw)::aﬁ

.{;; Windows Setup

Windows Deployment Services

)‘ om@&eMWJ@w\)Jﬁ)ﬁm

J\MJ&QMASQM\ML&]ALE)}JM{JM

Windows Deployment

Locale: " |j

Keyboard orinput method:|u5 j

-—

& 2013 Microsoft Corporation. Al rights resenved.
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-5l

Connect to Server-1.5RV-1.com

AN
Enter your user name in the format domainiuser or
user @domain. com.

User name: f sov-ladministator €—— v

Password: | I ITITT]

‘(":‘SJJ‘J‘)&;'J'&J"‘)}""J‘)JLSJ")SfLJ%L"C‘M";ui‘)s

S SIS 0K (555 0t 5 Jol js e pde o

g@é\ﬁ‘tsgjjjzl-wdww\)b

Garal
\:_) Lﬁ] Windows Setup

Select the operating system you want to install

I Operating system | Language Date medified

Architecture

Windows Server 2012 R2 SERVERDATACEN... en-US 64 4/28/2014 B) S L" L’J D9 &'.’. _E_E_é ‘C_,..ib 2 j’- 9 ) jv\;.i 3
\ i
f&&)))u‘\sy.}w\@w|wﬂ)
s > Install Image i
Description:
Windows Server 2012 R2 SERVERDATACEMTER OJ“: s *" O})j & Deployment
Jﬁj&:lSNeXt S0 2 (sl
Select a l[anguage to install:
English |
@ éWindowsSEtup ﬁ
Where do you want to install Windows?
by s ks Saos syla Cad ol 5o
| MName | Total size Free space | Type
(> Drive0Unallocated Space 127068 127068 e G -J‘-:'S &:JS Next CEPNE %’l’.‘:"
V Drrive 1 Partition 1 127.0 GB 0.0MB  Offline s T
- ] D g _)LO‘ BEEYE
Drive 2 Partition 1 127.0GB 0.0MB  Offline

3 Refresh

&% Load driver

Drive options (advanced)
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S sgh o ab amino bl sl e Sl A
Setti ngs 5Tl o s e Oy 5 (Ll R adks
Country or region -)\4\4\5 Lg.:.l\s NeXt 6‘3) j"

App language English (United States)

Keyboard layout

Type your product key below. When you connect to the Internet, t

Windows. ﬁjb)‘)b)'j.l;ijdliﬁo)wcwg'ﬁ‘)s

It looks similar to this: JCCOO-XOCOO- X000 X000 S KU Next LS

Product key 3 5 S SIS | accept S 2 s ddos

BHAT4-4N7CW-67)3M-64)36-WWI8BY X

S SYRCAS J‘?O“PLSJJ‘}:P}A)J}TW

RSP TEWE)
S i S LIS (655 A Gk ST Sy el S s el

wﬂjb}&)&))}' Q)}ﬁp‘ubﬁ‘j‘aw\.@j RESIBEEYE QJW u.i\su 45@@ ;"M.i% fLo.J 4.'2§.:
4.3.]0in QWL&Q{%&S&JLSJJJJJ%JU Co- ) QUJ?MWC)VJQ})J;F& JEJJ)}A

s (=L>u\ b BraS L)

Aeil il 5l b Wlo Sl 3 b 51 5y el Sl s

] Windows Deployment Serv
File Action View Help . . . ..
TN GEELE N Dose aea b LS w4 b e Glayslys oS
Ajaj S%?"::ver-TSR\f—Lcum Drl\:li';]ro:pName wﬁﬂ )ls O-"" rl?u‘ LS\J-" ‘J‘}HJ N wﬁfﬂ O-"" dijb
:’ | Install Images Bekeges
2 § Viniows v 02 Drivers s, » o Cuww 5l 5 1S | ~I1; Deployment

I L Pending Devices
4 [ g2 Multicast Transmissions H
oy s Add Driver Package s, » 5 LS el SIS
D. &l Add Driver Package., € - v - -
n Active D-\r. Add Driver Group...
Enable/Disable Driver Packages... . v\MS.

Delete Driver Packages...

View 3
Export List...

Help
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Add Driver Package Wizard

This wizard adds driver packages to your server. Once the packages are on your
server, you can define which dient computers will install them using driver groups
and you can add them to boot images.

Enter the location of the driver package you want to add. The package must be
extracted. It cannot be an .msi or .exe file.

() Select driver packages from an .inf file

Select all driver packages from a folder

Location:

| F:\Lan_Realtek_win8_54_Za800206122012 €——

| Browse...

More about obtaining and extracting driver packages

]

Available Driver Packages

Add Driver Package Wizard

The location that you specified contains the following driver packages. Select the
packages that you want to add to the server.

To

view or edit information about a package, double-dlick it.

Package Details

Package Mame File Mame Architecture  Enabled
rt630x86 [x86] rt630xa6.inf ¥86 Yes
rt630x64 [x64] rt630x64.inf x64 Yes
£ m >
Packages found: 2
| < Back ” Mext = | | Cancel |

]

Driver

Add Driver Package Wizard

Groups

A driver group is a collection of driver packages that are available to a select group
of dients,

In order to deploy these packages to dients, you must add them to a driver group. A
package can be in many driver groups, but it must be in at least one group in order to
be available to dients.

Enter the driver group for the packages you have added:

Select an existing driver group:

/@' Create a new driver group named: | Windows 8] <=

) Do not put the driver packages in a driver group at this time

s omls B Gl S 55 Send ) o
INF LG 4l yie Jsl 8 Ol L o 5505 5 5ms
Lk s S Bome O a1y Jhaisyge salys & gy
Ll e, mls a by by e 4y S ol

S B me 50, S ke

U‘i‘ LS‘}’ Qj)}jb (4wl L.)'i‘)" oLl <=L>u‘ u“"’)}’)"’b‘"
LT 5 SOb s 53 o lg e a5 ol o 1y sy

A8 SIS Next 55 5

53 ks, 5 sls b aeS SIS Next g, Koo sl 5

344 o Deployment . .

U;Lg-i3)’%-’)}‘)‘,‘)-’&‘)’%‘)’*5‘@%—;@\)5
o il 8 adus 4 bsse s 515 (S sl

.,\?S JL>=3" WlndOWS 8 (5\4 L: ojjf

A4S s Next g5,
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1 Add Driver Package Wizard -

Task Complete! T

You have successfully added the selected driver packages to the server. FI n IS h L;)J J" J J\fﬁ)‘gf ‘J Jb bjy ‘L;ij.s "iﬁj N L‘J’i \) S

If you added these packages to a driver group, you can modify the filters that determine
which dients get the drivers. To do this, select the following chedk box. To do this later, % s S 5
right-dlick the driver group in the MMC snap-in and dick Modify Filters for this Group. oA "~

[ Modify the filters for this aroup now.

If you did not add these packages to a group, then you must add them to a group in

order for them to be available to dients, To do this, do one of the following: ("Jd‘ &:rv{% &S-_" @L‘j 9 -«LJJL“@ &_.,.@ OJLA ‘ )ﬁ‘).} )Ls L.fl\ l.:
> Right-click a group and dick Add Drivers to this Group
= Right-click a driver package and dick Add or Remave from Groups

w0l oo 2 Doge 5o sl LS sy el 4
L M“?‘MJSJF S e

/

:(WSUS) Windows Server update Service uug puw (5 jls3l ol 5 g cuas
%%Oﬂ‘wﬁ‘ch{J@'AQ%\@L@jM}M[{M‘&%%ZOOJ}}L&i):w,\tﬁs&fé
VU o L st Sl o o i sy T BT o oS a1 s il 03 53
I, Windows Server Update Service oles L WSUS 5 o il s Sl o Sk ol e el
Sl by Sole olor 51 e Cudl pled 5 358 o il s S5k S35 1t i (2l S B me
Ml sl b 5l A5 e 4K 53 3 g ge gl DS 5 S e 3l OF Y s ples

.Jﬁ& w)ﬂﬂj)bm)ﬂd\ﬁﬁ;ﬁoﬁisquJbJP
3l ol 3 ol S s Vmware 10 oS w b 5 AsS axxl e Hyper-V o s v v p Ca
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'WELCOME TO SERVER MANAGER

S0 2 3 ks Server Manager sy 65,2 sl

0 Configure this local server

QUICK START

Add roles and features

n

3 Add other servers to manage

.48 JUs Add Roles and Feature

HRATS AW 4 Create a server group
Hide

LEARN MORE

L_ROLES AND SERVER GROUPS
= Add Roles and Features Wizard - | o=l
DESTIMATION SERVER 4-3 L’ - - N eXt 6-}) j-.’
Select server roles Server-1 SRV com

3efore You Benin Select one or more roles to install on the selected server. w O—i‘ )J ‘J:MJ-.’ Se rve r RO I es
Installation Roles Description

[ Application Server

v/
4
[ Fax Server
p [m] File and Storage Services (4 of 12 installed)
v| Hyper-V (In d)

[] Metwork Policy and Access Services
p [m] Print and Document Services (1 of 4 installed)
[] Remate Access
[] Remate Desktop Services
[] Volume Activation Services
b [m] Web Server (IIS) (18 of 43 installed)

[] Windows Server Essentials Experience

indows Server Update Services]
—_

=
Windows Server Update Services 4.'.;)5 > LA Role L“MJ .‘
allows network administrators to - ﬁ‘}ﬁ LS " J
specify the Microsoft updates that

should be installed, create separate .

groups of computers for different WI ndOWS Server U pd ate
sets of updates, and get reports on

the compliance levels of the . . ot H
computers and the updates that °J—>.=":’: )b 9 V\-:‘S b.)l’b‘-" ‘) Se rvices

must be installed.

s Add Feature g5, ol 5L

S SIS Next 55 5 5 a8

< Previous Install Cancel

=1 Add Roles and Features Wizard

Content location selection

Before You Begin If you have a drive formatted with NTFS and at least 6 GB of free disk space, you can use it to store

Installation updates for client computers to download quickly.

downloads will be slower.

Fea

If you choose to store updates locally, updates are not downloaded to your WSUS server until you

_I:I-

DESTIMATION SERVER

Server-1.5R¥-1.com - 5 4 U .,\,:5 &25 NeXt S x

If you need to save disk space, clear the check box to store updates on Microsoft Update;

OTﬁ‘)JQS%&S.})“} ‘) WL«A U.UJJT

WSUS approve them. By default, when updates are approved, they are downloaded for all languages.

Role Services

Content remaote path) :

Confirmation ChUpdate Server| B —

[VIStore updates in the following location (choose a valid local path on Server-1.5RV-1.com, or a

b asl asls Las SLKS 6 51 xi
Y PP P SRCR W B P A

.Jﬁi.f_)“}.; J-:_)JIL')..{\_)) J\Jj.w

LS SIS Next s, 5
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= Add Roles and Features Wizard \;li-

Confirm installation selections e

Server-1.5RV-1.com

Before You Begin To install the following roles, role services, or features on selected server, click Install.

SIS Install ¢, » cwnd ool s

Installation Type [V Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want ta install these optional features, click Previous to clear -bj-nf’ ‘)L“‘ L)-Mijjnﬂ [N L’ J\:-As

their check boxes.

Remote Server Administration Tools
Role Administration Tools

Windows Server Update Services Tools -V\:-:‘S ReSta rt g.,\.«.ﬁ_.} ‘).\ v\*-.’ ‘J v-:-mm.:nﬂ

User Interface Management Console

Confirmation

Windows Server Update Services
WSUS Services
'WID Database

Export configuration settings
Specify an alternate source path

< Previous Mext > Install Cancel

s iy OSGS pl ils Jlad i jzl ST 5l planl

s ge sl S s 5 S 55l 1, WSUS 4S5 W 5 Serach sl

LS s Windows Server Update Service s,

EE, Windows Server Update Services

5 Complete WSUS Installation | x| R 2. T .
M(aliﬁ.a):m«sw);\ww\ﬁ
P Thelocal i iti i
[y hosted WSLS Server requires additional steps in order to complete . .
i::} the installation. WSUS post-installation process can run those steps for you. S ')‘:'“SL;‘ odallie ‘) ("'.’“°st J_)‘) T
Would you like to run it now?

2oedeads s |y Sl se sl AlS

Store updates locally JL>L.’.‘ _)‘ deo g J?S &"JS Run X3

Content directory path: | C\Update Server | Browse
l Run | | Close |
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o Windows Server Update Services Configuration Wizard: ADMINISTRATOR1 -
L Befaore You Begin

J Things you should do before starting this wizard

PR SIS Close (55 5 b Connd 53 a8 51 sy
Microsoft Update
Improvement Program

1. Is the server firewall configured to allow clients to access the server?

2. Can this computer connect to the upstream server (such as Microsoft Update)?
Choose Upstream Server

———— 3. Do you have user credentials for the proxy server, if needed? Ls‘j' LY bj*;’@ )L (% Ls‘f BB S BEE] U'.'.st
Choose Languages
Choose Products

Choose Classifications .J\::S &“JS NeXt Lg-}‘) ‘)..} w‘jﬁ vnbn.r

Configure Sync Schedule

Finished
What's Next
To run this wizard again, launch theWSUSAdmini;tfon Snap-in and go to Options
Fa Windows Server Update Services Configuration Wizard: ADMINISTRATOR1 -

!_#_ . Join the Microsoft Update Improvement Program
Before You Begin o) Help us design the next version of Windows Server Update Services. Improve the quality, T £ . R T
Microsoft Update 0 reliability, and performance of Microsoft Software. s awJlas b Q‘ aS MJ@ Lo o QLS u.i.,\.:‘
Improvement Program ’

Cheoose Upstream Server

oj>=.’ S0 2 Lﬁjw‘}: V-A Coaond U'l‘ BE)

You have the option of joining the Microsoft Update Impravement Program

When you opt into the Microsoft Update Improvement Program, your WSUS server will

Specify Proxy Server send information to Microsoft about the quality of updates. This information includes: L S S ] S N ext
Choose Languages T - 6})

How many computers are in the organization.
How many computers successfully installed each update.
How many computers failed to install each update,

Choose Products
Choose Classifications
Configure Sync Schedule
Finshed Thls_mformatlon is used to improve the quality and reliability of the updates Microsoft
What's Next provides.
None of the information collected is used to identify or contact you or your
organization.

Privacy Statement

Yes, | would like to join the Microsoft Updste Improvement Program

/

3 Windows Server Update Services Configuration Wizard: ADMINISTRATOR1 -

=M

L)
. Z . - -

Before You Begin ﬁ You can chaose the upstream server fram which your server synchronizes updates. 4 Lo BEE J}‘ 4.«..{; ubu." L’ e U'L‘ e

Microsoft Update
Improvement Program

Choose Upstream Server

Provide the upstream server from which you want to synchrenize content

Synchrenize from Microsoft Update b .- e | - . ‘ .. -
Specify Proxy Server Synchronize from another Windows Server Update Services server 22 . - & 2 ﬂ' C »)

Choose Languages
Choose Products

Choose Classifications 8530 J§‘ Lﬁj) cbﬁ& &AL@ L.’. 3 Syn C,JL»‘})&‘LA

Configure Sync Schedule
Finished
What's Next

e O 4 dals o S Als (5503 s
Darm 3l 5 W p55 4u¥ Ll sl

.J..:AS.))‘)QTCJ)).; °‘J‘°"h4-.")11£'5))"
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=
B

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Pr ver

Choose Languages
Choose Products
Choose Classifications

Configure Sync Schedule
Finished
What's Next

Specify Proxy Server

@

Windows Server Update Services Configuration Wizard: ADMINISTRATOR1 -

Provide proxy server settings for synchronizing updates with Microsoft Update

If this server requires a proxy server to access the upstream server, you can configure the

e o3litul ol ProxXy 55, 51 81wl ool 5o
[] Use a proxy server when synchronizing _ _
€38 03,8 Jd L1, 01 eysl Al o S o0

S 5,15 Use a Proxy...

S SIS Next s,

B Windows Server Update Services Configuration Wizard:ADMINISTRATOR1 -

%ﬂq Connect to Upstream Server

Download update infarmation from Microsoft Update

Before You Begin

Microsoft Update
Imprevement Program

Choose Upstream Server
Specify y Server
Choose Languages

Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

&

To configure Windows Server Update Services on the following screens, we need te apply U pSt ream PEE O &‘ Ls\j" Coand u.) ‘ )J
your upstream server and proxy server settings and synchronize information about available . - . -
updates.

Information te be downloaded includes: QJ:;.}“ d.f J\.iLf ‘ - V_i‘}.i\e - C,J’ijj_iiu

Types of updates available
Products that can be updated
Available languages

. » . . é B -
Click Start Connecting to save and download upstream server and proxy server information. T L“"‘"" 4 ‘) )ts Mb‘ °)L>-‘ 4";} V‘:‘.“"'L’ J,,a,.a

This process might take several minutes or longer, depending on your connection speed.

U s SUs Start Connecting g5, - .

3 g 5l Oldes

Download update information from Microsoft Update

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Next

Windows Server Update Services Configuration Wizard:

Connect to Upstream Server

b

To configure Windows Server Update Services on the following screens, we need to apply

your upstream server and proxy server settings and synchronize information about available - él.wj S"LA BY) @ - ””29'}‘ L - 5 U'i‘ 33

updates.

Information to be downloaded includes:

st e SASNEXE (555 L asbsl sl o Joate
Available languages

Click Start Connecting to save and download upstream server and proxy server information. RS
This process might take several minutes or longer, depending on your connection speed. .
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2]

Windows Server Update Services Configuration Wizard.

= . Choose Languages

L)
Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server

Choose Products

Select the languages for which this server will download updates

> If you are storing update files locally, you can filter the updates downloaded to your
| server by language. Choosing individual languages will affect which computers can be
updated on this server and any downstream servers,

) Download updates in all languages, including new languages

Download updates only in these languages:

Choose Classifications [] Arabic [ French [[] Norwegian
Configure Sync Schedule [] Bulgarian [ German [0 Polish
Finished [] Chinese (Hong Kong S.AR.) [] Greek [] Portuguese
What's Next [] Chinese (Simplified) [] Hebrew [] Portuguese
[] Chinese (Traditional) [] Hindi [] Romanian
[] Croatian ["] Hungarian [] Russian
[] Czech [] ltalian [] Serbian (Lati
[] Danish [] Japanese [[] Slovak
Dutch [] Japanese (NEC) [ Slovenian
nglish [ Korean [ Spanish
Estonian ] Latvian [ Swedish
] Finnish [ Lithuanian [ Thai
< m >
| <Eace [ Mot
3 Windows Server Update Services Configuration Wizard:

=M . Choose Products

L
Before You Begin
Microsoft Update
Improvement Program
Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Classifications
Configure Sync Schedule
Finished

What's Next

]

Select the Microsoft products to be updated

= You can specify the products for which you want updates,
s

Products:
[ JWindows 8 Language Interface Packs ~
[ JWindows 8 Language Packs
[ Windows 8.1 Drivers
[ JWindows 81 Preview Dynamic Update
L Windows 8
[ Jwindows Consumer Preview Dynamic Update
[ ]Windows Defender
-[]Windows Dictionary Updates
[ ]Windows Embedded Standard 7
-[]Windows Internet Explorer 7 Dynamic Installer
[]Windows Internet Explorer & Dynamic Installer
L[] Windows Media Dynamic Installer
[ ]Windows RT v

< m b

All products, including preducts that are added in the future.

Next >
Windows Server Update Services Configuration Wizard: -

r* Choose Classifications

Select the update classifications you want to download

Before You Begin
Microsoft Update
Improvement Program
Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Configure Sync Schedule
Finished

What's Next

You can specify what classification of updates you want to synchronize.

Classifications:

[IDrivers
-[_|Feature Packs
[]5ecurity Updates

[Service Packs
[ ]Tools
~[JUpdate Rollups

[JUpdates

A broadly released fix for a specific problem addressing a critical, non-security related
bug.
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Eaf
B

Before You Begin

Microsoft Update
Impravement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products
Choose Classifications

Windows Server Update Services Configuration Wizard:

Set Sync Schedule

Configure when this server synchronizes with Microsoft Update

You can synchronize updates manually or set a schedule for daily automatic
synchronization.

las
P

@® Synchronize manually

) Synchronize automatically

~o Ll &S S asiie WL Cwend ol o
« Synchronize L (s3le Olawa dals>
Jsl a8 bl b oS 55 plasil s &) 50
e a8 Ol b by ol il OSGLIS oyl
rteu.‘ ol yaseio Oy 5 Kbl &) go 4
SUASNext 5, s bl Jslaw S 5

LY

Configure Sync Schedule 1

Finished

What's Next

Fa Windows Server Update Services Configuration Wizard: -

=
L)

Before You Begin

Microsoft Update
Impravement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Preducts

Choose Classifications

Finished

Configure Sync Schedule
Finished
What's Next

e
57 File Action View
e #E B

1 Update Services
b 3] SERVER-1

‘Window

Finished initial configuration of your server

7 Vou have now finished configuring your WSUS server. You can go on to launch the WSUS
‘0‘ Administration Console or start the initial synchronization.

Begin initial synchronization

The initial synchronization with Microsoft Update or your upstream server can take
sometime. The length of the initial synchronization depends on the number of
products, update classifications, and languages you have selected, as well as the speed
of your Internet connection.

Begin initial 4. Ol L asin ol o
L Lol 55 ssliluwn LIS Synchronize
S ey sl @l sl il Sle 55

._m:\j})'l.'afaﬁ;g ol s

S SIS Finish g5,
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[ <Back |[ MNet> |[ Finsh | [ Cancel |
Update Services - [o [
Help
SERVER-1 Actions ol ‘F‘ WSuUsS pd 9 g A=l 0 (_f‘ e
~ | SERVER-1 =
Use this snap-in to quickly and reliably deploy the latest updates to your computers. D Search
I5)
Z- . Z
Remove from Console J\S LS & Ao low g @ ;\ B - |
ToDo Import Updates. - .
A\ 405 security updates are waiting to be zpproved. -— View »
A\ 72 critical updates are waiting to be approved. -— New Windouw from Here . L.C‘ - o S h H
Your WSUS server currently shows that no computers are registered to receive updates. 3 Refresh D) ‘ &uﬁ L"j—" )P A ync ronize
(@) 236 new products and @ new classifications have been added in the past 30 days. View -
products and classifications =||@ kep
405 sluss Ol YU s Sl 0l
Overview d LS . ) )
Computer Status Synchronization Status
Computers with errors: g Satus Synchronizi . . .
Certical 572 ,Security Update
Computers installed/not Stop
spplicable: —— Synchroniza
tion
Last synchronization: 20/04/2014 - o * L! U d t
05:57 b w‘ oJJS (L p ates
Last synchronization result: Canceled -
Update Status Download Status
Updates with errors: Updates needing files: 685
Updates needed by Downloaded 111.83 M8 of 1,313.47 MB
computers:
Updates installed/not
applicable: v
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2 Usetissncp-in o quickty and relably depiy thltest updstes o your computer. v by Approved S5 Synchronize r\.w"\ 51 e

To Do

[\ 614 security updates are waiting to be approved. J.;.«S &.LS Ce rtica I U pdates

& 100 critical updates are waiting to be approved, €——
& Your WS5US server currently shows that no computers are registered to receive updates,

@ 236 new products and 9 new classifications have been added in the past 30 days, View
products and classifications

Overview

[Fep |SCIES

Actions

pproval: Unapproved - Status: Am - = itical lates. o . . H
o Rk — et e S (LS e sdalis |, Certical Updates

D Title Install... Approval 52 search.
Update for Windows 9 % Not approved £ New Update View...

-
Update for Window 3 ot approved View 3 .. . . . < .
Update for Windows Serve s ot approved New Windouw from Here o L el D,)J""J L“ “"»J‘i‘ uﬂ‘ g)'.'“ LS‘)"
Update for Windows Serve 95530 % Not approved 6 Refresh
Update for Windows Serve 3 ot approved Hel . T
d Help “ “ . . -
Update for Windows Vista for xB4-based Syste 955302) % Not approved SN w‘) L )‘ 3 .,\.3.\5 ol ‘) L@-"
Update for Window 8 ot approved | Update .+
» : 5 Approve...
Microsoft .NET Framewark 3. ) ot approved & App -—
Microsoft NET Framewerk 3. i e (KB 0% Mot approved 5 Decline J....S &JS Approve
Update for Window: \ot approved "=, Group By »
Update for Windows Vi x64-based Syste 951618) 5 Not approved Status Report

Update for Window: ot approved Help
pdate Nindow. 2 el

Update for Windows 2000 (KB927831)

Status: MSRC severity: Unspecifie
B Computers with errors: 0 d H
Computers needing this update: 0 MSRC number: Nene
Computers installed/not applicable: 0 Release date: sk,
Computers with no status: 0 22TeeV ao

KB article numbers; 927891

To approve multiple updates, select the group from this list, click the arrow, and choose the type of
% approval. If you want a child group to inherit the existing approvals of its parent group, choose Same
= as Parent. If you want all child groups of a parent to inherit its approvals, click Apply to Children on
the parent group.

O O N NP TIN V] AR CIUNUR S I

Computer Group Approval Deadline

@ 7| All Computers Install MNeone

Unassigned Computers Keep existing approvals

das 5350 5k i) 50 (S5 U AiS SIS s

Approved for Install  €———Ctrl+| . _
Approved for Removal Ctrl+R &_.J[?r.:.." ‘) Approved fOf InSta” 4.:».3}5
Mot Approved Ctrl+N

Eee:l.ExistingAppro\rals ’ J-.{L{ )Ls O-f.‘ ).‘ Lp l“ :.Li 4.:.\:4‘.3 4}}_: . 1".5
Same as Parent Ctrl+P - s ‘ .o ‘b - ‘ ]'w
Apply to Children Ctrl+C J ML‘"JJ ¢ oL LA “% “ > =

g oot ol | Y|

Lﬁfou.ga;sj(.U;,.gc,:g%,asj\qu.gpﬁ!m:,.élw;\)@%Tu\ﬂuqv‘kﬁaw&g!d\ﬂ
Group jwsusw}ﬂ&Jb;\jﬁ,:%y\”ﬂ;)bSM\J;GMLNM&L;MKW\)QT@
uuzﬂn,mmc,i,g;\,mm@Wéqucwuﬁww\)oiqbﬁfgugz.uPolicy
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=
_5;_'[ File  Action
| &

5] Update Services
4 F57 SERVER-1
A @' Updates
& All Updates
& Critical Updates
& Security Updates
] WSUS Updates
[ & Computers
5 Downstream Servers
£# Synchronizations
& Reports
Options

Update Services

View Window Help

This view allows you to configure settings on your server.

Options
ﬁ Update Source and Proxy Server
b You can choose whether this Windows Server Update Services server synchronizes

from Microsoft Update or from an upstream Windows Server Update Services server
on your network,

Products and Classifications
You can specify the products for which you want updates and the types of updates
youwant.

]

£

=

Update Files and Languages
You can choose whether to download update files, where to store downloaded files,
and which update languages you want to download.

(1L

f’t Synchronization Schedule
' Youcan choose to synchronize manually or set a schedule for daily automatic
synchronization.

:=| Automatic Approvals
¥ You can specify how to automatically approve installation of updates for selected
groups and how to approve revisions to existing updates,

Computers
You can specify how to assign computers to groups.

Server Cleanup Wizard
¥ou can use server cleanun to free un old comnuters undates and undate files from

Computers

o 03 S g Gl
S 2 oo e 3IWSUS
53 5 S s Options
So » okd 5L amis

L s Js Computers

.;ﬁﬁ&ﬁjt}ﬁ

General

You can specify how to assign computers to groups.

() Use the Update Services console

Mote: Mew computers will automatically be placed in the Unassigned
Computers group.

(®) Use Group Policy or registry settings on computers.

T

Cancel | | Apply

207

Use Group Policy or 4,8 a=ivo pl 3
ozl |, registry settistry on computers
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Search

Everywhere

~

Policy Management

=)
g Fille Action View Window Help
s 2 X H

Group Policy Management

Group ;,s, JK& b 4 5 4 52 Search 3,05 YL S plosih 5l Ay

S ozl | Policy Management

&Js Default Domain Poolicy

5 Group Policy Management Chrom
4 gh Forest: SRY-1.com Scope | Details | Settings | Delegation |
4 [ Domains .
2 Links
4 55 SRY-T.com
= Chrom Display links in this location [SRV-T com v]
’,é Eefau\ Edit.. < Hlowing sites, domains, and OUs are linked to this GPO
b & Compl =5 | e stion Enforced  Link Enabled Path
b (& Doma} RV-1 N ¥ SRV-1
51 Updatl| ¥ | Link Enabled fRV-1.com o =3
P L5t Group Save Report...
b 5 WMIF
H New Window from Here
I» LG Starter| o 5
b @ Sites Delete ,
5% Group Policy Rename rity Filtering
g Group Palicy Refresh zttings in this GPO can only apply to the following groups, users, and computers
Help .
- withenticated Users
[ Add |[ Remove Pro
|
'WMI Filtering
This GPQ is linked ta the following WMI filter
[one> 2 o
Open the GPO editor
=) Group Policy Management Editor = 1= I
File Action View Help
e = Hm 7
r i 7
= WSUS [SERVER-1.5RV-1.COM] Policy " Windows Components
4 % Computer Configuration .
4[] Policies Windows Update Setting .
- | Windows Color System
p ] Software Settings Wind Cust £ | P
» [ Windows Settings | Windows Customer Experience Improvernent Program
——3 4 || Administrative Templates: P¢| ol Windows Defender X
b 3 Control Panel | Windows Error Reporting
b [ Network | Windows Installer
5| Printers | Windows Legen Options
7| Server | Windows Mail
| Start Menu and Taskbar | Windows Media Center
b ] System | Windews Media Digital Rights Management
—3 | || Windows Components | Windows Media Player
4 All Settings | Windows Messenger
b || Preferences | Windows Mobility Center
4 4%, User Configuration | Windows PowerShell
b [ Policies _| Windows Reliability Analysis
b [Z] Preferences _| Windows Remote Management (WinRM)
| Windows Remaote Shell -
| Windows Update —€—— B
| Work Folders
| Workplace Join
v
< m >
< n > |, Extended / Standard
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9 g_.)\>'=23|

03 5 S ol 1, Components
Windows ol

3,08 5L oed

L i Update
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g
File  Action

=

View Help
= .4

Group Policy Management Editor

| Windows Color System

b [ Windows Defender

I | Windows Error Reporting
| Windows Installer
| Windows Legon Options
“| Windows Mail
~| Windows Media Center

| Windows Media Player

| Windows Messenger

| Windows Mobility Center
“| Windows PowerShell

_| Windows Remote Shell
| Windows Update
| Work Folders
| Workplace Join
“ All Settings
I || Preferences

—

4 %, User Configuration

~

| Windows Custoemer Experie

_| Windows Media Digital Rig

| Windows Reliability Analysi
- [ Windows Remote Manager

— Windows Update

Configure Automatic Updates Setting

Z -
_ _ 4...3")5 Ls‘ﬁj Ba aend Lﬁ‘ DL
Do not display 'Install Updates and Shut Down' option in Sh
Do not adjust default option to 'Install Updates and Shut Do
Enabling Windows Update Power Management to automati
Always automatically restart at the scheduled time
onfigure Automatic Updates

Edit policy setting

Requirements:
Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3

Configure Automatic
Jo b as SUs L s Update

Specify intranet Microsoft update service location

Description: = Automatic Updates detection frequency

Specifies whether this computer
will receive security updates and
other impertant downloads
through the Windows autematic
updating service.

Do not connect to any Windows Update Internet locations

Allew non-administrators to receive update notifications
Turn on Software Notifications
iz| Allow Automatic Updates immediate installation

2kl

Turn on recommended updates via Automatic Updates
Mote: This policy does not apply

Mo auto-restart with logged on users for scheduled automa
to Windows RT.

Re-prompt for restart with scheduled installations

This setting lets you specify Delay Restart for scheduled installations

whether automatic updates are
enabled on this computer, If the
service is enabled, you must select
one of the four options in the

Reschedule Automatic Updates scheduled installations
Enable client-side targeting

Allow signed updates from an intranet Microsoft update ser

b O Policies Group Policy Setting: v
b [ Preferences v 2 = Notifv before < I >
< n > | |' Extended /| Stendard
18 settingl(s)
bl Configure Automatic Updates -
E‘ Configure Automatic Updates | FoimicEsie | | Next Setting | . - E bI d . .
))\)Jﬁsubw“) naole MJSWL').:‘))
ot Configured  COMMENt: ~
nabled f- . d . . -
-— Configure automatic updating <.
isabled h
Supported o ['indows XP Professional Service Pack 1 or At least Windows 2000 Service Pack3 | ~ _
. Z
v u L okl Uoues okl | YLRLY
o B =R = < D P
Options: Help:
Configure automatic updating: Specifies whether this computer will receive security updates and | ~ \-.JL>‘:\" b. J\-:J‘y L;d ‘L:?-H -"}»\N M 9 J‘}J\)L} &:J L‘y ‘
other important dewnloads through the Windows autematic
3~ Auto download and notify for install v] updating service.
= . - . LT . G
The following settings are only required and\ Note: This policy does not apply to Windows RT. - S A S — e V-A Lo QLO J ‘ ‘ S A 75
applicable if 4 is selected. - - 6 N > 6 J-" €‘5 -
. This setting lets you specify whether automatic updates are
[ Install during automatic maintenance enabled on this computer. If the service is enabled, you must
. select one of the four options in the Group Policy Setting:
Scheduled install day:
0 - Every day 2 = Notify before downloading and installing any updates. . \ ~S O k LS)) J"
Scheduled install time: Wh_en Wind_uws finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded.
After going to Windows Update, users can download and install
any available updates.
3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed
Windows finds updates that apply to the computer and -

oK

__*‘ H Cancel H Apply |

ldate  Setting

Do not display ‘Install Updates and Shut Down’ option in Sh
Do not adjust default option to 'Install Updates and Shut Do
Enabling Windows Update Power Management to automati
i) Always automatically restart t the scheduled time
Configure Automatic Updates

=] Specify intranet Microsoft update service location

Automatic Updates detection frequency

Do not connect to any Windows Update Intemnet locations
Allow non-administrators to receive update notifications

) Tumn on Software Notifications

Allow Automatic Updates immediate installation

Tum en recemmended updates vie Automatic Updates

Mo auto-restart with logged on users for scheduled autema
Re-prompt for restart with scheduled installations

Delay Restart for scheduled installations

Reschedule Automatic Updates scheduled installations
Enable client-side targeting

Allow signed updates from an intranet Microsoft update ser

1] >

Specifies intranet (5, , 4=io Olka 3 o)l YU S el ns

LS KIS L ssMicrosoft...
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Gl st Rl s sl Ll Cand ol

[ Specify intranet Microsoft update service location

‘ Previous Setting | ‘ Next Setting |

O Not Configured ~ Comment: I - Ui‘ &Jb J\ Ju.vb:; (a Cwul% G V-::\s <=>&.9‘ LACM-L

® Enabled €—

O Dissbled - S onl gl p oS il |y 5 ol N|
Supperted on: [ At |east Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3, |~ J-.’ 2 u-i (5 J-f = 2 j}. o uﬂ)
excluding Windows RT

v

Cmé 92 2 j..L:.«s &:.ls enable RSP

Options: Help:

>

Set the intranst updste service for detecting Specifies an intranet server to host updates from Microsoft

updates: Update. You can then use this update service to automatically N :J\::S J)‘j \) J'.’.). uﬂ))‘ og\.f:u.ap'::a

update computers on your network,
|http:,f,f;amer-1 srv-1.com:8530 (__‘_

This setting lets you specify a server on your network te function

Set the intranet statistics server: as an internal update service. The Automatic Updates client will
search this service for updates that apply to the computers on _
[t arcomas® <= e : http://server-1.srv-1.com:8530

[example: hitp:/IntranetlUpd01) Te use this setting, you must set two servername values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated

workstations upload statistics. You can set both values to be the || J‘j?'_ )‘)Jvl rU se rve r_ 1 LSL?- 44. J‘ﬂb, w) )T kﬁ‘ Jb

same server.

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service, . . S 1 .

instead of Windows Update, to search for and download ‘) J}?' u.:ﬂj.) (‘b rv-1.com le.>- ‘U ‘)J.:.QS ))b ‘J
updates. Enabling this setting means that end users in your

organization dan't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying |,

WSUS w}ﬁ(_;\jr.‘a8530 Q)ﬁ:}.)\:.ls:)b

-_-"*| QK H Cancel || Apply ‘

4 5L 0 Group Plicy b .S | ~1 |, gpupdate /force | yiws 5 455 CMD 505 L8 pledl 5l dny

355 <okl Restart

ﬁ’-lUseth.ssnap—mtoqu.:uyandrahamydap\oythe|atestupaatasmyourcomputas. Y aed )‘ K ("U":“ WSUS B ))b "\'.’.L’ YL; CJL:L;.O fl.>u‘ )‘ .,\.t.:

ree A4S ol | s el 5l S To do
/A 614 security updates are waiting to be approved. — A
ity g to be zpproved. " - i -
A 100 critical updates are waiting to be approved, €——
& Your WS5US server currently shows that no computers are registered to receive updates,

@ 236 new products and 9 new classifications have been added in the past 30 days, View
products and classifications

Overview

Help HEIE

(Critical Updates (100 updates shown, 1540 total) Actions

Approval: Unapproved ~ Statusi Any - () Refresh Critical Updates =
D Title Install.. Approval 52 Search..

Update for Wind Not approved & New Update View... 45 Lﬁ,u “:“f."\;’.‘ J"f.b ()"; J\,.;Lp a “:“‘“""“5 g}‘.’.‘ BL

Update for Window, 0 Not approved View 3

Update for Window: . Not approved New Window from Here L. . . .
Update for Window 0 i 202 Not approved G Reresh &.JL>=D‘ ‘_) ol Q.ﬁ[ijb CA—QL&}J&,L‘ g;\.iLw _)‘
Update for Wind (KB955302) Not approved 0 Hee
Update for Wind, s Not approved

Update for Windows Vista (KB951618) Not approved | Update & ,,L.,S g_i,JS Approve S 2 Iy B _,\,.,S
Microsoft .NET Framework 3.5 Family Update Not approved & Approve.. €— " " ) ) -

Not approved & Decline

Update for Window: 2) Mot approved =, Group By 3
Update for Window 5 Not approved Status Report

Update for Wind, (KBS Not approved B v

Update for Windows 2000 (KB327891)

Status: MSRC severity: Unspecifie
B Computers with errors: d EI
Computers needing this update: MSRC number: Nene
Computers installed/not applicable: Release date: i,
Computers with no status: 22TV s

KB article numbers: 927691
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Approve Updates

To approve multiple updates, select the group from this list, click the arrow, and choose the type of
L"& approval. If you want a child group to inherit the existing approvals of its parent group, choose Same
' as Parent. If you want all child groups of a parent to inherit its approvals, click Apply to Children on

the parent group.

Computer Group

'ﬁ' 7| All Computers

Approved for Install
Approved for Removal

Mot Approved

Deadline

Same as Parent

Apply to Children

Keep Existing Approvals

Approval Deadline

Install MNeone

G 4| Unassigned Computers Keep existing approvals

€—Ctrl+|
Ctrl+R
Ctrl+N

3

Ctrl+P
Ctrl+C

Approval Progress

Approval completed without errors. See below for details.

Action Result

@ Approving Update for Windows XP (KB961503) for installation te All Computers... Success
@ Approving Update for Windows XP (KB961503) for installation to Unassigned Compute... Success
@ Approving Update for Windows Vista (KB937287) for installation to All Computers... Success
@ Approving Update for Windows Vista (KB937287) for installation to Unassigned Compu... Success
@ Approving Update for Windows Vista for x64-based Systems (KB937287) for installation... Success
@ Approving Update for Windows Vista for x64-based Systems (KB937287) for installation... Success
@ Approving Update for Windows Vista for x64-based Systems (KB949939) for installation... Success
@ Approving Update for Windows Vista for x64-based Systems (KB949939) for installation... Success
[ 0 W SR ) PR TSP UL Y Y O PR ¥ SRS V. o, W 1 ¥a e Vi I SO | S SO S | I g G Coommee

~

W

e

I, Approved For install 4, 5 s ol s

S Ol

B calie a3 cpl s oS shailes

s 3l B gl ol S
0305 5 edd skl il Sl
e oS 543 S 13 55 5 gslS
onl 5 s el S eslizal L

:Monitoring gl usg jw L 415

4,5 CPU Sl o5t 55 sl plad (555 2 il 5 n & 210 2525 LUl 5 W s e s s 52

Event , Performance Monitor wile s s il azdls o8 ol s ) Lo G

2SS 8Os S gl o o= b Event Viewer ., L « 5,5 55 Viewer

e LAl i g nl b on Lol

S35 2 (PP S oo 4 s il oS o s 2 |5 Performance Monitor s e 1zl s

3 dpiSearch syl |3 wbe & sl Gl Gl cmd odd @ 5L 5 ol el e S

LS |l w5 .S 55l |, Performance Monitor w.s
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®

(&) File Action

e nE|E= BE

View Window Help

Performance Monitor

-|o| x
[—]=]=

@ Performance FEERE Y AEEELI
4 [ Monitering Tools
B8 Performance Monitor e
4 [ Data Collector Sets Ly
b [d, User Defined
b [ m System
[ & Event Trace Sessions o)
L) Startup Event Trace Sessions
- L] Reports
60|
40
Zﬂ_\/\/\'j\nﬂ[\j\/w\
: [
0412 b5 10:05:08 b 5 10:05:38 b5 10:06:14 b .
Last | 1/728 Average | 10/698  Minimurmn | 07000
Maximum | 100/000 Duration | 1:40
Show Color Scale Counter Instance Parent Object
i~
< m >
* |
EEENE R Y IE-TELIL
100 F
Bﬂ_
Add Counters.., €=
Save Settings As...
Save Image As...
m_
Save Data As...
Clear
a0 Zoom To
Show Selected Counters
Hide Selected Counters
204 Scale Selected Counters
Remove All Counters
Properties...
0 SO T A T AN A
10:02:35 b, 5 10:10:08 I, 5 10:10:38 2. 5 10:09:34 l». 5
Last 0/001  Average 1/574  Minirmum 0/000
Maximum 20/319  Duration 1:40
Show Colar Scale Counter Instance Parent Ohbject
F
£ m >

212

<

aMWﬁjJﬁjéﬁ)#L@

S LS
Performance Monitor

Performance

S 5]

K wSs KIS Monitor
Processor « by e ol
QLJQAS.X?SL;G odalin \)Time

J\.JJL’L;c CPU JJS)[S o lad

S Lol e b i sl
(S o 15 O 3 S8 6 B
03 500 S8 e 4 Ll sl
Coly KIS sl jasein Cuand
I, Add Counters «. ;5 5 .S

VLT L s S b

S SIS+ 0,501 6,

Qﬂ‘j&‘)wduok_)w

V?S wlsl e C)‘i‘
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Available counters Added counters
Select counters from computer: Counter

<Local computer = V| | Browse...

Processorg, A

%% C1Time

% C2Time

% C3 Time

% DPC Time

% Idle Time

% Interrupt Time

%% Privileged Time

:
Instances of selected object:

Total
<Allinstances>
a

[] show description

Add Counters

Parent Inst...

Computer

Pl
o

a
i

- LSLﬁa&)Lw;?Laijﬁjww‘))

J»;.SL;O a.l.shu;.nb 345 g0

Processor suled IS5 ol s S

s by dsgeme 3 bl s

S bl 1 Ll 51 S L s 48 gaes

Local o (VL 55 il azils ax g5

orl ks Olis oS aws i Computer

U’i‘ ‘U L‘}J}ﬁ LA OJJ)LQ.\: U'»{‘ 6@‘

el 5 S wlol cud oy Kos 5l Browse ¢, » SIS L Ll y5 s S 1L _» Computer

.J\:.AJJ“J.;‘-;W)J?JJ‘}A\)OTLSLAOJ.;)M}

(~) Resource Monitor = |[=
File Monitor Help
Overview | CBU | Memory | Disk | Network |
CPU B 3% CPU Usage [T 1009 Maximum Frequency /\ AR I > | Views |v| o
[] image FID Descrip...  Statlis Threads CPU  Averag.. ~ CPU 100% -
D perfmon.exe 3838 Resour.. Running 17 (1 533 | =
I:‘ explorer.exe 1172 Windo... Running 45 ] 0.69
I:‘ System Interrupts - Deferre... Running - o 0.36
D wmtoolsd.exe 3384 VMwar... Running 6 1] 0.13
I:‘ lsass.exe 528 Local 5. Running 29 ] 0.08
D System 4 NT Ker... Running 24 ] 0.03
I:‘ swchost.exe [netsves) 364 Host Pr...  Running 38 ] 0.03 60 Seconds 0%
I:‘ vmtoolsd.exe 1600 VMwar... Running 8 o 0.03 Dick 100 KB/sec -
D dwm,exe 796 Deskto... Running : ] 0.03
I:‘ svchost. exe (WerSveGroup) 3664 Host Pr..  Running 3 ] 000 | ¥
Disk B 0 KB/sec Disk I/0 B (5 Highest Active Time: (A |
Image PID File Read.. Write.. Total.. I/OPr.. Resp.. ~ = | |
explorer.exe 172 L\ 473 o 473 MNormal 39 = I\"'\I‘ ‘Iﬁ H
= I W d
explorer.exe 1172 C\WiL., 964 o 964 Normal 36 g =
explorer.exe 1172 ChWi... 964 1] 964  MNormal 11
explorer.exe 1172 ChWWiL.. 195 1] 195  MNormal 10
explorer.exe 1172 ChWi... 248 1] 242 MNormal ]
explorer.exe 1172 ChWi.. 10,825 0 10,825 MNormal 6
System 4 CWWi.. 0 205 205 MNormal 5
System 4 CMSB... 1] 205 205 HMormal 5
explorer.exe 1172 ChWWiL.. 2,146 1] 2,146 Mormal 5
System 4 CAWiL.. 0 332 332 Normal 5 ¥ )
Network B 0 Kbps Network I/O B 03 Network Utilization A Memory 100 Hard Faults/sec
Image PID Address Send (Bfs.. Receive (B.. TotalTB/seq)
Isass.exe 528 Server-1.3.. 25 65 90
dns.exe 1384 Server-1.3.. 65 25 50
Microsoft ActiveDirectory.Web5S... 1272 Server-1.3... 36 12 43
Isass.exe 528 Server-1.3.. 7 32 39
04
hd w

213

Resource ¢l L 55 s
S8 &S 3l 55 Monitor
S |11, of Serach 3 b
ol ADE D)5 4 e 5
Hard Ram oxjls, 55,8
b s S e el 1y S
oo 5 Bl 5 ples s e
53 S e el e 5l oS e
S S el ol Ced g s )
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:Web Server (lIS) L 48

Lo sl Cole o ol U oS (5l oly S m 5o oo b oo s et o i 2l 03
Sy S s w03 S e @d LS JB ol ey coad bl (S 1212012 55 0 oo,
2 Sl 5,8 el e 1 e ) ol SE e 5 s e 0l el g e 55 US55
i o el ea 4 LSl adls a5 s S V.:A\j} 5T Web Server glea U 5 1IS R
53 DNS s LS g s sl O e bl oy a3 ) 53 il S ) 2 U3 45 DNS
sl LS|

o Configure this local server
e — » 3 L Server Manager 5,0y ¢5,% ¢l

2 Add roles and features

S s Add Roles and Features s,

3 Add other servers to manage

WHAT'S NEW o _
4 Create a server group

Hide
| FARMN BACORE

[ Add Roles and Features Wizard = | =] -
o U us KIS Next s,
DESTINATION SERVER

Select server roles Semver-15R-1.com R .
Server ca.ld s 59, [

Before You Begin Select one or more roles to install on the selected server.

Installation Roles Description Oﬁ'] w O_L‘ JD cu\?wf ROIGS
Server S2lect . ~ Web Server (IIS) provides a reliable,
[] Application Server manageable, and scalable Web W b P =
— : ﬁ_:-‘,?:l_c ‘s'- e.'_:_ application infrastructure. e 4.,%)'5 .3).9."),4 6&4,«..{;
[] Fax Server
I [H] File and Storage Services (4 of 12 installed) ) v\.:.:.g ul’::.!‘ ‘) Servers (”S)

v Hyper-V (Installed)

[] Metwork Policy and Access Services .
| [®] Print and Document Services (1 of 4 installad) Add (.Sj) j). °J"~d )Lf °j>~b‘f: J"

[] Remote Access

[[] Remote Deskiop Services

LS (SUs Features

[ Velume Activation Services

e Bl Web Server (IIS)

b [¥] Windows Deployment Services (Installed)

[] Windows Server Essentials Experience 4-5 U “. ; ;w ; Next Ls)‘) J{

[] Windows Server Update Services "

e Ay JS
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Add Rales and Features Wizard

Confirm installation selections

Before You Begin

Installation

Restart the destination server automatically if required

their check boxes.

(s ‘Web Server (IIS)
B ) Management Tools
- 115 Management Console
Web Server
Commen HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics

Export configuration settings
Specify an alternate source path

< Previous

To install the following roles, role services, or features on selected server, click Install.

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you de not want to install these optional features, click Previous to clear

==

DESTIMATION SERVER
Server-1.5RV-1.com

&; PO ) Lﬁ‘ BE .,\:.M:J.’ J.E..rb)j.a
Installéj)ﬁjoéjbjﬁ))jﬁ&iﬁ

S s

A4S | > 1, Http://localhost .51 565 51 ~I 1, Internet Explorer s -l sl

)JJ'ZM:JJM“S m}fﬂéw‘ OMWYL} g}"’)"TLS‘j}‘LJ‘?"SL;" OML&Aﬁ)J&;)JQS‘)jj@LAA

Al e L I

e@| @ http://locathosty O ~ B & H & Microsoft Internet Informat...

IN

£7 Windows Server
Internet Information Services 8.0
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T |'5_ v Computer » Local Disk (C) » Jl’”.“ ",}’L 6uﬁ‘J; )\ L;’.'. JJ 4"’:,}1'. &i J'.’.L' @j“:’ LS‘)"
N - Date modified .7 i .
. ame ate modifie ‘ﬁhbj‘fd‘)b‘)JFCﬁL”uJ“‘bfféuJ—Lb)
op 5| discoir o 2014 9:58 PM '
- pen
loads | inetpub . . 2014 9:03 PM . . 4 N
t places | Perflog O.penln new window 3012 12:44 AM \) Index.html rLJ L’ HTML Jilﬁ “g-i M Cjﬁ LS‘J"
| Progion R 2012 12:14 AM . .
3  Program|  Sharewith _ oztosam |l A V,,Sda sl € sl s 3isco.ir fb' Lglad g oo
ments | Users Restore previcus versions 2014 8:36 PM
| Window| Include in library b (2014 9:44 PM - . . .
- codto , L_;’“’J‘“'“J 6“).3 b 6)& L;Lﬁ)fw LSJ""&'.’."L.’.L )lS U"{‘
s
Cut . .. - . . .
Copy 6\ﬂcm.a}<al.?u‘j]m>)y%ug)@w_pwu\ﬂ)[s
ter
Create shortcut .. 5 s . .
! o &ﬁ#})}ﬁ%ﬁ&)}j}f})d&hb@)gw‘
Rename . .
. LS ol |, Properties 5 s el
Properties -— - . -
LS 3isco.ir Properties
|Genen—.|| ISharing ‘ Security |Previou5 Versions | Customize
Object name:  C:M\3iscolr
S Bdit 55, 5 g5 @ln 5 s Security o5l cand ol 5o
Flcreonomen |
52,5YSTEM N . e fe 4.
2, Administrators (3ISCO\Admiristrators) 2D gt I‘BLb e ng [ .L:.S &?‘.LS
B2, Users (31500 Users)
To change permissions. click Edit.
Pemnissions for CREATOR
OWNER Allow r Demy
Full control Ill ~
Madify
Read & execute =
List folder contents
Read
Write v
Eﬁé;ﬁ:‘iaalnizﬁissions or advanced settings,
Leam about access control and permissions
| Permissions for 3isco.ir .
Securty h
Object name:  C\Jiscolr u‘j 4-.1 wﬁ}b j«b—o O‘ﬁ)g dodd LSMJJ:MA) (5|J'f 0‘5; J\il{ m kﬁ" )5
GI’DLID Or User names:
ROWNER b Jb))jﬁ Mﬁ 4 L;wj»w) Bl ”S_IUSRS 0‘3; 4 CJJGJJ)‘}A %Lw
52, Administrators (31SCO\Administrators)
52, Users (315C0NUsers) s g . . [ - . .o
Ll o 05 S pl s B3 S S pe w08 g‘L‘“ O e
S SIS A g5, 2 L
Permissions for CREATOR
OWMNER / Allow Deny
Full control 7 O O -
Modfy | O |
Read & execute O O =
List folder contents O O
Read O O v
Leam about access cortrol and permissions
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Select Users, Computers, Service Accounts, or Groups _ S J\:u.j )"-g J)\) |) ||S IS }f\ - 5 k.)'l‘ 53
Select this object type:
ses G or Bt sy et 3 [Gieatweer] | 4 IIS USRS &5 8 15 s Check Names
From this location:
|3isc0.ir || Locations... | )ls Lﬁ‘ )‘ .,\;u ‘Jj*j‘L;‘ 4_9\...9‘ CMMJ“ @ )lejﬁ- CJ)M
Enter the object names to select (sxamples):
IS IUSRS] Check Names LS s Ok s, B
;;I

ok ][ G |

Permissions for 3isco.ir -

ﬁ&]é})ﬂcw)éﬁ.})}.&OJﬁOM‘Gu‘)"J@{
Security 5
Object name:  C:\iscolir J‘E'.":)j" LSLQJJ’“’ B ‘bj‘j’ QM':"" ol LSL“J)N G "\:"‘S

oy

Group or user names: Lolgn Jais Ol o8 U ass ol |y, Read a8 Laas
42, CREATOR OWNER 7= i = ? JS
42, SYSTEM ..
52, Administrators (3ISCO"Administrators) LSl s se oo

2 11S_IUSRS (31SCOMIS_IUSRS
82, Users (31500 Users)

Pemissions for 15_ILUSRS Allow

Dery
Modify | O
Read & execute 1 J
]
]
O

List folder contents 1

Read —_—
Write D

Leam about access control and permissions

oK || Cancel || fpply |

IS «dS 5 w4 Search syl Lé Slles abol 51
Search BIECE 3l g Clles plbxil 5l

Internet (cs, s g0 slbd a0 S 55 5 S syl 1,

Bverywhere

A8 SJs Information Services

‘Qg Internet Information Services (|15)
h Manager
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CE Internet Information Services (I1S) Manager
®© ‘J » SERVER-1 » Application Pools

File  View Help
FEETEIY Ué' Application Pools

Y Start Page

4 Ef] SERVER-1 (3ISCON\administrator)

-2} Application Pools

This page lets you view and manage the list of application pools on
the server. Application pools are associated with worker processes,

oJ.ALi.A 3129 Jg.\ijb 45))12.»[.4.&

.; Add Application Pool...
Set Application Pool Defaults...

'@}' Help

contain one or more applications, and provide isolation among

| @) Sites \ different applications.
Filter: - Go - g Show All | Group by:
Name * Status NET Fram... Managed Pipel... ldi
[} DefaultdppPool  Started w40 Integrated Ap
< m >
Ready

Online Help

&

%

Jo5 S50 IS s s A8
Ll OB o0 gl el ol | ]
slw! Application Pool <
S 4 Application Pool (oS
ki &S s S (gl ab s
o2 OLS s 5 Al 13 ol 55 oyl

9 5 Cole g SIS b S

Sy s 5, L@)\VAQJ;S\}JJ«S}@\J m\ﬁﬁpgm;ﬂ@mmpmb,\;%%ol

— =zl |, Add Application Pool « § 5 .5 s Application Pools (s, , cor cns £

Add Application Pool M

Mame:

|3isc0.ir B |

.MET Framework version:

|.NET Framework v4.0.30319

Managed pipeline mode:
=

Start application pool immediately

| QK Cancel

WJ.}‘)JL:SJ‘)\}‘))PO‘PJJCUName W))Jﬁw‘).} .,\:S
w8 L= Wil s 5w usees < Managed Pipeline Mode

dw Pool s Ol | 2T a8 Ko ST .S ol 1 Classic

E Internet Information Services (I15) Manager Bi-
— E
& » € » SERVER-1 » Sites » Default WebSite » W o N e | H | .
@0 | | 5,15 Application Pool sb! 5l e
File View Help - *
@ B IS5 (9 @ Default web site Home 5 =8 Jv{«-"‘ b w g ("’.9";@5" Site S
@5 Start Page iter “ showAll | Groun by: Edit Permissians... ' " '
4 93 SERVER-1 (3ISCO\administrator) fiter: M 0 T NEenow roupty: B T
1) Application Pocls 1is an v G L . ;9 :. -l
4.3 Sites 4 = PO = SR80
1 /@) Default Web Site "qus ‘jg‘i @ Dj [ Besicsettings.. f 3 . o
/ . Explore pmpression  Default Directory View Applications
Document  Browsing A f H
Edit Permissions... View Virtual Directories
g : 534S 3,05 5 4= 5 Default Web Site
& Add Application... {-;:;1 A E[ Manage Website ~
| Add Virtual Directery... Handler HTTP Lng;ing _ & Restart _
Mappings ~ Respon... = b . - . . .
Edit Bindings.. - . o S Bx ‘[’?‘SLfo [N e ‘_) d‘ end L)'i‘
Manage Website v <§>E| ;E.-g o= D —
Modul Output Request I o 7 T
& Refresh cdules cﬂ“[f‘:g F:fe“:"sg Browse *:80 (http) Remove 4...1}5 3 S - ‘) g S L)‘
K Remove «=— Advanced Settings... - - -
Rename Configure
Limits... . § <
[ Switch to Content View Py ...,L...S" ~ YeS EED) r g_)L>w\ b
Management ~ "~ Oniine Help
R -
[ Features View [Z Content View
Ready €
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1

sde Site (55, 5 28 i Cole Gl 3l ux
SUs Add Website ¢, 5 5 aeS el SIS

S alb day KA L aS

CE Internet Information Services (l1S) Manager
@) | (] v SERVER-1 » Sites »
File View Help b
Connections g‘
. || @M si
-6 Start Page . —

P Filter: Gi i Show All |G by:
.93 SERVER-1 (315CO\administrator] e A, IRl 1oup by
[} Application Pools Name * I Status Binding

8| S
f @ AddWebsite., g
L3 Refresh
iz Switch to Content View
= 2
Add Website I_-

Site name:
|3\5co.ir 1 | |3\sco.ir

‘|2 e | o..L.iubuiA Lgbho)l.a.i ;A,»JJS “ J.i.; U‘i| BE

Content Directory
Physical path:

|C:\3iscu.ir 3 | EI

Pass-through authentication

|Connectas...| |Test5ett|ngs.‘.| \-Jj °|}>'J_> <;L, ‘)",{Lf L‘,“:, RPN 5 Lfi‘ BE —1
Binding .
Type: IP address: Port: ')";"'s 5)‘,) \‘) J? g"f.Lw
[hitp v [192.168.1.100 v] [e0 | 4
“Hmama - Sbws a5 Application Pool s ;5 -2
Example: www.contoso.com or marketing.contoso.com Application J\_ib. w _,\_,J,'b.g;c W
23S 3ll 3ISCO.IN oL L L3 «5 Pool
Start Website immediately _L:'S b.)l’r:’" Select S BT < . S L, ‘)
| OK | | Cancel |

o3 b Physical Path c.s ;5 -3

Sl U3 15 sl ol S pasnie 0535 i ge mlis b5 4t s 1 s cule g Si

.ﬁD‘JMOTQbMéL&wﬁb}ﬁJ;

80 ng)ﬂb CJ_)‘% ULM‘JJJ\:;S;.;G::;\ ‘_))jﬂ w_)bi)http Cf .,\il{wll-c)wdamﬁ;)b —4

Al o IS s o Sl 52 B 0 oslad cpl aS das I 3

Cad ol b (65 b o S Jaiie |y 2 Csle oy sl Al Host Name s 55 -5

St on b gstre Dl G Sed 53 5 el
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o sl s, ge ol s U S SUS OK (655 2 VU Sldes ool 51 an

H | @ » SERVER1 » Stes » 3iscoir » N | <@ -

File View Help

0 3isco.ir Home ‘
Bl Explore

&5 Start Page Edit Permissions...
i Filter: - ¥ Go - gk ShowAll | Group by:
-85 SERVER-1 (315CO! istrator) e © - Bashou Al | Goup by vl Edit Site

(2} Application Pools s ~ -

ol stes . . Bindings...

_____ P smcair a& \@ @ Basic Settings...
1 Authentic.. Compression  Default Directory View Applications
Document  Browsing View Virtual Directories

Manage Website (a)

=
& d
-
ErrorPages  Handler HTTP Logging @ Restart
Mappings Respon... P Start
FoA o "
<=l = Browse Website
MIME Types  Modules  Output  Request 5] Browse 192.168.1.100:80 (http)
Caching  Filtering

Advanced Settings...
& Configure
S5L Settings | Limits...
@ Help
Management ~ Online Help
= e

|2 Features View |{Z Content View

http://192.168.1.100/

€ B 1921681100 - | (B~ Google PlYB ¥+ &=
www.3isco.ir

www.3isco.ir

www.3isco.ir

www.3isco.ir

www.3isco.ir

www.dizco.ir

H | @ » SERVER-T » Sites » Jiscoir » w@-

File View Help
0 3isco.ir Home _

LS = NEaR-
45 Start Page Edit Permissions.
Filter: = ¥ Go - [ghShow All | Group by:
: X B
4 €5 SERVER-1 (3I5C0! ) el Edit Site
L2} Application Pools 1S ~[n]
4[] Sites LY
P secor a& \g @ Basic Settings..
\ Authentic.. Compression  Default  Directory View Applications
Document  Browsing View Virtual Directories

& &

-
ErrorPages  Handler HTTP Logging @ Restart

Manage Website ()

Mappings Respon... P Start

nY 5 [t B Sto

E = | o= B

n!: 2 i |

L eﬂ = Browse Website

MIME Types  Modules Output Request 18] Browse 192.168.1.10080 (hitp)
Caching  Filtering it L

Advanced Settings...
& Cotipme
S5L Settings Limits...
@ Help
Management ~ Onlin Help
= h

[ Features View |\2 Content View
Ready ‘i:s|
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Internet Explorer 5,5 L 5 1.5 SIS
Address bar ;s 1, YU sl 5 Ly

S 5l

ok Il mas s isyse Cole O
Gk Sl el e Y e
S PR R g A PG I P

Cole oy WWW.3iSCO.Ir uysl 03 S

Sad |l by g
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Port

IP Address
192.168.1.100

Host Mame Binding Informa... Add...

Remove

s

S e T e v Ip Address s, USE ol

5L ase sl b s SUS Edit g5, 5 5 AcS

A3 fb'“” B

Type: IP address:
[hitp | [192.168.1.100 v] [0 |
Host name:

|www.3isco.ir| —

Example: www.contoso.com or marketing.contoso.com

Mot Found

& 31921681100 <«— v & | |B- Google

<3 b Host name i ;s 5 asio ol 3
o3l G pl s S WS sls 1y s ol

ol ol 3,13 WWW.3iscO.ir

SIS 0K (55, 5 Jain, 00 Sledbl 05 S 5505 5l A

S

IP sl b 3l il 5 pas 505 S ol 51 iy 145

ssbilen (Al ails oo s Bis )00 Cole s a

by
Not Found

IP LS‘J}‘ L: c.L:..SL;a odalie 3290 J.g.‘l BE Y

HTTP Error 404. The requested resource 1s not found.

L el il ‘5\ﬂ6\w@a,ﬁaw

Port
20

\

IP Address
192.168.1.100

Type Host Name Binding Informa... Add...

hitp  www.3isco.ir

Edit...

m
)
=
El
m

Browse

Bindings wuws « ol o opl = Gl
ool LS o oodalis a5 skiles (S e arl e
Slp AeS o 0dalin |y wd g 05,5 Sl g oS S

S SIS A (g5 S
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Add Site Binding [~ I Sl | s opsl L Ip address cus s

Type: IP address: Port:
hitp v e ] y Ssy &S 4 g LS SIS OK (655 5 S
Host name: “\

Example: www.contoso.com or marketing.contoso.com

357 Cale il a wa [P sl LS cpl 51 s

[ ]I

Cancel |

e I DR Ny R e P e

oS o Ll ) sy se sl g5 e BrOWSET 5515 (oS |l www.3isco.ir

- I:I-
L

@@‘é‘hﬂrﬂ www.3isco.ir, D'G”-@Th.spaguan'wem;p\ayad ‘ | . . . .
\ .)\JL;OOMLM‘)J{‘})J&)JG\S)#M

slas plag b Jlisyse sl Gl b
ol S il s This page can’t...
o3l s a8 Sl opl bl 4 (S
sskibes (ulis oi |, www.3isco.ir
s S DNS s ngm s

Q’.’.‘)J .l..s'l._»ju\.&)@ rl’u\ \)IP)JM‘)JI

This page can't be displayed

+ Make sure the web address http://www.3isco.ir is correct.
* Look for the page with your search engine.

+ Refresh the page in a few minutes.

Fix connection problems

D g R AT e § e

o

& DNS Manager

=IERE DNS .5 . 3l IS ol U= sl

File Action View Help

e E oz Bm 8 88

. . MRS .o, 5
2 DNs Name ata by Timestamp fl) b.zone (}?ﬁ )‘ end L){" )J .ﬁy&
2 7 seRveRa madics Update Server Data File
4 [ 7] Forward Lookup Zones 7] _sites Reload .
o _msdesaisco. - . . . -
b e ;ms cs.disco.ir T’t[p New Host (A or AMAA)... w\JL’ ¢ ‘ ° | Jl?u‘ ;A 9 3ISCO.Ir
4 Il a1seodr 1 _udp New Alias (CNAME)... €—— " - ‘
d =
/: .'-:'t;“ 1 DomainDnsZon  New Mail Exchanger (MX)...
- ForestDnsZone: -
5 . New Domain... . . .
v ——t‘; Elsmeasparent O 241 server-13iscoir, hos...  static LJ'i‘ LS_)-’ 6‘)—’ CJ'MS“ -’l>=,’.| L..é )‘ b Zone
4 -.'Du P onez £ (same as parent Sw Delegation... erver-1.3iscoir. static
omainDnsZone
:z o ez || ] (same a5 paren Other New Records... 92.168.1.100 5/13/2014 2:00:00 PM
s o e | ST o i DNS oy s e 4 6550
b 1 Trust Points Al Tasks > - sHon - C
b 1 Conditional Forwarders —
] Global L
4 oheltogs Export List...
View 3
Arrange lcons »
Line up Icons
Properties
Help
€ m > € mn >

Send command to server to update this zone file.
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New Resource Record -[:J
Alias (CNAME) !

Alias name (uses parent domain if left blank):
| WW |

Fully qualified domain name (FQDN):
|'A"Nw.3isc0.ir. <« |

Fully qualified domain name (FQDN) for target host:
| server-1.3isc0.ir| - | | Browse... |

[C] Allow any authenticated user to update all DNS records with the same
name. This setting applies only ta DNS records for a new name.

oK | | Cancel

W).sjm;s&&gsﬁsco.ir S aalsl j3 AS anx| e

("3'56" g.)l.’>-.74‘ ‘JCNAME Mﬁjab;w‘)ﬁoﬁ)b

3l 1, WWW s Alias Name w5 5 amio ol o
ool Fully Qualified cas 3 Obpea & &S
Caad 3 gl o3 S0t Do & www.3isco.ir
5ls el 5L amin 5 5 LS SUS Browse ¢, » Host
O ol S Ol 1 g 5 seslS 5 L 5 3ISCOLIM s o

WWW.3ISCO.II sl (gl 5l )18 a5 ol s ol 4

LS SIS 0K (555 » 05 Salida 5 seelS oS 4

|- o .

@@|i§ http://unaw.3isco.inf t—0 ~ B & ” & 3isco.ir
www.Jdisco.ir

www.Jisco.ir
www.3isco.ir

www.sco.ir
www.disco.ir

www.Jiseo.ir

o
R - s skl
¢l>.;,| O A S e sdalio
s 03 e Oledas
ik 3 s, oyle DNS

@M‘bM\f‘DNS U

s Cole ey 5 Jld
o3l 1P s b sl s gslalel,

oS 1]

oo LIS s LSS sl Powershell i s 6w G L aalsl s
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Tasks

3 Run as Administrater

43 Run ISE as Administrator € ———
43 Windows PowerShell ISE

B3 Windows PowerShell
o Unpin this program from taskbar

IS Uuog juw 3 PowerShell ool jgivws jl oslatiwl

I, Run ISE as Administrator «, 5 5 1S cul, s PowerShell

S Ol

File Edit View Tools

H 4

Untitled1.ps1* X |
1 New-WebAppPool -Name test.com

\

Debug Add-ons
8 » | 9

Help

-

P5 C:\Windows\system32> New-WebAppPool -Name test.com

Name

test. com

PS5 C:\Windows‘\system32=

P 3 B 9=

L Sole s el L POOL S dl g8 sl
(S o bl 3 st Go b Sl ot

New-WebAppPool -Name test.com

sbw! ¢l , New-WebAppPool YU | szas s

—name ;s L Ol 5l da 5 35, 0 LS « Pool

sl 3 4 AS 34l |, 5= AppPool ol Ll

Ll ol 5,1 Test.com

CE Internet Information Services (11S) Manager I;‘i-
@J “:3 » SERVER-1 » Application Pools |s-i'z =2 ':E' e

File View Help
Connections
€ 7 |8
.- &l Start Page
A-Ej SERVER-1 (3I5CON\administrater)
|1} Application Pools €———
a-[a Sites

Q;J' Application Pools

This page lets you view and manage the list of

or more applications, and provide isolation

D@ 3isco.ir ameng different applications.
b€ SharePoint - 80 o . W6o
& 4@ SharePoint Central Administration v4
pﬁ’j SharePoint Web Services Name Status ‘MET Fram...
[} Classic [MNET Ap... Started  v2.0
[} DefaultAppPool  Started  v4.0
[} Defualt Web Site  Started  v4.0
[P SecurityTokenS... Started w40
[P SharePoint - 80 Started w40
[} SharePoint Cent... Started w40
Lia) SharePoint Web... Stopped v4.0
[P test.com - Started w40
< ] >

Content View

Ready

application pools on the server. Application pools
are associated with worker processes, contain one

© s s IS msw 5l S

Actions
; Add Application Pool... . .

Set Application Pool Defaults... Appllcatlon POOIS T ;
'92' Help

Online Help

4S5 S dal g cdalin (US axx
Test.com (L L ks, Pool

el 0 3l

N
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J‘j ("ij";lfa PowerShell J)‘j oJL_»‘jJ )\5 ‘_)." Lg‘J" cV.MS JL}U‘ ‘) > 4> C_,...:‘Lw 9 .,\.>L’ Pool JL>u‘ )\ SES

(.1.5@ oslanal o5 Ol gnws

New-Website -Name test.com -Port 8088 -IPAddress 192.168.1.100 -HostHeader
www.test.com -ApplicationPool test.com -PhysicalPath C:\test.com

o o2 b Sl b gl e sl Test.com b b ol o SOV ol s Sl eslinad b
Sy o8 L Cole O K sbl sl s oyl =S s gor% New-Website )}L&JL."V.::;S‘;‘
Ao Coluobml a4 by e Sladad b5 o 5mes Gl assemme 5 S Dlosies plad i ol 51 sy
Sl dn 5 ss Sl ol sl teSE.COM L] 3 45 (S o 5505 1) ol ol Name ;s b il o
I, 3ISCO.Ir cule g oS L3 Cand 55 AL 0LsL ST as wil o ol Oy ol 4 bg e POrt g 05
sl o Il Soys cpl IS 55 5 ol el 313 e 0T 80 oy s 5 ki S0 4 23S 3l
s baalsl 3 o S 2Lzl 8088 5y 5l s (pl 53 45 @S sl s s SO L e Sl
o b S 3l 1 apd e Jlb OF s ale o opl &S s, IP ol bl IP Address
(ool o 3515 WWW.EESE.COM | szs (sl 55 4 oS 5,05 1y 555 Sl s w3l L HostHeader
o3l Ll =T 3 5 0SB ome wles S bl teSt.COM oL L 33 &5 |, ApplicationPool b wlsl s
Craed ol 53 e 45 A28 5505 15 2505 13 a3 O 53 sy ge sla b oS 1) 35 oo oy (S5
> s Cﬁ“‘t’ri""’ Read ;> [IS_IUSRS o S 4 3isco.ir < 5 S 2 oS IS b 4 as ol

= Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
0@ B & B x|® P B E % |8 BFoo &m
| Untitled1ps1™ x| -

1  New-Website -Name test.com -Port 3088 -IPAddress 192.168.1.100 -HostHeader

\

www.test. com -Ap ~

test.com

Started C:\test.com http 192.168.1.100:8088 :www. test.

P5 C:\Windows'system32:>

_E-

Commands X X
Name:
A ~

Add-ADCentralAccessPolicyMember
Add-ADComputerServiceAccount
Add-ADDomainControllerPasswordReplic
Add-ADDSReadOnlyDomainControllerAce
Add-ADFineGrainedPasswordPolicySubjed
Add-ADGroupMember
Add-ADPrincipalGroupMembership
Add-ADResourcePropertyListMember
Add-AFCacheAdminLocalConfiguration
Add-AFCacheHostLocalConfiguration
Add-AppxPackage
Add-AppxProvisionedPackage
Add-BCDataCacheExtension

Add-BitsFile
Add-CertificateEnrolimentPolicyServer

Add-ClusteriSCSITargetServerRole

Add-Computer
Add-Content A
< [ >
< [ >
Completed Ln1 Col 142 I 100%
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o3l 5 & 43 Internet Explorer s, S AL o ol Gl a o YU Ol s sl 5 Ay
ool Spa oS el ol bl w g pde cal s Ll aelse ETOF L Laiie a8 sl 1 ol
ebLbZone G DNS oy 5o Ll o e gLl LEDNS s o L 5 WwWW.Test.com

oen3 el | O ey 5 oS sl test.com

>
DNS Manager . .
File Action View Help
e 2@ dz Bm § 80 2558 5 o35 Cwl, SJs Forward Zone
£ DS MName Type
4 [ SERVER-1 2l _msdes3isco.ir Active Di J»:S ub&\ b New Zone
4 | Forward Lookp=Tana- S Active Di
B 2] _msdes.3ig MNew Zone
_D. 2 disco.ir View \ » G .,L\S“' s.i,\lsw Next S 2 ol )l.: 420 4>
I- | Reverse Looky Refrech
B || Trust Points res . ) .
I [ Conditional Fi Export List... D g JJSLE SES) J.i.w
[ Global Logs Help
New Zone Wizard -

I, Primary Zone « $ a=io opl s

The DM5 server supports various types of zones and storage.

Zone Type E‘

‘}:,

Select the type of zone you want to create: 3 Mbg;‘ LfLﬁ‘ Zone dj’: 4-)\-35 ubp.‘)\
(®) Primary zone . _
Creates a copy of a zone that can be updated directly on this server. .L..::La g S ,§.:.> ZO ne 4«¢ R J'.’.)

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance. st § ]§ N ext S5 >
() Stub zone - - '
Creates & copy of a zone containing only Name Server (N5), Start of Authority

(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory {(available only if DNS server is a writeable domain
controller)

< Back || Mext > || Cancel |

226



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

New Zone Wizard -

Active Directory Zone Replication Scope ;‘

You can select how you want DNS data replicated throughout your network. !
=

= sl | S 5l

ol SagS (e >
Select how you want zone data replicated: LSJJ x J < . fj - o
() To all DNS servers running on domain controllers in this forest: Sisco.ir

.S SIS Next
(#) To all DNS servers running on domain controllers in this domain: 3isco.ir
() To all domain controllers in this domain (for Windows 2000 compatibility): Sisco.ir
To all domain controllers specified in the scope of this directory partition:
| < Back || Mext = | | Cancel |
New Zone Wizard -

Zone Name ;‘

What is the name of the new zone? !
-4

S S S ol 1y Zone pU ol amis ol )

The zone name specifies the portion of the DNS namespace for which this server is

authoritative. It might be your organization's domain name (for example, microsoft.com) - Y .

or a portion of the domain name (for example, newzone.microsoft.com). The zone name is w‘ ok JJ ‘.5 TeSt'CO m l"":’.\ )J
not the name of the DNS server.

Zone name:
| test.com| — e .)»:5 QS.AS Next S Bs
< Back || Mext > | | Cancel |
New Zone Wizard -

Dv“:;:iccall-ﬂllzs:;?y that this DNS zone accepts secure, nonsecure, or no dynamic i : \ \ \ g - ‘
forkvll pronseare: L GRS Sl d ey S Cas ol o
Dynamic updates enable DMS dient computers to register and dynamically update their '® s § ]s N ext
resource records with a DNS server whenever changes occur, iy -

Select the type of dynamic updates you want to allow:

®) Allow only secure dynamic updates (recommended for Active Directory) - . H. .
A b .S S Finish S0 5 B Ay amio o

option is available only for Active Directory-integrated zones.

() Allow both nonsecure and secure dynamic updates

Dynamic updates of resource records are accepted from any dient. .J‘}..jl Jl"‘.’.‘ Test_com rl_, L jE'.’J))" Zo ne

This option is & significant security vulnerability because updates can be
“==  accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back ” MNext = || Cancel
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s

BE

H DNS Manager
File Action View Help
g B G i gE
£ DNS Name Type Data Timestam
4 seRver-1 ] (same as parent folder) Start of Authority (S04)  [1], server-1.3iscauir, host..  static oo )'\ Jlg_];)}a Zone Jleu\ )'\ e
4 || Forward Lookup Zones §—| (same as parent folder) MName Server (NS) server-1.3isco.ir. static " )
b 2] _msdes3isco.ir T —
b @ Jiscour / pdate Server Data File LT N n
- test.com Reload d‘ 6}) j'.’ jj'f)) LA 4'5 rakl
p [ Reverse Lookup Zones MNew Host (A or AAAA)...
b [ Trust Points New Alias (CNAME)... €— . .
» [ Conditional Forwarders KIS o JL =l 3D LS KIS
New Mail Exchanger (MX]... - . - -
3 Global Logs
MNew Domain...
MNew Delegation... NeW 4-:\4}§ \ .S - \
(St}
Other New Records... - 2 - 2
DMNSSEC 3
All Tasks 8 fb U oS obssl |y A||aS(CNAME)
Refresh
Export List... o .
5,1y Test.com 4L 3 I, www
View v £ ?
Arrange lcons 3
Line up lcons V..;S
< > -
Properties
Heln
DNS Manager =B = — New W DL
Acti Vi Hell
b o MY L) New Resource Record \L”
: e v | —— Lt Resource Record
SERVER-1 Alias name (uses parent domain if left blank): . | = = Lok
“| Forward Lookup Zo o ook in: —| Forward Lookup Zones H - -
b (2] _msdes.3isco.ir | Records: Allas name [PPSO ))
b 2] 3iscoir Fully qualified domain name (FQDMN): Name Type Data Timestamp
=/l testcom |WWW“P5tE“m‘ — =) _msdcs.3is... Active Dir...  Running Not Signed . .
| Reverse Lookup Zor| ) ) = | Active Dir...  Running Not Signed 3 J":‘.‘S D) ‘.5 ‘) WWW CL’
| Trust Points Fully qualified domain name (FQDN) for target host: 1 test.com Active Dir...  Runring Not Signed
| Conditional Ferwar: | | Browse...
Globel Logs Browse <y, » SIS L
[] Allow any authenticated user to update all DNS records with the same - - 3 -
name, This setting applies only to DNS records for & new name, Selection: Jisco.ir 6 3‘5 Lfn J Lb O |
Record types: Hosts and Aliases (A and CMAME Records) v

[ ol |

st ol s 5l AL

> ol oS ol s s

sl |y s,ls 15 0T g,y

Alias (CNAME)

New Resource Record

Alias name {uses parent domain if left blank):

| www

Fully qualified domain name (FQDM):

| www. test.com.

Fully qualified domain name (FQDN) for target host:

| server-1.3isco.r =

|| Browse... |

[] Allow any authenticated user to update all DNS records with the same
name, This setting applies only to DNS records for & new name.

A

RUAY

s bl ol e b S e edalie e il s o il

.D}w

LS Ll L wwwetest.com sl il 5 e SIS cpl Sl am
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@ nttpy//wwwtest.com <

P - 80| & testcom x

www. Test.com

www.Test.com
www.Test.com
www.Test.com
wwiw.Test.com

www.Test.com

6‘)’" L cJ.:.Su,e sdalie oS )}.E.'LQA

L}MJJT

http://www.test.com:8088

ol ‘J"" Jja'.b‘)j,o Q..:'L\.u Jj‘ eIV

Sl e 4.l

bl amio Ol e 4 L |y (Glimis 4 o8 558 o ar st 03550 ol s 680 S A8 s O

w‘dﬁfwijjé‘fcﬁb;mdélls u.m.ijjww)ﬂ&")‘)btj@y@‘o)\{)écmgudj‘ D}ﬁ-

b o )3 5 S o SIS el sl ool oy 5L S o 2 s s IS s e 2l p o e

| € » SERVER-1 » Sites » testcom »

=S s s Default Document (g5, » 5 S8 a5l 4 o

File  View

Help

e-d|=H |8
?ﬂ Start Page
4 -‘ﬂ SERVER-1 (31SCOVadministrator)
@ Application Pools
IA-E Sites
|>° Jisco.ir
[.> ' SharePoint - 80
|.> 0 SharePoint Central Administration v4
|.> % SharePoint Web Services
L€ test.com

\

0 test.com Home

Filter: + W Go - g Show All | Group by: "
=w e T -, L] =
MET Trust  .MET Users  Application Cennection Machine Key Pagesand -
Levels Settings Strings Controls
> =l
®? &
Providers  Session State SMTP E-mail / 7
115 ~
® B 93
Authentic... Autherizat.. Compressien  Default Directory : ErrorPages |—
Rules Document | Browsing ! -
el o ke '
& & @ s
Failed Handler HTTP HTTP IP Address  ISAPI Filters
Request Tra.. Mappings Redirect Respon..  and Doma..
= e 248 a=h =
le =l 'ﬂ! o=
Legging  MIME Types  Modules Output Request  S5L Settings
Caching Filtering
“

Ready

B

Explore

Edit Permissions...

Edit Site
Bindings...
Basic Settings...

View Applications
View Virtual Directories

Manage Website ()
3 Restart
P Start
B Stop
Browse Website

Browse www.test.com on
192.168.1.100:2082 (http)

Advanced Settings...
Configure

Failed Request Tracing...
Limits...

Help
Online Help

ai:i
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Internet Information Services (II5) Manager

BE |

@ Default Document

Use this feature to specify the default file(s) to return when a client does not request a
specific file, Set default documents in order of priority.

Name
Default.htm
Default.asp
index.htm
lisstarthtm

default.aspx

[T Features View | Content View

Entry Type
Inherited
Inherited
Inherited
Inherited
Inherited
Inherited

The file ‘indexhtml’ exists in
the current directory. It is
recommended that you
mave this file to the top of
the list to improve
performance.,

Actions
Add... €
Disable
Revert Te Parent
'Q‘ Help
Online Help

!

;A:;'wéurww&u@;x%wwtp
Jsl amino LB A3l 03 S a5 STesjls 52 5
2l S sy Index.html ool g5 ¢l 2 e
Rl ST a3l s Sl s i
\ﬁ\béug“_ﬁugjﬁ.nm;sk_é.lz-b@)f
S sl o ool 53 A3l
Sl OF gy b asite pU G A (655

LY

:SSLdS;;g_,,_g@,,_,bjchLwagu.m_,ims

ASML&SSL&LJ\J Cﬁ.uu_gb};.)}:m ﬁ}ﬂj\oam‘u)_ﬁﬂjsuqub;;&n‘éu ob)'\é.;

ol ST ol Ko 5 S e o JS5S5 dile o ol oS ki o HTTPS o6 L il s 1 O Lt

.,\,.,SL;O osleul Jﬁjji

DL, b oI U'l\ rl., @‘wwﬁs& ‘j”" \)IIS w)ﬁjﬁf;@ Lfl"‘a‘)jj“” J)b)l.g@fi Ls‘j"

S 1l 0T 5 S g Cows 555 g0 s, 40 B US540 Search

Internet Information Services (11S) Manager

_EI-

| €3 v SERVER-1 »

File View Help
Connections

e Start Page

4-[&] Sites

b isco.ir

= Features View |\"2 Content View

230

n@-

&”153‘}5')}),\# ng)fwui\):
S Gas g Sl S 02 5 oS

- o SIS L s Server Certificates

53 | b S

e
. Actions
le SERVER-1 Home
& Eh Manage Server
% Restart
. Filter: 5 % Show Al
4 [85 SERVER-1 (31SCO\administratar) = l_;_ LR
-8 i~
& Application Pools Directory  ErrorPages  Failed Handler @ Stop
Browsing Request Tra.. Mappings Viow Applicaion Pock
b€ SharePoint - 20 P = n L @‘ View Sites
1 &9 SharePoint Central Administration v4 ! b Change .NET Framewark
@) SharcPaint Web Senices HTTP HTTP  IP Address  ISAPIand veril
4 Redirect  Respon.. andDoma.. CGIRestri.. e T
i testcom - Get New Web Platform
& ﬂ" = e Components
L] it L ® hep
ISAPIFilters  Logging  MIME Types  Modules s
i B -
£ o=
i 42| o= Py qt{__,(
Output  Request Server Worker
Caching  Filtering  Centificates  Processes
Management ~l
E. Y
Configurst..  Festure Shared
Editor  Delegation Configurat..
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N EDEE

File View Help

el = SN[

@5 Start Page
.85 SERVER-1 (3ISCO\administrator)
@ Applicaticn Pools
4.4 Sites
[ 0 Jiscouir
b &9 SharePoint - 80
b4 SharePoint Central Administration v
[ @ SharePoint Web Services
0 test.com

Ready

Server Certificates - 5 -

% Import... Create 6}) ‘)-3 and Lﬁ" ).)
Use this feature to request and manage certificates that the Create Certificate Request...
Web server can use with websites configured for SSL. Complete Certificate Request... Self‘S| ned Certiflcates
Filter: - W Go v%ShDWAH = Create Domain Certificate... g
Name - Issued To Create Self-Signed Certificate... S 5 JJBLb \ § B U \ s i s

@ Hep ® : " -
Online Help

3 —— >

=1 Features View |2 Content View

b

1 Specify Friendly Name

signing:

Specify a friendly name for the certificate:

Specify a file name for the certificate request. This information can be sent to a certificate authority for

[sisco-certficates  €——

Select a certificate store for the new certificate:

|Personal

View Help

(SN[

qﬂ Server Certificates

F Start Page
5 SERVER-1 (3I5CO\administrator)
[} Application Pools
la-[@] Sites
[>-° 3isco.ir
|>-° SharePoint - 80
[ o SharePoint Central Administration v4
[ ﬁ SharePoint Web Services
& test.com

Use this feature to request and manage certificates that the
Web server can use with websites configured for S5L,

Filter - ¥ Go - (g Showall |

Name *

{ 3isco-Certificate

\

Issued To

senver-1.3isco.ir
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‘ Generall Details |Cerh'ﬁ13hon Path |

Show: | <All> v |
. .
e e - | Copy To File Details <5 & cwnd ol 5»
e = ~ Py SN X o A SEUS)
ESenal number 2flca4dffeda45944042... | _
Signature algorithm shalRSA - . S S
Signature hash algorithm shal e L;‘ -
Issuer server-1. Jisco.ir [
\c'alid from Tuesday, May 20, 2014 10:56...
Tuesday, May 19, 2015 5:00:...
server-1, Jisco.ir z

Edit Properties... || Copy to File... ‘

Learn more about certificate details

_oc |

Welcome to the Certificate Export Wizard

Thig wizard helps you copy certificates, certificate trust lists and certificate revocation ,,\,;;s ;{:,LS n eXt ‘5‘9) JJ- W L.Ji ‘)J

lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

o

Export Private Key
You can choose to export the private key with the certificate.

. Z .
NeXt6‘5)‘);‘5&5;)\9&‘\)(‘3:@}549%9&‘):
Private keys are password protected. If you want to export the private key with the ) - N - "
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate? Private Key 6}“ °ﬂ>'-s LS‘J'.’ d‘ﬁ‘ @\}; ‘J?:S « §“ls
(O Yes, export the private key

(®) Na, do not export the private key

S L gl (63 )8 Db &S Sniea

Learn more about exporting private keys
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(®) DER encoded binary ¥.509 (.CER)
O Base-64 encoded X.509 (.CER)
(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
[[Jinclude all certificates in the certification path if possible

() Personal Information Exchange - PKCS #12 {PFX)
[“linclude all certificates in the certification path if possible

[C]pelete the private key if the export is successful
[“]Export all extended properties

() Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

File to Export
Specify the name of the file you want to export

File name:
C:\Backup\3iscoCertificates. cer

| ‘ Browse...

-

-
-

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

C:\Backup\JiscoCertificates.cer
No

Indude &ll certificates in the certification path No

DER Encoded Binary X.509 (*.cer)

File Format

s kb S Wb LU g4 by cand
S35 23 S o DBl Jsl Sl gl oS

B

=S o+ SIS Next

-V:SL;‘&JSNeXt 6))ﬁjr:;sd‘gﬂ->'=~f~‘

s 53 53l | Certificate b byl U s

B .\)\j J%L: Y- cv.g..%)s oﬁﬁ-s b QT WL\/‘
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A4S sl |, Add/Remove Snap-in . S File (g 5l IS il

= Console1 - [Console Root]

Wﬁ\ction View Favorites  Window  Help

&a New Ctrl+M
S Open... Ctrl+0
Save Ctrl+S
Save As... /
Add/Remove Snap-in... Ctrl+M

Options...

1 ChAUsers\..\Desktop Consolel
2 CA\Windows\system32\taskschd
3 CAWindows\systern 32\ lusrmgr

Exit

- I:I-
HEIR

o iterns to show in this view.

Add or Remove Snap-ins

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Actions
Console Root e
Mare Actions 4

Snap-n Wendor -~ | Console Roat
=" | ActiveX Control Microsoft Cor...

Aumorizah’on Manager Microsoft Cor...

IS T oy €— MoosoftCor... |=

cH Component Services Microsoft Cor...

;ﬁ' Computer Managem... Microsoft Cor... /

=5 Device Manager Microsoft Cor...

=¥ Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
“| Folder Microsoft Cor...
=/ Group Palicy Object ... Microsaft Cor...
5’_’5 Internet Informatio...  Microsoft Cor...
.‘;"’Internet Informatio... Microsoft Cor...
g IP Security Manitor Microsoft Cor...
8, 1p Securitv Policy M., Microsoft Cor... |~

Re

Description:

Edit Extensions. ..

Cond 3l sl o
58
Add s, » 5 LS ol

S Ss

I, Certificates

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

O | | Cancel
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Certificates snap-in

This snap-n will always manage certficates for:
() My user account
() Service accourt

(®) Computer account

< Back

Select Computer

This snap4n will always manage

() Ancther computer:

Select the computer you want this snap-n to manage

/’@' Local computer: fthe computer this console is running on)

Brows:

[ Allow the selected computerto be changed when launching from the command line. This
only applies if you save the console.

<Back ||

Finish

Cancel ‘

& File Action View Favorites

Window  Help

EIEEN =

Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

ol |, Computer Account a8 cad ol s

S SIS Next 55 5 5 a8

s <zl | Local Computer a8 amis ol s

_I:I-

| Consele Root
a (5] Certificates (Local Computer)
r [ Personal
4 [ Trusted Root Certification |
7| Certificates €—
* Enterprise Trust

b [ Intermediate Certification |
1> [ Trusted Publishers
b [] Untrusted Certificates
b [ Third-Party Root Certificat,
p [ Trusted People
b [ Client Authentication Issue
b [] Remote Desktop
b [ Certificate Enrollment Req)
b [ SharePoint
b [] Smart Card Trusted Roots
b [ Trusted Devices
p [Z] Web Hosting

< m >

Issued To -

[55)Class 3 Public Primary Certificat...
55 Class 3 Public Primary Certificat...
[55] Copyright (c) 1997 Microsoft C...
5] Microsoft Authenticode(tm) Re...
[5] Microsoft Root Authority

[5] Microsoft Root Certificate Auth...
[53) Microsoft Root Certificate Auth...
[ Microsoft Root Certificate Auth...
3/NO LIABILITY ACCEPTED, ()97 ...
) server-1.3isco.ir

4/ Thawte Timestamping CA

Refresh

Export List..

View 3
Arrange lcons >
Line up lcons

< Help

Contains actions that can be performed on the item.

Issued By

Class 3 Public Primary Certificatio...
Class 3 Public Primary Certificatio...
Copyright (c) 1997 Microsoft Corp.
Microsoft Authenticode(tm) Root...
Microsoft Root Authority

Microsoft Reot Certificate Authori...
Microsoft Root Certificate Authori...
Microsoft Root Certificate Authori...

NG LIABILITY ACCEPTED, (<)S7 V...
server-1.3isco.ir
Thawte Timestamping CA

Import...

Expirati|
8/1/202]
177/200)
12/301
12/31/1
12/31/2]
5/0/202]
6/23/20)
3/22/20)
177/200)
5/19/20)
12/31/2

Actions
Certificates

More Actions

.L:.S;i:JSNEXt LS))}'.’

eI W J:'S@ odaline a5 )jlé_vl.a.ﬁ
S wslsl gl ol ot Juat Certificates
Trusted Root 8 o oo o] |
Ssy » Moo ozl |, Certification
ol A S okl | Certificates
sdaline |y 3stu s e Certificate 3 )
5 S ey SIS gl 33 8 Al
I, Import 4,5 All Tasks s

sl U3 a5 Certificate L 5 1S Ol

Certificate . 53 s, 5 Certificate IS ol b (oS o SIS OK (55, 2 5 sl |y ol o5 S

2l al g Error L« gm;S sslizad O 3l (..:Jhbﬁgg S Sl s b e oslezel LG
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e Internet Information Services (1S) Manager l;li-
Ko |9 » SERVER-1 b Sites » testcom ‘m @ -
File View Help
Connections Actions
e test.com Home e . o .
I (* B Epor sl U Sl slalS plnil Sl ey
W5 Start Page e - % 6o - G Show Al Edit Permissians... ) )
483 SERVER-1 (315CO\administrat : = Tt
i} Application Pools ASP.NET ~ o - L.u-r - ‘ F :‘Lfo ”S
408 Sites Y L = i — e s e A e
P@ 3isco.ir _.é ~\\:”" 0 _ [E) Basic Settings.. ) v-’
b@ SharePoint - 80 NET NET {NET Error .NET = View Applications
‘?'Q SharcPoint Central Ad | Authorizat.. Compilation  Pages  Globalization View Virtual Directories - - )\ B g.)‘ . ..-‘ b J‘)’; ] -5)‘}0
1 4} SharePoint Web Servic F T q ‘...? —— B
b /@ test.com = R B (5, Manage Website &

.NET Profile .NET Roles  .MET Trust .NET \J;EI’S & Restart . . .
Leve ¥ - » SUS Bindings s, 5 ol
- . : X

Browse Website

Application  Connection Machine Key Pages and = Browse e e A
Settings Strings Controls 192.168.1.100:8088 (http) "

= Browse www.test.com on
f.?\? % ] %I *443 (ttps)
] =

Advanced Settings...

< m > E Features View |- Content View Configure i~

Ready L=l

3

Site Bindings [ = |

Type  Host Name Port  IP Address Binding Informa... Add...
hitp  wuww.test.com 8082 192.162.1.100

S Glol ced o L https (155, Ll cad ol o

dn 4SS olssl | https g5 kL Type cwd 5o

Add Site Binding _
T)fpe:/ IP address: Port: w‘ S 8.t 5 < ; &J Ly 443 < UT ub:b\ N
P COR % o8 - J

[https v| [192.168.1.100 vl [+ |

Host name:

~» Host name cas ;5 i e jasie OF 6l

‘www‘test.(nml € — |

O Require Server Mame Indication . . -
SSL Cand a5 Jisy o stege 53 5 ol eS8 e
S5L certificate:

‘3\5(0-Certificate -— v‘ | Select... | | View.. | )‘ ‘) jb")j'o Certificate J\ib. .)\.A:JL.‘-;O certificate

| QK || Cancel | -&@Okéjjfwjﬁsyw‘&ﬂw

« https://www.test.com ;5T L jsu5 >l 5l e 5 425 Restart |, e S 51 Ay

il e 53 e btk e EFTOT b el 3 ST 58 ol 3l el & 50
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:lvouingy 9 L Juld (59 555 )0,

s s g0 slaadiy 5 L LB ga O ey sl Seks Jele e O3 0 SUGl 51 s (S

&U\j}ﬁ)ﬁ)g‘j LS oo o 8w sgdee | e Wi 4 oot Ld OGl pl 5l eslanal L el

C,.J&\J.Las\jw \)Qid.lp-juii‘ﬂjo))}

Share

View

Py Pt
© o -
& 21

i ¢ This PC » Local Disk (C:)

i Favorites
B Desktop
& Downloads

= Recent places

1M This PC

e Desktop
| Documents
& Downloads
o' Music
=| Pictures
& Videos

iy Local Disk (C:)

4 DVD Drive (D:) IRM_

9; Network

Name Date modified Ty C
G L [y 48 ad g S 5ol
| inetpub 5232014131 AM Fild § o S > - Cjﬁ Shr
. Mew /2014 10:40 PM  Fil -
0 : .
| Perflo F=0 ozesaam ml SIS Ol ) B p—:ﬂsd" sl New
Open in new window .
, Progra Fil
. . P
| Prograj  Sharewith Y oizeman mil |, Properties au ¥ 5 o3 S ol
| Users Restore previous versions /2014 12:32 AM  Fil
| Windo Include in library * B/201410:05PM  Fil . ”-gd‘, ol
Pin to Start )
Send to »
Cut
Copy
Create shortcut
Delete
Rename
Properties €———

L

New Properties

General |Sharir|g | Security I Previous Versions | Customize |

A |
Type: File folder
Location: Ch
Size: 8.03 KB (8.231 bytes)
Size on disk:  20.0 KB (20,480 bytes)
Contains: 7 Files, O Folders
Created: Yesterday, May 23, 2014, 4:04:40 AM
Attributes: [=] Read-only (Only applies to files in folder)
oK || Ccancel Apply

Ja b s s Advanced s,  General s s

237

Sad b da amio



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

Ll SE L = B Encrypt contents to secure data . $ a=iv pl s
D > S AR
Choose the settings you want for this folder. LAT KJ ‘ b ‘
Wh dlick OK or Apply on the Properties dialog, you wil b Dl 0 3 233 b 3 JS =
asksg iyléo;loulwant ﬂ::a cﬂ;;‘gzns baeaﬁr"gcpf;"esibglgger::ﬁdmélese S ° 6‘) JA) LS j j]a.. )j'a ﬁ‘ - u
as well,
Archive and Index attributes
[CIFalder is ready for archiving J\-:S &:LS Ok 6‘9) Bx
[+ Allow files in this folder to have contents indexed in addition to file
properties
Compress or Encrypt attributes 'Jﬁ";' J'hug J’.’.) J_(.; U "\?“S “i':‘.'l‘s Apply L;.}) j" J‘*" J

[]Compress contents to save disk space
Encrypt contents to secure data Details

! |

—

Confirm Attribute Changes -

‘You have chosen to make the following attribute changes: G . )| L F . .
.L..S* uL>=..s D r}.) 4...“:; Caend U'i‘ P
encrypt
. . .. N Z.
s baady plad 5 s, ady 6oy S
Do you want to apply this change to this folder only, or do you want to

Iy it to all subfold d fil iell? . N . .
apply it to all su ers and files as wel 34 Jles! O J"‘-’ LSL‘"J%.U
() Apply changes to this folder only

(®) apply changes to this folder, subfolders and files

oK | | Cancel
Home Share View Manage
- 1 . » ThisPC » Local Disk (C:) » Z- .. S P . - - 54
= - &)lemb)ywﬁw‘ycJﬁ“SL;doMLMjﬁj)JKM)JAS))J@LM
. MName
arites _
esktop J inetpub C“""‘" °"L°\)" B rant
ownloads ) Mew €=
ecent places J Perflogs
. Program Files

PC . Program Files (x86)
esktop ) Users
ocuments ; Windows
ownloads

usic
[Home SITare VIEW _

« 1|0 » ThisPC » Local Disk (C:) b Mew ~ ol J"-’ sl Jib (’L“S S v—i“u“ New v g 3,05 3090 JS:M“ BB
. MName * . . H N . N F.
rites Sy #9355 LB aProperties s,y Ll o addl il K5,
esktop a index.html

wnloads =] new 55L.bd s § S H PR . \ 5 S s

cent places ] new.cer " " Detalls S A o )l-" 2k " Advanced
PC J?SL}.QJM\)U.@L?JJ_)S&)
esktop =l new2018.t4

cuments || web.config

wnloads
usic
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4.3)‘9]«»‘35 w\ jQLJJ‘ cC_M»‘Ji.iJ d&»)b})ﬂ&b@d&ﬂ)))}ﬁ&w&EUJ‘&:{VPN

S 5 pdy o plsl Site To Site ; Remote Access &0 55 4 VPN Ll o 4i s ploil pal &) 50

S w1 L

535 305 oy A3l e 8 Ssdn s bl o3 a8 Kos S5 G 52012 55 e w5 g sl

h WELCOME TO SERVER MANAGER

o Configure this local server

QUICK START
2 Add roles and features €«——
3 Add other servers to manage
WHAT'S NEW — )
4 Create a server group
LEARN MORE

Add Roles and Features Wizard

Select server roles
Before You Begin Select one or more roles to install on the selected server.
Installztion Type Roles

[ ~

[] DHCP Server

v| DINS Server (Installed)
[ Fax Server

| [m] File and Storage Services (2 of 12 installed)
[ Hyper-v

[ Network Policy and Access Services

[] Print and Document Services

—r> v

[] Remote Desktop Services

[ Velume Activation Services

| [m] Web Server (IIS) (12 of 43 installed)
[ Windows Deployment Services
] Windows Server Essentials Experience
[] Windows Server Update Services

< n >

_I:I-

DESTINATION SERVER
Server-2012 3isco.ir

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity, Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

“©
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S Ss
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= Add Roles and Features Wizard

Select role services

Select the role services to install for Remote Access

Before You

Role services

DirectAccess and VPN (RAS
[] Routing
[[] Web Application Proxy

T

= Add Roles and Features Wizard

Confirm installation selections

Before You Begin

their check boxes.

RAS Connection Manager Administration Kit (CMAK)
Remote Access
DirectAccess and VPN (RAS)

Remote Server Administration Tools
Role Administration Tools

Remote Access Management Tools

Restart the destination server automatically if required

_I:I-

DESTINATION SERVER
Server-2012 3iscolir

Description

DirectAccess gives users the
experience of being seamlessly
connected to their corporate
network any time they have Internet
access. With DirectAccess, mobile
computers can be managed any
time the computer has Internet
connectivity, ensuring mobile users
stay up-to-date with security and
system health policies. VPN uses the
connectivity of the Internet plus a
combination of tunnelling and data
encryption technologies to connect
remote clients and remote offices.

_ﬂ-

DESTINATION SERVER
Server-2012 3isco.ir

To install the following roles, role services, or features on selected server, click Install.

Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Web Server (lIS)
Management Tools

Export configuration settings
Specify an alternate source path

[ Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation

_I:I-

DESTIMATION SERVER
Server-2012.3iscoir

Configuration required. Installation succeeded on Server-

Remote Access
DirectAccess and VPN (RAS)

Configure the role /

Open the Getting Started Wizard
RAS Connection Manager Administration Kit (CMAK)

Remote Server Administration Tools

Role Administration Tools
Remote Access Management Tools

Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

WWish Sarar (1IG)

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Role ced 4 b s SUS Next s, »
oS Lo S pl 3 cdew  Services
w8 ol b s S sl ey
|, DirectAccess and VPN (RAS)

J.:S&JSNeXt é})jj.,\:..Subﬁ.:\

I, Restart.. <35 o cwd ol o

LS SUsInstall g, 5 5 S ol

S Sosrm G0 SIIL Al wx g S
I, IP Address s5i o ozl s oo o0l
5ol s Ol L 5 Static @50 4 L

LY

Open (g5, » kb s a5l A
SJs the Getting Started Wizard

Spdh b de ISE L s
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2 Configure Remote Access S

Configure Remote Access
Getting Started Wizard

Welcome to Remote Access .,\.3..5 g” S Deploy VPN Only ﬁ (}M

Use the options on this page to configure DirectAccess and VPN,

Deploy both DirectAccess and VPN (recommended)
Configure DirectAccess and VPN on the server, and enable DirectAccess client computers, Allow
remote client computers not supported for DirectAccess to connect over VPN,

Deploy DirectAccess only

Configure DirectAccess on the server, and enable DirectAccess client computers,

Deploy VPN only

Configure VPN using the Routing and Remote Access console, Remote client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections, VPN
can be used by clients not supported for DirectAccess.

\

= Routing and Remote Access = | = -

File Action View Help

]
% Server Status ’7 M - . M .
e . e oeestem et RemOte Accoss Server 23 el Sy e S Sl amis il 3

Configure and Enable Routing and Remote Access

s, on the Action menu, click Configure and Enable Routing and

Disable Routing and Remate Access o . P
J . Configure and «, 8 5 4:S o, SJs

Al Tasks -~

View »

peite Enable Routing and Remote

Refresh

LS ol | Access

Help

Configures Routing and Remote Access for the selected server

Routing and Remate Access Server Setup Wizard

Welcome to the Routing and Remote Access
Server Setup Wizard

This wizard helps you set up your server so that you can _J‘?}‘S S . S Next Ls‘j) J—: &}g _,LAT ui\}}‘- . OJH; JALB j‘ _l}_.,

connect to other networks and allow connections from
remote clierts.

To continue, click Next.

< Back Next >
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Routing and Remote Access Server Setup Wizard 4.%; Sas 45 .>)|> Sems 4-0"; o o - 5 ﬁﬁ‘ 33
Configuration
‘You can enable any of the following combinations of services, oryou can ..
.L:SgSASNeXt 6})}'};7)[9&‘ \) J)‘

customize this server.

+ Remote access (dial-up or VPN)
Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private network (VPN) Intemet connection.

" Network address translation (MAT)
Allow intemal clients to connect to the Intemet using one public IP address.

™ Wirtual private network (VPN) access and NAT
Allow remote clients to connect to this senver through the Intemet and local clients to
connect to the Intemet wsing a single public IP address.

(" Securs connection between two private networks
Connect this network to a remote network, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remate Access.

&

| <Back || MNed> | [ Cancel

Routing and Remote Access Server Setup Wizard

Remote Access
You can set up this server to receive both dialup and VPN connections. _
LS SUs Next
v WPN - "

—‘/_’ A VPN server (glso called a VPN gateway) can receive connections from
remote clients through the Intemet.

[ Dialup b?)jﬁéj)ﬁ&,i&)gjbjf|Neth|.\x{

A dial-up remote access server can receive connections directly from
d sl dal g Brror L o sl anslw

remote clients through dial-up media, such as a modem.

l

| <Back || Net> | [ Ccancel

Routing and Remote Access Server Setup Wizard

VPN Connection
To enable VPN clients to connect to this server, at least one network interface

must be connected to the Intemet.

Select the network interface that connects this server to the Intemeth. 6 LS ul>: "',\ ‘) 6\4§ x Q)ls .J‘_:L; g"wﬂé u_:‘ )J
Networle interfaces:
Name Description IP Address . ‘ S ch,,,\ } o o ”',‘ a U‘ . ‘ LA_,‘,’;
Ethemet Microsoft Hyper-V Metw...  192.168.1.100 o) T dijk ? I
Ethemet 2 Microsoft Hyper-W Metw...  132.168.2.1

w, S 2 S sl | Ethernet2 <..3
S SIS Next

[¥ Enable securty on the selected interface by setting up static packet fiters.
Static packet fiters allow only VPN traffic to gain access to this server through the
selected interface.

<Back || Net> | [ Cancel |
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Routing and Remaote Access Server Setup Wizard

IP Address Assignment
You can select the method for assigning IF addresses to remote clients.

How do you want P addresses to be assigned to remote clients?

" Automatically

I you use @ DHCP serverto assign addresses. confimm that it is configured propery.
If you do not use a DHCP server, this server will generate the addresses.

/l': From a specified range of addresses

/

arass (Gl aS 513 5 m s au S 55 Caed ol 3
Gk 3l as el plaeodS 4 Ip address Ol
€5 bl 53 oS Wpd e Joate 5y 4 VPN
Sss » sS ozl 1, From a Specifed

LS s Next

< Back

Ne> | [ Cancel

New IPv4 Address Range

e

Addr]
Type a starting IP address and either an ending |P address or the number of
n addresses in the range.
B Start |P address: 192.188. 1 150 o

192168, 1 . 169 ~

G

End IP address:

Number of addresses:

Routing and Remote Access Server Setup Wizard

Managing Multiple Remote Access Servers
Connection requests can be autherticated locally or forwarded to a Remote
Authertication Dial-In User Service (RADIUS) server for authentication.

Although Routing and Remote Access can authenticate connection requests, large
networks that include multiple remote access servers often use a RADIUS server for
central authertication.

If you are using a RADIUS server on your networle, you can set up this server to forward
authentication requests to the RADIUS server.

Do you want to set up this server to work with a RADIUS server?

+ MNo.use Routing and Remote Access to authenticate connection requests
/ " Yes, set up this server to work with a RADIUS server

<Back || Ned> | [ Cancel |

JKa b aes SISNew 555 5ol 5L amin 5
IP . sTRange b s opl sy ol 1,
J.JJL:L;O &‘J@Q)Sw))Té))béb )j?'-

S SAS 0K (555 s S 3l

o 03l Lela=l gl wﬁT 16 cs ol s

sl 0l O] s dS

AeS SUsnext g,
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Routing and Remote Access Server Setup Wizard
Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup Wizard.

Summary:

sph e b s, ISEFiNish gy, » SIS 51

Routing and Remote Access

of the DHCP Relay Agent with the IP address of your DHCP server.

B U DHCP s s bgi s Dl 55 6 S S

To support the relaying of DHCF messages from remote access clients, you must configure the properties e (- R
dL«O\QL:]a.gL.L:SgS.:LSOkLS})j¢JﬂsL;a>)w‘)S

> OK | Help

.bj.w

To close this wizard, click Finish.

<Back || Fnsh | [ Cancel

File Action View Help

= & $8(XECE Hm 2@l

TE%

Iz

Active Directory Users and Computers I;Ii-

2 4l 8l sl

] Active Directory Users and Com|| Name Type Description ~ . ..
I _ Saved Queries Adminishatm User Built-in account for ad... °‘) )‘ LL&’)‘ °)L>" Jk-’->)jﬂ
4 G 3i_“°‘i' :pdAIIowed RODC Copy... Security Group...  Members in this group c...
I _ Builtin i‘dCer‘t Publishers Add to a group... Security Group...  Members of this greup ... ‘ lS ‘ ‘
b CDmp.uterS 2, Cloneable Do Disable Account Security Group...  Members of this group t... JJ 0D 8, 6 ol ‘V‘:‘AJ )jb
b :—_ DDI’T‘!EIH Cont.rolle.rs . %Denied RODC Reset Password... Security Group...  Members in this group c...
b - ForelgnSecurlt.yPrlnclpal‘ .:PJDnsAdmins Move Security Group...  DMS Administrators Gro.. Active
b = Managed Service Accour ._!?JDnsUpdatePro' Security Group...  DMNS clients who are per... L.)M»{jfﬂ
“| Users Open Home Page
S?JDomaln Adrmir ) Security Group... Designated administrato...
52, Domain Comp Savg v Security Group...  All workstations and ser... | = Dir‘ectory Users and
2, Domain Contr All Tasks v [Security Group...  All domain controllers ...
2, Domain Guest Security Group...  All domain guests 4 C
$ cue ss o Computer
E{Domain Users P Security Group...  All domain users J-’ J v-"‘ L5A p
&lEnterpri;eAd Siete Security Group... Designated administrato...
%Enterprise Rea Rename Security Group...  Members of this greup .. : o
2 forshid babey . s sy 8 s
%, farshid babajar Properties <—— User
2, farshiddd ddd InetOrgPerson
s Hel
._-J&Group Policy O =D Security Group...  Members in this group c... M}f 9 )\ 'S - \) S S
E. Guest User Built-in account for gue... " " "
52, Protected Users Security Group... Members of this group ... .
E?JRAS and IAS Servers Security Group...  Servers in this group can... J\,,S ulﬁ;:;‘ ‘) Pro pe rtles
< m > EﬂRead-only Domain Controllers Security Group...  Members of this group ... |+ '

Disables the account for the current selection.

Administrator Properties _

Remote control I Remote Desktop Services Profile I COM=

General Address Account I Profile I Telephones | Organization
Member OF Dialin | Environmert | Sessions

Metwork Access Pemission

ﬁ(: Allow access

" Deny access

" Control access through NPS Network Policy

I Verify Caller-D:

Callback Options
{* No Callback
" Set by Caller (Routing and Remote Access Service only)

" Mways Callback to:

2l amis 0 5Ll
Network Access <wud 5 5 Ly DIAL-IN s
S 2 skS ol |, Allow access 4. ;S Permission
oy 31 Bl o3l s, ge S 4 L8l b caes s ok

R ysg 5o, by
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Troubleshoot problems

J

e Network and Sharing Center

Open Network and Sharing Center

St S 0T s 2 s st 8 S 2l
Open Network and 5 5 w8 o cosl, SIS

S » il |, Sharing Center

- oW

1 % <« Net.. » Network and Sharing... v &

Control Panel Home

Search Control Panel -]

View your basic network information and set up

connections
Change adapter settings View your active networks Set up a NeW (5‘,) o it U'-’~‘ ‘)J
Change advanced sharing
settings L. Access type: Mo Internet . .
Sisco.ir S LIS connection or network
Darnain netwark Connections: [ Ethernet
Change your networking settings
ﬁ- Set up a new connection or network €
= st up a broadband, dial-up, or VPN connection; or set up a
router or access point.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting
information.
See also
HomeGroup
Internet Options

Windows Firewall

< ¥ Set Up a Connection or Network

"N Cconnect to a oS Cad ol o

Choose a connection option

Sss » s S ozl |, workplace

oS SIS next

Connect to the Internet
Set up a breadband or dial-up connection to the Internet.

Ly Set up a new network
<agg, Setup a new router or access point.

Connect to a workplace

/
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(€) L Connect to a Workplace

How do you want to connect? / Use my |nternet 4“:’.J§ - 5 U"‘ 33

< Use my Internet connection (VPN)

Connect using a virtual private network (VPN) connection through the Internet. V\?‘S g:)w." ‘) ConneCtlon
AN —
L

= Dial directly

Connect directly to a phone number without geing through the Internet.

I VI

() |in Connect to a Workplace

Do you want to set up an Internet connection before continuing?

? = -
I'll set up s aS S opl o
An Internet connection is necessary for using a VPN connection.

I, an internet connection later

- Setup an Internet connection

= I'll set up an Internet connection later

\

{_(-) lup Connect to a Workplace Internet . - 35 . u{.‘ Iy

Type the Internet address to connect to

J:.S))‘j b bj}‘)‘)r»w).ﬂv\ibAddress

Your network administrator can give you this address,

S i < el Destination Name cu.3 ;5

Destination name: VPN New <

Create d)}ﬂ)%ﬁbﬂjbb}}’%g

[ Use a smart card .—\.y.g &:.Lg

Remember my credentials

) [ ] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

¥
Create Cancel
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Metwork and Sharing Center

Mov R« Net

Networks

» Metwork and Sharing... v & Search Control Pa View Connection Settings
U, Network Connections
_ Connections
1 T K e Metw.. » Network Connections v &
i
l Organize Start this connection Rename this connection =
- Ethernet - VPN New
l—'!':' isco.ir L g Disconnected
= Microsoft Hyper-V Network Adap... §> WAN Miniport (IKEw2)

3isco\administrator X

Domain: 3isco

o.zg VPN New

\

Cancel

Command Prompt

Userssbabajaniripconfig #all oe—onu

Jindows IP Configuration

Host Mame
Primary Dns Suffix
Node Type
IP Routing Enabled
WINS Proxy Enabled

FPF adapter UPN Connection:

Connection—specific DNS Suffix
Description .

Physical Addre

DHCP Enabled

Autoconfiguration Enabled .
IPv4 fiddress. . . . . . . . .
Subnet Mask

Default Gateway

DNS Serwvers . . . . . . . . . .

MNetBIOS over Tcpip

: ARYANARYANA
= Hybrid

: No
: Mo

: UPN Connection

i : Mo
. = Yes
= 192.168.1.151 {(Preferred?

= 255 _255L 255255
. - A.8.0.8
.1 192.168.1.108
: Enabled

247

O 6o p SIS sl 51 ay
75 Sl Pl b s SIS

.J‘}~: g:-~k}:;‘)3 Lo j‘ O

‘)‘J_;J.:VPN UJ\.:SJJ\} \))‘}A.OJA)}LSJ:)LS (ﬁb %Lwd‘))
)‘13)% l=p5)| U .&95; gs:?t; ()k'L5<9J )ﬁ &:)LP?%l’\gJJ‘;; J)\} j\ Jx% .)j»i
Jﬂb Jf:;LSA J)L} Q:~mﬁM§ Lﬂ\~)5 4;‘) sze)ls "y .&,ib 42;‘3 4:7;; .iji

el &S il sas Ol Allow access « S Dial-in s s L

-r—:-"-’ Cl;u'\ JS3 cwand 51, L8

4 5 53 CMD 505 5 ol 51 e
lpconfig ,sus 5,05, Ko Ll
sdalie 45 shilea (S 5505 1, /all
4 ey 4 VPN IS s

.CL*&‘O.LI L}HQ;A‘)jJﬁN
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B Routing and Remote Access

Routing and Remote Access

BRI T TP AR SRR ST
LS | ,>I1, Routing and Remote access
Port ss, » o Cuw 31 K3 ibe &
b lac, g plad Cnnd ) 55 AeS SIS
yhg o3y el VPN @ by e Jlad o
b e Active T 5l Sl opl o 5o
w235 1l oS asl o VPN 2SS Olea (]

S SUS L ss o (g, 5

Sl SB35 56 VPN 2SS Oledbl 0 b gy o amis oyl

dalg |, of Reset L 5 Disconnect Uiy L oS

QL»)'QJA6;,\:>ﬁjwd|)>vﬁ6|oxjwcw\>

3 Server Status Name = Device Used By Status
“ @EER;E:W'ZOE U:‘:” AP WAN Miniport (PPTP) (VPN3-24) VRN RAS/Routing Inactive
% Ram;;n’:;s:(ce\;ms( 22 WAN Minipert (PPTP) (vPN3-23) VPN RAS/Reuting Inactive
T pons T WAN Miniport (PPTP) (VPN3-22) VPN RAS/Routing Inactive
a Ramnt:nue;; Logging 23 WAN Miniport (PPTP) (VPN3-21) VPN RAS/Routing Inactive
S e 23 WAN Miniport (PPTP) (VPN3-20) VPN RAS/Routing Inactive
T General Z2WAN Miniport (PPTP) (VPN3-2) VPN RAS/Routing Inactive
T static Routes Z2WAN Miniport (PPTP) (vPN3-19) VPN RAS/Routing Inactive
E DHCP Relay Agent || 7 WAN Miniport (PPTP) (VPN3-12) VPN RAS/Routing Inactive
v B bve 2 WAN Miniport (PPTP) (VPN3-17) VRN RAS/Routing Inactive
A3 WAN Miniport (PPTP) (VPN3-16) VPN RAS/Routing Inactive
T WAN Miniport (PPTP) (VPN3-15) VPN RAS/Routing Inactive
T WAN Miniport (PPTP) (VPN3-14) VPN RAS/Routing Inactive
23 WAN Miniport (PPTP) (VPN3-13) VPN RAS/Routing Inactive
=3 WAN Miniport (PPTP) (VPN3-127) RAS/Routing -
23 WAN Miniport (PPTP) (VPN3-126) VPN RAS/Routing Inactive
23 WAN Miniport (PPTP) (VPN3-125) VPN RAS/Routing Inactive
23 WAN Miniport (PPTP) (VPN3-124) VPN RAS/Routing Inactive
2 WAN Miniport (PPTP) (VPN3-123) VRN RAS/Routing Inactive
F2WAN Miniport (PPTP) (VPN3-122) VPN RAS/Routing Inactive
P WAN Miniport (PPTP) (VPN3-121) VPN RAS/Routing Inactive
P WAN Miniport (PPTP) (VPN3-120) VPN RAS/Routing Inactive
23 WAN Miniport (PPTP) (VPN3-12) VPN RAS/Routing Inactive
23 WAN Minigort (PPTP) (VPN3-119) VPN RAS/Routing Inactive
23 WAN Miniport (PPTP) (VPN3-113) VPN RAS/Routing Inactive
23 WAN Miniport (PPTP) (VPN3-117) VPN RAS/Routing Inactive
23 WAN Miniport (PPTP) (VPN3-118) VPN RAS/Routing Inactive
22 WAN Miniport (PPTP) (VPN3-115) VRN RAS/Routing Inactive
F2WAN Miniport (PPTP) (VPN3-114) VPN RAS/Routing Inactive
FPWAN Miniport (PPTP) (VPN3-113) VPN RAS/Routing Inactive
3 AN Mininart DDTEY VDN3.11) o RAS/Rauting Inacti
2
Port Status :
Device: AN Miniport (PETP) (VPN3-127) -
Condition: Authenticated (administrator)
Line bps: 1,410,065 408 Duration: 00:13:.16
— Statistics
Bytes in: 12258  Bytes out: 4627
— Emors
CRC: 0  Framing: 0
Time-out: Hardware ovemuns:
Alignment: Buffer overuns:
— Metwork registration
IP address: 192.168.1.151
IPvE address:
Refresh Reset Disconnect Close
=2 Routing and Remote Access
File Action View Help
o H

B Routing and Remote Access
% Server Status
4 [ SERVER-2012 (local)
B Network Interfaces

S
User Name

B 3I5CO\administrator

E Remote Access Clients (| \

= Ports \

24 Remote Access Logging

4 B IPv4
T General
E Static Routes

B DHCP Relay Agent

b B P

Duration
00:00:15

Remote Access Clients (1)

Number of Ports

1

Remote s « J

Status
Mot NAP-capable

ax>l .  Access Clients

SoaSS 4l e
jaML&.ﬁbw)JwMJ“aJﬁ

S J S

S
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File Action

Active Directory Users and Computers
View Help

es/z2[H {o0[XEAE LETREE

I
Fl

Active Directory Users and Com|| MName Type Description
| Saved Queries L X Administrator_User Built-in account for ad...
B 3iscour B2, Allowed R Copy... n this group c...
4 — E“'It'" . 82, Cert Publi Add to a group... f this group ...
omputers ;
~ P! 82, Cloneable Disable Account f this group t...
3] Domain Controllers 2, Denied RO fecct P } nthis group c..
- i ityPrincipald eset Password...
- :relgnS:cSunt.yPr:clpal. %DnsAdm\r nistrators Gro..,
. i anaged Service Accour 2, DnsUpdat Move... < who are per...
2 2, Domain A Open Home Page d administrato...
%Domain C Send Mail ations and ser..,
.ilDomain C All Tasks y [ controllers i...
82, Domain G N guests
.g?JDUmain u I N users
giEnterpnse Delete d administrato...
B2, Enterprise Rename f this group ...
a -
%, farshid Propertics
%Grnup Pol n this group c...
?_. Guest Help count for gue...
\a) Persian User
giRASandIAS... Security Group...  Servers in this group can...
82, Read-only D... Security Group... Members of this group ...

Administrator Properties

Remate control I Remate Deskiop Services Profile I COM+
General I Address I Account I Profile I Telephones I Crganization
Member Of | Dial-in‘\ | Environmertt I Sessions

Metwork Access Pemmission

" Allow access

" Deny access

* Control access through NPS Metwork Policy

I Verify Caller-ID:
Callback Options

{* No Callback
" Set by Caller (Routing and Remote Access Service only)

" Aways Callback to:

[~ Assign Static P Addresses

Define IP addresses to enable for this ‘
Dialdin connection.

I Apply Static Routes

Define routes to enable for this Dialin
connection.

QK | | Cancel | Apphy Help

249

s [ 7 [SE

sl 5 Remote Access 5 b jl beol 4 U
o 581 0Ll G b 5l s oS bl VPN S
oI J)‘j o)l.g‘jj v.:)f VPN L;Lﬁ‘ 29

Active  Directory Users and

OS5l S ssy s Lss Computers
I, Properties <. S 5 us ol SIS 54>

S Ol

o S R Dial-in 5 5,15 a=iw ReLBL
«> 5 Network Access Permission .3
Access

Control b Lol S s

5,13 55> Through NPS Network Policy
e b SO J RS ka8l &S
S 1y a8 ol Ceand il 53 oS 305 o5L3l NPS
Sl 016 pled Gl B A Sose @
5 3 5 NPS s 5 bl |y e ol
on o2 b1 O BLE oo 5 oS o
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: Network Policy Server g jw L IS

wﬁjﬂw\jobt,uwm;swm)a;:jJ@\,NetworkPoIicyServerw}ﬁ@\‘«s@\c@y

oS Ll VPN sy 5 s oo ool | Sl 5 0 55 0 Network Policy Server

b Gl g led sl sl Cuas L3 5l Routing and Remote Access s v Caand ool 531 SK

S e VPN s S 5 ol o (3 Ol 0 Ll 5 e O

Server Manager

nager * Dashboard 5 Tooks  View

Add Roles and Features €——

Remove Roles and Features
WELCOME TO SERVER MANAGER

Add Servers
‘ Create Server Group
a Configure this local se| | ServerManager Properties
g
QUICK START
'WHAT'S NEW
4 reate a server grouy
Hide

| LEARN MORE
ROLES AND SERVER GROUPS
Roles:5 | Server groups:1_| Servers total: 1

nho )3 5 s g Server Manager sl gar Sl

- » s Add Roles and Features s, , oid 3L
25 S0 SISNext g5, 5ol 5L asin 5o

K

Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles
[T — ~
[] DHCP Server
v| DNS Server (Installed
[ Fax Server

4 [H] Filz and Storage Services (5 of 12 installed)
I+ [H] File and iSCSI Services (4 of 11 installed)

Network Policy and Acces...

Rale Sa

- v/| Storage Services (Installed)
Confirmation [ Hyper-V
—_— Network Policy and Access Services]
[] Print and Document Services

> [M] Remote Access (1 of 3 installed)

[] Remate Desktop Services

[ Volume Activation Services

[m] Web Server (IIS) (14 of 43 installed)
[[] Windows Deployment Services

™1 Windows Server Fssentials Fxnerience v

_EI-

DESTIMATION SERVER
Server-2012.3iscolr

Network .8 L asiv pl 53

Description

Network Policy and Access Services ‘) POI Icy and ACCeSS Se rVICeS
provides Network Policy Server

(NPS), Health Registration Authority

(HRA), and Host Credential . .
Authorization Protacal (HCAP), LS ol
which help safeguard the health and " .

security of your network.

A4S SUs Next g5,

v

< Previous nstal Cancel
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= Add Roles and Features Wizard [-To Aw"}g Role SEI"ViCE . - 53

Select role services iy .
o=l |, Network Policy Server

aefore You Beain Select the role services to install for Network Policy and Access Services

\-PS',E|EiiCF Type Role services Description . ‘:S S . S NeXt (.;_5) j" j );S

Network Policy Server (NPS) allows
} you to create and enforce

[ Health Registration Authority organization-wide network access

[ Host Credential Authorization Protocol policies for client health, connection

request authentication, and S . S Insta“ 6j) )_3 J'>.-T W ).3

connection request authorization.
With NPS, you can also deploy
1 5 s Metwaork Access Protection (NAP), a
client health policy creation £ M b 5 ~S
Confirmaticn enforcement, and remediation -2 5 ~ b)}‘ [ ..) ) L’ -

technology.

¥

< Previous Next > nsta Cancel

J.:.S;,...a.’ ‘) BB ol U'-’~‘ G}"“” Q)MQ .)..:.,\‘95@ rﬁﬂ) POWGFShE” )‘}:MJJ‘ oéw.w‘l.’
Install-WindowsFeature —name napas-policy-server —includemanagementtools

s S s s e ol 5 s Search s, Network Policy Server .5 o a5l dxg

R AT
Search

Everywhere

Network Policy Server . . s L siS5earch s,y jws,w coa 5l dx

network policy server  4—

S |l

etwork Policy Server

& Network Policy Server
File Action View Help
s 7]

& st S 53 535 JS5 e b s 12l Sl

i [ | RADIUS Clients and Servers,

4 [5f Palicies
7 .. .
— Connection Request Po ‘ 5 Network Policy Server (NPS) allows you to creste and enforce organization-wid o) }.S Jb_v .))jM }..:'.S CN‘M-J j‘ ‘N PS( Loca I )

| Network Policies health. connection request authentication. and connection request authorizatior|
~ Health Policies

4 B, Network Access Protection Radius Server for DiaI—Up or VPN

I = System Health Validato Standard Configuration

& Remediation Server Gro Select a configurati io from the list and then click the link below t th M i
lUAccuuntmg elect a configuration scenario from the list and then click the link below to openthe s d)) J_, J\x.g j .)\-:S g_)l}::)\ ‘) Connectlons

1 Ml Templates Management

=i RADIUS server for Dial-Up or VPN Connections

.5 s Configure VPN or Dial-Up

RADIUS server for Dial-Up or VPN Connections

When you configure NP5 as a RADIUS server for Dial-Up or VPN connections, you o
MPS to authenticate and authorize connections from Dial-Up or VPN network access
clients).

n Corffigure VPN or Dial-Up n Leam more
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Select Dial-up or Virtual Private Network Connections
‘ ' Type
— ! [%

Configure VPN or Dial-Up

Type of connections:
O Dialup Connections

When you deploy Dial-up servers on your network, NPS can autherticate and authorize connection requests
made by dial-up clients connecting through the servers.

@) Vitual Private Network (VPN) Connections
f When you deploy WPN servers on your network, NPS can authenticate and authorize connection requests
made by VPN clients connecting through the servers.
Name:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify it

VPN Policy NPS Serve] ———

Cancel |

Configure VPN or Dial-Up

Spedfy Dial-Up or VPN Server
. "

R

RADIUS clients are network access servers, not client computers. If the local computer is running Routing
and Remote Access as a VPN server, it is automatically added to the list of RADIUS clients below.

If you want to add remote VPN servers as RADIUS clients, click Add.

RADIUS clients:

Previous | [ Next Cancel |

Configure VPN or Dial-Up
Configure Authentication Methods
. y
—a |
The fallowing protocels are supported by servers running Microseft Reuting and Remote Access. ff you use a

diferent remate access server, make sure the protocals you select are supported by that software

[] Extensible Authentication Pratocol

Microsoft: Smart Cand or other certificate Carfigure.

Microsoft Encympted Authentication version 2 (MS-CHAPvZ) <
Select this option to allow your users to specify a password for authentication.

Microsoft Encympted Authentication (MS-CHAP) e
Select this option only f your network runs operating systems that do not support MS-CHAPv2.

Previous | [ MNext Cancel

Virtual Private Network .~ 033> 4y S amio cpl o
355 el s 4 b SO s Sl (VPN) Connections
sdalive |y dny SO 6 oS SIS Next (g5, 0 e 508 5505

RUAY

Radius Server ;I aals o 55 oKl js Sl asins ol 5o
5l 1 0l Slasie 5 48 SIS A 55 5 L LS eslind
S o ool S35 S S5 5 g S 5 51 Sl S
o= Radius Server < L HotSpot s w0 5l eslizal gl
23 35m s Sl el SE s Bl ol Sadas 5 S,
S IS eslinal S See 55, HOSPOL s sl 2 S5
Next s, » V> in Joal o 40 Azl SIS ol @ 5L S

2SS S Sl | K 5e, (S0 kb asio a5
MS- 5 MS-CHAPV2 i Wl <sle 3505 3525 bl 55 S
S S bl el ss a b s 5L 4 by oS CHAP
A il bl S SLIL Ulg e oS 3005 sy a0
i 1 Bl ol 2503 VPN LUl a0 5L o8 eSS 5l
J2 bl s Ol | sl a8 L Ol gl 45 s
sl 0T 65, VPN &8 Lol 5w ol Certificate <G o 5

S SUSNexXt g, il ol i 20 558 e
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Configure VPN or Dial-Up - - . = . . -
.Iau)lo)\;‘-\@);jf)&o;m&\cmw&lﬁ
Specify User Groups ) ) * ) " ) ) "
| sers that are members of the selected group ar groups will be allowed or denied access

= "L Lased onthe network policy Access Permission setting. X é dd
\))]aab)jﬂo);jﬁJ\SA LSJJJ.:;_{:JSL:“L:.AJL;AVPN
To select User Groups, click Add.  no groups are selected, this policy applies to all users.

LI REOYC RN SR SPEI SN U CE R P

3ISCO\Domain Users =

st e 2 OLlS eled oS 5,5 «s Domain Users

Sl 0l Blsl o] a4 Sl

¥

Configure VPN or Dial-Up - JJ}:J Ls”’)'ﬂ G;) 4}: 6 J';ﬁs .o V\':-"jjg;‘ - - w‘ ))
‘ , Specify IP Filters

Configure IPv4 and IPvé packet filters if you want ta restrict the type of network traffic sent

BB e s IP s g kb O 3 oS 52 oo b Sl

ff you are using Routing and Remote Access Servios canfigured as a dialup or VPN server, you can configure
1Pvé and IPvE input and output fiters. Othenwise, click Next

o Al a3 s 4l gl S5 S jasie
sle b s aes SIS Input Filters g5, 5 b S sl

Select an existing IF Fiter template:

| Nore v]

IPvd.

To control the IPv4 packets this interface sends, click Input Fiters oput Filers..
To control the IPv4 packels this interface receives, cick Output Fiters

IPvE

To control the IPv6 packets this interface sends, click Input Fiters. ; ; >/ N t
To control the 1PvE packets this interface receives, click Output Fiters " ) j_:

oS SUs Output Filters g5, 5 b o 2os

Configure VPN or Dial-Up - &’.’. M j‘.’.‘)‘ﬁ 6 L“"":" LS‘J” wa‘ C‘".‘.“"‘ J§‘ W O‘.’.‘ )J

Spedfy Encryption Settings
. ] N

— ﬁg;ig‘:l‘tzicﬂlsusv;ee?veer;prtianstrengthsusedfortrafﬁcbet\»eenaccesschentsandthe W ‘) wa‘ LS‘)K.}‘}A) 6)‘./\.!\ L&”_/.«.N‘ V.éad W OL“‘}L\N

<4 - ' . L. .
!:g;;{gnu:tlnmpn;ﬁmmg and Remote Access Service configured as a dial-up or VPN server, you can corfigure 1 28 m \ L3 S ))'J. jb")_jﬂ S J\_Q 4_7; J'Q up;f L}i‘ ‘)_} 45 ')‘ﬁ"s

The encryption settings are supported by computers running Microsoft Routing and Remote Access Service:

¥f you use dfferent network access servers for disl-up or VPN connections, ensure that the encryptions

settings you select are supported by your servers Q)M J: LS“LBJ" C{)M 4 CJLC‘W‘ LS‘)K’.’}‘) ML’ e

If No encryption is the anly option selected, traffic from access clients to the network access server is not
secured by encryption. This configuration is not recommended.

SUSNext 5, 5 s e 438 Slstl 5l e b S el

[ Basic encryption (MPPE 40+it) S o S
[] Strong encryption (MPPE 56-bit) "
Strongest encryption (MPPE 128 bit)

!
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Configure VPN or Dial-Up -

Specify a Realm Name
.
*‘ If you specify a realm name, the user account location supplied by users inlog on

credentials, such as a domain name, is replaced by the value you choase.

Your ISP uses a portion of the user name to identify which connection requests to route ta this server. This part of
the user name is the realm name.

I you do not know your realm name, contact your ISP. F you do not care about realm name, please dlick next

Type the realm name, including the separator character the period or the forward slash), that your ISP uses to
forward requests.

Realm name:
[
Example: ISP,

Before authentication, remove the realm name from the user name

If the realm name is an identifier added to the existing Windows user name, it must be removed before
Windows can authenticate the connection request

/

Configure VPN or Dial-Up -

Completing New Dial-up or Virtual Private Network
* ! Connections and RADIUS dients

You have successfully created the following policies and configured the following RADIUS clients

+ To view the configuration details in your default browser, click Configuration Details.
+ To change the configuration, click Previous.
+ To save the configuration and close this wizard, click Finish

Connection Request Policy:
WPN Palicy NPS

Network Policies:

VPN Palicy NPS

Confiquration Details

4

i

Policy VPN & s S Finish (g5, 5 amio opl o5

3 g sl lais ) ge

& Network Policy Server
File Action View Help

L

I || RADIUS Clients and Servers
A J Policies * Network policies allow you to designate who is aul

; which they can or cannot connect.
| Connection Request Po =

—® | Network Policies

@ MPS (Local) Network Policies

2 oo 3l 5 A4S aarl o NPS g e s 05b 5 S

L dal g 4 e S SIS Network Policies s,

| Health Policies Policy Name
A _& Metwork Access Protection I_d(:nnneu::tions to Microsoft Routing and Remote Access

b 5 System Health Validato l’_dCDnnedions to other access servers

Move Up

*& Accounting Move Down

B ol oS J[}g‘\ QUD}P- JEJJ)jﬁ rl.’ La P0||Cy t_i.l "y

5 Remediation Server Gro M _ -J‘?:S k.JL>=:-;| |) Properties 9 .,\,:15 C»-M-“J &:J\S UI 6})

;- Wl Templates Management .
@ VPN Disable

Delete
s Rename Bt
Cond Duplicate Policy
aﬁnsd Properties g

Help
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VPN Policy NPS Properties

Overview | Conditions I Constraints | Settings |

[P Polc PS] |

Policy name:

Policy State
If enabled, NPS evaluates this policy while performing authorization. f disabled, NPS does not evaluate this policy.

=[] Palicy enabled

Access Pemission
If conditions and constraints of the network policy match the connection reguest. the pelicy can either grant access or deny
What is VT n ?

access. What

=% (®) Grant access. Grant access f the connection request matches this policy.
() Deny access. Deny access if the connection request matches this policy.
Ignare user account dialin properties.
If the connection request matches the condttions and constraints of this network policy and the policy grants access, perform

authorization with network policy only; do not evaluste the dial+n properties of user accounts

Network connection method

Select the type of network access serverthat sends the connection request to NPS. You can select ether the network access servertype
or Vendor specific, but nether is required. I your network access serveris an 802.1X authenticating switch or wireless access point,
select Unspeciied

+=# @ Type of network access server:

Remate Access Server(VPN-Dial up) ]

() Vendor speciic:

10

[ ok [ cance

Aoply

(S

&

File Action View Help

s 2 B =

€ NPS (Local)

MNetwork Paolicy Server

B [ RADIUS Clients and Servers

4 _f Policies

“ Connection request policies allow you to designate wi
to remote RADIUS servers. For MAP VPN or 802.1X,

B o System Health Validato
_-1:5] Remediation Server Gro
8. Accounting
| Wl; Templates Management

! _ Connection Request Po request policy.
| Metwork Policies
| Health Policies Palicy Name Status P
) N_etworlc Access Protection _F Use Windows authentication for all users Enabled 1
.__FVPN Policy NPS Enabled 2

(© Networks

o.g,) VPN Connection

Error connecting to VPN Connection
Error 812: The connecti
of a poli

255

sl slaas 5§ Overview s s
(St o b el e LS 303 34
I, Policy Enabled «. ;3 ;L5 5 31
dal g Jled s s 46 Policy o ls
J\JJV.AV.@CSJ&QJ\.L’J;VPN
j&b@‘;w‘;‘ébjbbj}jw
53 s Policy &l gl sy

Reauest

Connection Coond
Jlae IS 53 a8 5415 545 Policies

Ol Sy 2 Al &S S o sdalia 1 0

Comeciontequestroiies [ B

<5 > s >335 Properties
Policy 4,5 s & Overview

Al » 1, Enable

Jlas Error b w5 VPN sl Lisyse )8 oS Sles IS ol 51 s
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VPN Policy NPS Properties

Ovenview | Conditions I Congtraints | Settings |

e roc s

Policy name:

Policy State
If enabled, NPS evaluates this policy while performing authorization. f disabled, NPS does not evaluate this policy.

=[] Palicy enabled

Access Pemission
If conditions and constraints of the network policy match the connection reguest. the pelicy can either grant access or deny
access. What is access permission?

- @ Grant access. Grant access if the connection request matches this palicy.
() Deny access. Deny access if the connection request matches this policy.
Ignare user account dialin properties.
If the connection request matches the condttions and constraints of this network policy and the policy grants access, perform

authorization with network policy only; do not evaluste the dial+n properties of user accounts

Network connection method

Select the type of network access server that sends the connection request to NPS. You can select ether the network access servertype
or Vendor specific, but nether is required. I your network access serveris an 802.1X authenticating switch or wireless access point,
select Unspeciied

+=# @ Type of network access server:

Remate Access Server(VPN-Dial up) ]

() Vendor speciic:

10 2

oK || Cancel || ooy

VPN Policy NPS Properties

- Conditions | Constraints ISeﬂings

Configure the cun\:hbns for this network policy.

If conditions match the connection request, NPS uses this policy to authorize the connection request. F conditions do not match the
connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

Value
Virtual (VPN)
31SC0\Domain Users

Condition
& NAS Port Type
B Windows Groups

\

Condition description:

The MAS Port Type condttion specifies the type of media used by the access client, such as analog phone lines, ISDN, tunnels or vittual
private netwaorks, IEEE 802.11 wireless, and Ethemet switches

256

~ S 3515 sy g gwd oS 95 aslslys

& VPN b 51 0l dals e S
W3S Ll Al o s a3 e 4
S5 s ozl |, Grant Access
B 4535 s 45 4 ol )
s S ozl |, Deny access « 5§
Ay e 5 o ] e

S asiie Ll s

S S ol 55 Conditions s s
5 &S SISAd g5, 2L Ll sl
s isyge a03S 3950 S

S » Al 5 o0 Y
g5 5 LS SJS Authentications
« PAP or Chap il « 1, i
Sy ool 8 s s wlsl o)
o2 S5 00 onl Gab Sl Sl 018

s Jeas VPN 5 b 5l 4502 oy
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VPN Policy NPS Properties =

Overview | Conditions | Constraints |Seﬂings|

Configure the constraints for this networlk policy.
F all constraints are not matched by the connection request, network access is denied.

Constraints:
%‘mm's Allow access only to those clients that authenticate with the specified methods.
L. Authentication Methods
oy, ldle Timeout EAP types are negotizted between NPS and the client in the order in which they are
listed.
i, Session Timeout e
EAP Types:

|[] Called Station ID

" Day and time restrictions

:‘ MNAS Port Type

Edi... Remove

Less secure authentication methods:
Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
User can change password after it has expired
Microsaft Encrypted Authentication (MS-CHAP)
User can change password after it has expired
[] Encrypted authertication (CHAP)
[] Unencrypted authertication (PAP, SPAF)
[] Allow clients ta connect without negetiating an authentication methad
[] Perform machine health check only

ok || Gancel |[ mppy |

VPN Policy NPS Properties

Overview | Condtions | Constraints Seﬂings|

Configure the settings for this network policy.

If conditions and constraints match the connection request and the policy grants access, settings are applied.
Settings:

RADIUS Atinbutes

@ Standard

‘endor Specific
. Allows unrestricted network access for clients when the connection request matches
Network Access Protection the policy. Use this option for reporting mode.

% NAP Enforcement .
= () Allow full network access for a limited time

18 Extended State /‘ Allows unrestricted network access until the specified date and time. After the specified
Routing and Remote Access date and time, health policy is enforced and non-compliant computers can access only
E—— the restricted network.

Specify whether you want to enforce Network Access Protection for this policy.

(®) Allow full network access

11” Multilink and Bandwidth
AMllocation Protocal (BAF)

8/ 572014 [E 124718 FPM £
¥ IPFilters -
£ . () Alow limited access

% neryption Mon-compliant clients are allowed access only to a restricted network for updates.
ﬂ IP Settings

Remediation Server Group and Troubleshooting URL

To corfigure @ Remediation Server Group, a Troubleshooting URL. or both. click

Configure

Corfigure...
Auto remediation

Enable auto-remediation of client computers

Automatically remediate computers that do not meet health requirements defined
in this policy.

ok || Cancel Apply

257

oleks Constraints s s
e 5l aS 35l sy il
Idle Timeout « ols . Wl
b8 S aS Gl aS s S 6Ll
ok Juats o2 4 VPN 5 b S
S e b 8 Il 55 5
sy 4 by Sl O Ll e
Lol bl b ass Lasde
Session 4. g el S
Jds oS 5505 3y o Timout
Lol 81 Mo S o ol

sla 4y S Settings s s
-deg?\i»cb)\.uﬁ-jjiisgﬂb'u
o by olhs Wil
doas el RADIUS Server
NAP (ss; » oo Conw 315
- LS s Enforcement
53 05 oS WS Lasie Ll g
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File Action

View Help

e 7nE & B =

E Routing and Remote Access

% Server Status
4 [f3y SERVER-1 (local)

E Metwork Interfaces

E Remote Access Clients (0}

E Ports

=3 Remote Access

R1 Daliciar |

b B (Pvd

a B |Pvh
E General
B Static Rout

Launch NP5
View
Refresh

Help

Remote Access Logging & Policies

To configure remote access logging or
network policies (formerly named remote
access policies), right-click the Remote
Access Logging and Policies node.

For more information about setting up a
Network Policy Server (NPS), or about
deploying and troubleshooting remote
access network policies, see NPS Help.

To remotely configure Internet
Authentication Service (IAS) for prior
Windows versions such as Windows Server
2003, see Terminal Server Help.

File Action View Help

«= #E B

& NPS (Local)
% Accounting
=] 1P Filters

Network Policies

E_[

Metwork policies allow you to designate who is authorized to connect to the network and the circumstances

under which they can or cannot connect.

Policy Name
BCcnnedions to Microsoft Routing and Remote Access server
BCcnnedions to other access servers
[ VPN Policy NPS =

Status Processing Order  Access Type S
Enabled 1 Dery Access U
Enabled 2 Dery Access U
Enabled 3 Grant Access R

-

Conditions - I the following conditions are met:

Condtion

Value

Settings - Then the following settings are applied:

Setting

Value

[ HE

258

s e s (Sl S5 el
Gib 31Kl aS 5505 555 NPS
J6 Remote Access ..,
oS &S Dol Sl | ]
JSs asle 40 |, Remote access
S0 p s S Ll s

Remote access Logging &
<o S 5 S el SIS Policies

S ol=sl | Launch NPS

i LS o odalin &S shailen
5181 5 ol eds || NPS
Network (s, » o Cun
Ly s S SIS policies
sl oa b &S 1, L3 Policy

S odalie ("PJS

» Lax Policy i 5l
SJs Network policies (s,
b, New «y8 5 4 ol
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File Server Resource Manager (FSRM) L ,Is

‘\J;Lﬁ.‘Q{QﬁJﬁ)lSjC,m‘o)‘b)‘ﬁvﬁjwjb‘)uo)‘béjuoﬁbéuwjﬂ)‘éﬁ&iw‘jﬁLﬁ.‘

el 63,5 Ol |y s s g

o Configure this local server V1, Server Manager sl S ¢33 sl

QUICK START : Add Roles (5, » 5.3, Je ke 5 oues

{2 Addroles and features e—-

S Js and Features

3 Add other servers to manage

WHAT'S NEW

4 Create a server group

LEARN MORE

Add Roles and Features Wizard [ = [ o [

DESTINATICN SERVER

Select server roles Senver201235c0.7 T a4 oS 5*15 Next S

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description d‘j\ j" w L.)-»’~‘ )J cu\ﬁ.mlj.’ Server ROIQS

Server Selection L L i g e g i ~ File Server Resource Manager helps

[ Application Server you manage and understand the . .

] DHCP Server files and folders on a file server by FIIe and ) 9 Flle and Storage.“
scheduling file management tasks g

e and storage reports, classifying files

Feat

¥ DNS Server (Installed
Confirmation
[] Fax Server and folders, configuring folder

—34 [H] File and Storage Services (2 of 12 installed) _| quotss and defining file screening UT 4L 4aea J‘.’.) BEE) J.:.S ! ‘) iSCSI...

) ) policies.
> 4 [H] File and i5CSI Services (1 of 11 installed)

/] File Server (Installed

[] BranchCache for Network Files File Se rver Resou rce Mjf
[] Data Deduplication -

[ DFS Namespaces

- Next s, » 58 olssl |, Manager

[ File Server VSS Agent Service

[] iSCSI Target Server v RLY &ﬁls

< " >

Search File Server , ., Search sl ws v ozl 3l Aw

Everywhere ~ ol 1 s 4 4"’.’.J§ 5 LS 5,15 1, Resource Manager

File server Resource Managed

LY

j&, File Server Resource M
ey
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23

File Action View Help

9 z(E = 3=

File Server Resource Manage

é File Server Resource Manager (Local) Mame
A ée Quota Management Z\_i;Quotas

A a? File Screening Management

@ Storage Reports Management
4 [ Classification Management

(& File Management Tasks

i Quotas E Quota Templates
E‘ Quota Templates

H_é File Screens
_.E‘ File Screen Templates
| File Groups

D Classification Properties
(= Classification Rules

Ls a5 Quota, Screening,... b i

:Quota Management L 415

U.\.:SJ}W Q‘f‘)gd‘f b &M.i)JLA LSLAJ Jx.::‘ji.;.a QT &‘JLJ“\SML:&)}M})) L;".:.LLBQUOta

sy g0 d 4y S glas S1 s cpl s (S eslizal Saus Hla gl ol 5l mis Wl 8

Sl dal et lad 4 calis gla gy 4 o g e ol 058 Kos 3

S 5 S Sl SIS o glagls 5l S s 2 s Lss My Computer syls 5,5 ol

- Local Disk (C:) Properties

§ Status: Disk quotas are disabled

Enable quota management

[ Deny disk space to users exceeding quata limit

() Do not limit disk usage

(®) Limit disk space to | 'II}| | ME v |

Set waming level to | ﬂ| |MB v|

Select the quota logging options for this volume:

Log event when a user exceeds their quota limit

Log event when a user exceeds their waming level

General | Tools | Hardware I Sharin Security
Shadow Copies I Previous Versions | Quota Classification

Select the default quota limit for new users on this volume:

ok || cancel |[ Appk |

S ozl |, Properties

b b sy pe 0255k (B ol Sl eslinad (sl g S

AL NTFS 4 4 5

Sl ol 03 S Il gl 5 52 QUOtE L35l amis 0 5o
¢y S okl Enable quota management
I, Limit disk Space to «. ;8 Ll Koy glad 05 S 5 5ds
10 el 5o oS s o)l 1 55 Jais) s oo 5 S Sl
SV ran B Ll e 1S oSl my Sl 0 315 LSS
Set warning level to ¢35 (S eslinal Sy glas
&l olas G 5 S eslinul Sy glas <ol 8 51 8 S|

1S Ol [ amio 2T 458 55 s dal e Jlol S8 e
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LS SUs Quota Entries S g5, - kL LS
CGuota Ertries... |
[
Quota Edit View Help S oa sy sl s S LS‘J{ d=bp Qﬂ‘ DL
DXE - Q o ,
hatus Ma.. Logon Mame NeW QUOta dﬁii‘ S0 xn "LiL, ("-'-'AJ Dt J’-’)ls
. 0K BUILTINAAdministrators
Select Users -
Select this object type:
|Usem ||ObjedTypes...| Cd 4 1) 555 J‘E'.'DJ‘}‘ 25 Cwad pl s
From this location: R Lo . Lo
|3isco.ir || lissire | 4‘%; )‘ "‘T‘."‘ﬁ"g;‘ )\S ui‘ LS‘J" ‘V':’ng’ wlol
Enter the object names to select (sxamples): QJJS asls! )‘ Jau S eslanod Advanced
farshid babajani (babajani @3isco ir) Check Mames ’ )
‘;“\ i .L:S&ASOI(&)‘)JJJEJJJ‘,AJJ)[S
o [c |
Add New Quota Entry -
&?} User: babajani@3Jscoir J.EJDJ}A J.uls LS‘)" b JE..»D))A LSL‘M )‘J.QA Coond U'l‘ BE)

Set the quota limit for the selected user(s):

10 51 e Sl5 e 8 Cand opl 53 (oS e el
w8 Sl S eslinal Sius sl glas 5l ol

() Do not limit disk usage

(®) Limit disk space to | 11}| |MB v|
Set waming level to | E||ME v| - Jb)‘#_))jﬁﬂ‘)gé‘ﬂ)w‘&%ﬂ) C,.:LK.ASJJA
™| ok || cance | 3 g

ﬁPropertiesWp),\i.x;ﬁ\)jla_;;)yWQT;\@mﬁ@ob)&bluw&:ﬁokéﬂﬁ

LS SIS ok sy,
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Disk Quota

You should enable the quota system only if you intend to use quotas on
this disk volume. When you enable the quota system, the volume will

be rescanned to update disk usage statistics. This might take several

minutes.

Press OK to enable the quota systern now.

gl s S SIS0k g5, p S amin 3 &S Sl
S s o by st Ll 4y S 558 e el asio
Jled sl g2 o oo 223 55, L QUOTA s
2 Al 5l e Oz o Bl s Sl S S

‘Jﬁ)d—i‘i“:’

el Glamio LS SIS 0k (s,

3,5 Al g sdalin

) Quota Entries for (C:) = =

Cuota Edit View Help

DXE - Q

Status Mame Logon Mame Amount | 4—’ L)—’Jﬂ Caend w‘
oAbo\re Limit farshid babajani babajani@3isco.ir 93.5¢

oAbo\re Limit MNT SERVICE\TrustedInstaller 3.1 - Quota Entries
@ Above Limit NT AUTHORITY\SYSTEM 1.3 s

@ Above Limit NT AUTHORITY\LOCAL SERVICE 99.2]

@ Above Limit NT AUTHORITY\NETWORK SERVICE 38.3Y J‘}?'. J"JS V"’Q L 45 :.b
@ sbove Limit windows2\8 76.8¢ ' ' !
oAbo\re Limit [Account Information Unavailable] 5-1-5-21-3543503318-3182847689-374299... g2 -
AWarning [Account Information Unavailabie] §-1-5.31 7706202563487 78088-37960103.., 3.0/ ‘v_iJJS alsl ol @ |y
@OK BUILTIN'Adrministrators 29

®ok
®ok

<

NT SERVICE\HomeGroupProvider

3ISCOVAdministrator

1 ~&° odalin ASJJJG.JLQJA
S alagms e S
s ealaa B R CLA

9 Ll el S 9lows JJJJS

oA el edis OLES ol

11 total item(s), 0 selected.

25
File Help

+«=| xn(m =

File Server Resource Manager

Gia File Server Resource Manager (L|
4 5B Quota Management
& Quotas
. Quota Templates
4 45 File Screening Management]
& File Screens
5] File Screen Templates
[} File Groups
{5} storage Reports Manageme|
4 [ Classification Management
[E] Classification Properties
[F Classification Rules
& File Management Tasks

2
)|
2
)
]|
]

Quota Template
100 MB Limit

200 MB Limit Reports to User
200 MB Limit with 50 MB Ext...
250 MB Extended Limit
Meonitor 200 GB Velume Usa...
Menitor 500 MB Share

Create Quota Template...

Refresh
View

Help

Limit
100 MB

200 MB
200 MB
250 MB
200 GB
500 MB

Quo...
Hard

Description

Hard
Hard
Hard
Soft
Soft

-«

Actions
Quota Templates =
[B] Create Quota Template...
6] Refresh
View 4

H Hep

262

s |, Quota LU
s ol € 553 Yool o @t 5213

ﬁ\pé;)\)QUOta u"".")f‘“‘\sui‘)\‘)""
ot 305 0503 @ S oy S 50
3 s s File Server Resource

I, Quota Templates <, ;§ o oo
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S ol |, Creat Quota Templates 38 5 uus ey SIS ol 5L amios 5 5 doS Ol

PRV ool Ol aly s Ll K S sl Quota Template & ('?A‘J"d" Cand ol )3

Create Quota Template

Copy properties from quota template (optional):

.r.z.a:.syw}\ﬁzijﬁli)ﬁb:&pQuota Gk

[100 MB Limi

v |

Copy

Settings

Template name:

|New Quota <&—

Description (optional):

[Lmit 00MB~ «——

Space limit
Limmit:
400

| M v] <—

(® Hard quota: Do not allow users to exceed limit

(0 Soft quota: Allow users to exceed limit (use for monitoring)

MNotification threshalds

Threshold E-mail Event Log

Command

Report

oK

| | Cancel

el Template Name .3 3 w=io ol 53
Description cus ;5 5 S 3l 1) 555 ol y5ds
Space limit s 55 .S )0y 1) of Slbws
LS 55l 1) b pae slab Sl Limit als s b
ozl 1, MB,GB,.... slis 51 S ol gk s s
2558 33 ol 0d3 3,15 400 MB Lyl 3 oS 1S
o2l 03 aS 55 555 Soft Quota ; Hard Quota

S ol |, Hard Quota «o S e

s Bl b 8 S aSl sm Hard Quota
« Soft Quota 4, 5 Iy &S el 250 >l

Sy o ) Hles) ks Lad (gl s S eslina]

Log .~ < &b Notification Thresholds i ;s s sl | Hard Quota cwas ol s

Il LOB L 5 555 eals Jousl 455 s 4 Ay 85% 4y 5 s o ST Mte o 18 L1 45 samee 4,
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b2 il e | 53 s E-mail Message s syl amio opl 5o
(Generate notifications when usage reaches (%):
[ o< 284S Sl aS el e ol 4 and 5 85 &S e

E-mail Message | Evert Log I Command I Report |

. Z ..
Send e-mail to the following administrators: 6[.&)[5 JJS o.\m‘ C_,..’.LSKA 400 L;L.,G_Q JS MJD 85 )‘
\d |Administ|ator@ Jscoir € |
Format: account@domain. Use semicolons to separate accounts. Se nd e- 4 é § - g | . N < bu‘ QT .
[] Send e-mail to the user who exceeded the threshold "JS " - L;"*-"’ .o r ) T0

E-mail message .
Type the text to use for the Subject line and message. ‘.L::S DJ“} ‘) &.\;’ J‘.’."“"‘ J..Q..L\ 39 .1.:5 ub::.»‘ \) mall

To identify the guota. limit, usage, or other infformation about the cument threshold, you
can use Insert Varable to insert a variable in your text.

= LJ.JAL Y e JL*& 4}"2 )\ SMTP a=I J\.:L 4.7...“

Subject:
|[Outjj‘ta Threshold]* quota threshold exceeded €— | .
Message body: 6[9— a“ S v\.:.asL;é Jj‘j b ‘):.A.:‘ Q\y& SUbJeCt Cotnnd

User [Source lo Owner] has exceeded the [Quota Threshold]® quota threshald for | -
the quota on [Quota Path] on server [Server]. The quota limit is [Quota Limit MB] MB,

and [Quota Used MB] MB cumertly is in use ([Quota Used Percert]% of i), ‘Cﬁ_;; daly 13 85% ,l.i. Quota Thresholds

W

[Admin Email] 4.: by)ﬁ CJLC*}U@‘ V.A Message bOdy W JJ
Lbossd dlsl Kos sbs fuasl a0 ledbl -l aSul 6l 5

LS s Additional E-mail Headers 5,

| Addttional E-mail Headers... |

[ ok |[ Canced |
Additional E-mail Headers .
Type account names in the format account@server, or select a varable _
that inserts an account. Separate multiple accounts with semicolons. CC’ Y el 3 \) 34 Jg, LSLQ ‘ ool LU dsan UJ\ 33
LS 55l Bee

Ce: -
|babajani@3iscu:u.ir -— |
Bee: Insert s, » i Variable & os s wlsl gl
|'I"|shebarsar@?iscu:u.ir - |
Select variable to insert: S &tls Variable
({Admin Emai] || Insett Vanable |

Inserts the e-mail addresses of the administrators who receive the e-mail.

B g b Sledbl b aes SIS ok s,

0K || Caneel
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Add Threshold

(Generate notffications when usage reaches (%)

Evert Log | Command | Report

Send waming to event log

,ﬁ Waming message
Type the text to use forthe log entry.

To identify the quota, limit, usage or other information about the cument threshold,
you can use Insert Varable to insert a variable in your text.

Log entry:

User [Source lo Cwner] has exceeded the [Quota Threshold]% -
quota threshold for the quota on [Quota Path] on server [Server].

The quota limit is [Quota Limt MB] MB, and [Queta Used ME] MB
curmently is in use {[Quaota Used Percent]% of limit).

Select variable to insert:
[ Admin Email

v|| Insert Variable |

Inserts the e-mail addresses of the administrators who receive the e-mail.

| | Cancel

Create Quota Template

Copy properties from quota template {optional):

[100 MB Limi v| [ copy

Settings

Template name:
|New Quota |

Description (optional):
|Limit 400 MB |

Space limit
Limit:
400 | (v v]

(®) Hard quota: Do not allow users to exceed limit

) Soft quota: Allow users to exceed limit (use for monitoring)

Notification thresholds

Threshold

Event Log

Command Report

Add.. || Edt.

[ ok || Cancel

Send warning s s Jls L Event Log <5 s
s » Lasis Log entry Clszl 5 to event log
sl o Command s s o oslin 5 LOG Lo
sl o2 Report 5 5 ol asis Script ol >

ol ol feasl & i Sl b 318 Lol

Aes s ok s,

J“.‘."S@ odalice ol u.&‘ PL aS )_9-19—'@-‘“
sde &S el Lol o 4 s, 50 Notification
L gbse opl S 5l b o das e 0L 1, 85% o

Quota Template b 4.5 SIS ok s,

gl sl lals; ge
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23
File Help

« = #E BH[=

38 File Server Resource Manager (| Fiver: Show fitersd: O out of Oitems
4 58 Quota Management

@0
E‘ ad Create Quota.. o
4 59 File ¢ Refresh
LO Rl ey '
& Fil
[ Fil Help
@ Storage Reports Manageme
4 m Classification Management
B Classification Properties
:Ji Classification Rules
& File Management Tasks

Quota Path % Used

Quota s, ,» o e 3l Quota Template s 5l A
Create QuOta «. ;5 5 1S ol , SUS 0T (555 5 5 S SIS

S Ol |

Create Quota

Quota path:

Ju.iL: Quota Path Caond BE (d=2. o U'i‘ BE)

EM -

|| Browse... |

(® Create quota on path

() Auto apply template and create quotas on existing and new subfolders

Cluota properties

You can either use properties from a gquota template or define custom

quota properties.

How do you want to configure quota properties?

(® Derive properties from this quota template recommended):

——> |MNew Quota W |

() Define custom quota properties

Summary of quota properties:

Quota waly o a1y oMy 5 wlhs
Ll 55 45 23S sl 553 | 0f )
G 55 el sdd Ol B pl)s
LU Derive properties from this....
LS olssl 1, Quota Template oles
5y oS 3 05 sl 15 Al e 53 S
55 ol oledbl New Quota ol

o315 il Summary of Quota .3

= Guota: E
Source template: Mew Quota
-~ Limit: 400 ME (Hard)
= Notification: 2
Waming(85%); Email, Event log

el 0l

Quota U s UIs Create s, »

Sydoes bisy g plys 5 3sd sl Lais ;g

Create

| | Cancel 25

s Local Disk (C:)
-
> Il
S 100 GE free of 122 GB

Mew Volume (E:)

S0 300 MB free of 400 ME
-—

.&SLSA cMijjﬁ‘j)J&;JJﬁ)}Ew
oslare! JJG V» C,.:LKA 400 Leas B Sl 0l S 9lowe E j:“)b

Sl
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:UTulﬂJISUbJSbgmgoS._@@,ub_jl9,3|J>)L?,g|

=

= | Local Disk (C)

Home Share Wiew

ORI \h v ThisPC » Local Disk (C) »
s
' Favorites Name Date modified
B Desktop . inetpub
& Downloads s Mew
| Recent places . new
. Perflogs
M| This PC . Program Files
i Desktop Program Files (xB6)
| Documents Quot;
& Downloads . Stora o=
U Music ) Userd Open in new window
=| Pictures . Wind Share with
8 Videos Restore previous versions
£ Local Disk (C) Include in library r
] DVD Drive (D:) Offics Pinto Start
a Mew Volume (E:) Send to .
W Network S
Copy
Create shortcut
Delete
Rename
Properties e
items 1 item selected

Quota Properties

Previous Versions Customize Classffication
General Sharing Security

=~

Metwork File and Folder Sharing

Clucta
i Not Sharsd

Network Path:
Mot Shared

o ]

Advanced Sharing

Set custom penmissions, create multiple shares, and set other
advanced sharing options.

| 5‘ Advanced Sharing...

Close Cance Apply

I, Share

267

LSLQ}JN‘)))\‘;{_)J4.&}1&%[4@%6‘fu.1.~503%|

o 2l S Ul Ol e adl oS slml 5 e

.l <=L?u.‘

= ‘L;GDBLJQUOta fbbuﬁ&i_jﬁj&dc‘ﬁb)))b
TS bl [ 4l ol el 8 L il e Lk and) (S

"I Properties «, S 5 S Cenly SIS 0T 65,

S e ol

S 5 Lys Sharing s syl amio ol 3

Syl e IS8 Bues O]
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, File Sharing

Choose people on your network to share with

Type a name and then click Add, or click the arrow to find someone,

v

r

Name

2 Administrator
52, Administrators
2 farshid babajani

'\

Permission Level

Read/Write
Owner
Read ¥

I'm having trouble sharin

View Help

48

MAdd L;)JJ;&?.KL‘)J}}J;)[SJ{‘L’W“\JJ

2 e st Of w1y Read ULy 5 s wlsl o

_y (85 [T

Active Directory Users and Computers

XDoz HE La

ErTER

<

Active Directory Users and Com
| Saved Queries

“| Builtin

b 2 Computers

I (21 Domain Controllers

b [ ForeignSecurityPrincipal
| Managed Service Accour
| Users

n >

Name

82, Access Control Assistance Operators

82, Account Operators
82, Administrators
52, Backup Operators

82, Certificate Service DCOM Access

82, Cryptographic Operators
52, Distributed COM Users
82, Event Log Readers

| §arshid babajani

82, Guests

82, Hyper-V Administrators
2,115 USRS

52, Incoming Forest Trust E
82, Netwerk Configuration
82, Performance Log Users!
82, Performance Monitor U
82, Pre-Windows 2000 Col
82, Print Operators

52, RDS Endpoint Servers
52,RDS Management Servi
52,RDS Remote Access Sen
52, Remote Desktop Users
52, Remote Management U
52, Replicator

Copy..
Add to a group...

Disable Account

Reset Password...

Move...

Open Home Page

Send Mail

All Tasks 3
Cut

Delete

Rename

Properties €——
Help

82, Server Operators

82 Terminal Server License Servers

Type

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

User

Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

Description
Members of this group ...
Members can administe..
Administrators have co...
Backup Operators can o.
Members of this group ...
Members are authorized...
Members are allowed to...

Members of this group ...

Guests have the same ac...
Members of this group ...
Built-in group used by ...
Members of this group .

Members in this group ...
Members of this group ...
Members of this group ...
A backward compatibili...
Members can administe...
Servers in this group run...
Servers in this group can.
Servers in this group ena..
Members in this group a..
Members of this group ...
Supports file replication ..
Members can administe...

Members of this group ...

Opens the home page fer the object(s)

farshid babajani Properties

Member OF |

Dialin I

Environment I

Sessions

Remote control |

Remote Desktop Services Profile I

COM+

B

45 SJs Share 5,

AJLJ oMW 6@)‘5 <=L>u‘ )‘ BEY
Active Directory Users and s,
28 s 2 5 Lss Computer
4"‘.’.J§j nd\:?\gw“) gi.:lSJj} J.Jaabjjﬂ

S ozl |, Properties

sl |, Connect «, S 5 53 Profile s 515 i ool o

User profile

General | Address | Account | Frofie | Telephones | Organization
w

Profile path: |

Logon script: |

Home folder

O Local path:

® Connect: | Z

V| To: ‘58r\rer—2D1Z"-Oucrta"-_?‘ﬂsemame?‘i|

yd

\

oK

|| Cancel ||

Aply | [ Hep

268

O sk 5 5 S Dbl 5 Z 50 15 s o ol 5l (S 5 S

I.@S))‘) ‘)J.’J U'MJJI

\\Server-2012\Quota\%username%
JV:'SJ_)\) ‘_) J_}})‘ﬁj“” (&L: ,\ibserver-zo:l.z &l?@)}l.wb O.i‘)b
Al a3 5 iS5l 1, b 4k pb L Qouta b «

kS syl username® Loy S syl 1 S ol Al e

55 e Sledbl b s SIS ok g
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farshid babajani

3I1SCC\babajani

nt places

c lﬁ. Downloads JAEI Music

rk i Pictures E Videos

4 Devices and drives (3)
Local Disk (C:)

b
LW Floppy Disk Drive (A:) =1 _|
= S 116 B free of 126 GB

~  DVD Drive (D)

l‘\'ﬂ Wing1Pro-x64-en-US-Apr2014

0 bytes free of 3.70 GB
4 Network locations (1)

babajani (' -2012\Quota) (Z:
- aajam (Viserver uota) (Z:)

“egg 109 GB free of 122 GB

- o LIS 5l S sl s se 8 L 0T 5l e

.L:.S& odalin J;L&AJ&&)J b Cy}n U'l‘ cﬁ}.&

#3 wmss My Computer 5, N
203 pl e oS e edalia | ks 5
B3 il ol s 53 C 5ls IS 5
Dlogiie Sy losi |y o onl AL L

S 5 dous Quota

L y5 Quota s,y 5 LS| ~1 1, File Server Resource Manager s s 4 ss Jol 550 505

LS ol 1, Create Quota a8 5 ues e, SIS Quota sy, »

Create Quota -

Quota path:
C\Quota  €— || Browse... |

®) Create quota on path
(O Auto apply template and create quotas on existing and new subfolders
Qucta properties

You can either use properties from a guota template or define custom
guota properties.

How do you want to configure quota properties?

(®) Derive properties from this quota template recommended):

| Mew Quota w

() Define custom quota properties

Summary of quota properties:
=|- Quota: C:\Quota
i Sournze template: New Cuota
‘.. Limit: 400 MB (Hard)
= Notification: 2
Waming(85%): Email, Evert log

.

Create | | Cancel

534S a1 gl s Oles .3l Quota Path cus s
Derive ca3 5 5 w35 35 | Of s
skl S 45 Template oles Properties from this...
ssome g llKe 400 4 sy se ad gy U A8 Ol | s S

.Jj.uu

iy el gy, Quota U us SIS Create s, »

e Jlad
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4 Devices and drives (3)
E‘*‘y Floppy Disk Drive (4:)

DVD Drive (D:)

Fil Wing1Pro-x6d-en-Us-Apr2014

0 bytes free of 3.70 GB

4 Network locations (1)

babajani (\\server-20124Quota) (Z:)
[ v

“e® . 399 MB free of 400 MB

Local Disk (C:)
[ |
> Il
W7 116 B free of 126 GB

s C&%JJ‘) ajb.jb Codgdos qu.\)\.bu
'@o.uu&jﬂj)ﬂijédsjjﬁwjﬁﬁ
wﬁjwlesbfbd\\):j}-)lSQUOta.&:S

! OJ.:!J}.WJE..'))‘}A

0l Sl Ju 1 el g95 38 Sl 5 uSelo

o ol ousls o File Server Resource Manager s, s oUls sz & o3 3

SmupuU;p&u@os;@ﬁwu;@b&u;dﬁ\@ﬁ,\ﬁgsupyFileScreen el L

23
File Help

&= 7= H[=

35 File Server Resource Manager (Local)
P é‘a Cuota Management

.3 Quotas

E Quota Templates
A a? File Screening Management

H_;g‘ File Screens

_.E‘ File Screen Templates

]
)
5]
]

File screen Template

Block Audic and Video Files

Block E-mail Files
Block Executable Files

Block Image Files

u.:. File Groups Create File Screen Template...
ﬁ Storage Reports Manag Refrech
4 L Classification Managem
[5] Classification Prope: View >
- # Classification Rules Help
& File Management Tasks Il

Create File Screen Template

Copy properties from template (optional):

‘ Block Audio and Video Files

I

Seftings ‘ E-mail Message | Event Log I Command | Report |

Template name
[3sco Block File EXE

— |

N Screening type:

(® Active screening: Do not allow users to save unauthorized files
() Passive screening: Allow users to save files {use for monitoring)

File groups

Select file groups to block:

[[] Audio and Video Files ~
[] Backup Files

[] Compressed Files
[] E-mail Files

(W] Exscutable Files
[] Image Files

[] Office Files

[] System Files o
. -

< m >

Maintain file groups: /

Create...

To select afile group to
edi, highlight ts label.

cutable and System Files

AS 6,8 sl s ijLijMP?),JPEG

File Server  .s,» sl gsr sln
> e 3l 5 & 3 Resource Manager
cwl, SIS File Screen Template 5,
a8
LS o=l |, Template

Create File Screen 5 LS

>y s, e 6l Template name 3 5 wmio ol 53
sl w8 5l S Screening type Cas s 5 S 5l
S sl |, Passive Screening , Active Screening
kb oas S slags sl |, Active Screening 4 S S|
Passive Screening « 5 31 Js &S o (5,8 s> Lis ) 50
Lol Gy Al (oS ks se LB s Ol

L B SIX 8 e oS ad dal ot Jl )l 4l e 5l oo

Sl 03,8 oSk s 5 Sl o3 S eslasl MP3 &

270



http://3isco.ir/

www.ta

kbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

Solite SLak g IS a 48 ol 0 bl 3 51wl (6 G S oSS File Groups s o S

L L G S sl ol EXe,Ba,LL slap s el Executable Files S Lpd o Joli 1

.S SJUS Create S3 2 S amio S5 55 oS sl Oles

Create File Group Properties -

Settings

File group name:

[EXEFile <— |

To select a set of files, type a file name pattem, and click Add.
Examples: *.exe or Q4FY2002"

Files to include:

Pl <— | [

3

Files to exclude:

ok || Cancel

oLl File Group Name s 5 amiw 033
File to cud ;3 5 WS )l 1 555 aie
3yl %.eXe el jaS 1y 5 LU g5 Llinclude
LS SUS A (g, 2 a5 S 3015 el ol
S bl ) a4 Bs ) 5o Ay

L gy Sl e opl @ File to Exclude w3
YRR Hp=3| CON VW | VLU B PY WLSE S PR PR
o

OK (555 » o8 A amis 3 5 S SIS OK (55,

g sbl s, 5 Template b aes SIS

=

L]
File Help

&= 7[5

$ss » Template skl 5l ae

33 File Server Resource Manager (Local)
4 ée Cucta Management

& Quotas

E' Cuota Templates
4 é? File Screening Management

Fiter: Show all: Ditems 5 LS <ol , US File Screen

FlescreenPatl Create File Screen w8

2 b dey SO0 s SIS

L‘ﬁ File Screens

__E' File St Create File Screen... g
n..j File G Create File Screen Exception..,
@ Storage R Refresh
4 g Classifica
El Classi View
B  Classi Help
._3 FIlE MEFI YT TS
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Create File Screen -

File screen path:

C\Guota R | Browse...

File screen properties

4l gy yus BIOWSE 4aS5 (65, » SIS L L amis ol 5o
‘_(ou can either use properties from a file screen template or define custom _

file screen properties. ‘) Jj"j’ LJLQ-O‘ O‘ LS}) \:/{'bj \ g)'.'.‘ "“'.‘fh‘j’.-@ 45 Lgﬁ‘)b li
How do you want to corfigure file screen properties 7

(®) Derive properties from this file screen template (recommended):

— | 3isco Block File EXE v

() Define custom file screen properties: Jl?hi‘ Jn.; - . )J 45 J\:.;S HJL’L:J‘ ‘J Template QLQ-Q J\iL’

Derive properties from ¢ 3 o 3l da (S bl

Summary of file screen properties: ‘ "3 ol U L s § S C reate . l) L 5 R
=|- File screen: C:\Guota JL‘)& =0 - - Ls}) J" o - J ‘VJ" Js
Source template: disco Block File EXE

creening type: Active B3
-~ File groups: EXE File 'JF
- Notifications:
"
| Create | | Cancel |
NN FATEN Quota =0 %
“ Home Share View 0
I(-:' - T | . =« Local Disk (C:) » Quota v & ‘ ‘ Search Quota o |
¢ Favorites MName - Date modified Type L;'S Lf "’\‘.‘.’S@ OML&A L}fuﬁ L}&.\; )J 4.5 )jJQ;LQ.A
B Desktop babajani 5/ 3:41 PM File folder
& Downloads %] cmroute.dIl 5:33PM  Application e ‘ Error L} EXE "Ui s L ‘}JLB OJ
5| Recent places 8 jﬂ jﬂ‘}) ) L " Js
18 This PC v_; S
m Desktop Error Copying File or Folder
| Documents .
4. Downloads ‘@I Access is denied. _
d":.w:ic - WS ol o odaline [FATH R BL) M L)'Lj) U':«‘
=] Pictures
8 Videos \ _ . .
&5 Local Disk (C) X LSJ:S)J‘" e 9 MKV Li E) le LSL"'J:'L% &S )\

] DVD Drive (D) Offict
—a New Volume (E) .
Sty
“H Metweork

< m

2items  State: ?3.. Shared

Sl ag 4l s lanm Ll oS 515 ol slas ,lS File Server Resource Manager s« o =

J.;.S oalaul U= U'«"

.Lyibu.uu)éuﬂbt}.ﬁ" &k}‘c%&‘bd‘yw‘}ﬁa‘o‘)b)bﬁ‘
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:Distributed File System L DFS _uug o L IS

os sla il &l oIS 2 Sy 5 oS e eslinal Cilime 5y 0 b 5l AS e S &S Slesle s LS
eed 4SS 305 Wl 1) s sla sl 1Al a L s LB 0351 s 51 5 S - Share
iy 4 by e Share gls L6 ol 5 o e DFS s o 5leslinad b ol al gt Oley iy jde Sl 8
Js = 53 5 &3 S Share \)Xfupétmﬁ.”ﬁ&waﬁ\ &;ilﬁc,LgsSynchronizv.aLgbdpu
il 55 53 53 w53 (pl s ol Sl eslinad b AS1S e s S Share 1KY UL glad g S

s bl b g adse b s JSE deas 13 4k S B L

.

Shared File

Serverl Server2

w‘b)gd‘j) C&va‘ OMMZO].Z J)J“"’)ﬁ"\*,{} LGJTQSJJJ"AS(".’.)"’)ﬁJM’}J‘U)L:J_)S@J.J:d‘f
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5 Sl ol Jlad Active DIrectory s, ol s, 45 ol s m Olge @0 55w SO gl ool 3
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:(.:. v 1 | » ThisPC » LocalDi
- Favorites fame
B Desktop . inetpub
& Downloads . Mail Servic
1=l Recent places J New
. new?
1M This PC J PerfLogs
i Desktop . Program Fil
| Documents . Program Fil
& Downloads . Quota
W' Music . StorageRep
=| Pictures . Users
B Videos . Windows
i Local Disk (C:) | 3isco Share

) DVD Drive (D:) Offic:

Open

Open in new window
Share with

Restore previous versions
Include in library

Pin to Start

Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties e

W

dified Type

410:03 AM  Filefo
Filefo
Filefo
Filefo
Filefo
Filefo
Filefo
Filefo
File fo
Filefo
Filefo
Filefo

3iSCO fubmﬁ,&.ﬁrﬁj‘j’&d)‘)ﬁf"’)\)
SIS O 65,5 5 A 5 (S e bl Shared

o=l |, Properties « S =S o Sl

S e

410:34 AM
46:20 PM
412:29 AM

3isco Shared Properties

Previous Versions |

Customize

General |

Network File and Folder Sharing

Jisco Shared
Mot Shared

MNetwork Path:
Mot Shared

Advanced Sharing

Set custom permissions, create muttiple shares, and set other

advanced sharing options.
rS'aﬂkd\ranced Sharing...

\

Sharing

| Clssfication

[ ok |[ canesl || epw
Advanced Sharing
Share this folder
Settings
Share name:

| Jisco Shared|  €—

Limit the number of simultaneous users to:

Add Remave

Comments:

16777 %

| Permissions || Caching

7

| o

| | Cancel | |

Applv|

Advanced (s, » 5 Lss Sharing s s)ls amin ol 5o

s alb a5 6 s SIS Sharing

)J\)J\.:SJ_)‘} b 3}7'- JEJ.J)}A (:b Share name MJJ

S SIS Permissions 5, » Comments s
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Permissions for 3isco Shared

Share Permissions

GI'DUD ar user names:

33‘ Everyone

\

Slae 5 LS Obksl |, Everyone o5 8 asmis ol s
plad A3l azils ax 5 oS Jlad OF sl |, Read 5 Change

Mbyaj;w‘jw&ljéd\j)ts

| Add. | | Remove |
Pemissions for Everyone Allow Deny
Full Control O O
Change O
Read O
[ ok || comcel || Aoply

slwl 5 hisyse wlys s Slad s 9 das f@‘,ﬁ’)ﬁﬂ)-’ B

J\.:SShare jbe.{,;MLamijéLaUme QT}

33 2 53 Ll e e el S AL ALl a5 iy o e e el 4 o LB 05 S Share i s

4 [®] File and Storage Services (3 of 12 installed)
4 [H] File and i5CS| Services (2 of 11 installed)
v File Server (Installed
[[] BranchCache for Network Files
[ Data Deduplication
— DFS Namespaces

IR Roplicatio
V] File Server Resource

[[] File Server VSS Agent Service
[C] isCSl Target Server

[C] i5CSI Target Storage Provider (VDS and V¢

[] Server for NFS
1 Wark Frlders
< [

oRET et

v

Server Manager
nager * Dashboard e
= Add Roles and Features €——
Remove Roles and Features
WELCOME TO SERVER MANAGER
Add Servers
Create Server Group
a Configure this local se Server Manager Properties
9
QUICK START
I 2 Add roles and features
Add other servers to manage
WHAT'S NEW N
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:5 | Servergroups: 1 | Servers total: 1
Add Roles and Features Wizard = o/
Sele{t ger\jef roleg DESTIV\AT\ON_SE_TJER
Server-2012.3isco.ir
Before You Begin Select one or more roles to install on the selected server.
Installaticn Type Roles Description
| DNS Server (Installed ~ DFS Replication is a multimaster
[ Fax Server replication engine that enables you

to synchronize folders on multiple
servers across local or wide area
network (WAN) network
connections. It uses the Remote
Differential Compression (RDC)
protocol to update only the portions
of files that have changed since the
last replication. DFS Replication can
be used in conjunction with DFS
Namespaces, or by itself.
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Action
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Add Roles and Features Wizard

—I:I-

DESTINATION SERVER
Server-2012 Jiscoir

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such a5 administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

File and Storage Services
File and iSCS Services
DFS Namespaces

DFS Replication

Remote Server Administration Tools
Role Administration Tools
File Services Tools

DFS Management Tools

Export configuration settings
Specify an altemate source path

/

< Previous ext > Install Cancel

Search

Everywhere -~
DFY <—

Management

DFS Management
View Window Help

=| B[=

= DFS Management
D‘Lﬂ Namespaces
[ %33 Replication

_I:I-

LS LIS install

JSe il 4 1, DFS 5, Search 5 b 5l a5 o oz 3l day

"'k:rzs“;?"jﬁj)

S 5 s Sl Sl A

] S Bx < Cauw
e
e —— L 5w JIs Namespace
Blomas MNamespaces -
MNew Mamespace.., €—— 3 New N _
5 Mew Namespace... s KR
Add Namespaces to Display... = P New 4“?.)5 ‘)‘1‘."}’@
s Add Namespaces to Di..,
Delegate Management Permissions... . .
Delegate Management ... (WSO Vv )‘ b Namespace
View 3
Wiew 4

Mew Window from Here

Export List... Exoort Lict
|5+ Export List...
Hel

P E Help
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-

-

=
Steps:
Namespace Server
Namespace Name and Settings

MNamespace Type

Review Settings and Create
Namespace

Corfirmation

Namespace Server

New Namespace Wizard

Enterthe name of the server that will host the namespace. The server you specify
will be known as the namespace server.

Server
server-2012  €——

Browse: |

Mamespace Server
Mamespace MName and Settings

Mamespace Type

Review Settings and Create
Mamespace

Corffimation

Namespace Name and Settings

New Namespace Wizard

Enter a name for the namespace. This name will appear after the server or domain
name in the namespace path, such as \\Server\Name or \\DomainName.

Name:
|DFS new| €—
Example: Public

I necessary. the wizard will create a shared folder on the namespace server. To
modffy the settings of the shared folder, such as its local path and pemissions, click
Edit Settings.

< Previous || Nexd = ‘ | Cancel |

Mamespace Server

Mamespace Mame and Settings f

MNamespace Type

Review Settings and Create
MNamespace

Confirmation

Namespace Type

New Namespace Wizard

Select the type of namespace to create.

(®) Domain-based namespace

A domain-based namespace is stored on one or more namespace servers and in Active Directory
Domain Services. You can increase the availability of a domain-based namespace by using
multiple servers. When created in Windows Server 2008 mode, the namespace supports
increased scalability and access-based enumeration

Enable Windows Server 2008 mode

Preview of domain-based namespace
‘\\?iscu.ir\DFS new

() Stand-alone namespace

A stand-slone namespace is stored on a single namespace server. You can increase the
availability of a stand-alone namespace by hosting it on a failover cluster.

Preview of stand-alone namespace:
\\server-2012\DFS new |

/
[

< Previous | ‘ Neat = Cancel

Sl 355 5o b Ll amio il 5o
2 SIS L L5 e Als e 5By ST s
o 1y s yge 55, b Browse s,
SIS Next g5, » L8 aslsl sl S

RUAY

Sl 34 a\ﬂ;@rﬁ\&md\)a
S SUs Next g5, 5 5 A4S

S 3l sy S 5 amie pl
Domain-based namespace «.
S LS opl Sl s Sl
Llg o S ol opl Stand-alone
RS olarty Oy o ) L ey

AeS SUUs Next s,
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i New Namespace Wizard

Review Settings and Create Namespace

You selected the following settings for the new namespace. If the settings are
comect, click Create to create your new namespace. To change a setting, click

N 5
AMESPace Jenver Previous, or select the appropriate page in the orientation pane

Namespace Name and Settings
Namespace settings:

Mamespace Type

Namespace

Review Settings and Create Mamespace name: “\Jisco ir\DFS new
Namespace MNamespace type: Domain (Windows Server 2008 mode)

MNamespace server: server-2012
Confirmation Roat shared folder: A shared folder will be created if one does not exist

Local path of namespace shared folder: C:\DF5Roots"DFS new

Permissions for namespace shared folder: Everyone read only

< Previous | | Create | | Cancel |
7 DFS Management
View Window Help

= File Action

o3l les J"LS S| amis cpl s
» Namespace st gl 5 5 355 o0

A4S s Create s,

» ks, 5e Namespace skl 5l aw

LS5 KIS Close (¢,

2| 42> Namespace o cww

’ A4S IS New Foldr ¢,

<+ DFS Management \\Jisco.ir\DFS new (Domain-based in Windows Server 2008 mode)
‘ %;ZT\?S:;T?\DFS = Namespace ‘ Servers I Delegation | Search | \\.3iscc>.ir\DFS new
b &% Replication 0 entries 5 Mew Folder,, €———
Type Name Add Namespace Server...
Delegate Management ...
Remove Namespace fr...
View
MNew Window from Here
K Delete
|G| Refresh
[5] Properties
Help
New Folder -
Name:
|3isco Shared |

Preview of namespace:
|\\3isco INDFS new'\3isco Shared |

Folder targets:

\WSERVER-2012%3isco Shared
‘WSERVER-2\disco Shared

oK || Cancel

wbj‘)‘)bjﬁ-obﬂerName M)chd‘)b
odi share wiy Add (o5, » SUS L i op fege 53 s

G & 5 oS o DN 1 2 03,5 i 45 51 S

Sl 4l Ll Cand (pl 5o AL adls ax 508 e LS

Kyl Lol Cwd 45,0 55 4 ol Share

544 sl New Folder b s SUs ok s,

278



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

Replication

A replication group can be used to synchronize the folder targets of the
folder you just created.

il

Do you want to create a replication group?

[ x|

doal g o LT aS 508 o g L 5l a3 ol 3
» 4L« s Synchronize o2 b s

S SISYes oo,

Replicate Folder Wizard

= .‘\
;lé‘ Replication Group and Replicated Folder Name

The wizard wil create a replication group that contains the servers that host the
folder targets. Review the suggested group and folder names, and edit them i
necessary.

Steps:

Replication Group and
Replicated Folder Name

Replication Bligibility
. Replication group name:
Primary Member

LS SUsnext g, pamio ol 5o

|Biscn irdfs new'3disco shared e

Topology Selection

Hub Members Replicated folder name:

Hub and Spoke Connections |3iscn Shared -—

Replication Group Schedule
and Bandwidth

Review Settings and Create
Replication Group

Confirmation

Replicate Folder Wizard

E
gté‘ Replication Eligibility

Steps: The wizard has evaluated the folder targets to determine whether they can
participate in DFS Replication. See the Higibility column below for details.
Replication Group and

Replicated Folder Name

Replication Eligibility Details:

&315 Next S » St Lﬁ‘ BE
LS

Folder Target Hiigibility

"WSERVER-2\3isco Shared Add as DFS Replication member

\WSERVER-2012\3isco Shared Add as DFS Replication member

Primary Member

Topology Selection

Hub Members

Hub and Spoke Connections

Replication Group Schedule
and Bandwidth

Review Settings and Create
Replication Group

Confimation

< Previous | ‘
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;;é‘ Primary Membe

Steps:

Replication Group and
Replicated Folder Name

Replication Bligibilty
Primary Member

Topology Selection

Replicate Folder Wizard

T

Select the server that contains the content you want to replicate to other
folder targets. This server is known as the primary member.

Primary member:

[EERVER 20T

Hub Members
Hub and Spoks Connections

Replication Group Schedule
and Bandwidth

Review Settings and Create
Replication Group

Corfirmation

@ [thefolders to be replicated already exist on muttiple servers, the folders and
files on the primary member will be authoritative during initial replication

DS A S (S Sl &S S O
Active ,;,.Server-2012 L=l 5 o)l s

AL Dircetory

/

< Previous | ‘

Next >

[ [ cancel ]

Steps:

Replication Group and
Replicated Folder Name

Replication Eligibility
Primary Member
Topology Selection

Replication Group Schedule
and Bandwidth

Review Settings and Create/

Replication Group

Corfirmation

g;é‘ Topology Selection

Replicate Folder Wizard

Select a topology of connections ameng members of the replication group.

This topology requires three or more members in the replication group. In this
topology, spoke members are connacted to one or twa hub members. This
topology works well in publication scenarios where data originates from the hub
member and replicates out to the spoke members

Full mesh

In this topalogy, each member replicates with all other members of the replication
group. This topology warks well when there are ten or fewer members in the
replication group.

) No topology

Select this option i you wart to create a custom topology after you finish this
wizard. No replication will take place until you create the custom topology.

LS asiie | aSd S Ll Sl 5o
v po CONA LS 5 55 oslss oS
& S G opl 53 S 03 S Sz a5 50

SUAs Nextiss, » 5 bl |, Full Mesh
& s

Replicate Folder Wizard

E W
3@4 Replication Group Schedule and Bandwidth

Sieps:

Replication Group and
Replicated Folder Name

Replication Bligibility
Primary Member
Topology Selection

Replication Group Schedule
and Bandwidth

Review Settings and Create
Replication Group

Corfirmation

Select the replication schedule and bandwidth to be used by default for all new
connections in the replication group.

(® Replicate continuously using the specified bandwidth
Use this option to enable replication 24 hours a day. seven days a week
using the following bandwidth:

Bandwidth

I

() Replicate during the specified days and times

Use this option to specify the days and times at which replication occurs by
default. The initial replication schedule has no replication intervals: you must
create at least one replication interval before replication can oceur.

S Sy S asede Al e bk amio ol 3
S Sl Jlasl J= s Sledbl g 5w 93 oy
o3 (2l 53 45 LS B e | 4GS (B e oo
Ol a3 81 Js ccl o ol Full a5
Replicate during «, 5 ly o djls s
Edit Schedule 5, » s LS ol | the...

LS KIsnext gy, 5 L8 bl gl s KIS

< Previous ‘ |

Next >

| [ concel |
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Steps:

Replication Group and
Replicated Folder Name

Replication Eligibility
Primary Member
Topology Selection

Replication Group Schedule
and Bandwidth

Review Settings and Create
Replication Group

Corfirmation

Replicate Folder Wizard

B
;\‘E—;‘ Review Settings and Create Replication Group

You selected the following settings for the new replication group. If the settings are

comect, click Create to create the new replication group. To change a setting,
Previous, or select the appropriate page in the orientation pane.

Replication group settings:

click

Folder:
“WIiscoirDFS new'3isco Shared

Replication Group Mame:
Jisco irdfs new’\Jisco shared

Domain of Replication Group:
Jisco.r

Replication Group Members (2):
SERVER-2
SERVER-2012

Replicated Folder Name:
Jisco Shared

Replicated Folder Paths:
SERVER-2: C:\3isco Shared
SERVER-2012: C\3isco Shared

Primary Folder Target:
SERVER-2012

SJs Create s, 8 =1 s
el (S5l Olaas Slles U ues

..)j.w

« Previous | |

%_;. Confirmation
Steps:

Replication Group and
Replicated Folder Name

Replication Higibility
Primary Member
Topology Selection

Replication Group Schedule
and Bandwidth

Review Settings and Create
Replication Group

Corfimation

Replicate Folder Wizard

0 You have successfully completed the Replicate Folder Wizard.

g.)\:.Sda odalin S )jh;l.o.fb

s el s Sleas

Task Status
¥ Create replication group Success
I Create members. Success
pdate folder security. Success
 Create replicated folder. Success
Create membership objects. Success
i Update folder properties. Success
(¥ Create connections. Success

N

LS KIs close ¢,

1, Tosize the staging folder quota large enough to prevent replication
~ from slowing or stopping, you must take into account the size of the
files to be replicated. For more information, see the staging folder
optimization guidance.

w‘ cJ}.j: o)‘))‘}j]é.;bjjﬁ Uﬁ_)b ‘jb“l.e u)ﬁﬂ)‘&.]‘“]"gﬂigﬂ.‘)‘}b")}ﬁ Repl'cate bbﬁ\_}\.)\x.’

el s 53 a0 s 53 des b 5 5 adgy S s ks Sl
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= File

e

Action

DFS Management

View Window Help

4 DFS Management
4 D{“ MNamespaces

4 i \\3isco.ir\DFS new
% 3isco Shared

4 % Replication

% Jisco.ir\dfs new\3isco shared
% Domain System VYolume

Jisco.ir\dfs new\3isco shared (3isco.ir)

Memberships |Cunnecliuns | Replicated Folders ‘ Delegation ‘
3 ertries

User or Group How Permission |s Granted

3I1SCONDomain Admins Explicit
3ISCO\Enterprise Admins Inherited
NT AUTHORITY\SYSTEM Explicit

Diagnostic Report Wizard

Eﬂ Type of Diagnostic Report or Test

Steps:
Type of Diagnostic Report or
Test

Path and Name
Members to Include
Options

Review Settings and Create
Report

Confirmation

Select the type of diagnostic rsport to create or start 3 propagation test

Health report
/1 Generates a report that shows the replication heath and eficiency.

() Propagation test
Tests replication progress by creating a test file in a replicated folder.

O Propagation report
Generates a report that tracks the replication progress of a propagation test

Steps:

Typs of Diagnostic Report or
Test

Path and Name
Members to Include
Options

Review Settings and Create
Report

Confirmation

Diagnostic Report Wizard

E] Path and Name

Enter the path and name for the diagnostic report to be genersted for the selected
replication group

Replication group:

[3sco.r\ds new\aisco shared |

Report path:
[c\DFSRepots  «— | [ Bowee.. |
Report name:
[Repon-201405280 <— |
<Previous || Net> || Cancel

_EI-

Wﬁ .}‘ LSJ; gf:’)‘}g (.5‘)'.’

Actions

Cww 3l 34> Replication
isco.ir\dfs new\3is.. ~

E

MNew Member... . . T
MNew Replicated Fol... ‘)‘ ‘3 V\?As &:ls d\ 6‘5‘) J-" &T’;
+ New Connection...
New Topelogy... Creat S Bs Ceww ‘) Cow
Create Diagnostic R...
VerifyTopoIogy...\\ . .
Delegate Managem... &.:'ls DlagnOStIc Report
Edit Replication Gro...
Remove Replication...

RUAY

View 3
MNew Window from ...
Delete

Refresh

Properties

0 E B X

Heln

S SS

o o5 s Report Path cad )5 amino o0l oo
.J,”;s;)\,\,;)}u;,ljfﬁVAReportName
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Steps:

Type of Diagnostic Report or
Test

Fath and Name
Members to Include
Options

Review Settings and Create
Report

Confimation

Diagnostic Report Wizard

ﬁ” Members to Include

Select the members to be included in the report. These members will be polied to
obtain events and other information related to the heatth of DFS Replication

Excluded members

SERVER-2
SERVER-2012

\

Included members:

C/«M.\.; DL .l.’La D9 92 JA W U'~’~‘ PE
Sss g kSl axzls 413 Included members

LS s Next

)

[ <Prvios |[ New> |[ cancel |
Diagnostic Report Wizard = | = -
ﬂﬂ Options
Steps: To help you detemmine if all members are up4o-date, the wizard can count the
backlogged files and the replicated files and their sizes on each member.
Type of Diagnostic Report or
Test
Path and Name Do you want the wizard to count backlogged files?
Members to Include ®) Yes, count backlogged files in this report
Options Select a reference member that has the most up4o-date files. Files on this
Review Seftings and Create member will be used to compare files on other members.
Report
Reference Member: SERVER-2012 <€— v

Corfimation

(2 No, do net court backlogged files in this report

@ Alaroe number of backlogged files may increase the amount of time it takes to
~ create the health report

[] Count the replicated fies and their sizes on each member

0 Having a replication folder with more than 10,000 files will significantly increase
the amourt of time it takes to create the health report

« Previous ‘ ‘

) B eReporsFeport-20r-0sze e e RaRe]

DFS Replication
Health Report

Data collected on:

& DFS Replication — Health Re... | ‘

‘Wednesday, May 28, 2014 at 2:10:04 AM {GMT3:30}
Replication Group: Sisco.ir\dfs new\Jisco shared {3isco.ir}

Reference member:

Server scope: Selected 2 of 2 servers

DFS Replication i [ | ] 1.28% reduction (0.91 KB replicated instead of .92 KB)
savings:

Server health:

(@ Servers vith no errors or warnings (1} @ Servers unavailable for reporting (0)

9 Servers with DF5 Replication errors (1) A\ Servers with DFS Replication wrarnings (0}

X' ERRORS (1 server with errors) (Show All
A\ WARNINGS (0 servers with warnings)

€} SERVERS UNAVAILABLE FOR REPORTING (All servers reporting)
SERVER DETAILS {2 servers) Show Al

283
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355 3be [HTML gy b LU S
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Internet Explorer s, |, 55 05-28
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:Read Only Domain Controller L IS
Ol b oS, &G 6l o el 45 il o s 250 o iegs 31 G Active Directory s, LS

= 2! ol RODC L Read Only Domain Controller i eslizal el slwl slaol, 51 G cdaas

el S b OF 53 ks sl 5 Sl s J 1S s SO

el L}&‘)JJ&SW}))QWQJ%@J}‘}J&Q ‘JM@A}J)‘JL;O&JF)) L el s

255 Replicate U Jlsl Lol J 28 s bau g Ol s JS 55 s
Forest Domain

Syd e ool pReAA ONlY 55 w8 b s

Update

Read Only Domain

(sl 0 i 3 51 J 1S 53 o0l 4 1> Lol Domain Controller G« 5L Lo S 65,5 sl
S 23 2012 55 0 5500 ol $s5 5 w23 0 oA ol s SIS o ) Ll e SO O Sl e

=S Read Only Domain Controller ., 3l « ¢5,% Ol 51 e

284



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

WELCOME TO SERVER MANAGER

QUICK START

WHAT'S NEW

LEARN MORE

0 Configure this local server

/

2 Add roles and features
3 Add other servers to manage

4 Create a server group

]

Select server roles

Before You Begin

Installation Type

Server Selection

Features
AD DS

Confirmation

DESTINATION SERVER
Server-2.3isco.ir

Select one or more roles to install on the selected server.

Roles Description

E

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
[[] Active Directory Federation Services this information available to users
and network administrators. AD DS
uses domain controllers to give
netwark users access to permitted
[ Application Server resources anywhere on the network
] DHCP Server through a single logon process.
[ DS Server
[ Fax Server
@] File and Storage Services (4 of 12 installed)
[ Hyper-v
b [m] Network Policy and Access Services (1 of 3 installe|

[ Active Directory Certificate Services

Directory Domain Services|

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

[] Print and Document Services

[ [m] Remote Access (1 of 3 installed)

—_ - w

< [ HE /

[<previous | [ Next> | [ sl | [ cancel |

Before You Begin
Installation Type
Server Selection

Server Roles

Features
AD DS

DESTINATION SERVER

Confirm installation selections Server-2 Sicelr

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Toals
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings.
Specify an alternate source path

/

<previous || mees | [ mstal | [ Canesl
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Addrolesand s, » 5,05, K8 aSbe 4 suS

LS s features

b

<« S Server Roles a=iso 3

Active Directory Domain
JSs s 5 as ol 1 Services

s Add Feature g5, o 3L
LS SIS Next s, 2 e 5 S

o= Confirmation w=iz «
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e

= Add Roles and Features Wizard

DESTINATION SERVER
Server-23iscolr

Installation progress

View installation progress

@ reatureinstaliation

Configuration required. Installation succeeded on Se

Active Directory Domain Services
Additional steps are required to make this machine @ domain contraller.
Bromate this server to a domain controller

Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Vou can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Close Cance

< Previo =
Active Directory Domain Services Configuration Wizard == -
3 e TARGET SERVER
Deployment Configuration S ——
Select the deployment operation
Domai I -
® Add a domain controller to an existing domain
Additional Optiens 7 ) Add 2 new domain to an existing forest
Paths O Add a new forest
Specify the domain information for this operation
Bormsn P

Supply the credentials to perform this operation

315CO\administrator (Current user) g—

More about deplayment configurations

=

TARGET SERVER
Server-2.3isco.ir

Active Directory Domain Services Configuration Wizard
Domain Controller Options

Specify domain contraller capabilities and site information

Domain Name System (DNS) server

Global Catalog (GC)

Read only domain controller (RODC)
Site name: Default-First-Site-Name []

Type the Directory Services Restore Mode (DSRM) password

Password:

Confirm password:

More about domain controller options

v

LS))J_:WQL@A BE ‘J’J.JJ”’M)"W

Promote this server to a domain
el [, RODC wloes b ais SIS controller

.v.:.ﬁb

Read Only Domain Controller yl.a RODC)

(el

Add a domain controller «, 3 w=is -l ;s
sskiles (S Ol | to an existing domain
ol u.iLﬂL.;: 3isco.ir R 90 .,\.:5‘-;0 cdalie oS

.L:.S &.:JS NeXt 6})).:)[5 al3) LS‘}" o

Read a8 Cbsdl J8 b e cland pl o
5 K dw 5 <l Only domain Controller

.L:L . Restore Mode ! .

S SIS Next s,
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RODC

Active Directory Domain Services Configuration Wizard

Options

Delegated administrator account
ntroller Opticns
<Not provided>

Accounts that are allowed to replicate passwords to the RODC

3I5COMAllowed RODC Password Replication Group
3I5CO\Sales -

Accounts that are denied from replicating passwords to the RODC

BUILTIN\Backup Operators
BUILTINVAccount Operators
31SCO\Denied RODC Password Replication Group

If the same account is both allowed and denied, denied takes precedence.

More about RODC options

Active Directory Domain Services Configuration Wizard

Additional Options

nt Configuration .
Specify Install From Media (IFM) Options

troller Options
[ Install from media

Specify additional replication options

—I:I-

TARGET SERVER
Server-2.3isco.ir

oj;Add ngj&:lSLJf\}S@ww\)s

S Wl cad a |y o sy se )8 L

A8 SIS Next g5, 2

>
=
o
=

< [m

TARGETSE_RVE_R ‘) JJ} &J‘ ).5}"“” L}'.’.}":“S C""‘“".‘.J J‘ C"""""“'; U'.’.‘ )J
sl ) ol s O g5y ol J xS pme s oS

A8 SIS Next g5, 1

Replicate from: Server-2012.3isco.ir

\

More about additional options /

Active Directory Domain Services Configuration Wizard

t Configuration
Specify the location of the AD DS database, log files, and SYSVOL

roller Cptions

Database folder: CAWindows\NTDS
Log files folder: CAWindows\NTDS
SYSVOL folder: CAWindows\SYSVOL
More about Active Directory paths J

—T=m|

TARGET SERVER
Server-2.3isco.ir

J\.:S&,.”ENext ngjﬁcma‘)b

L
[]
L]
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Active Directory Domain Services Configuration Wizard

TARGET SERVER
Server-2.3isco.ir

Review Options

Review your selections:
Dery: BUILTIN\Server Operatars ~
Deny: BUILTIN\Backup Operators
Deny: BUILTINYAccount Operators
Deny: 31SCO\Denied RODC Password Replication Group

Database folder: C:\Windows\NTDS

Log file folder: C:\Windows\NTDS
SYSVOL folder: C:\Windows\SYSVOL

The DNS Server service will be configured on this computer.

This computer will be configured to use this DNS server as its preferred DNS server.

These settings can be exparted to @ Windaws PowerShell script to automate
additional installations

More about installation options /

_I:l-

Active Directory Domain Services Configuration Wizard

TARGET SERVER
Server-2.3isco.ir

Prerequisites Check

| @ All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X |

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

A View results

I, Windows Server 2012 R2 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptagraphy algerithms when establishing security channel sessions.

For mare information about this setting, se= Knowledge Base article 942564 (hitpi//
go.microsoft.com/fwlink/?Linkid=104751).

@ Prerequisites Check Completed
@ Al prerequisite checks passed successhully. Click ‘Install to begin installation.

i, Ifyou click Install, the server automatically reboots at the end of the promation operation.

More about prerequisites

Next >

Active Directory Users and Computers

View Help

ES TR

T E®R

BWLY

S SUS

(s 3 s SISy 50 s g e 4RES A Sl A
S 555 » Restart Sl al o4 .« Restart
03,8 obil el Wise |, Restart o3 S

sl

_I:I-

DS e e A

: Active Directory Users and Computers [ Server-2.3isco.ir [Read-only] | || Name Type

| Saved Queries Change Domain... / wved Queries
« B 3'_“0'” Change Domain Controller... coir Domain

I+ | Builtin

b [ Computers All Tasks »

- [2] Domain Controllers Mr=ry v

[ || ForeignSecurityPrincipals

> [ Managed Service Accoun [l

7 Users Export List...
Help
£ m

Description
Folder to store your favo..

Active Directory users
<ss |, and computers

66‘&‘J”.§S‘J'>-"f‘5>))ﬁ
U'i‘ Jj.&d,a odalin l’“—.’.\ BE
U3 RODC (5, 2 meso

ol 555 2 O w6l 3l
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S o=l |, Change Domain controller a8 5 aus el S (IK8 ale a5 55 e

Change Directory Server - . Z
The Domain « 8 cwud 4l

Cument Directory Server: e O a @'JS L)'-’~ J >

Server-2 Jiscor .
et I, Controller or AD LDS instance

O Any witable Domain Controller _

(®) This Domain Controller or AD LDS instance LS)}J“” ?L )f‘jﬁ LSLQ 4.0"}5 w 39 J\:.S g_)l.‘>.r.:4‘

/ Name Site DC Type DC Version  Status

<Type a Directory Server name[:port] here

Server-2012 Jiscolr \ Defautt-First-Site-Name G Windows...  Online

[] Save this setting for the cument console

[ ok | [ camesl | [ Hep |

Active Directory Domain Services -

The selected Domain Controller is Read-only. You will not be able to

Defauit-First-Ste-Name  GC; RODC _ Windows... L;.’-'U‘j’.' Lis el Al O‘j;‘-" 4 aS LS ‘:‘l’.bﬁ‘ B
« Server-2 55 . beol 5 a8 w235 e

ol 5l A (sl sl Ol RODC ol 5o

oS SUS Ok s,

AL s, IS8 0k gy SIS A

J‘SMJL?\))LB\J‘MM}J}J&

Fd I % perform any write operations. B "}"iu“’ J‘i"“*: &J‘)‘? Jaas @ J'Sj:"'s 093

S Ot s 0T (50, il 550 S0

[ o]

E Active Directory Users and Computers
File Action View Help

= @ = PRETER

_I:I-

: Active Directory Users and Computers [ Server-2.3isco.ir [Read-only] ] MName Type
i || Sawed Queries 3 3isco.ir Domain
4 3 3iscodr | Saved Queries

=

b [ ] Builtin

I - Computers

I (2. Domain Controllers
p [ ForeignSecurityPrincipals
b | Managed Service Accounts
b | Users
/ Delegate Control...
Find...

All Tasks »
Properties
Help

Description

Folder to store your fave.
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Active Directory L bsl-lax 5 Gl

Active Directory 45 5 ,s Gl Caand OF 510 a5 Wl o Slaj 5 0 s ol 8 5345 (G5 o

)wmu:.ﬁ)b O\JA.A‘L’ACUVE D|rectory eI cuL’S&;éLAW)J cC,wU\ C)ijw.«.k@v.ﬁ

Védb\)ﬂjﬁ@‘ﬁ‘f@&&«ﬁd)‘&‘ eb

Server Manager = | -

Manage Tools View

s L s Server Manager s, Eors Sl

Add Roles and Features 4*”‘}5 Manage Ls}”’a )‘ In Ji‘:' le’d 44
WELCOME TO SERVER MANAGER Remove Roles and Features < I, Remove Roles and Features
Add Servers

QUICK START

WHAT'S NEW

LEARN MORE

Create Server Group

i S M P rti
0 CO -\Iflgure erver Manager Properties

Add roles and features

[

(%]

Add other servers to manage

4 Create a server group

Hide

Before you begin

Befaore You Begin

Server Selection

ﬂ Skip this page by default

Remove Roles and Features Wizard I;Ii-

DESTINATION SERVER
Server-Z 3isco.r

This wizard helps you remove roles, role services, or features.

To add roles, role services, or features:
Start the Add Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* Decide if you want to save or delete role data

* Migrate role settings and data to another server
* Schedule downtime for affected services

* Motify users of potential service interruptions

To continue, click Next.
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Remove Roles and Features Wizard

=] X

Fﬁ

Remove server roles

Remove features that require Active Di
Services?

| & The destination server has a pending restart. We reco|

To remeove one er mor:

Roles server to manage other servers,

Server Roles

— ||

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Rele Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Toals

Remove Roles and Features Wizard

You can remove management tools, or leave them installed on this

Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Teols

Remaove management tools (if applicable) j

Active 4,8 s, e

Directory Domain Services
REIYT J.i..: gl s ssd b
S Us Remove Features

rectory Domain

Remove Features

Cancel |

2

Remove Roles and Features Wizard

0 Validation Results

The validation process found problems on the server from which you want to remowve features,
The selected features cannot be removed from the selected server. Click OK to select different
features.

Validation
Results

~

The Active Directory domain controller needs to be demoted before the AD DS role can
be removed.

Server

Server-2.3isco.ir

Demote this domain controller

AN

Remove

Cancel

I, Domain .l Active Directory i ;|
Demote this sy, 5 pl gl 55 Gl

.S &Js domain Controller

i Active Directory Domain Services Configuration Wizard
Credentials
|
Supply the credentials to perform this operation
Warnings

3ISCOVadministrator (Current user)

| [] Force the removal of this domain controller

Q

1. The server will be automatically restarted after the demotion operation. Role removal needs to

be performed after the restart,

More about removal credentials

_EI-

TARGET SERVER

Server-2.3isco.ir

fljb.)\.s S5 Slan S (wnd pl s

<5 opl s Force the removal...
P R I PR (R Py
23 S Bl 1 e s AlS J gene
s Bl 4y S ol bl & s

AL s S O S A b

Cancel
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-L:-S&_{:J\SNext S 23
[E Active Directory Domain Services Configuration Wizard =8 -

TARGET SERVER

Warnings weanen ||, proceed with removal a 5§« ool s

The domain contraller currently hosts the following role(s):
+ Domain Name System (DNS) Server

+ Global Catalog GJU‘}«; JL’J J.:.Q V-h wa LSLQMJJN: U J.:S g.)l.’>r.74|

i\, The roles hasted by the domain contraller are reguired for Active Directory Domain Services
functionality. If you proceed, some Active Directory Domain Services operations may be

impacted. J\.:S &.:.LS NeXt é}) Ba )lS M‘J‘ L;b.’

Proceed with removal

More about removal options

& Active Directory Domain Services Configuration Wizard = = -

TARGET SERVER
Server-2.3isco.ir

[ Retain domain contraller metadata Retaln domaln 4*3}5 JS‘ Connd U'-’.‘ 02

Removal Options

\ S ol

, controller Metadata

ol G pl 5 &S US dal e MetaData

eSS ol | 4 S

A4S SUs Next g5,

More about removal aptions \[

= Active Directory Domain Services Configuration Wizard == -

New Administrator Password ARGET SERVER J‘f)ls LS‘J" Ll e 0 &‘«’ "Lil" (o Lﬁ‘ Bh

Server-2.3isco.ir

Credentials Password: essssseseses

5l g e andl (S syl 5 administrator

Warning: Confirm passward: ~~ ssessesseses

\ .J\.:;Sobu;'m‘ o_)b.).) LS“'-{J";J"’-) QLAA

More about removal administrator password J

< Previous Demote Cancel
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(= Active Directory Domain Services Configuration Wizard

Review Options

Credentials Review your selections:

Remove Active Directory Domain Services from this computer.

_I:I-

TARGET SERVER
Server-2.3isco.ir

355 3leT Domain Controller i~

When the process is complete, this server will be a member of the domain “3isca.ir”.

These settings can be exported to @ Windows PowerShell script to automate
additional installations

More about removal options l

< Previous Next > Demote Cancel

[ Active Directory Domain Services Configuration Wizard

(® An error occurred when demoting the Active Directory domain contraller.

~ View detailed operation results

€D Role change is in progress or this computer needs to be restarted.

!

More about results

_|:|-

TARGET SERVER
Server-2.3isco.ir

5 L8 s Domote (g5, » Sl 5l e S|

58S SUsClose g, 5 a5 05, IS

@J}‘fo)l{jbj.,‘ujSReStart\))jﬂ)l.g&.l

JS oso a J S s U das el 5 S

/

Next > Closs. Cance

[isd Remove Roles and Features Wizard

Remove server roles

Roles

DINS Server

e

DESTIMATION SERVER
Server-2.3isco.ir

To remove one or more installed roles from the selected server, clear their check boxes.

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the netwerk and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

< Previous Remove Cancel
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3ol 0ok J 28 s G Sl e
s L ss Server Manager
Remove ;¥ Manage (s«
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Remove Roles and Features Wizard

DESTINATION SERVER
Server-2.3isco.ir

Confirm removal selections

To remove the following roles, role services, or features from the selected server, click Remove.

Before You Begin

_5v] Restart the destination server automatically if reguired

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Mext >

_I:I-

J@MUUJ:;S&KNeXté‘j)ﬁ
Confirmation cu.s 5,5 5,5,

Lo

J.f &.33 Coaond U'~’~‘ BE) “’\'.’.j";'
Sss » s <=zl 1, Restart..

LS Js Remove

Remove Roles and Features Wizard

DESTINATION SERVER
Senver-23iscoir

Removal progress

View removal progress

n Feature removal

eded on Serv Jisco.ir

Active Directory Domain Services

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD D5 Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
H page again by clicking Notifications in the command bar, and then Task Details.

Next >

B e SRS IS
RN )LS a.ls) BL) SIS W S
L e 3 &S S Close

s Restart

Server Manager

Manage Tooks  View  Help

Active Directory Module for Windows PowerShell
Component Services

TO SERVER MANAGER

Computer Management

Connection Manager Administration Kit
Defragment and Optimize Drives

DFS Management

DNS

Event Viewer

5SS Initiator

Local Security Policy

‘ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

roles an =)

3 Add other servers

Create a server g
Performance Monitor
Resource Monitor

Security Configuration Wizard

Services

System Configuration

\ e System Information

rvers total: 1 Task Scheduler

Erv 115

‘Windows Firewal| with Advanced Security

Windows Memory Diagnostic

‘Windows PowerShell

294
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:Domain Tree sl

C"M")‘J-;J-’ J:»p);w.,;w.o\ QL«AQ}TFUS’E 4_{.%‘6.3.3.,\4)‘3 b LiLA

Sy 45 Al andls ax 55 (ol axils (ROOT) Jlab e s SO L3 51 L Domain Tree sk ¢l

el 0l i ool 55 e w355 e Je Domain Tree of g5, «

Server Manager

@ F

LCOME TO SERVER MANAGER

Manage Tools View

Add Servers

o Configure

Create Server Group

Add Roles and Features

Remove Roles and Features

Server Manager Properties

Add roles and features
Add other servers to manage

Create a server group

Select server roles

Server Roles

Add Roles and Features Wizard =N

[

Select one or more roles to install on

Roles

Add features that are required for Active Directory
Domain Services?

The following tools are required to manage this feature, but do not

have to be installed on the same server.

4 Remote Server Administration Tools

Include management tools (if applicable)

: '

Add Roles and Features Wizard

[Tools] Group Policy Management

4 Role Administration Tools
4 AD DS and AD LDS Tools
4 AD D5 Tools
[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Teols

< Previous Next >

D12R

295

|, Server Manager 5 &b 053 55 3505 g5 )

S |

Add 5, » Sl e il iy 3 a4 IS0 aile

S KJUs roles and features

s Server Roles s,
<o ;S Roles ) 5l 5 s

Directory
Service

Active
I, Domain
5L US55 S bl
Add Features s, , ol
Next s, » 5 48 SIS
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= Add Roles and Features Wizard -

Select features e

Before You Begin Select one or more features to install on the selected server,

G . . - -
Installation Type Features Description CER 6‘4&1}5 ubbg\ Q)_)._., e L)'~’~‘ BE
‘ B 0 ~]  NET Framework 35 combines the

power of the NET Framework 2.0

8] NET Framework 45 Features (2 of 7 installed) T i e LS KUs Next

[ Background Intelligent Transfer Service (BITS) - building applications that offer

appealing user interfaces, protect
your customers' personal identity
information, enable seamless and

v v =

[ BitLocker Drive Encrypticn
[ Bitlocker Network Unlock

[] BranchCache secure communication, and provide
[ Client for NFS the ability to model a range of
o business processes.
[] Data Center Bridging
[ Direct Play

[ Enhanced Storage

[ Failover Clustering

Group Palicy Management
[ 1S Hostable Web Core

[ Ink and Handhwriting Services

— - M

< "

Add Roles and Features Wizard

DESTINATION SERVER

ation selections Server-2 reacom

Confirm insta

Before You Begi To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

A7 Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

4005 ) Active Directory Domain Services Resta rt t h e 4-:‘-.’.J.§ C"’““"""; O‘.’“ )b

Group Policy Management

Remote Server Administration Tools
Role Administration Tools H e H H
AD DS and AD LDS Tools |nsta” XD B ul;-:u‘ b deStInatlon
AD DS Tools )
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools ‘b‘}‘z : . ACtlve DII"eCtory U J.:S gw >/

Export configuration settings
Specify an alternate source path

Next >

Add Roles and Features Wizard

DESTINATION SERVER

Installation progress Serer 2tz com

Promote this (s, » «wud ol s

© Festure installation

s server to a domain controller

ration required. Installation succeeded on Server

Active Directory Domain Services
Additional steps are required to make this machine 2 domain controller,

Promate this server to a domain controller J.:.S
o oy Mamagenent N

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Mext >
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_I:I-

TARGET SERVER
Server-2

(=) Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Select the deplayment operation

© Add a domain controller to an existing domain
@ Add a new domain to an existing forest
O Add a new forest

Specify the domain information for this aperation

Tree Domain [~]

Jisco.ir

Select domain type:

Forest name:

New domain name: cisco.com

Supply the credentials to perform this operation

3isco\administrator

More about deployment configurations

Add a new domain «. 5§ Jsl «Cwd ol s
53 S okl | to an existing forest
Tree «, ;5 Select domain type c..3
Forest .3 5 5 1S il |, Domain
05 5 S syls 1, 5 ROOL e ss ft’ name
L 53 o6 New Domain name <o
2SS LSl adls S S sl | o

524 a8 syl 1, g8 oL Change oy,

SUS Next g5, » 8 aelsl gl el axils jlael Wil e 3iSCOLIN L=l ;5 a5 (FOrest) Lol o3

—I:I-

TARGET SERVER
Server-2

Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Domain Controller Options

DN

Select functional level of the new domain
Windows Server 2012 R2 !

Specify domain contraller capabilities and site information
Paths 7| Domain Na

Domain functional level:

Additional

Global Catalog (GC)

Default-First-Site-Name [~]

Type the Directory Services Restore Mode (DSRM) password

Site name:

Password: sssssssssses

Confirm password:

More about domain contreller options J

< Previous Next > Cancel

—I:I-

Active Directory Domain Services Configuration Wizard

TARGET SERVER
Server-2

DNS Options

i A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Specify DNS delegation options

More about DNS delegation

< Previous Next > Cancel
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Active Directory Domain Services Configuration Wizard =& -
H . TARGET SERVER
Additional Options o

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: Cisco

S~

More about additional options

< Previous Next > nstal Cancel

[ Active Directory Domain Services Configuration Wizard == -

TARGET SERVER
Server-2

Specify the location of the AD DS database, log files, and SYSVOL

Database folder: CAWindows\NTDS =
Log files folder: CAWindows\NTDS =
SYSVOL folder: CAWindows\SYSVOL =
Prere:
More about Active Directory paths J
= Active Directory Domain Services Configuration Wizard == -
8 e e TARGET SERVER
Review Options Server-2
nfiguration | Review your selections:
roller Options | Conigure ths server as the firt Active Directary domain contraller in 2 new domain tre. ~
DNS O The name of the new domain: cisco.com
A TE] The NetBIOS name of the domain: CISCO o
The new domain has a trust link with the domain: 3isco.ir
Demain Functional Level: Windows Server 2012 R2
Site Name: Defautt-First-Site-Name
Additional Options:
Global catalog: Yes
DNS Server: Yes v

These settings can be exported to a Windows PowerShell script to automate
additional installations

Mere about installation options ‘/

< Previous Next > nstal Cancel
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[ Active Directory Domain Services Configuration Wizard \;‘i- . . . ‘ . ‘
BE (N5 “ W WSS Juu dolo ehoe
Prerequisites Check R ez
o e Gl gl e oesly
| @ Al prerequisite checks passed successfully. Click ‘Install to begin installation. Showmare X ‘ LS)J x U’"J") g ‘-5 Qe Lfa 3

Prerequisites need to be validated before Active Directory Domain Services is installed on this .
LS s install

Rerun prerequisites check

Additional Options
P
Eaths View results

1. Windows Server 2012 R2 domain controllers have a default for the security setting ~

named "Allow cryptography algorithms compatible with Windows NT 40" that prevents g,)'" )" 45 L;&,;,a LJ'LJL;N .,\M;:L ‘L’.',J;‘,; 4_>-‘}3

wesker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (httpif/ | =

go.microsoft.com/fulink/Linkld=104751). < IP Ob i *]'.» J..’.l.:.» 3)’,‘} “ J:’.u - -

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it daes not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zene to ensure reliable name resclution frem outside the

domain "new:cem”. Otherwise, ne action is required. v J\.J:LL;O StatIC Q)fp

i, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prereguisites /

< Previous Next > Install Cancel

[ Active Directory Users and Computers

File Actio.n View Help ACtlve i (- . )‘ .,\Ju

48 XE Q= PaiETEn
g A.ctive Directorg.,rI cers and Coml| Mwﬂ. Taem Description Dir‘ector‘y User‘s and
p [ Saved Queries Change Domain..  €—— Built-in account for ad...
A '3;_3] c.ilsc;-uciﬁ:if: Change Domain Controller... roup.. Membersinthi.s group .. . ]“.S ‘j’.'\ ‘) Computers
- All Tasks y foup.. Members of this group ...
b -~ Comp.uter roup... Members of this group t...
b :—_ Eom.amsc Refresh roup.. Members in this group c..
I ] Foreigne ini . . . .
- Help roup... DNS5 Administrators Gro... ]= 5 d‘ c JS J\.uLd &
b - UMEHEQEd X%, DnsUpdateP... Securty Group... DNS clients who are per... e LS‘))j Srd0 )
- Hsers 52, Domain Ad... Security Group... Designated administrato... _
SEDomain Co... Security Group...  All workstations and ser... Cha nge 4.%4',5 9 .,\?5 w‘) k.g.:l.s
52, Domain Con... Security Group... Al domain controllers ...
82, Domain Gue... Security Group... All domain guests . .
82, Domain Users  Security Group... Al domain users ‘L.?S ;,)l’bﬂ ‘) Domaln
82, Group Polic..  Security Group... Members in this group c...
- Ll Duile + £
Browse for Domain -I_) BETER Lg?ls Browse G0 A o U'i\ 2
Damzins: 3 Description

-— Built-in account for ad... VA 9990 Jg.& P LY )jk_vl.o.ﬁ jJ\.:.:.S

=3 cisco.com brity Group... Members in this group c...

- P T Ll

Change domain ES PSeed 93 e 93 93 A .,\.:S‘_;c sdalis

|c:isc:0.c:0m || Browse... |

0 3ISCO.IM s g5 Cnnnd ol 53 a5 ]

lomain setting for the cument console
[ ok ][ Camcel |[ Heb | -r':SL;‘&':JSOkLS})ﬁjHJBd’HJ

brity Group...  All domain users

brity Group...  Members in this group c... - . oo .
oK || Cancel | Built-in account for gue... (gj) -)jJM diJJa -)‘ J\.:J\y‘;o Jts Lﬁ" Lf

brity Group...  Servers in this group can...

WS o e gl a ) Lol s
354 ¢l Active Directory Domain and Trust . e G b 5l bl cpl 0 sl (S5

ﬁ)ﬁT&‘)rﬂ)“J}J}Swﬁjb‘jb Lu)|é‘]:bw)ﬂw|LJ_)SO)MJALSQ)M@M‘J‘)J‘\S
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:Child Domain sl 6g=s
4:.&\;3ISCOII’ ¢bbwaj>&w‘)§‘ &i‘d"‘:’.“}"‘:’ M‘j}wy‘ ek A.C«MJ.:) cu,:ﬂjbiy U'~’~‘
SRR LW & REUE TS R TR SR PR apP R T Child.3ico.ir Y. <o« Child s sl

.Jjjds)lSqMLgda%*id,\;%—)zwO.i.,\;g-dl)b453)).36&»&5]&

3isco.ir

Child1.3isco.ir . ' Child2.3isco.ir

Root 2388 ol s S 5L Child Domain sl=! sl
Domain: 3isco.ir

IP Address: 192.168.1.102
DG:255.255.255.0 H Z B H 1 .
NG 199 1681102 L, Child 5 a8 s e s SO 5 il e 3isCOLIE L
Windows Server 2012

oly s s J—é 3 3isco.ir R 9 Jle u’f O dad <=L>u|

Serverl

2012 55, 55kas o 035 s S50 5 Senl 0l (I

Child Domain

Domain: Child.3isco.ir SRR [~ [ . R |P JT ol el .
IP Address: 192.168.1.103 e V'J"” ul” S5 GO o) S el e e
DG:255.255.255.0
DNS: 192.168.1.102

Windows Server 2012 Juj.J: &MJ: v.h L: J\.iL: D3 9D U'i‘ aS .Aflb s 4",55

Server2
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[ Server Manager - | o [

Server s sl ey sy 3l a8 s
« Dashboard

Dashboard WELCOME TO SERVER MANAGER

0 Local Server
W& All Servers

& DNS

- A8 | =11, Manager

o Configure this local server <Js Add roles and features
QUICK START / - LS}J J-:

Add roles and features

ii File and Storage Services P

N

RUAY

3 Add other servers to manage

WHAT'S NEW P
4 Create a server group

Hide
LEARN MQRE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers totak 1
] ] M
= Add Roles and Features Wizard =8 x RSP S e )‘ J—<~" Q—i‘ L

Seleet saraEr mElkEs ] Add Roles and Features Wizard w )‘ p .,\.:.‘5 &:}\S Server RO|€S

Add features that are required for Active Directory
Domain Services?

o Active Directory «.; Roles

The following tools are required to manage this feature, but do not

Select one or more roles to install on

have to be installed on the same server.

sk Group Poy Managemers 53 5 LS ol |, Domain Service

4 Remote Server Administration Tools

4 Role Administration Tools

4 AD DS and AD LDS Tools Add Features RS ol )L: J.i.;

4 AD DS Tools

[Tools] Active Directory Administrative Center

[Tools] AD DS Snap-Ins and Command-Line Tools . ".g S&ls Next LS_}) J_.’ " ’*.S S . S

Include management tools (if applicable)

Next > Install Cancel

= Add Roles and Features Wizard BEIEN

DESTINATION SERVER

Select features Server-2:ree com

Befora You Begin Select one or more features to install on the selected server,

Features Description . é I - -
S » Lg\mjs ol Db Cawdd u;\ BE
» L AR Yy — ~ NET Framework 3.5 combines the N - . . -
SR e Tls power of the NET Framework 2.0
b [E] NET Framework 4.5 Features (2 of 7 installed) APls with new technologies for
b [ Background Intelligent Transfer Service (8ITS)  |=|  building applications that offer % § S | S N eXt
AD DS [ BitLocker Drive Encryption appealing user interfaces, protect - -
' your customers' persanal identity
Confirmaticn [ BitLacker Netwark Unlock N | —_—
[ BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of

business processes.
[ Data Center Bridging 3

[ Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management
[ 1S Hostable Web Core

[ Ink and Handwriting Services

— v

< 1] >

Install
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—I:I-

Add Roles and Features Wizard

DESTIMATION SERVER
Server-Zires.com

Confirm installation selections

Befare v To install the following roles, role services, or features on selected server, click Install

Installation Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Teols
Role Administration Tools
AD DS and AD LDS Teols
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an altemate source path

v

< Previous Next > Install Cancel

—I:I-

Add Roles and Features Wizard

DESTINATION SERVER
Server-Zires.com

Installation progress

View installation progress

@ Festure instaliation

Configuration required. Installation succeeded on Server-2

Active Directery Domain Services
Additionsl steps are required to make this machine a domain controller.
Promate this server to a domain controller

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or epen this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next > Close Cancel

—I:I-

Active Directory Domain Services Configuration Wizard

TARGET SERVER

Deployment Configuration WIN-KTIGILHZHT3.cisco.com

ent Configuration

Select the deployment operation
Domain Controller Options . . . R
(O Add a domain controller to an existing domain

—> ® Add a new domain to an existing forest

O Add a new forest

Specify the domain information for this operation

Select domain type: Child Domain €—— “|
P Yoo —
New domain name: child -—

Supply the credentials to perform this operation

A

3isco\administrator

More about deplayment configurations

Cancel

302

Restart the 8 <3 ol 3
install s, ,» s ozl |, destination

.3 35 w2 Active Directory b s SIS

Promote this (s, ,» «wud ol 53
SJs server to a domain controller

LY

Add a new 4,5 Uil Cwnd opl s
ozl 1, domain to an existing forest
< S Select domain type ¢35 (S
Caond 3 3 LS olsal |, Child Domain
5,05 1y 55 RoOt -y s ol Forest name
el New Domain hame .. ;3 5 .S
il s a5 S 35l 1) 0 e Ll e s

35 b g8 pb Change 5, » SIS L
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_I:I-

TARGET SERVER
WIN-K7JGJLH2HT73.cisco.com

=) Active Directory Domain Services Configuration Wizard

Domain Controller Options

figuration

Select functional level of the new domain
Windows Server 2012 [~]

Specify domain contraller capabilities and site information

Domain functional level:

7] Domain

Global Catalog (GC)

Prere:
Site name:

Default-First-Site-Name []

Type the Directary Services Restore Mode (DSRM) password
Password: seesssssnsss

Confirm password: sescssssesed

N

More about domain controller aptions

< Previous Next > nsta Cancel

Active Directory Domain Services Configuration Wizard == -
. TARGET SERVER
DNS Op’ﬂom WIN-K7JGJLH2HT3.cisco.com
D onfiguration

Specify DNS delegation options
roller Options

Credentials for delegation creation

3isco\administrator

More about DNS delegation J

—I:I-

= Active Directory Domain Services Configuration Wizard

TARGET SERVER
WIN-KTJGJLH2HT3.cisco.com

Additional Options

Dz onfiguration ; R : B
Verify the Net8IOS name assigned to the domain and change it if necessary
The NetBIOS domain name: CHILD -«
More about additional optians J

< Previous Next > nstal Cancel

303

AeS S Next

Restore |y e 3o S Cwnd ol 3

A b s Mode

S SIS Next s,

SJ?SJ)‘}‘)éf)vaJf‘jS@muﬂ‘)b

‘) DNS B8 @ wa)lwb B u‘lYL’ C‘:’.jj_}‘

Aol als

2 ("3"“956" 9 o .,\.:{U Ch||d rl.v (Cooond U'i\ B
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(=) Active Directory Domain Services Configuration Wizard

TARGET SERVER
WIN-K7JGJLH2H73.cisco.com

o

ent Configuration
- Specify the location of the AD DS database, log files, and SYSVOL

omain Controller Options

s Database folder: CAWindows\NTDS =]
S Options

Ml Log files folder CAWindows\NTDS =
Additional ¢

oonon: SYSVOL folder: CAWindows\SYSVOL &

More about Active Directory paths /

(=) Active Directory Domain Services Configuration Wizard

e ORI TARGET SERVER
eview Lptons WIN-KTJGILH2HT3.cisco.com

e Review your selections:

ent Configuration

omain Controller Cptions Configure this server as the first Active Directory domain controller in a new child domain. ~

DNS Optiol The new domain name: child

Additicnal Options

The NetBIOS name of the domain: CHILD

This new domain is a child demain of the domain: 3isco.ir

Domain Functional Level: Windows Server 2012
Site Name: Default-First-Site-Name
Additional Options:

Global catalog: Yes

DNS Server: Yes v

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

[ Active Directory Domain Services Configuration Wizard - [o s

TARGET SERVER

Prerequisites Check WIN-KTIGILHZHT3.cisco.com

[ @ Al prerequisite checks passed successfuly. Click ‘Install”to begin installation. Showmore X |

t Configuration
- Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Domal ntroller Cptions

DNS Op Rerun prerequisites check

A View results

1. Windows Server 2012 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information abaut this setting, see Knowledge Base article 942564 (httpi//
go.microsoft.com/fwlink/7Linkld=104751).

@ Prerequisites Check Completed
@ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation.

i, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites l
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:aliRo (ju09Dd 95 Trust NEW]

)Salcﬁzbuj\vﬁ@\)x)\xr.al.gdl;l.;)\dujf@.aASV.A)'\\.,\q-w.o);):mMj}wuisqw\):

o el e b il 93 &S 55k e pln] Active Directory Domain and Trust . . lw 5

=St son PS5 Cose a

1T 1T
EEE  EEE

Domainl Domain2

Trust.com oU L s s 5 3iSCOLIN oL b (S oS ol s oslel J 28 e 55 3 5l g8 sl

.QJ‘JJ‘JBL)MG.)&JJ&:’))JAIP C)AS.X?mebo}SMbda

Serverl Server2
Domain: 3isco.ir Domain: Trust.com
IP Address: 192.168.1.102 IP Address: 192.168.1.103
DG:255.255.255.0 DG:255.255.255.0
DNS: 192.168.1.102 DNS: 192.168.1.103
Windows Server 2012 Windows Server 2012
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VJ"‘}&L;Q |SCO|r3 BE R 3)‘) d}‘ )&"L\ LS‘JJ ch’JLQ;c DNS m}fﬂrzj@ﬁ ‘V.:.hb <=L>u‘ Junb‘\SLSJlS LI?‘)‘

o DNS Manager

File Action View Help

e« sFE Rz Bm § B

% DMS Mame Type

4 | SERVER-3 Th it to show in this vi
b _ Forward LDDkLIpZDI"IES E€re are no Iems 1o show In 15 VIEW,
p [ ] Reverse Lookup Zones

|| Trust Points

[» Global Logs

— | Conditional Forwarders

MNew Conditional Forwarder...

View 4
Refresh

Export List...

Help

DMS Domain:

MNew Conditional Forwarder

| Trust.com £——mv

IP addresses of the master servers:

IP Address

Server FQDN

Validated

=
i
m
o

[ 192.168.1.103]

AN

(]

1=1

[ 5tore this conditional forwarder in Active Directory, and replicate it as follows:

All DNS servers in this forest

Mumber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

—wl, KIS Conditional Forwarders
New Conditional 4,5 5 &<

S ol |, Forwarder

Séﬂﬂﬂbdl}ﬁv:ﬁéubm

cel Jd Ol (g3, 3isCOLr s

D P R

el DNS Domain s 53 asiw ol 53
OF b dalys o &S 1y 355 505 Cpesd
55 01 5l dy S 5501, Aes 15, Trust
sy se 1P eysl IP Address e
S 5 shailen (S 54l |, Trust.com i
awls 5l ) G s b S 5 opl (S
5 s slas Enter s, o Sl e csl

S OK o

configured.
e DNS Manager
File Action View Help
oo 2FE XEcR Em 8 4 ghe &..‘LS‘J" .,\c}‘j}'L;aJE_}J_)jﬁcMJ Lu_)‘ Jbﬁ‘)‘d@.’
é DNS IP Address
4 a SERVERG 5192.163.1.703 H . & . - B
> 3 R o 2o N Properties sy, » 4.5 bl 5255 55w b Bl S 5
p 7] Trust Points
:Srfri:\:t:awﬂmardars jf‘ . «')/ ga ; Edlt Ls‘j) J-: °M )'L., ; . ‘).} P ”. . :“ _
b (& Global Lag =) b
Delete . . . ~ . w .
Refresh w‘ c.,\..l':u.apw J.:\.AA‘ d)g.i‘ lJ. J‘.\.uLE J‘J‘eﬂ LLﬁ)‘
Export List...
Properties €——
Help
Il
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-

s DNS Manager
File Action View Help

e znE =z BHE § EE

& DNS Name Type
4 | SERVER-4

There are no items te show in th

> Global Logs

I [ | Forward Lockup Zones

[+ || Reverse Lookup Zones

| Trust Points

| Conditinnal Fornwarders

Mew Conditicnal Forwarder...
View \ »

Refresh

Export List...

Help

New Conditional Forwarder

DNS Domain:

| Jiscouir &— |

IP addresses of the master servers:

IP Address
[192.168.1. 102

Server FQDN Validated Delete

\ "

[ 5tore this conditional forwarder in Active Directory, and replicate it as follows:

All DNS servers in this forest

Mumber of seconds before forward queries time out:

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not

configured.
OK Cancel

2 plo] 3isco.ir s

S Ly DNS s 55l

»r 9
cwl, KJs Conditional Forwarders
New Conditional «,;5 , s

S ol |, Forwarder

ol DNS Domain cuud ;s axis gl 52
Trust ol b sl = o S 1y 355 5 05, paes
Coad 3 OF Sl oy S 5505 15 S 13 5
s hisyee 1P 5T IP Address
95 0l v:ife\f)}]a'w S 55l 14 3isco.ir
S ey sl ails D13 i S5 s Ll e

A4S OK aas 5 eas SLas Enter g5, 5 0f

Sl ST aslol o 5 0 Iyl SKodes  DNS Server 4 b o Sledibl aen YU a8 plil b

335 o Sl HOSE oyl S5 G5 b 55 S 5l DNS (sla s e 51 (S > Host

oS kS e b s 55 bLII Gl L) Active Directory Domain and Trust ., LU aslsl ;s
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Ap pS Results for “TRUST"

Search

Apps

x B
Apps
ﬁ Settings

L Files

F
File Action View Help

Y I EEER 1

Active Directory Domains and Trusts

% Active Directory Domains and Tru5t| Mame
[ ;:' Jisco.f - -
b o0 cisco. anage

Raise Domain Functional Level...
View

Export List...
Properties = €

Help

Type
domainDNS

3isco.ir Properties

| General | Trusts | Managed By |

Domains tru%d biy this domain (outgoing trusts):

Domain Name Tust Type  Transitive
child. Jisco ir Child Yes
CISCO.Com Tree Root Yes

Domains that trust this domain {ncoming trusts):

Domain Nama Trust Type  Transttive
child. Jisco ir Child Yes
CiSCO.COMm Tree Foot Yes

/

[ ok

| | Cancel Apply

Geed 4S Suspe om dol s 20l
5 b el Jlb Ol (g5, 3isco.ir
Active Directory Domain .

=S Serach ;s 1, and Trust

93 b S s Sl s
G s LS ), SIS s

S ozl |, Properties

L~ I

- Ll sl gl 5 L s TRUSES 5 5405 (s cpl 53

AeS SUS New Trust o5, 5 s, g0 fess 53 o
Help
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New Trust Wizard -
Welcome to the New Trust
Wizard
This wizard helps you create a trust between this domain . J‘:j"s “—ﬁ,‘:l‘s N eXt L_S)) )-,'

and any of the following:

= A Windows domain in this forest or in another forest.
= AWindows NT 4.0 domain.
= A Kerberos V5 realm trust.

= Another forest.
Atrust is a relationship that enables users in one domain,
forest, or realm to be autherticated in a specified domain,

forest, or realm.

To continue, click Next.

Back | Nezt > | | Cancel |
MNew Trust Wizard -
Trust Name ;
*ou can create a trust by using a NetBIOS or DNS name. =
v

>aS S a4l o 95 ol LU e il s
Type the name of the domain, forest, or realm for this trust. i you type the name of a forest, you 2 " 29D ‘)ﬁ‘}‘) u':'ﬂ‘) (3 " “ﬁ’ J
must type a DNS name.
Sl ol 55l Trust.com cuas oyl
Example NetBIOS name: supplierl-nt "
Example DNS name: supplierl1-4ntemal microsoft.com

MName:
Trust.com €— ../\....S*' &JS“ NeXt SI »
[ <Back |[ Net> | [ Cancel |
New Trust Wizard =
Trust Type ‘
This domain is a forest root domain. If the specified domain qualifies, you can .
create a forest trust. I\

4 JLp\ e 93 3 oledb! Jlasl LS‘J’. Coaond ‘_'ﬁ\ 33
Select the type of trust you want to create.

. . P =
O Extemal trust 55 S ol Forest trust a8 s e s
An extemal trust is a nontransitive trust between a domain and another domain ) " ) " " "
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

S (SUs Next ¢,
(®) Forest trust " "
/,’- A forest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

<Back || MNet> || Cancel |
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New Trust Wizard

Direction of Trust
ou can create one-way or two-way trusts.

Select the direction for this trust.

@) Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
thiz domain.

() One-way: incoming
Users in thiz domain can be authenticated in the specified domain, realm, or forest.

() One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

)

[ <Back | Ne>

Cancel |

New Trust Wizard

Sides of Trust

If you have appropriate pemmissions in both domains, you can create both sides of
the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example.
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

() This demain only
This option creates the trust relationship in the local domain.

(®) Both this domain and the specified domain
Thiz option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

[ <Back ||

MNew Trust Wizard

User Name and Password
To create this trust relationship, you must have administrative privileges for the
specified domain.

Specified domain: Trust com

Type the user name and password of an account that has administrative privileges in
the specified domain.

User name: | € Trust\administrator <

Passward: |.o.o.o..ooo. |

<Back | Ned> Cancel

310
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355 Ll oS 358 Sl e 5 Jle)l ws Ll
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LS SIS next

% I, Both this domain... « 8 cwud pls
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New Trust Wizard

Outgoing Trust Authentication Level—Local Forest i
Users in the specified forest can be authenticated to use all of the resources in the —
local forest or only those resources that you specify. W
bl Wl g e 1y el slowl 6 g Cand () s

Select the scope of authentication for users from the Trust.com forest.

. . Z G . e S
(®) Forest-wide authentication S rI3< | b J)‘ 4"'»{)5 J 3 L)"‘ 0° S -
Windows will automatically authenticate users from the specified forest for all resources in
the local forest. This option iz prefemed when both forests belong to the same

organization. .L:.S &:JS Next

() Selective authentication
Windows will not automatically autherticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
option iz prefemred f the forests belong to different organizations.

J

| <Back || Ned> | [ Cancel |

New Trust Wizard =S

Outgoing Trust Authentication Level—Specified Forest . _
Uzers in the local forest can be authenticated to use all of the resources inthe = Next sz) J’ 9 g.)l?:l:‘ b dj‘ MJS W kf" )_)
Y g " - -

specified forest or only those resources that you specify.

Select the scope of authentication for users from the local forest. J.:S &:5

/f@' Forest-wide authertication

Windows will automatically authenticate users from the local forest for all resources inthe
Trust com forest. This option is prefemed when both forests belong to the same
organization.

() Selective authentication
Windows will not automatically authenticate users from the local forest for any resources
inthe Trust.com forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users from the local forest. This
option iz prefemed if the forests belong to different organizations.

<Back || Ned> | [ Concel |

MNew Trust Wizard -
Trust Selections Complete @ B UAY 6:‘-5. Next S 2 Ao Q—l‘ 02
\

The Mew Trust Wizard is ready to create the trust.

You have selected the following trust settings:

This domain: disco.ir ~
Specified domain: Trust.com

Direction:
Two-way: Users in the local domain can authenticate in the specified domain and
ugers in the specified domain can authenticate in the local domain.

Trust type: Forest trust

hd
To make changes to this trust, click Back. To create the trust, click Mext.
¢Back || Net> | [ Camcel |
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0

New Trust Wizard

Routed Name Suffixes — Local forest
‘You can route authentication requests that use name suffices that do not exist in
the specified forest to the local forest.

If routing is enabled for a particular name suffix, all authentication requests in the
specified forest that use that suffix are routed to the local forest.

The local forest contains multiple name suffices. To prevent routing authentication
requests using a particular suffix to the local forest, clear the check box next to that
suffie.

Name suffices in the Sisco.r forest:

= Jiscoir

[1* cisco.com

< Back

New Trust Wizard

Trust Creation Complete
The trust relationship was successfully created.

Status of changes:

5 S e ool eass i Sl s e 52 S
B LAJ“)’WWU-" L v\-’JJS@ eslaial b
)BJ))}A e 9 JU“LL%;J‘S-L:.SL;‘ ) -~ La..ﬁ:é‘f

[Trust relationship created successfully. ~
Specified domain: Trust.com
Direction:
Two-way: |Users in the local domain can authenticate in the specified domain and | =
users in the specified domain can authenticate in the local domain.
Trust type: Forest trust
Outgeing trust authentication level: Forest-wide authentication in local and
specified forests.

L
To configure the new trust, click Next. J

< Back | Mead > | | Cancel
New Trust Wizard -

Confirm Outgoing Trust
“You should confirm this trust only if the other side of the trust has been created.

Do you want to confim the outgeing trust?
() Mo, do nat corfim the outgoing trust

(®) Yes, confirm the outgoing trust

N\

To confimn the trust now, click Nesd.

- Outgoing Trust B 4 by e Cad
S 29 LS ub&\ I Yes 4...3.; LL S bl
LS SIS Next
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New Trust Wizard -

Confirm Incoming Trust
You should corfirm this trust only f the other side of the trust has been created.

6‘5)J.’)ul>ﬁb‘ \)YES.. @ﬁr—hmuﬁ‘)b

Do you want to confim the incoming trust?

() No, do not confirm the incoming trust _,\WS &_A_ls N eXt

(®) Yes, confim the incoming trust

To corfim the trust now, click Next.

< Back Net> | [ Cancel

= Active Directory Domains and Trusts = =] =
File Action View Help
C IR EE

% Active Directory Domains and Trust I
,“:" Trust.com

Trust.com Properties _ Actions

| General | Trusts | Managed By | Trust.com s
Domains trusted by this domain {outgoing trusts): More Actions 3

Domain Name Trust Type  Transitive Properties...

Jisco.ir Forest Yes

.

Domains that trust this domain {incoming trusts):

Domain MName Trust Type  Transtive Properties...

Jisco.ir Forest Yes
Remove

[ ok || Cancel Apply Help

OML;J)J{)_)JQ)) 45)))9.}&.% cv.ij..;: ?}JJ}JA& .3_)‘) ,\ibYL>3ISCO.Ir W}))JTrust JBQ"J‘M
<l 5 3iSCO.Ir 5w 311 bloyl Sl )85 4 &y 50 4 Trust.com > SR 33 5 e AS o0

RS S8 S o.u)‘ﬁﬂ J,alS Q)}”’@Jﬁ)‘))}ﬁl’f‘bl’.‘;)‘éﬁ_}:’i 4 gle &..ﬂ 6‘f e oJJS
LS sl | Properties 38 5 as SIS s ge
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3isco.ir Properties _

General | Name Suffix Routing | Muthentication |

This Domain:

Other Domain: |3iSCD.iI'

s Validate «, 5 ¢, » General s s i opl 5s

Ssh b day KA L aS

Trust type: | Forest

[] The other domain supports Kerberos AES Encryption
Direction of trust:

Two-way: Users in the local domain can authenticate in the specified
domain and users in the specified domain can authenticate in the local
domain.

Transitivity of trust:

This trust is forest transitive. Users from indirectly trusted domains within
the enterprise may autherticate in the trusting enterprise.

To confim or reset this trust relationship and update its Validate
routed name suffices, click Validate. /

To save a file with the details about the status of the
names associated with this trust, click Save As.

[ ok |[ cancel || Aoy

Active Directory Domain Services 3isco.ir s S LSJ'US (’U J%L{ o 3 g}i‘ 53

Do you wish to validate the incoming direction of trust? To do this, you must have
administrative privileges in the Jisco ir domain. . . -
.l:Sg&JSOk LSJ)J{}')‘?SJJ\) ‘J J)\))Lr&‘

() Mo. do net validate the incoming trust

(®) Yes, validate the incoming trust.
Type the user name and passwaord of an account with administrative privileges in
the specified domain.

User name: |ﬁ Jisco‘\administrator  €—— V|

Password: |ioooooooooool |

Active Directory Domain Services -

. - . plrl e el l OK (555 5 SIS 51 am
o The trust has been validated. It is in place and active,
aier AL o nes s b bLS st

oK

St on on b Ss (o 5S pls SIS w658 pls S SG Slelbl JLl 6 g aalsl s
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S g Sg 6w g S jl Active Directory cleUbl Jlass|

i ol pen 4 J S e s (G Sl Lo S Sl a5 L S S L S S K e L S
o 3l Dbl en Lol g e 55 (S slul b I s Lot il o3 S sl v 505 S 5 1S
P m;sam Lo g Sl S e oS B (el e Dl 65 1 3 LSl Al (sl 0

.V.;.h.)

Rl o3 oS 303 13 OT sy v 5 baeg S OllS Sledbl oS ol Aol sy w3 nl sl

IP CJ‘)NA:&J‘} J)‘)jﬁ)“))ﬁb)}ﬂ&c.\.«s& LSJb ‘Jﬂw‘ 3ISCO.IF kﬁﬂjﬁw

.L::b y‘)}ﬂ ‘}AJJTJ{‘LDNS w))TJ.;.J:lJ ‘U.J:‘.} 4.>-}: cv.;.h.)@)b:e ;;L“Jﬁf”lp é)).} b QT

Domain: 3isco.ir
IP Address: 192.168.1.102
DNS: 192.168.1.102

A

Serverl

Backup Server
IP Address: 192.168.1.103
DNS: 192.168.1.102 |

/

Server2

Add Roles (5, » 121 5l an (oS o 111, Server Manager s v s o 055 55 3005 g5,% &l

ez Add Roles and Features Wizard

—I:I-

DESTINATION SERVER
Server-zires.com

Installation progress

View installation progress

@ Feature installation

Configuration required. Installation succeeded on Server-2.tree.com.

PSR
Remote Server
Role Administration Tools
AD DS and AD LDS Tools
AD DS Tools
Active Directory Administrative Center

ration Tools

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
E¥ page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

s 3L amiw 53 (S SIS And Features
Server Roles « b .S Us Next g5,
Active a8 w3 ol g3 Awp
—=sl |, Directory Domain Services
L s 5 S SIS Next g, 5 5 S
2o Sl 4wl Sl dm AS s
Promote this server to a (.,

LS JIs domain controller
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(=) Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration .
Select the deployment operation
omain Centroll

Opticns . . B
_/,‘l) Add a domain controller to an existing domain

J Add a new domain to an existing forest

© Add a new forest

Specify the domain information for this operation

Domain: 3iscoir

Supply the credentials to perform this operation

Jisco\administrator

More about deployment configurations

_I:I-

TARGET SERVER
Server-4.Trust.com

nstal Cancel

=3 Active Directory Domain Services Configuration Wizard

Domain Controller Options

onfiguration

Specify domain controller capabilities and site information

Global Catalog (GC)
[] Read only domain controller (RODC)

—I:I-

TARGET SERVER
Server-4.Trust.com

Site name: Default-First-Site-Name

Type the Directory Services Restore Mode (DSRM) password

Password:

Confirm password:

More about domain controller options J

= Active Directory Domain Services Configuration Wizard

DNS Options

nstal Cancel

—I:I-

TARGET SERVER
Server-4.Trust.com

| i A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

More about DNS delegation j

nstal Cancel

316

Add a domain S wmis ol o
I, controller to an existing domain
o5 cpess ol Domain s 55 5 ol
Supply s 3 5 asS sl G Sl 4
o3 0 &S g8 el S the cre...

Next ss; » 5 S 5,051, 5,05 sleel 3isco.ir

S s

Restore Mode ¢l ;5 50 «and 0l 53

S SIS Next 55 5 S sl

J\.:S&,.”ENext sziﬁ‘mg.ﬁ.\Jb
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Active Directory Domain Services Configuration Wizard Hi- )'\ Re p I icate fro m o - )" . w‘ )_}
Additional Options Server 4 Trast oem

t Configuration C).:ﬂj) 45 J‘}P.- J'EJD)‘}A DES ool &j—:rs LS);.A

Specify Install From Media (IFM) Options

[ Install from media

S ol |y el s O (g3, 3isco.ir

Specify additional replication options

Replicate from: | Server-3.3isca.ir "|

I

Ol Gy paosd S Sl (S5 oL Server-3
ol Jlad

S SIS Next 55

More about additicnal cptions J

= Active Directory Domain Services Configuration Wizard == -

Paths e s AeS SUSNext sy, cwnd ol 5o

nfiguration

Specify the location of the AD DS database, log files, and SYSVOL

Domain roller Options
Database folder: CAWindows\NTDS [=]
Log files folder: CAWindows\NTDS &
SYSVOL folder: CAWindows\SYSVOL =
Mare about Active Dirsctory paths l«

< Previous Next > nstal Cancel

[& Active Directory Domain Services Configuration Wizard =19 -
- " TARGET SERVER . - .
Review Options S gt S SIS next s, 5 Cwnd ol 5o
nfiguration | Review your selections:
Configure this server as an additional Active Directory domain controller for the domain A
“Sisco.ir”,

Site Name: Default-First-Site-Name U HL:;S &:LS InSta” 6*’) J-’ V’A J}‘ w )J

Paths Additional Options:

Read-only domain controller: No 'J‘}*z d w )EJJ)‘}A Oﬁﬁ) S

Global catalog: Ves

DNS Server: Yes
Update DNS Delegation: No

Source DC: Server-3.3iscoir

These settings can be exported ta a Windows PowerShell script to automate

additional installations

More about installation options /
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(aj.) BERIN 3|SCO|rL;a.L ‘-;La\ R )\ Sledb| <=La5 ¢Ju".>‘.> <=L>u\ b J,.EJJJ}A CJLQ.:]a.J LY U’l‘ )‘ SES)
wﬁ@gsﬁ&wbdwj\rpjjﬂd.gﬁ)lsdﬁ\@@U%J&S:@\ﬁJS&ﬁﬁMMQo:\:dlf&'\
Slas o plosil g g o 4 | Active cledb! Jusl LS

Serrh Site B R -]a-sz DI 93 ol JLS.L\ J\S
AppS Results for “Site” Apps

xE 35 01 g\l sln S 355 bl @nd Service

e L sl 13 ol 3, 3isco.ir e S ol g e

ﬁ Settings

Site And 5 0 5 55, JS5 a5l 4 Search s

S |11, Service

e Active Directory Sites and Services
File Action View Help
e nEXEEE Bm 2 LS e edalie S kiles
@i Active Directory Sites and Services [Server-3.3isc|| Name From Server From Si . . ..
4 [] Sites 1. <automati EErR Default Sl 0 ‘j}‘ J.E_IJJJJ Bt S
I | Subnets Move...
[ [ ] Inter-Site Transports Replicate Now = . 7
4 E Default-First-Site-MName All Tasks N Server J)b % s )‘ JS‘
4 || Servers
4 o SERVER3 Delete Do 9545 IS e odalie Ay pd
B NTDS Settings ReEname
4 3 SERVER-4 . .
b B NTDS Settings Properties Server- , Server-3 slael b
b o WIN-K7IGILHZHT3 Help
9 O .bLJ)‘ aS Sl 0 Jl?ni‘4

Soo p okd L oamio » S SIS Server- 3 cw3 ;s NTDS Settings s, S|

<automatically generated= Properties IL- b Propertoes g J\.:S Q“") &AS <Aut0matica”y generated>
General | Object I Security I Attribute Editor |
EF <automatically generated> _L:,S ;.;l,'h:_',\
Description: |\ | ) i . ) _ .

P ) o5 ob S 4x 5 Replicate from cas & ST amiv 0l s
__ChangeSaHedule.. U:":-'i Q)M 4—’ L;bu)‘ Llnk fl.’ Slte M )b j J»JJL:LSA Server'4
Replicate from
Server: |SER\"EH“"~l || Change... | QL@W‘ L;’Lﬂj 4.>: 4.§ _L;,.,S W : 4&».:‘ é‘f k:/-uﬂ‘ OJH-:' J)‘j u,ﬂ‘)_é
Site: | Default-First-Site-Name |

Replisted laring Crtet: Change (cs; ,» 5o ool Jsl 55, 55 oo Active Directory
Fartially Replicated Naming Context(s):
i i A4S s Schedule
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Schedule for <automatically generated >

2 [ok ]

12:2-4-6-8-10-12-2-4-6-8-10-12

@
All
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Q

Wednesday from 5:00 AMto 10:00 AM

(®) None

(2 Once per Hour
m C p

I O Twice per Hour

I O Four Times per Hour

[

File Action View Help

e nF XE .= B B

Active Directory Sites and Services

s lele s Olsle Il b ) b Cnd pl s
33 On Dbl Ll Gl ) s Sl sy lass,
oS el 3 1y S pl S s 1S Al 5
Szl |y ks e gla flates dan ST edons ol (68
L S5 4 Ll ann 15 SIS NONE (655 52 5 S

Al e s

=8 = S 1YL Slles pll Sl A

@ Active Directory Sites and Services [Server-3.3isc

4 7] Sites
| Subnets
4 [ Inter-5it
9 1P
-1 SMT
4 E Default-
B | Serat

Delegate Control...
MNew Subnet...
Find...

New

All Tasks
View

Refresh
Export List...

Properties

Help

MName

Site Location

There are no items to show in this view.

- o SJs Subnets 5,

New Subnet « S 5 s o,

S sl |

New Object - Subnet

Lg; Createin:  3isco ir/Configurstion/ Sites/Subnets

Enterthe address prefix using network prefix notation (address/prefix
length), where the prefix length indicates the number of fixed bits. You
can enter either an |Pv4 or an |PvE subnet prefic.

Leam more about entering address prefixes.

|Pv4 example:  157.54 208.0/20

|Pv6 example:  3FFE:FFFF.0:CO00::/64

Prefoc:

c.l:.'.s D)‘j ‘) JJP-MNet u.»)JI PrefIX MJJWQ{.‘)J

Q)jﬁ.ﬂ LY SUbnet 9 192.168.1.102 Q)M @ UNJDT ;‘ LS""-Z

Jsl Cand 4w a8 ol s 1l 4 255 U 4w 55 255.255.255.0

G284 555 28 L3 il 208 Cand 2 g gl LB IP

‘1521531 0724 €

Prefix name in Active Directory Domain Services:

‘192 168.1.0/24

Select a site object for this prefix.

Site Name

\

[ oo Frasioiame ]

OK

||Cancel |‘

Help

1l S e S e 5505 192.168.1.0/24 &y 4 sl S

S SIS0k g5, s ozl | Site Name oledbl 0s S
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File Action View Help

e« nEXEa=z BHE 2

@i Active Directory Sites and Services [Server-3.3isc|| Name Type Description
4 [ Sites Th it to show in this vi
4 [ Subnets ere are no items to show in this view,

192.168.1.0/24| <

4 [ Inter-Site Transports
i
7] SMTP

b [E Default-First-Site-Name

slwl b sl andls ax g (sl ol slal Lis, 4e SUbnet wis s oedalin YU S5 55 oS shiles

g e bl IS5 5 &y 50 4 Subnet O.ilr.ajfisﬁﬂja Lo 3l S s Subnet

L>=.~.:.| BE) 45 L;Lﬂ‘ BE R BL J}}jﬂ QL:«)U@\

5 o 03> Jlsl Server2 « uil . Serverl

Replicate

Ces 311y s ol serverl ool S

rw}MM\)wda}J),p@lmecMub
s OB &S Wigd e Jame Server 2«4 Ol

E .Jﬁ M“P_ (5:-“?.-

Server2

X
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199 55 Restore g Backup o g

S p 593 Sl s e el Ly Active Directory cledbl cil s o oledbl cpl sl 5y o

Add Roles and (s, » oli 5L amin 3 5 LS | =11, Server Manager 5 . s 335 5,0 505

i Add Roles and Features Wizard

Features

[] Windows Internal Database

[ Windows Process Activation Service
[] Windows Search Service
/’D Windows Server Migration Tools
[] Windows Standards-Based Storage Management

Confirmation

[ Windows System Resource Manager [Deprecated]
[] Windows TIFF IFilter

[ WinRM IIS Extension

[ WINS Server

[0 Wireless LAN Service

v| WoW64 Support (Insta

[ XPS Viewer

< i >

A p pS Results for “Backup ”

Select one or more features to install on the selected server.

sjagEl L wio 5> 5 S SIS Features

DESTINATION SERVER
3.3icolir

eeeee 3

o U oas KIS Next g, 5 o

o o g}‘" 0 ke o Features ...
escription - - 3

Windows Server Backup allows you
to back up and recover your
operating system, applications and
data. You can schedule backups, and
protect the entire server or specific
velumes.

Windows Server <, 5 S il 4
Next s, » 5 LS ol |, Backup

P

Search Dl oo o2 Sl A

Apps
Backup - b4

Apps

s 5 L ys Serach
Windows server
HH
= S | 11, Backup

Settings

o

Internet Explorer
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File Action

L

View Help

whbadmin - [Windows Server Backup (Local)\Local Backup]

Gor Soos Ol g Sl Sl

@Wmdnwsier\rerﬁa(kup (1 ~ | Actions &—i:-ls BaCkup Once LS}J J.:
3
& Local Backup a{} Local Backup -
¥*  You can perform a single backup or schedule a regy . . o .
T S’: p 9 P El b Backup Schedule... 3 alls U <at s
@ Backup Once... €— ) "
/% Mo backup has been configured for this computer. Use the Backup ! @ 2
ECOVET...
Messages (Activity from last week, double click on the message to see ¢ = Configure Performanc...
Time M Message De View 4
E Help
Status
Last Backup Next Backup
Status: - Status:
- hd
< m < m bd
e Backup Once Wizard [x]
A

Backup Options

Y
[_:y
Backup Optians Create a backup now using:

Select Backup Configurat...
Specify Destination Type Chaose this option if you have created a scheduled backup

) and want to use the same settings for this backup.
Confirmation

@ Different options
Backup Progress i

Choose this option if you have not created a scheduled backup
or to specify a location or items for this backup that are
different from the scheduled backup.

To continue, click Next.

More about backing up your server

b} Backup Once Wizard

b
wia

=

Backup Options

Select Backup Configuration

What type of configuration do you want to schedule?

S SR O Full server (recommended)

Select ltems for Backup I want to back up all my server data, applications and system state.

Specify Destination Type Backup size: 10.03 GB
Select Backup Destination ® Custom
Confirmation f | want to choose custom volumes, files for backup.

Backup Progress

< Previous Cancel

LS ol | different options <o S cwd ool s

.J%S;@Snext SI) RI

eles S ol | Full Server w88 ST amin s
sy LAU"“.’.}J*” ch.'M.»‘ cthJ.LL‘B Lole ‘LQ*:;J BEE LSLA u:;}u
B Cﬁb“ 10 Jj.)x}w.??cts:yi‘;o 4.’:3; BaCkUp

S SUsnext g, o5 ol
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e Backup Once Wizard
Select Items for Backup

Backup Options Select the items that you want to back up. Selecting bare metal recovery will provide

you with the most options if you need to perform a recovery.

Add item ¢, . L8 ol <l , oS ol Backup

Select Backup Configurat...

Select ltems for Backup

Specify Destination Type

MName -

Select Backup Destination

Confirmation

Backup Progress

S Ss

« T—

Add ltems
Advanced Settings

~

Choosing what to include in 3 backup

< Previous Cancel

Specify items to include in the backup by selecting or clearing the associated check boxes. The items that you
have included in the cument backup are already selected

o[ J%] Bare metal recovery
_"‘iﬂg System state
+-[ A System Reserved
+-[ Ja@ New Volume (E;)
4|l Local disk (C:)

Select ltems

Active Directory wledbl 3l &l gl 5 Cwnd ol s
<zl 1) System state «, S (S g backup <

.Jﬁ;S&:LSOkéj)ﬁjJ‘ﬁ;S

/ oS SIS next g,y p i, e o @ 00 BLo! I da

Sl 6 5052 Ll Cad oyl
Yo Backup Once Wizard E S0 T Joe b Send nl o

ol S ol | 5 Backup

)
e e

&

Backup Options

Specify Destination Type
(5)L.~o).:>-.>J>=A45J:.S4.>-j34:.<.>
Choose the type of storage for the backup:

Select Backup Configurat... ® Local drives

Coso 4 aS Gk plys L8

Select ltems for Backup

Specify Destination Type O Remote shared folder

Select Backup Destination

Example: local disk (D:), DVD drive (E:)

Example: \\MyFileServer\SharedFolderName

Confirmation

Sle 1y & s wPT S Al

Backup Progress

RUAY

I, local drives «y S cud ol s
Choosing a sterage location

SUs next gs; 5 o5 LS okl

/ S

< Previous | | Mext = |
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z) Backup Once Wizard

-
e
y

¢

Select Backup Destination

Backup Options

Select Backup Configurat... as a volume.
Select Items for Backup Backup destination:
Specify Destination Type

Select Backup Destination

Confirmation

Total space in backup destination:

Free space in backup destination:

Backup Progress

Select a volume to store the backup. An external disk attached to this computer is listed

gw“)bj}#b)jﬂﬁbﬁw}d‘)b

Mew Volume (E)

0 ol B ol beol s aiS a5 ST S

Confirmation

< Previous ‘ | MNext >
ia Backup Once Wizard
)
A

=4

Backup Options

Select Backup Configurat... destination.

Select [tems for Backup File excluded: Nene

127.00 GB

126.89 GB

A backup of the items below will now be created and saved to the specified

el 0l

Ol 4 g3ls 35l 5 s Shutdown

S sl

S SIS Next 55

LS SIS Backup s,y amto opl o

+.¢ System state ... ;I Backup u

.Jj.uﬂ

Specify Destination Type Backup destination:  Mew Volume (E:)
Select Backup Destination Advanced option: V55 Copy Backup
-

Backup Progress Name

@ System state

\

!

.system state .3 3l Backup sb=! Ji>= s

[ ] [
Backup Progress
ns Status: 33134 files found to include in the system state backup...
Configurat... ]
pr Backup Status details
cHRlype Backup location:  E:
Destination Data transferred: 0 KE
ltems
_ Item Status Data transferred

System state 33134 files found to... 0 KB of 3.87 GB

dibo bock = M7

Al

S Al Ole) g e e 4y aly
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pled Joli Backup -l 4 S g Backup < system state ... il 55 L LS ol

el Sl 5 VL el 5l oS Active Directory s . 1@,&}' sl 55 53 Jlad Gla s g s

Do & Sy Lor 8 055 s 5 s el sl (gl G Wl 5 o Led oS AL iy a8

S 4 Backup LS55

:Backup )5S Restore

23 Ll e 5 s S 4 Sledbl 5 la s e IS 51 Backup G S Sl 0 s O Jy cdns o

S Restore 1, 4 1, 0 cuend ol

wbadmin - [Windows Server Backup (Local)\Local Backup] \;li-
= Backu s, Lol
& Por~ 2 gors &2
‘ <, | Actions AS SUS Recover.. gs, 29 L gl

2 Local Backup -
‘l‘_y You can perform a single backup or schedule a regular backup %z Backup Schedul...

1% Backup Once...
A% Mo backup has been configured for this computer. Use the Backup Schedule Wizan % Recover.. —

Viessages (Activity from last week, double click on the message to see details) = Configure Perfo...

=) Recovery Wizard = r

1t
\_.;é Getting Started

Getting Started You can use this wizard to recover files, applications, volumes, or the system

Select Backup Date state from a backup that was created earlier.

I, This Server « S u=is -pl ;s

LS KIS next g5,y 55 S ol

7
Select Recovery Type Where is the backup stored that you want to use for the recovery?

Select Items to Recover /"@I This server (SERVER-3)
Specify Recovery Options ) A backup stored on another location

Confirmati
enfirmatien To continue, click Mext,

Recovery Progress

More about recovering your server data

e
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e
Py

I'T
.:& Select Backup Date

Recovery Wizard

€y Femizt Oldest available backup: ~ 6/12/2014 3:45 AM
Select Backup Date Mewest available backup:  6/12/2014 5:45 AM

Select Recovery Type
Available backups

Select [tems to Recover Select the date of a backup to use for recovery. Backups are available for dates shown in bold

Specify Recovery Options
Confirmation

Backup date: 6/12/2014

Recovery Progress June 2014 Time: 5:45 AM v
Sun Mon Tue Wed Thu Fri Sat
Location: Mew Volume (E)
12 3 4 5 6 7
e o 1 n 5o Status: Available online
15 16 17 18 18 20 21 Recoverable items: System state
2 3 M B B 27 B
2% 30
e
Recovery Wizard
Select Recovery Type

Eaimng T What do you want to recover?

Select Backup Date

Select Recovery Type

Select Location for Sys

O Files and folders

You can browse volumes included in this backup and select files and folders.

Confirmation

Recovery Progress
) Volumes

You can restore an entire volume, such as all data stored on C:

® System state

/ You can restore just the system state.

More about performing recoveries l

Next >

< Previous Cancel

fe

4
§a
\$ Select Location for System State Recovery

Recovery Wizard

Getting Started Where do you want to recover the system state of this Active Directory backup to?

Select Backup Date O Original location
Select Recovery Type This option restores the system state. You must restart your computer at the end of the

recovery operation.

Select Location for Syste...
Confirmation
Recovery Progress
@® Alternate location
This option copies the system state as a set of files to the location specified.
[en =—

| ‘ Browse

[] Restore as Install From Media (IFM) files

Select this checkbox if you are using the IFM feature to copy the system state files to install an
Active Directory database.

/

Next >

< Previous Cancel

oA Ol S a5 S| ,s Recover dalgs

s o OLES 1) s Sl 0l 48 S Backup

I, backup & Recoverable items .3 ;s
g backup cud ol 5l S il 03 S et

NGV I W

LS ol | System State « S e ol s

AeS SIS Next s, 5

I, Alternate location 4, w=ivo l 3
wg Backup 07 51 &8 ol essl 5 s Ol
adly s sl a0l ddan aS S 5yl 1, W S
Sl e 521y a5 S Ol (65100 a5 5L
Next s, ol ol i O (555 Sskis s

S Ss
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fie
Py

'S
f$ Confirmation

Getting Started From backup:

Select Backup Date Recovery items:

Recovery Wizard

6/12/2014 5:45 AM

Recover sy, » olles ol gl a3 0l o

Select Recovery Type System state

Select Location for Syste..

Recovery Progress

Recovery destination:

E\

< Previous

Recover Cancel

‘wbadmin - [Windows Serve]
View  Help

Fl @ [

er Bag|
kup

é\:}y You can perform a single bad

Mo backup has been configured for th

Messages (Activity from last week, double ¢

Time Message
(i) 6/12/2014 6:46 AM €——  System st
& 6/12/2014 6:23 AM System st
(@) 6/12/2014 5:45 AM Backup
tatus

Last Backup

Status: (@ Successful

< n

Progress -
Description: System state recovery
Backup location: Server-3
From backup: 6/12/2014 5:45 AM
Status: 9% complete.. —
Status details
Start time: 6/12/2014 6:46 AM
End time:
Data transferred:  706.45 MB
Items
Name Status Data Transf... ~
DFS Replication service writer Comple.. 8KBof 8KEB
COM+ REGDE Writer Comple.. 22KBof 22...
V55 Metadata Store Writer Comple.. 12KBof12..
WMI Writer Comple.. 2447MBo...
Registry Writer Comple.. B87.14MBo.. =
NTDS Comple.. 40.02 MB o...
Task Scheduler Writer Comple.. 251KBof2..
System Writer 7% com... 533341MB...
AdditionalFiles Initializi.. OKB of 0KB o
‘ oK | ‘ Cancel |

S s

.,x:;s&clsCIoseL;,Jﬁ,ts@J.ﬁzj\,\gmﬁ

Recover (s, » s, cudd 31 S
»b Progress s aos SIS L

'M}J‘)CJL&%\ du.?.v\oyuc\SDjJLfc

el 03 S yasie iy sla

a3 A8 sl | il Sl 6l

LS SUS Next g, p ol 5L amiw s uoS S Backup Schedul 55 5 conl) cs 51 s 50

S 25 &S wlol cud o 3 Wb 4 |, system state 4, S 5 Cbkal | CUStOM de amis 53

Next s, » S asie |, Backup sbel jesie cele kL TiMe amio 3 (S S Next

dr amio 3 S SUS Next g5, 5 ol | o35 < ;S Destination Type i=is ;3 .18 SIS

ol 43 b ues SIS Finish d)}ﬁjﬁTWp) S 3505 Backup o3 S 63 gl 1 gmls

.JJS rl}u‘ )lS U'l‘ oMu,aéui.a

:Active Directory Certificate Juug juw (51351 8l 5 g was
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o sl Sl 3 b las 55l 5 )8 4y el slaasbial S 05 S sl Gl uas e )

Msg;c\)MJJ;]@))}ACLAML;»JL»J)}NQ‘J;)[S

Gl 3l Sl et Gl bl S nl s Jaate Spd ole 4 &S Gl Ll s 5k o
ol &S b sel io L gl Sy Lls g dalss L0 S s 4 ol 4 o 2
Qsj.gmlé;&/_blﬁ-gdﬁ\éw\asjsjfgd@b@&;&@;@\ﬁjbﬂwcw@jl{bﬁw

Server Manager a

ServerManager s, Ears Sy

nager » Dashboard @1V Mamage Took View

Add Roles and Features B
Remove Roles and Featu‘r::h Ad d RO I es a nd sz) ﬁ J ri-j L;q
WELCOME TO SERVER MANAGER
Add Servers
Create Server Group 'V-HS. L;‘ &...J.S Featu res
o Configure this local server Server Manager Properties

QUICK START

2 Add roles and features

3 Add other servers to manage

= Add Roles and Features Wizard - o [N
Caond 0 U0 IS Next g5, 5
DESTINATION SERVER

Select server roles Server-new acolr

Before You Begin Select one or more roles to install on the selected server,

Cad opl 53 A » Server Roles

Installation Type Roles Description

I . = .
~ Active Directory Certificate Services Actlve 4_:._1}5 ) LﬁROIe L,G .‘
(AD CS) is used to create - j"j‘” LS o w0
ctory Domain Services (Installed certification authorities and related

[ Active Directory Federation Services role services that allow you to issue

[ Active Directory Lightweight Directory Services and manage certificates used ina ‘) Di recto ry Ce rtifi Cate Se rVice

variety of applications.

B Al \ctive Directory Certificate Service:
| Active

[] Active Directory Rights Management Services
[ Application Server
[ DHCP Server

s Add Features s, » 5 ol

V] DNS Server (Installed)
[ Fax Server

[ [®] File and Storage Services (2 of 12 installed) . . N ext .)\N .
O Hyper v LS &'-15* S0 2 9 S

[ Metwork Policy and Access Services
[ Print and Document Services

[] Remote Access

[ Remote Desktop Services

[ Volume Activation Services
v
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= Add Roles and Features Wizard

Select features

Before You Begin Select one or more features to install on the selected server.

Features

[BE.NET Framework 3.5 Features -
[B] NET Framework 4.5 Features (2 of 7 installed)
[] Background Intelligent Transfer Service (BITS)

Installation Ty

v v v

[] BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache

Confirmation

==

DESTINATION SERVER
Server-new 3isco.ir

Description

LS))ﬂﬁJﬁjjJWJd‘@ﬁ‘%wQﬁ‘)-’

LS s Next

NET Framework .5 combines the
power of the MET Framework 2.0
APIs with new technolagies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide

the ability to model a range of

[] Client for NFS
business processes.

[ Data Center Bridging
[ Direct Play

[ Enhanced Storage
[ Failover Clustering
v| Gro
[ 1IS Hostable Web Core

[ Ink and Handwriting Services
[ Internet Printing Client

— v

‘ '

Install

= Add Roles and Features Wizard

DESTINATION SERVER
Server-new 3iscolr

Active Directory Certificate Services

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Before You Begin

Installation Ty

Things to note:

* The name and domain settings of this computer cannot be changed after 3 certification authority
(CA) has been installed. If you want to change the computer name, join a domain, ar promote this
server to a domain controller, complete these changes before installing the CA. For mare
information, see certification autherity naming.

[ Add Roles and Features Wizard

DESTINATION SERVER
Server-new3iscoir

Select role services

Select the role services to install for Active Directory Certificate Services

Before You Begin

Role services Description

Certification Authority (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure.

[[] Certificate Enrollment Policy Web Service
[[] Certificate Enrollment Web Service

[ Certification Authority Web Enrollment
[[] Network Device Enroliment Service

[] Online Responder

Confirmation

Install

329

Sl gy 3550 0 Gmd 5 S
gS.:J\gNeXt LS})JJNLEA)‘J\:UA.SCM&‘ IS 0
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Certification 4y S a=iv ol
SUs Next 5, » 5 ozl |, Authority
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Add Roles and Features Wizard

Confirm instal

ation selections

Before You Begin

To install the following roles, role services, or features on selected server, click Install.
Restart the destination server automatically if required
Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these opticnal features, click Previous to clear
their check boxes.

Active Directory Certificate Services
Certification Autharity

Vfirmation

Export configuration settings
Specify an alternate source path

Add Roles and Features Wizard

Installation progress

DESTINATION SERVER
Server-new3iscodr

View installation progress

O Feetureinstallation

Configuration required. Installation succeeded on Server-new.3isco.ir,

Active Directory Certificate Services

Additional steps are required to canfigure Active Directory Certificate Services on the destination
server

Configure Active Directory Certificate Services on the destination server
Certification Authority \

You can close this wizard withaut interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

(== =

DESTINATION SERVER
Server-new 3iscolr

330

LS LIS install

L5 s Configuration Active... s,

oS Jld 5 S 1 e b



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

_I:I-

DESTINATION SERVER

Server-new.3isco.ir

AD CS Configuration

Credentials

Specify credentials to configure role services

Role s

To install the following role services you must belong to the local Administrators group:
+ Standalone certification autharity
* Certification Authority Web Enrollment
* Online Responder
To install the following rale services you must belong to the Enterprise Admins group:
Enterprise certification authority
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
Network Device Enrollment Service

Credentials: 3ISCOMAdministrator

More about AD CS Server Roles

Cancel

HE |

DESTINATION SERVER
Server-new.3isco.ir

AD CS Configuration

Role Services

Select Role Services to configure

Certification Authority

atabase

Certificate

Confirmation

More about AD CS Server Roles

l

_I:I-

DESTINATION SERVER

Server-new.3isco.ir

AD CS Configuration

Setup Type
Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS} to

simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

(® Enterprise CA
/1 Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

O Standalone CA
Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

More about Setup Type

/

< Previous Next > Cancel

331
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Vooro &5 W Cuflsl bl S
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R eyhe i 8 ol B8 e sk

S SIS Next g5,
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S Ss
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=) AD CS Configuration

DESTINATION SERVER
Server-new.3isco.ir

CA Type
Specify the type of the CA

When you install Active Directory Certificate Services (AD CS}, yeu are creating or extending a
public key infrastructure (PKI} hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above itin the PKI
hierarchy.

® Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

[=[= =

O S ol | ROOt CA w8 amin ol s
s b GRS s as e 23 s
2oL sl 6l e 5 e 650 Certificate
Olsse a4 L ppan bt 4y 558 0 a5 o
S Next g5, 050 a8 L s Root

RUAY

More about CA Type l
AD CS Configuration = I:'-

DESTINATION SERVER
Server-new.3isco.ir

Specify the type of the private key

To generate and issue certificates to clients, a certification authority (CA) must have & private key.

(®) Create a new private key
[Craer R —

() Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

Select this
import

Confirmation

Select this

use a private key from an alternate source.

More about Private Key

(=3 AD CS Configuration

gure Cancel

_I:I-

ﬁhé;bg\&@;gﬁvggww\):
1S sl 1 Il w8 b b ol 8l
Sl 1 53 43S les S sl 351 1L

UAY

S SIS Next 55

Sl G50, wt, S L i ol

DESTINATION SERVER

Cryptography for CA
Specify the cryptographic options

Select a cryptographic providen: Key length:

Server-new.3isco.ir

S AL adl g S ORIl g e

45 Wil Dbl oy e SHAL (o) S

[ RsA#Microsoft Software Key Storage Provider [~][2048 «—

Select the hash algorithm for signing certificates issued by this CA:

SHA3E4 ~
SHAS12 -
SHAT — -
MD5

N >

Confirmation
[T] Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography l

Configure

JJL 9 C~w‘ oJ\...; g.)l.>:§.:\ fﬁﬁ C)J}.ﬂ
;.JB;:..!‘ S w0l gl;';:.?\ 2048 - BWLY

Cancel
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AD CS Configuration = || E -

CA Name

Credentials

DESTINATION SERVER
Server-new.3isco.ir

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Common name for this CA:
3isco-SERVER-NEW-CA

Distinguished name suffix

DC=3isco,DC=ir

Preview of distinguished name:

CN=3isco-SERVER-NEW-CA DC=3isco,DC=ir

Mare about CA Name /

=
Validity Period
Cre
Role Services
Confirmation

CA Database

Credentials

Confirmation

AD CS Configuration

DESTINATION SERVER

Server-new.Jisco.ir
Specify the validity pericd

lect the validity period for the certificats

nerated for this certification authority (CA):

3 [ []

CA expiration Date: 6/14/2017 11:23:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue,

More about Validity Period J

AD CS Configuration

DESTINATION SERVER
Server-new.3isco.ir

Specify the database locations

Certificate database location:

C:AWindows\system32\CertLog

Certificate database log location:

CAWindows\system32\CertLog

Maore about CA Database

Cancel
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Confirmation

Credentials

mation

AD CS Configuration

BE |

DESTINATION SERVER

Server-new.3isco.ir

To configure the following roles, role services, or features, click Configure.

“  Active Directory Certificate Services

Certification Authority

CA Type: Enterprise Root
Cryptographic provider:

Hash Algorithm: SHAT

Key Length: 2043

Allow Administrator Interaction: Disabled
Certificate Validity Period:
Distinguished Name:
Certificate Database Location:

Certificate Database Log
Location:

< Previous

-@1F

Manage

cal server

btures
s to manage

roup

Tools

View  Help
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADS! Edit

Certification Authority €——

Companent Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

Group Policy Management

iSCS! Initiator

Local Security Palicy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor

Security Configuration Wizard

RSA#Microsoft Software Key Storage Provider

6/14/2017 11:23:00 PM
CN=3isco-SERVER-NEW-CA, DC=3isco,DC=ir
CAWindows\system32\Certlog
C:\Windows\system32\Certlog

certsrv - [Certification Authority (Local)\3isco-SERVER-NEW-CA\Certificate Templates] b

File Action View Help
= 5 d= H

S&J Certification Authority (Local)

<d

3isco-SERVER-NEW-CA

| Revoked Certificates
| lssued Certificates
_| Pending Requests
_| Failed Requests

_| Certificate Templates

Narne

5 Directory Email Replication

5l Domain Controller Authentication
5 Kerberos Authentication

F eFs Recovery Agent

5 Basic EFS
At e

Manage €&—

New 3
View 3
ication Authority
Refresh

Export List...

Help

Intended Purpose

Directory Service Email Replication

Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
<All>

Microsoft Trust List Signing, Encrypting...

Starts Certificate Templates snapin

334

dﬁ‘)ﬁ“wc)bw‘;“wuﬂ‘)z
L s SIS configure oy, » auls

5y Jlesl Slaes

) e 5 oS SIS Close s, » =1 5o
.S Restart

s 3 o5l SEANCH 5 1y Wil 55 o ¢ sy O | 2] 5l dn
s Server Manager 3 b 5l wilg o b 5 A4S |l s e

LS s Certification Authority s, » Tools 5 3

me ealin |y s se s 5 s SISO 0
Certificate w3 5,05 &L Fart Gl p S
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Glacand Gy 1 obl zosl gladslial S
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7 Certificate Templates Console

File Action View Help

s EEE

SEEE i B Pl amio pl 3

1 Certificate Templates (Server-ne|| Template Display Name

& CA Exchange

3 CEP Encryption

5 Code Signing

5 Computer

5 Cross Certification Authority
5 Directory Email Replication
5 Domain Controller

5 Domain Controller Authentication

5 EFS Recovery Agent

 Enrollment Agent

5 Enrollment Agent (Computer)

] Exchange Enroliment Agent (Offline request)
] Exchange Signature Only

] Exchange User

& Ipsec

5 IPSec (Offline request)

3] Kerberos Authentication

] Key Recovery Agent

] OCSP Response Signing

5] RAS and 1AS Server

5 Roct Certification Authority

' Router (Offline request)

] Smartcard Logon

) Smartcard User

] Subordinate Certification Authority

5] Trust List Signing

Schema Version

T S N T S VT

|| Actions . e . .
Certificate Templates ... « - Q;a ° M L"'" ‘J M LS Lﬁ d”'.‘.'a) D 2
More Actions »

Lises = &ASUSEF 6})J.>LAQTJ:’)‘ c.)\.:;s

More Actions. »

dublicate <. 5 WS <l

5 S Ol |, Template
S S LBl Al sl
ddplol J3 1 6 s Slaglas
31 0LlS eslinal gl Nae oS (ol

4 S o 0slina] Template _Ji

T User Duplicate Template 1
& web All Tasks 3 1 4
3 war Properties 2 v
< n > < >
Help
33 certificate templates
Properties of New Template -

Subject Mame I Server I lssuance Requirements

Superseded Templates I Extensions I Security

Compatibility |Genem| I Request Handling | Cryptography I Key Attestation
w

The template options available are based on the earliest operating system
versions set in Compatibility Settings.

[]5how resutting changes

Compatibility Settings

Certification Authority
|Windows Server 2003 W |

Certificate recipient

|Windows 7 / Server 2008 R2 v

These settings may not prevent earier operating systems from using this
template.

oK || Cancel || Moty || Hep

&y slaag S Compatibility Cs o amio opl 5o
aslial S ol 5l il e aS Slajady s Ll Sl
Obojlu 4y dtey Al 5 o0 4S 3515 3 520 5 S oslanal ol
J.E'JJJ}A 4...3.; cJJSL;o oslar! L}.:LA)}J\...:)&Q-)\JJ‘,}

S Ol 1

LS s General s g5, »
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Properties of Mew Template
Subject Name | Server | lssuance Reguirements
Superseded Templates | Extensions | Securty
Compatibility | General |F{eque5t Handling ICI)'D‘lOglElph)' I Key Attestation

Template display name:
Jiscoir Certfficate € |
Template name:
| Jisco iCertficate -— |

Validity period: Renewal period:

e S

Publish cerficate in Active Directory
["] Do not automatically reenroll if & duplicate certificate exists in Active

Directory
[0k | [ o ][ fomy |[ Feb ]
Properties of New Template -
Subject Name | Server I lssuance Requirements

Superseded Templates | Extensions I Security

Compatibility IGenecaI | Request Handling |Cr)’ptoglaphy I Key Atestation

Template Display <w..3 ;s 1L General _5 ,»
53 01 0353505 b edsS syls 1y 3 s, se ol Name
ol opl L83 & sea Template name e

D gh o A g
) oleel sla= L Validity Period cwd s
Jlo 1w opl 3 oS A4S Lasis |, asloal S
LL Renewal Period w5 5 ol sdiolss]
I, Validity Period &;ltla Odew, b liia Olej s

sl 0 yasiiio ain B Ll js a5 US jasia

LS s Request Handling s 5, »

Cad > Ll Request Handling s s

Purpose: ‘ | Signature and encryption \+ |

Delete revoked or expired certfficates (do not archive)
Include symmetric algorthms allowed by the subject
[] Archive subject’s encryption private key

Allow private key to be exported

0 For automatic renewal of mart card certificates, use the existing key if a
niew key cannot be created

Do the following when the subject is enrolled and when the private key
associated with this certificate is used:

(®) Enroll subject without requiring arry user input

() Prompt the user during enrollment

~ Prompt the user during enroliment and require user input when the
~ private key is used

* Control is disabled due to compatibility settings.

OK || Cancel || Apply || Hep

53 ST (S jasia |y 5 5 aslial S ¢ 55 Purpose
€5 LS e ealital Ladps a8 Sl Olle
Slelh Ks awf Loy s olkal |, Smart Card
S Ao S s el S Ol s Ol

C_/.w‘ OMULPL:J‘ dt.:};:b LLAA\ E) LSJK"J‘)

Allow Private Key to be Exported «. ;5 5 S
el | Export i85 &l o Olpemaa Alsy |

ad
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Properties of New Template [x] wlal S Provider 5 sl o Cryptography s s
Subject Name | Server | lssuance Regquirements ..
Superseded Templates | Extensions | Security Jj-b - A G-L:.-QQ J::;-’-‘" ‘) -L;-ls djb 9 J-;Jﬁb J:.;:J b J.]a.lb)‘}a
Compatibility IGenemI I Reguest Handling | Cryptography |Key;°d'testation

Provider Categony: Legacy Cryptographic Service Provider

Algarithm name: | Determined by CSP v

Minimum key size:

Choose which cryptographic providers can be used for requests

() Requests can use any provider avaiable on the subject’s computer
(® Requests must use one of the following providers:

Providers:

[w]Micrasoft Enhanced Cryptographic Provider v1.0 ~
[Micrasoft DH SChannel Cryptographic Provider -
[]Microsoft Enhanced D55 and Diffie-Hellman Cryptographic Pri
[[IMicrosoft Enhanced RSA and AES Cryptographic Provider

[ Microsoft RSA SChannel Cryptoographic Provider h

Request hash: Determined by CSP

se altemate signature format

ok | o | [ oy ][ b ]

Jisco.ir Certificate Properties _

Subject Mame I lzsuance Requirements

General IC::m'l|::E|1il::i|it).r | Reguest Handling ICryptoglE Key Attestation
Superseded Templates | BExtensions | Security Server

(Group or user names:
% Administrator

.'3& Domain Admins (3ISCO%Domain Admins)
E&Domain Users (315C0Domain Users)

.‘:"& Erterprise Admins (3ISCONErterprise Adminz)

| Add | | Remove |
Pemigsions for Authenticated Users Allow Dery
Full Control O O
Fead — O
Write: [l [l
Enroll — O
Autoenroll O O

For special pemmissions or advanced settings, click
Advanced.

OK || Cancel Apply Help

Sde Lo a (S e Ty Al IS cal al iy S

.Jj.w

Authenticated o, 3 15,50 < 5l Security <5 s
slaas S Permissions w3 5 LS ol |, Users

S ozl | Enroll 5 Read
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3isco.ir Certificate Properties _

Superseded Templates I Exdensions I Security I Server

General | Compatibility | Reguest Handling | Cryptography | Key Attestation

Subject Name | lssuance Reguirements

() Supply in the request \

Use subject information from exdsting cedificates for autoenrollment
renewal requests ()

(®) Build from thig Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

| Fully distinguished name w

[ Include e-mail name in subject name

Include this infarmation in altemate subject name:
] E-mail name

[]DNS name

User principal name (UPN) €——

[ Service principal name (SFN)

~ Contral is disabled dus to compatibility settings.

ids L as 1, UPN 4y ;S 5 Las Subject Name s s

oS ol E-mail name a8 1l g e diS e eslid

[ ok ][ camced || seply Help

3isco.r Certificate Properties

Superseded Templates | Bxtensions | Security | Server

General I Compatibility I Request Handling | Cryptography | Key Attestation

Subject Mame | lssuance Requ\il‘emerﬂs

Require the following for enrolmert :

CA certificate manager approval

[] This number of authorized signatures: 0

If you require more than one signature, autoennolment is not allowed.

Require the following for reennollment :
(®) Same criteria as for enrolmert
() Valid existing certficate
Allow key based renewal (%)
Requires subject information to be provided within the certfficate

request.

* Contral is disabled due to compatibility settings.

ok || cancel Apply Help

2 Cacertificate «. S Issuance Requirements _s ,»

SUs ok 55, » 5 S olxsl |, manager approval

55 sl Slandas b S
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% - ificati i isco- -~ | ifi - O - .. w“
Izl certsrv - [Certification Authority (Local)\3isco-SERVER-NEW-CA\Certificate Templates] ij ;)‘}A qu JL?UN [ )\ J.:u

File Action View Help
&9 7| = H

Certificate ., 3,05

i—PJ Certification Autherity (Local) Mame Intended Purpose
4 gi 3isco-SERVER-NEW-CA ] Directory Email Replication Directory Service Email Replication “ 1 Lo
| Revoked Certificates 5 Domain Controller Authentication Client Authentication, Server Authentic... x g;,‘;”- e OV D e
| Issued Certificates E Kerberos Authentication Client Authentication, Server Authentic...
% Pending Requests ] EFS Recovery Agent File Recovery Ce rtificate RSP
| Failed Requests 5 Basic EFS Encrypting File System
| Certificate Templates Flemain Controller Client Authentication, Server Authentic...
Mg :b Server Server Authentication C—"’“") LS:"‘",.LS Template
MNew 4 Certificate Template to Issue €———Authentication, Server Authentic...
i =r Encrypting File System, Secure Email, Cl... - - . .
Yiew ' sordinate Certification Authority <All= NEW et )‘ J J".‘.’S
Refresh ministrator Micresoft Trust List Signing, Encrypting...
Export List... Ce rtificate ‘qu'f
Help )

|, Template to issue

Creates a new item in this container.

Enable Certificate Templates

Select one Cerfficate Template to enable on this Cerification Authority.

Mote: I a certificate template that was recently created does not appear on this list, you may need to wait until

information about this template has been replicated

to all domain cortrollers.

For more information, see Certificate Template Concepts:

&BMJJAS\)&}GJ:{LWJJJJ

Ll byl 53 48 @S Ol | s S sl

Mame

] iscoir Certficate  €—
@ Autherticated Session

H A Exchange

] CEP Encryption

E Code Signing

E Cross Certffication Authority
E Enrollment Agent

E Enrollment Agert (Computer)
E Exchange Enrollment Agent (Offline request)
E Exchange Signature Only

& Fyrhanne | lser

Intended Purpose

Client Authentication, Secure Email, Encrypting File System

Client Authertication
Private Key Archival
Cerificate Request Agent
Code Signing

<Al

Certificate Request Agent
Certificate Request Agent
Certificate Request Agent
Secure Email

Serure Fmail

Al ] S1.aes ol 1 Bisco.ir Certificate

S 4> 5 Intended Purpose ¢ «
i 55 LBl oS S salie Wl

-5_9-‘:”@ oslaal BEESE )\ L}iul}.

Search

Everywhere

certmgr.msc <— E

certmgr

[ok ][ cancel o sy LB L as SUS ok s,

S g aslal el

iy 4 > S Sl aelial S ol el e Vs S sl

3isco.ir RS0 A8 gemms ) 9 ol 8)})&) shls oS U'l‘ ‘V'.’:;S

Al e

I, Certmgr.msc «, ;S Search ¢ 5 i 8 ks 0

s || Certificate o pde JpuiS U oS o | 2]
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MMC & e d S G2 b 51 sl 5 oo atdl el ol I Certificate s s 4S8 o odalive  sboOlos

certmgr - [Certificates - Current User\Personal]

File Action View Help
s | HE Bl HE

- D LSLAG‘) LV-;»S‘J;:’ Dy § v U’-’-‘M

Certificate 5 2 (|, ik

_ﬁj] Certificates - Current User Object Type
| Personal ..
| Trusted Fod T e | There are no items to show in this view. “S 3)‘5 Jj?,'j oI w‘ DL J.]a.'))‘}a
~| Enterpris
| Intermed All Tasks 3 Find Certificates... § 5 Personal 6_5 - ., ‘ 3
| Active D . - - oo oo
- View 4 Request Mew Certificate., €——
| Trusted
| Untruste Refresh lpEIEs A” TaSkS C/.o.w-; J‘ g .L;.S &:ﬁw\)
I Third-Pz Export List... Advanced Operations 3
| Trusted . pe P
S Clienta| | Help Request New Certificate «.
| Srnart Card Trusted Roots
Active b 3l U as ol Iy
s ks, 4e aslial $ 4 Directory
£ > €

Contains actions that can be performed on the item.

= Certificate Enroliment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless

networks, protect content, establish identity, and do other security-related tasks.
Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

= Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.

Certificate enrollment policy may already be configured for you.

Configured by your administrator

Active Directory Enrellment Policy

Configured by you '\

v

Add Mew

Cancel

g Cews 38 sl Certificate

S

JTS&ASNeXt LSJ)}'.’WQ'.'.‘)J

w‘jfﬂ J%SL;O OML,:;A ASJJEQLQ.Q LWE Lﬁ-‘ ).}
sl plulis )85 &y s0a Active Directory
i SIS ol oS ol l bl a4l &S

sl 05 31SCOLIN yus 53

LS SIS Next s, 5
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=) Certificate Enrollment

Request Certificates z _
M3 S 1y B S g amio pl 4 C3say S
You can request the following types of certificates, Select the certificates you want to request, and then . N - - N N
click Enroll.
Active Directory Enrollment Policy b Q‘ cJ)‘b 249 Caend U"‘ BL V-’Jy oJJS JL>u‘
—— [¥] 3isco.ir Certificate 1) STATUS: Available Details v
[] Administrator jJSTATUS: Available Details v | 'S S S Enro” LS)) J") | 'S o =' *"
[[]Basic EFS 1) STATUS: Available Details v
["]EFS Recovery Agent 3 STATUS: Available Details v
[JUser 1) STATUS: Available Details v

[[] Show all templates

v
Cancel
- N
Cath ga b ) g0 LB oS o odalin 4S5 sbOLes

=l Certificate Enrollment

Certificate Installation Results

el odi LSl e @

The following certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

/| 3isco.ir Certificate o STATUS: Enrcliment pending

\

Details v

LS SIS Finish 55 5

— [

15l certsrv - [Certification Authority (Local)\3isco-SERVER-NEW-CA\Pending Requests] tli-
File Action View Help
o | 6= H .
———— " J)‘j YL’ uUw.G l}u‘ )‘ BEW
L Certification Authority (Local) Request|D  Binary Request  Request Status Code Requester Name  Request Submission Date . - . .
4 g 3isco-SERVER-NEW-CA [ - R BEGIN NE. The operation completed successfully. 0x0 (Wl...  3I5CO\new 6/15/2014 9:04 AM

| Revoked Certificates

7 Issued Certificates
| Pending Requests ¢

B E RSN VY - W2 P Yew

S1us 1>l 1, Certificate

| Failed Requests
Certificate Templates

S5 2 xS
SJs Pending Requests

&SJ;J@\foMWcﬂS

Bl 61l i 31 s

KL oug.;ofuujé)u ot 4 S s sdalie o IS0 5 45 New
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ol certsrv - [Certification Authority (Local)\3isco-SERVER-NEW-CA\Pending Requests] | = =) -

| File Action View Help

o # 4=
L) Certification Authority (Local) Request 1D Binary Request  Request Status Code Requester Name
4 @il 3isco-SERVER-NEW-CA E . The operation completed successfully. 0x0 (Wl.. 3ISCO\new
" Revoked Certificates All Tasks View Attributes/Extensions...
_| Issued Certificates
= Export Binary Data...
| Pending Requests et o Y
_| Failed Requests Help lssue €—
| Certificate Templates Deny
< [ >
Contains actions that can be performed on the item.
= certsrv - [Certification Authority (Local)\3isco-SERVER-NEW-CA\Issued Certificates] | = | O [HIH

| File Action View Help

€= 2 G
L] Certification Authority (Local) Request ID Requester Name Binary Certificate Certificate Template
4 g 3isco-SERVER-NEW-CA g2 3ISCOVSERVER-MEWS e BEGIM CERTl... Domain Controller
| Revoked Certificates R B o T BEGIN CERTI... 3isco.ir Certificate (
— Issued Certificates «—
- Pe.ndmg Requests All Tosks
| Failed Requests
| Certificate Templates Refresh
Help
< m >
Open this item
A Certificate -

General | Details |Cerﬁﬁation Path |

[Elvalid to

gSubject

Show: | <All> v |
Field Value
B\u'ersicn V3
BSeriaI number 410000 0008 98 6ce3 3ddc.. |=
BS\gnamre algarithm shalRSA
DS\gnamre hash algorithm shal
Issuer Jisco-SERVER-MEW-CA, 3isco, ir
D\-‘alid from Sunday, June 15, 2014 8:59:1...

Monday, June 15, 2015 8:59:...
new, Users, 3isco, ir

\

Edit Properties... Copy to File...

342

e Olgeas |y Cdlgs s ol S1aalsl s
LS ol y SIS O (555 sl I s 4
I, Issue 48 All Tasks cwud 3l
ol 5555 bl ey &S S Ol
Issued  cad a4 o5 oAb s
S S0y 25h o Jiue Certificates
255 A5 e A b s el 50

LS ol |, Deny

Issued 3 5505 YL L8 el Sl e
JSS 55 o sboles 5 5 o0 Certificates
4 iy ge Sl s AS o odalin a
@d]é})ﬁ:@‘éi&yﬁmwkﬁ‘

LS ol Open 5 us el

S 0T e S B e h sy es S Sl s oS s e

&S Import s ;> Certificate .

. || Copy to File s, »» 5 & s Details s 5l amin o0l o
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2]

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Next s, » 5 48 bl ) DER w8 (il s

Export File Format
Certificates can be exported in a variety of file formats.,

Select the format you want to use:
/@ DER encoded binary X.508 (.CER)
() Base-64 encoded ¥. 509 (.CER)

(O Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
[[]indude all certificates in the certification path if possible

) Personal Information Exchange - PKCS #12 (,PFX)
[[Jindude all certificates in the certification path if possible

[[]Delete the private key if the export is successful
[ Expart all extended properties

() Microsoft Serialized Certificate Store (.55T)

File to Export

Spedfy the name of the file you want to export W ‘) _)24:)_}” Mt";’“‘jf 6\}[.«16‘):?"5 JN g_f:".b., O‘.’.‘ )b

Sl gy A3l 4zl a5 S 3505 2T 55 el 0T ol 5 S

C:\Certificate server-new\New user.cer | | Browse... |

~ 5ol b osss Share sjls 15 of s baaslial ,$ ol &S

)J.::S&ASNeXtL;))ﬁ.wwa:M:ng&,i&Jb

J:S&ASFlhlSh LS})ﬁ[’AJ’LTWJ"
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certmagr - [Certificates - Current User\Personal] - 0

File Action View Help ")‘} °)L.’}° J":’ Coond LSL“)lS (’t"”‘ )‘ ]

e | old: Hm .
=) C.H:;fi(ates—CurrentUser || Object Type ‘) Certlflcate J'J.-}fﬂ j Ji‘j-’\j" 8 )‘j-’\;{j
P N -
40T IR L | There are no items to show in this view,
] All Tasks b Find Certificates... - . . “ .
Y In View b Request New Certificate...
Import... €—-
Refresh
. Bwortlist. Advanced Operations , )‘ ) -’vys wb L-i;-ls Personal RSP
: T Help
| UntrosteaCerimicare .o é - M
= Third-Party Root Certificatior ‘) Import 4“:’.; A” TaSkS —ad
| Trusted People
| Client Authentication |ssuers .
| Smart Card Trusted Roots .Jv..S UB&\
< 2>

Contains actions that can be performed on the item,

£+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation 'J":;'S k'g'.‘.ls n eXt 6}) J'f W L.J'.’.\ )b

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
®) Current User

Local Machine

To continue, dick Next.

/

Cancel

(€) = Certificate Import Wizard

J‘jﬁ)bJ#&ﬁ:{))gbdiéﬁ‘uuﬁﬁ‘jgw)JTcww“)J

File to Import

Specify the file you want to import. Lg»:ls Next (5‘}‘) )_.7 j J\.:S J)\j ‘) vibjg Share ‘) aﬂ}s L;‘-ﬂa‘

Eile name: . | S

\\server-new'\Certificate server-new'New user.cer - -

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.55T)

Next Cancel

344



http://3isco.ir/

www.takbook.com

MCSE 2012 _ Farshid babajani _ 3isco.ir

(€) 2 Certificate Import Wizard

Aas a5 Browse gy, o SISLI ol

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate L;)J j” J}_T W )J 9 )“. S S . S N ext Lg)) j_’

(®) Place all certificates in the following store

Certificate store: J\,:,'S &.:JS FiniSh

Personal  g— Browse. ..

oIS cnl sl Aol s b ) aslial S nl oS sds el aslial S slyls Lais, pe NS IS 1l b

Q,wd‘ OM)JL;
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:Active Directory Right Management g L 4IS

sy se sll 4 Llgn WS 84S ol ol S0 Sl 5 sbl cul baa= Ol SO lacs Sl )
a.\u.';w‘ C,..w‘ oJ‘J )|J3 4.<.M;- d‘j’.’.‘)‘A Jl:;'}\ DL @L&)‘)gilﬂ C_ASJ.& aS L}..{LA)\SQ\) )‘ Lﬁ'ii 6.)\.«;'[) 4.:.&‘5 LS'“'J‘:MJ
5okl el Bad> 3 s e 2 5658 4S5 ol Active Directory Right Management .. .
La o 51 G 5a s Sl slmal U e (0355 0 3l e lalile 5 Jans 5 65 ol Sl
g b s el g mees 03] Al Olajles a sazes 5 sae oS SLuS 4 LExcel L, Word il
S o oty 5 sl S

e Microsoft Office 2003

e Microsoft Office 2007

e Microsoft Office 2010

e Microsoft Office 2013
e Adobe Acrobat

Server Manager == -

Manage Tools View Help

Server Manager sl gars Sl

Add Roles and Features €——

Remove Roles and Features Add ROIeS and S0 s J‘-','jm
RVER MANAGER
Add servers S SIS Features
Create Server Group
o Configure this local server Server Manager Properties
di)kﬁ")‘ .J;:,SL;d sdalin 4S)jkdm
2 Add roles and features Q1S g M}f RSLIP VRN U] gt
3 Add other servers to manage sk
4 Create a server group
Hide
VER GROUPS
roups: 1 | Servers total: 1
][ -
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Select server roles

Add Roles and Features Wizard

“

Select one or more roles to install on the selected server.

Before You Begin

Roles Description

A Active Director]
Services (AD R
information frof
AD RMS establ
users and prov
with licenses fd
information.

[] Active Directory Federation Services
[] Active Directery Lightweight Directory Services

[ Application Server
[[] DHCP Server

[] Hyper-v

[ Metwork Policy and Access Services
[] Print and Document Services

[[] Remote Access

[ Remote Deskicp Services

Select role services

Add Roles and Features Wizard

Select the role services ta install for Active Directory Rights Management Services

Role services

— tive Directory Rights Management Serve

[J Identity Federation Support

Description

Active Directory
Services (AD RM
information from
AD RMS establis
users and providd
with licanses for
information.

Instal

Confirm installation selections

Before You Begin

Installation Type

Add Roles and Features Wizard

DESTINATION SERVER
SERVER-5 Zisconet

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Opticnal features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

NET Framewark 4.5 Features
ASP.NET 45
'WCF Services
HTTP Activation

Active Directory Rights Management Services
Active Directory Rights Management Server
Remote Server Administration Tools
Role Administration Tools

Active Directory Rights Management Services Tools

Web Server (IIS) .

Export configuration settings
Specify an altenate source path

Active

Server Roles ¢ o U s SUS Next s, »

Directory Rights Management
LS SIS Next g5, 5 s ol | Services

Role Services ca3 4 b 1S S Next 5, »

S Ss

_I:I-

)lS G _L:,S &3.15 Install S 2 Coond U'-t‘ BE
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Installation progress g

Add Roles and Features Wizard

DESTI

View installation progress

o Feature installation

Configuration required. Installation succeeded on SERVER-5.3isco.net.

Active Directory Rights Management Services
AD RMS is installed but additional configuration is needed.

Perform additional configuration. ——
Active Directory Rights Management Server
.NET Framework 4.5 Features
ASPNET 4.5
'WCF Services
HTTP Activation
Remote Server Administration Toels

Role Administration Tools
Active Directory Rights Management Services Tools

You can close this wizard without interrupting running tasks. View task progress d
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

AD RMS Cluster

Configuraticn Database

Configuration Database

AD RMS Configuration: Server-new.3isca.ir

TARGET SERVER

Server-new.3isco.ir

Create or Join an AD RMS Cluster

AD RMS supports two types of clusters: a root cluster for certification and licensing and a
licensing-only cluster. To deploy AD RMS, you must first set up a root cluster in the forest. You
can then set up one or more licensing-only clusters in the same forest, depending on your needs.

(®) Create a new AD RMS raot cluster

More about AD RMS clusters

!

AD RMS Configuration: Server-new.3isco.ir

TARGET SERVER

Server-new.3isco.ir

Select Configuration Database Server

‘Your AD RMS cluster uses a database to store configuration and policy information. The database
can be hosted either by Windows Internal Database or on a separate SOL database server
(recommended). If you choose Windows Internal Database, you cannot add maore AD RMS
servers to this cluster. You can specify the SOL database server by selecting it from a list, or you
can type its name or CNAME alias (recommended).

(O Specify a database server and a database instance,

Server:

Database Instance:

@) Use Windows Internal Database on this server

/7

More about the AD RMS configuration database

/

< Previous Next > nstal Cancel

348

—I:I-

S0 2 50 JSo dilbeay s a5l A

s perform additional Configuration

LS SIS Next s, » AD RMS wmin s
S o ol 53 S dnrl o s ol 40 b
3 5,505 RMS s e s 15 5
Jd 1 p g0 43S 5 sl b Jsl a8 Lt
S Next g5, » 5 bzl Jsl a5

LY

L~ |, Database <& WLl a3 opl s
Jais,se Database gy, oledbl b oS
s > ool Database O g o gl b
Use Windows internal « 8 <o

Database <l (1S ozl |, Database

el BEEE IS J.:ﬁ )\ oJ...f&oJLAT

LS SIS Next s, 5
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= AD RMS Configuration: Server-new.3isco.ir = I:'- . - .
£ ? ngemﬁgﬂf)E&waw\Js

TARGET SERVER

Server-new.3isco.ir

Service Account

LY VJ"ch “"‘j" 329 e Lv J..’)[S gS.L S
Specify Service Account
The AD RMS cluster requires a domain user account so that it can communicate with other

.
Ll bisyge 8 oS cull 3l Ko
services and network computers. Specify a standard domain user account with ne additional

P Asb Enterprise Admins o5 S s
Domain User Account:

e 3Rl R, e 05,8 4 IS B me 8l
Active  Directory Users and
S ealiz] Computers

More about the AD RMS service account

< Previous Next > nstal Cancel

- = ey Active Directory Users .5, 3,05

B Active Directory Users and Computers
File Action View Help

¥o/XE06 LauTaR o S Sl 5w+ and Computers

] Active Directory Users and Com|| Name Type Descriptio ~
b [ Saved Queries 52, Cloneable Demain Controllers Security Group... Members P
4 3 Fiscair 2, Denied RODC Password Replication Group Security Group... Members - )\ I 9 S s ol \) User MJS
b [ Builtin 52, DreAdmins Security Group... DNS Adm - . - v -
L Eump”ticrs " 2, DnsUpdateProxy Security Group... DNS clien;
b 12l Demain Centrollers 52, Domain Admins Security Group... Designate H d H G ..
4 — ForeignsecurityPrincipaly _-EDomam Computers Security Group... Al workst Enterprlse A mlns a_}; LS)) J'f jhbjy
» [ Managed Service Accout| ga b0 i Controllers Security Group... All domai
MjUses) _-EDomam Guests Security Group... All domai . Z
#2, Domain Users Security Group... Al domai | Pr‘oper"“es MJS . | IS
BRE 1% ' { Enterprise Admins Security Group... Designate 2 - J - Lfa ) -
2 Enterprise Read-orf  Add to a group... Security Group... Members| =
S_iGruup Policy Crea Move... Security Group.. Members . . .
&, Guest Send Mail User Built-in aq V.A”AS@ ol
2 new User )
2, Protected Users GinEss ' Security Group...  Members
52 RAS and IAS Server Cut Security Group... Servers in
52, Read-only Domain Delete Security Group... Members
2 rMS — User
32, Schema Admins Security Group... Designate
2 WinRMRemote\Wh Properties <— Security Groun... Members
< mn > < He\p >

Enterprise Admins Properties _

| General | Members | Member Of I Managed By |

\)JEJ_))AJ{)S&‘)SL;‘Add LSJ))‘.’&"..SQW@‘)'}

Members:
Name Active Directory Domain Services Folder Ok _
L, Administrator  3isco.ir/Users (O R S 48 L.ﬂ‘ 5, -
S ¢ 49 > ° @
?_) RMS Jisco.ir/Users LS)‘) s oD ‘ - )b-‘ 2 j; - N

N sy Jlee) Sladdsss b 1S SIS
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=) AD RMS Configuration: Server-new.3isco.ir

TARGET SERVER
Server-new.3isco.ir

Service Account

AD RMS

Specify Service Account

AD RMS Clu

The AD RMS cluster requires a demain user account so that it can communicate with other
services and netwark computers. Specify 3 standard domain user account with no additional
permissions.

Configuration Database

Domain User Account:

More about the AD RMS service account

= AD RMS Configuration: Server-new.3isco.ir

TARGET SERVER
Server-new.3isco.ir

Cryptographic Made

AD RMS

Specify Cryptographic Mode

AD RMS can operate under two modes which differ on the basis of the cryptographic key length
and the strength of signature hashes. Cryptographic mode 2 is recommended for new cluster
deployments where you have ensured that all AD RMS lient computers have been updated to
support it. As cryptographic made 2 cannot be undone, if you are unsure of full support within
this cluster or any other clusters that it will share a trusted user domain (TUD) relationship with,
select cryptographic mode 1 instead.

Configuration Database

Service Account

® Cryptographic Mode 2 (RSA 2048-bit keys/SHA-256 hashes)

) Cryptographic Mode 1 (RSA 1024-bit keys/SHA-1 hashes)

More about the AD RMS cryptographic mode \[

= AD RMS Configuration: Server-new.3isco.ir

TARGET SERVER

Server-new.3isco.ir

Cluster Key Storage

Specify AD RMS Cluster Key Storage

An AD RMS cluster uses the AD RMS cluster key to sign certificates and licenses that the cluster
issues, The cluster key is required for disaster recovery and when additional AD RMS servers are
joined to the cluster. You can allow AD RMS to encrypt and store the key, or you can store the
key by using a cryptographic service provider (CSP). If the cluster key is stored in a CSP, you must
manually distribute the key to servers that join the cluster later.

(® Use AD RMS centrally managed key storage

) Use CSP key storage

More about cluster key storage
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= AD RMS Configuration: Server-new.3isco.ir == -

TARGET SERVER

Server-new.3isco.ir

Cluster Key Password

Specify AD RMS Cluster Key Password

AD RM
AD RMS uses the cluster key password to encrypt the cluster key. To join other AD RMS servers
to this cluster or to restore the cluster from backup, you must be able to supply this password,
AD RMS does not store this password and cannot recover it if it is lost, 50 you should keep it in a
secure place.

Password:

Confirm Password:

More about cluster key storage

/

=I=m

TARGET SERVER

Server-new.3isco.ir

= AD RMS Configuration: Server-new.3isco.ir

Cluster Web Site

Select AD RMS Cluster Web Site

AD RMS is hosted in an Internet Information Services (IIS) virtual directory, which is set up on one
of the existing Web sites on this server,

Select a Web site for the virtual directory:

. ord 3isco.ir

\

r Address

Mare about the cluster web site

/

< Previous Next > nstal Cancel

_I:I-

=) AD RMS Configuration: Server-new.3isco.ir

TARGET SERVER

Server-new.3isco.ir

Cluster Address

Specify Cluster Address

A cluster address makes it possible for AD RMS clients to communicate with this cluster over the
network. We recommend that you configure AD RMS to use the Secure Sockets Layer (SSL)
protocol to encrypt network traffic between AD RMS clients and this cluster. You must use an
SSL-encrypted connection if you intend to federate this cluster.

Connection Type:

() Use an S5L-encrypted connection (hitps://)
® Use an unencrypted connection (http://}

Fully-Qualified Domain Name: Port:

http:/ www.3iscoir  €—— 20

Confirmation

@ You cannot change this address or port number after AD RMS is installed and configured.

More about the cluster web site

v

< Previous Next > nstal Cancel
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i) AD RMS Configuration: Server-new.3isco.ir = -

. e TARGET SERVER
Licensor Certificate Server-new.3iscor

AD RMS MName the Server Licensor Certificate eI 45 b J}ﬁ- 29 {L: C,w....n.g U'i‘ DL

AD RMS Clus

AD RMS creates a server licensor certificate that establishes the identity of this AD RMS cluster to
clients. Because of the significance of this certificate, we recommend that you make a backup of

this certificate to safeguard your deployment and improve disaster recovery efforts in the event 3 3)‘) ‘J Csl °J"""’H-~a-’ d‘ S ‘)19-’5))"

of hardware failure or loss of the AD RMS database server.

NSZ::-new D .J\-:-:S &S:Ls Next 6})

Configuration Databas:

Servi

Confirmation

AD RMS Configuration: Server-new.3isco.ir -

TARGET SERVER

SCP Reg stration Server-new.3isco.ir Reglster the SCP ‘L‘.’.Jg - 5 w‘ 53
AD RMS Register AD' RMS Service Connection Point

AD RMS CI

Configuration Database The AD RMS service connection point (SCP) can be registered in Active Directory Domain Services - RE . - .
- (AD DS) when an AD RMS cluster is created. The SCP provides clients with intranet URLs for the
AD RMS cluster.

To register the service connection paint (SCP) now, you must be a member of the Enterprise
Admins group. If you are not a member of the Enterprise Admins group, you must have a
member of the Enterprise Admins group register the SCP after you finish installing AD RMS.

Clients cannot access this AD RMS cluster until its SCP is registered. .

egister the SCP now

s L Active Directory Domain

O Register the SCP later

LS KIS next g5,

Mare about SCP registration

(=) AD RMS Configuration: Server-new.3isco.ir = -

TARGET SERVER

Confirmation Server-new.Jisco.ir G _,\,:,.S &:15 |nSta|| EP) » Cocaond U'3~‘ BE]

RMS Confirm Installation Selections

AD RMS C|

AD

Byd el JolS D oy sy e e g e

Configuration Database|  To install the following roles, role services, o features, dlick Install

Active Directory Rights Management Services

Cluster Type: Root cluster
Database Server: Windows Internal Database

Service Account: 31SCO\ms

Cryptographic Mode: Cryptographic Mode 2

Cluster Key Storage: AD RMS centrally managed key starage
Cluster Web Site: iscoiir

Cluster Internal Address: hitp:/fwww.3isco.ir/

Licensor Certificate Name: Server-new

Register SCP: Register Now

Next >
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AD RMS Configuration: Server-new.3isco.ir

Results

Installation Results

= (o 5 1S SUS ClOSE (555 2 s 5l Any

TARGET SERVER

Server-new.3isco.ir

The following roles, role services, or features were installed successfully:

o Active Directory Rights Management Services

Oy son Sledes B aos Restart L 1,

23 s Jles! J.alS

* Before you can administer AD RMS on this server, you must log off and log on again.

The following role services were installed:

Active Directory Rights Management Server

Troubleshooting AD RMS setup

|

| Internet Information Services (IIS) Manager
© S SERVER-NEW »
File View Help B 'L;"”S BB -’)‘j oI J"’EMJ‘J"’U
Connections
re 8 @) SERVER-NEW Home
¢S Start Page Filter: « ¥ Go - G ShowAll | Groy Bt A""SL;‘ olalls &S )‘)bdw ‘V'U”’
4 [93 SERVER-NEW (3ISCO\administrator] : -
Q Application Pools ASP.NET . .. 45 L..d
4@ Sites = ¥ T b Jla_'b O =
4 3iscoiir = N~ “ ™ JS TS 0¥ o= N e
4 3 _wmes MNET MNET .MNET Error MNET .NE
b -(F admin Authaorizat... Compilation Pages Globalization U 5 e - 5 -
b (¥ certification 1 = E (.5‘5) J'f L}iﬂﬂ' Jv.}l.dif CW‘ OMJLQ.Q‘ ubw\
:D [ decommissien ab| ;‘? —'_E:
B [ groupexpansion Application  Connection MachineKey Pages and Pr . =z . .
— > [Ficensin Seitngs | Singe Controls Switch oS 5 LS cly, SIS Licensing
I -] aspnet_clien o)  Explore = - - -
Edit Permissions... & E L .
© Ada Applicaion- Session Sate SMITP E-mail LS olsl | to Content View
. Add Virtual Directory...
FTP
Manage Application 3 T
1 Refresh ! F1P) 1
FTP FTP FTP Directory FTP Firewall A
K Remove Authentic... Authorizat..  Browsing Support  Ad
2 Switch to Content View : 3 = 1
™ GO Oy
FTP | nanina FTP | nann FTP FTP Reauest Fl
. - Content View
Ready
fi /_wmcs/licensing Content
W=l
Filter: o Go %Showﬁll Group by: J,;,S C,u-u‘) &:.LS Llcense.asmx 6‘9) J—’ (Caend O—l‘ ).}
Name - Type . . _
L editssuancelicense.asm ASMX File ceed oS S Switch to Features view < S
| global.asax ASAX File
—* | license.asm

Switch to Features View

| publish.asm

|| server.asmx Browse

- |Serviceloca Edit Permissions...

T lateDi
[ e E_ : Refresh
| web.config

®

Help

K File
K File
K File
FIG File

s ol Servicelocator «. ;S ¢l » o1
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e View Help J
== license.asmx Home
H# &
K Start Page
85 SERVER-NEW (3ISCO\administrator) (e v ¥ Ge - g ShowAl | Group by: -
2} Application Pools ASP.NET A~ a]
4.[@)| Sites = \ 2 r-\
4 0 3isco.ir % \\// e { =
a ? _wmcs MET MNET NET Error MNET MET Profile
b (¥ admin Authorizat.. Compilation Pages Globalization
b certification 758 o 3
[ d dammm\sswtfn ‘\/ l‘g téu!) ab| =
b -[¥ groupexpansion {NETRoles  .NET Trust  .MET Users Application Connection
4.2 licensing — Levels Settings Strings
-+ _| license.asmx = ,
. [+]
|| Servicelocator.asmx ;!‘t? I(}?) & =]
b {0 aspnet client Machine Key Pagesand  Providers Session State SMTP E-mail
Controls
s ~
2 & 9 e =
ASP Authentic... Compression  Default Directory
Document  Browsing
= w5 o
B & @
Frenr Danes Failed Handler HTTD e
File View Help
—yr Authentication
e -H &8
i q_j Start Page X Group by: Mo Grouping -
Pl _Gj SERVER-NEW (3ISCO\administrator) -
-2 Application Pools Name Status Response Type
4.[8] Sites : Anenymous Authentication Disable<L
a 0 Jiscouir ASP.MET Impersonation Disabl Enablev\
4 0F wmes Basic Authentication Disabl Edit... 1 Challer
(E
l>3 admin Fo.rmsAuthent\cat.lon. Disabl @ Help 2 Login/
bj certification Windows Authentication Enableo =01 Challer
I (2 decommission
I-[# groupexpansion
4. licensing

i license.asmx
t.| | Servicelocator.asmx
I | aspnet_client

< n >

Content View

Features View

Manage Tools

21 F

figure this local server

fdd roles and features
dd other servers to manage

eate a

server group

View Help

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Rights Management Services
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Certification Authority

Component Services

Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

Group Policy Management

Internet Information Services (IIS) Manager

iSCSI Initiator
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5t Active Directory Rights Management Services
File Action View Help
= 7 B

4 g OISl s

S Active Directory Rights Management Servi

Actions w)‘ jﬁ))u&.;v\.blﬁ
§ -new (Local _ _
< 45:5 i;”;:u':;‘;(h:;:) - o : : Rights Policy Templates -
=1 Fights Policy Te +1 Create, view and modify distributed rights policy e Manage Distributed Rights Policy T... R| hts
5 Rights Account [ @] Manage Distributed Rights Policy Templates Manage Archived Fights Polcy Te.. g S A <
b 154 Exclusion Policie: Manage Archived Rights Policy Templates ~ v R
I 15 Security Palicies View , nplate Information  « e .
b o Repors _ G rereh s Policy Templates
Refresh ules and conditions applied D B i -
o . plate‘ roperties
s lick Create Distributed B nee $
Help click Create Distribute - . -
pane. To archive a No selected item in view - b d}‘ A"“'i J "\'3"5 wb

distributed rights policy template, select the template and then
click Archive this Rights Policy Template.

Templates file

" Not set
location:

MName Created Date  Last |

i Create Distributed Rights Policy Te...

Ja Archive this Rights PoleySemplate J\ N 5 1"'§ o ol

& Copy
(@ View Rights Summary... _
=/|H Hep Create 4"".’.; C_A..wb oo

Distributed Rights

S SS

Add New Template Identification Information .

Select the language that the template will support and then type a Name and
Description of the template to be displayed to users of that language.

Language: | Persian  €— W |

Name: |New RMS Template €— |

Description:

New RMS Template in Server new| <€— ~
w

add | [ Caneel

JALELPLLJ&JLL:S&?LSAdd LSJJﬁoMJL{WJD
po\ﬂ;@w\&)g&ﬂ Iy s haisyse 0L Aal oS 555

Add 6})ﬁj@))\j#b}jﬂ@.§)bf)]&b@j§ e‘fo.;h

JfS;Q:lSNEXté))jMWJJJJfS&AS

Create Archived Rights Policy Template

gg Add User Rights

1. Add Template Identifica Specify which users and groups have rights to wark with cortent protected

using this template. Some rights are not used in common RMS-enabled

2. Add User Rights applications

Users and rights

Add...

Rights for users
Full Cortral
View
Edit
Save
Export (Save as)

m| >

| Create Custom Right... |

Grant owner (author) full control right with no expiration
Rights request URL: |

JJ}J&S@SAddéJJﬁWQ{.‘)J
b |, Anyone «o S ol asio

Type the e-mail address of a user or group for which you want to specify
rights to content protected using this template. To specify everyone in an
organization, select "Anyone”

Add User or Group

() The e-mail address of a user or group

Mead > Firiish

< Previous | |

| ‘ Cancel
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Create Distributed Rights Policy Template _

’533 o Anyone .55 AS o odalie S sboles

1. Add Tempiate ldertfica..  Specify which users and groups have rights to work with contert protected
using this template. Some rights are not used in common RMS-enabled
2. Add User Rights e &

e ozl |, view 4y ;S Rights for ANYONE

=

C/.o.w—; ).3 9 C,.w‘ QMML&‘ J.E..'.))‘}A M

S SIS Next 55 5 5 a8

Rights for ANYONE:
Full Control

View

Edit

Save

Export (Save as)

Create Custom Right

Grant owner (author) full control right with no expiration
Rights request URL: | |

v

‘(Previcus H Next > || Firish || Cancel ‘

m|>

|
OOo0rnd

Create Distributed Rights Policy Template \L-

gg Specify Expiration Policy L:)’i‘ 45 J‘:'.“s ubh:“o J’;‘;“}; ‘_;c ‘w g:)'.’.\ )b

1. Add Template |dentifica... Specify expiration conditions for content protected using this template. I the

2. Add User Rights content expires, it must be republished f the information still needs to be ‘)5 6 JLA::!L{ 42.1‘.3 )L:-:Q‘ L;; L‘J’ 4.?; U Te m p | ate

available. I the use license expires oris not cached, the user must connect

3 Speciy Expiafion Poliey 10 the AD RMS clusterto obain a new ficense fo open the cortent
e et 0 é .
Contert expiration '3)\))"5)30;")-/\-6‘50\“;): ‘¢ MJS‘ [
) Never expires

~ Expires on the following date

# [T 62372074 |[1200AM 5 Template O‘i\ 39 30 w\j\.)\x.g S Sl el
® Bxpires afterthe following duration (days): 30 s

NeXt S A sl M‘jm BEE L 6)[.&.0\

Use license expiration

Expires afterthe folowing duration (days): 30 &

q oS SIS

« Previous H Next > | | Finish | | Cancel |

Create Distributed Rights Policy Template IL-

gg Specify Extended Policy

. Z -
1. Add Template Idertfica... Specify additional conditions for cortent protected using this template Req u I re a n eW u se ‘L"ij.s (AN OV d‘ ) >

2. Add User Rights
3. Specify Expiration Policy

e eniray | [ U8 LS ol | license every time
y -

[[] Enable usersto view protected content using a browser add-on

client-side caching)
5. Specify Revocation Pol

I you would like to specify additional information for your AD

[] RMS-enabled application, you can specify them here as name-value \:MJ“}P.-)J t_i.i Template U'l‘ )‘ osleal )Lg BIBL)

Name Value
o bacdlg= s ol Cdomed 5 Lre,d L
PR SIE LRy
J/ LS SIS Next s, 5
<Previous || Ned> | [ Fnsh | [ Cancel
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2. Add User Rights

3. Specify Expiration Policy
4. Specify Extended Policy
5. Specify Revocation Pol...

? Specify Revocation Policy

1. Add Template |dentifica...

Specify whether contertt protected using this template may be revoked
Revocation denies permission to open such content based on various
factors (such as content ID, users, or applications).

[] Require revocation
The URL of the location whers the revocation st is publishid:
[prs v |

File cortaining public key comesponding to the signed revocation list:

Refresh interval for revocation list {days):

I[ Bowee.. |

/

[ <Previous || teas ||

Finish

|[Cconeat |

| AcieDirecon RighisMaragementsenices (=W 00

Archived Rights Policy Templates

Create, view and modify archived rights policy
templates for this cluster.

W

Arights policy template defines the rules and conditions applied to
content protected by using the template. Archived rights policy
templates only issue End User Licenses fer consuming content. You
cannot publish new content by using an archived rights policy
template.

To distribute an archived rights policy template, select the template
and then click Distribute this Rights Policy Template in the Actions

pane.

Created Date
6/22/2014

Last Mo
6/22/20°

+  Name
MNew RMS Template
& pl

\

| Actions

| Rights Policy Templates

B @ =

B @ X Ol E

Manage Distributed Rights Policy T...
Manage Archived Rights Policy Te...
View »
Refresh

Properties

Help

Create Archived Rights Policy Tem...
Distribute this Rights Policy Templ...
Copy

View Rights Summary...

Delete

Properties

Help

swl @l 5 A 0 rLd\ o L8 amiso ol o

LS SIS finish o5, » Template

BN

Ol 655 p SIS Aileay ks 4o
View

Rights S

LS Ol 1 Summary

. vefdsSmmey-dNerisTepre B o

S a=g  Owner
S LS e

v s

sdalis

e ok

Template

A0 ks e

Anyone .5 5 Js 5,0

el ol Z03ls QT e View o w3 logs Lo QT 28 Q\ﬁ)lS rl.u‘ S
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mcw\oﬁ dla.% UTLS)J 6)j5ﬂ‘>)§5\jw\o$1w2003 )jﬂéwiﬁw\fdb U"ﬂfe

Adminisitrator

\g Manage Your Seryer

AW Command Prompt

L :f Windows Explorer

@ MNokepad

All Programs  »

Open

B’ Contr  Explore

Search...

% admir  Manage

& ‘“! Printe  Map Metwork Drive. ..
Disconnect Metwork Drive, ..

gj} Helpz  Show on Deskkop

- Rename
r) Searc /

=

Propetties

Y

Log OFf @ Shut Dawn

[#/stare |2 & |

V.;“‘}J:L;d2003 )jﬂ))\j)S@fi:é‘ﬁ

My Computer s, » do 5 LS SIS Start 5,

U aS ol |y Properties «u 5§ 5 s el SIS

Cen SErVICe PACK 2 555l 0555 LT oS 0 s 4 2
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System Propetties

Avtomnatic Updates |
Computer Name I

Remote
Hardware

System:
Microsoft ‘Windows Server 2003
Enterprize Edition
Service Pack 2

Fegistered to
p

B3713-640-0334574-45028

Computer;
IntellR] Core(T M) i7-36100M
CPU @ 2 30GHz
2.23 GHz, 334 MB of RAM
Physical Address Extenzion

2%
I

[ o ]

Cancel |

Apply |

Adminisiraior

\g Manage Your Server 55 I iy

Command Prompt

Dﬂ Control Panel L3

= "
./ Windows Explorer
=N

—
@ Motepad

4 .,a Printers and Faxes

@) Help and Suppott
/') Search

77 Run...

Al Programs

. Log Off @ Shut Down

@em @@ |

@E Active Directory Damains and Trusts
5 Active Directory Sites and Services
@ Active Directory Users and Computers
@3 Certification Authority “\
Cluster Administrator
@ Component Services
Q Computer Managemenk

4 Carfigure Your Server Wizard
5 Data Sources {ODBC)
.% Distributed File System
2 Dns
'ﬁ] Dornain Contraller Security Palicy
'ﬁ] Domain Security Palicy
24| Event Viewsr
& Licensing

f Manage Your Server
& Microsoft JMET Framework 1.1 Configuration
& Microsoft: \MET Framewark 1,1 Wizards
g Metwork Load Ealancing Manager
@ Performance
@ Remote Desktops
E Routing and Remote Access
% Jervices
T@ Terminal Server Licensing
,, Terminal Services Configuration

&P Terminal Services Manager

= amEsmXFRBE 28
@ Active Directory Users and Computer | Builtin - 17 objects
[:l Saved Queties T
= @ Dg_legate Control... £ Operato
B ctrators
Connect to Domain... Operators
Connect ko Domain Contraller. .. ted COM
Raise Domain Functional Lewvel...
Operations Masters. .. " Forelst 1
" k Configur
Mew b nance Log
Al Tasks ¥ Inance Mon
i ndaws 200
Mew Window Fram Here
perators
Refresh E Deskkop
i kot
Properties Operators
Help al Server L
¥ sers
T windows Authoriz

S i Sdus ) S e sdalie blie IS8 55 oS 5bokes

Lss o Start sl

Active «,;$ Administrative Tools

|, Directory Users and Computers

I, Raise Domain Functional Level «, 3 5 ws cl, SIS
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Raise Domain Functional Level x|

Damain narne:

Jizco.ir

Current domain functional level:
‘windows 2000 mixed

Select an available domain functional lewvel:

Windows Server 2003

an domain funct%\f&ls, click Help.

Cancel | Help |

Raise Domain Functional Level x|

Darnain narne:

Bisco.if I
Current domain functional lewvel:

Windows Server 2003 #—

This domain is operating at the highest pozsible functional level For more information an
domain functional levels, click Help.

Close I

Help |

_ @E Active Direckary Domains and Trusts

ﬁ Active Direckory Sites and Serwces"\
@ Active Direckory Users and Computers
@} Certification Autharity

Cluster Administratar

Adminisirator

\g Manage Your Server
Command Prompt

.
./ windows Explorer
=

55 My Computer

Bﬂ Control Panel

Y @ Compangnt Services
g Computer Managenment

H Configure Your Server Wizard
@ [Data Sources (ODBC)

;—,1 Printers and Faxes
.E Distributed File System

@ Motepad 9.) Help and Support 2, ons
- n%] Damain Controller Security Policy
/') Search '%] Domain Security Palicy
=] Run... Event Yiewer

% Licensing
# Manage Your Server
@ Microsoft \MET Framework 1.1 Configuration
& Microsoft \NET Framework 1.1 Wizards
g Netwoark Load Balancing Manager
@ Performance
@ Remote Desktops
E Routing and Remote Access

8y Services
ﬁ Terminal Server Licensing
Log OFf @ Shut Dawn

, Terminal Services Configuration

Al Programs  *

ﬁ' Terminal Services Manager

| st | B & |

%[ Active Directory Domains and Trusts

File  Action iew Help
ERNE

« = ||@|

: ctive Director
Connect to Domain Controller, ., ——

Qperations Master, ..

. ) ?;1 - -
Raise Forest Functional Level. .. 3 Jiscouir

View ]

Refresh
Export List, ..

s 55 Functional Level cus 55 5 o ol s
S 5 LS ol |, Windows Server 2003

LS x5 Level b ugss Ol | Raise

o2 e Sy play g5 RaiSE gy, SIS S A

J\.:S&.:.LSOI(&})J;ASV\?.S&oMW

axlge 505, JSEL LS |l ) J3 s obs S

Sl Level mhauw a5 ol sdasOLES & 4y 5 0

k:awd‘ OJ;J::’U

s s Close (s,

Forest .,L Domain Functional ,.x ;| ax
ol @l p s x5 L oa |, Functional Level
Cad Sl S SIS Start s, 2 LS
Active  «,;¥ Administrative Tools
o=zl |, Directory Domains and Trusts

RUAY

Active Directory Domainsand s, » s, &l 5l de

Raise Forest Functional «;3 5 uus o, S Trusts

S ol | Level
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Raise Forest Functional Level |

Forest narme:

Jizca.ir

Current forest functional level:
Windows 2000

Select an available forest functional level:

& Alter pou raize the forest functional level, it cannot be reversed. For more information on
forest functional level, click Help.

Raize I

/

Cancel | Help |

Dashboard

B Local Server
BE All Servers

ii File and Storage Services B

« Dashboard

Server Manager

Manage Tools View

WELCOME TO SERVER MANAGER

0 Configure this local server

/

Add roles and features

QUICK START

(K%}

3 Add other servers to manage

WHAT'S NEW P
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1

P File ?nd Storage
Services

ol |, Windows Server 2003« S cad o0l 53

LS SIS | Raise (g5, 5 S

35k 200 VL la )l plasl 51 sy
Server 5 osi . 2012 55,0
N s oS o 12 Manager
Add Roles and (s, . |

It =S s Features

Sgd b da aio

Before you begin

Before You Begin

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strang passward
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

v

Skip this page by default J

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your erganization, such as sharing decuments, or
hosting 3 website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

—I:I-

DESTINATION SERVER
Server-1

Add Roles and Features Wizard

361
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[ Add Roles and Features Wizard =& F

DESTINATION SERVER
Server-1

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or en an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure  single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

= Add Roles and Features Wizard

DESTINATION SERVER
Server-1

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

Select a server from the server pool
) Select a virtual hard disk

Server Pool
Filter: | |
Name 1P Address Operating System
Server-1 192.168.1.2 Microsoft Windows Server 2012

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which dats

collection is still incomplete are not shown. \

[ Add Roles and Features Wizard =1i= -

DESTINATICN SERVER
Server-1

Select server roles

Select one or more roles to install on the selected server.

Roles Description

~]  Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give

[[] Active Directory Certificate Senvices

’/J tive Directory Domai

" [ Active Directory Federation Services

ervices|

AD DS

[ Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services network users access to permitted
[] Application Server
[] DHCP Server
Jr DNS Server
[ Fax Server
b [H] File and Storage Services (1 of 12 installed)
[ Hyper-v

[[] Metwork Policy and Access Services

resources anywhere on the network
through a single logon process.

[] Print and Document Services
[ Remote Access
[ Remate Desktop Services

362
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LS s Next
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Select features

Before You Begin
Installation Type
Server Selection
Server Roles

K
AD DS

Confirmation

DESTINATION SERVER
Server-1

Select one or more features to install on the selected server,

Features Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

I [M] .NET Framework 4.5 Features (2 of 7 installed)
b [ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[[] BranchCache

[] Client for NFS

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management
[C] 115 Hostable Web Core
[] Ink and Handwriting Services

—_ . v

[ nstan | [ caneel |

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Confirmation

DESTINATICN SERVER

Active Directory Domain Services Sener

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD D5 is also required for directory-enabled applications
such as Microsoft Exchange Server and for ather Windows Server technologies such as Group Policy.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS,

[<previous | [ Next> | | instal | [ cancel |

Before You Begin
Installation Type
Server Selection

Server Roles

Features

AD DS

Confirm installation selections

DESTINATION SERYER
Sérvl ¥

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

‘Optional features {such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these opticnal features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Pelicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path t

<previous | | nme> | [ mstal | [ cancel
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Add Roles and Features Wizard

Installation progress

View installation progress

o Feature installation

DESTINATION SERVER
Server-1

S35 2 Ol S (Gl 5 s e 51 Ans

Configuration required. Installation succeeded an Server-1

Active Directory Domain Services

Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next

Promote this server to a domain
b ae e b us SUs controller

.bﬁ.ﬁ:

Close

Cance

Deployment Configuration

Select the deployment operation
Domain Controller Options

Add a domain controller to an existing domain
Additional Cetiens Add a new domain to an existing forest

) Add a new forest

Specify the domain informatien for this operation

Domain: Jiscoir

Supply the credentials to perform this operation

SERVER-1\administrator

More about deployment configurations

BE |

Select a domain in the forest where the new domain controller will
reside.

E Select a domain from the forest

3isco.r

N

Cancel

Active Directory Domain Services Configuration Wizard

IS s sl 1 ) 43S Al e ol

TARGET SERVER
Server-1

o9 Sl 1 Sledbl e Wl Ll 09
ﬁd)\@}fgb&\)’\@cﬁ@g)szoo.%

\

sae e pb 5 S SUS Select g,

%5))\})%}&)0‘;@.}!4{‘)2003
[x ]

Windows Security

Credentials for deployment operation
Supply credentials for the deployment operation

[ Sisco\edministrator 4—— |

& R —

Domain: 3isco 1

Cancel

Cancel

il S8 asleay OF 51 43 a1y e ol dosl anils ax 5
a3 1) 1302003 cpeys 520 2012 5, Sl el oS
JSE 0k (g5, 2 SIS Sl a5 8 e eSS L0 s
OK (555 » 5 S CLtl 1) (pass ol &S 558 0 alb 50,

J?S&ASneXtL;))jy\Wp).\?S&lS
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[=o |

TARGET SERVER
Server-1

= Active Directory Domain Services Configuration Wizard

Domain Controller Options

| i, A domain contreller running Windows Server 2008 or later could not be located in this domain. To install a r... Show more x |

nt Configuration

Domain Controller Options

DNS

Specify domain controller capabilities and site information
Domain Name System (DNS) server
e Y e

Site name: ‘ |'|

Type the Directory Services Restore Mode (DSRM) password

Password:

Confirm password:

More about domain controller options

< Previous Cancel

_EI-

TARGET SERVER
Server-1

Active Directory Domain Services Configuration Wizard

DNS Options

[ 4 A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Configuration

More about DNS delegation J

< Previous Next > nstal Cancel

= Active Directory Domain Services Configuration Wizard = | B B
.. . TARGET SERVER
Additional Options Servert
Specify Install From Media (IFM} Options
[ Install from media
Specify additional replication options
Replicate from: ‘ 5-2003 3isco.ir "‘

More about additional options J

< Previous Next > nstal Cancel

365

Domain Name laas § cwnd pl 53
Global , System (DNS) server
ops 4SS 5 s ol |, Catalog
Restore !, « .S 5,05 DSRM ¢l
Sosre Bl 03 5 e SleMbl 05 S

2ol s

S SIS Next 55

Replicate from w3 ;s 5 amin o0l oo
Next &)Jﬂj.&gggu:ﬁ‘ b 397 e 9D rLa
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P h TARGET SERVER
aths Server-1
Deployment Configuration B R 3
Specify the location of the AD DS database, log files, and SYSVOL
Domain Centroller Cpticns
- Database folder CWindows\NTDS =]
e Log files folder: CAWindows\NTDS =]
SYSVOL folder CAWindows\SYSVOL [
Preparation Options
Review Cptions
Prerequisites Chack
More about Active Directory paths é
[<previous | [ Net> | [ instal | [ cancel |
- - TARGET SERVER
Preparation Options Server-1
Deployment Configuration . R B B B .
To install this domain contraoller, the wizard needs to perform the following cperation(s):
Domain Controller Cptions .
* Forest and schema preparation
DNS Options . c
* Domain preparation
Additional Options
Paths
Review Cptions
Prerequisites Chack
More about preparation options {
[<previous | [ MNext> | | nstal | [ Cancel |
. . TARGET SERVER
Review Options m—
Deployment Configuration | Review your selections:
Domain Controller Options Co_nﬁg_ure this server as an additional Active Directary domain controller for the domain A
“Jisco.ir”,
DNS Options
Addttionsl Options Site Name: Default-First-Site-Name
Faths Additional Options:
Pi tion Opti
Teparanon Lpuons Read-only domain controller: No
Prereguisites Check Global catalog: Yes
DMNS Server: Yes
Update DNS Delegation: Mo
Source DC: §-2003 3isca.ir
v
These settings can be exported to a Windows PowerShell script to automate
additional installations
More about installation options 4
<Previous | [ Next> | [ install | [ Cancel |
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= Active Directory Domain Services Configuration Wizard ILIi- J.)QJJJ}.A (_SL‘B)'L:J ,,w ijj‘.’\#{ - - w‘ ))
Prerequisites Check R

. s
install 5, » 4 Wb 5,5, Ko abew
‘ Q All prerequisite checks passed successfully. Click Install’ to begin installation. Show more x ‘ N e N N

Prerequisites need to be validated before Active Directory Domain Services is installed on this B . e . G oas § | <
computer .J}w [V=X] JMS LJ'?A)J - -

Rerun prerequisites check

Additicnal Options

BT ~ View results
Preparstion Oations i Windows Server 2012 R2 domain controllers have a default for the security setting ~
named "Allow cryptography algorithms compatible with Windows NT 4.0 that prevents
weaker cryptography algerithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 042564 (http/ | =
go.micrasoft.com/fulink/Linkld=104751),

A delegation for this DNS server cannot be created because the autheritative parent

zone cannot be found or it does not run Windows DNS server. If you are integrating

with an existing DNS infrastructure, you should manually creste  delegation to this

DNS server in the parent zone to ensure reliable name resolution from outside the

domain "3isco.ir". Otherwise, no action is required. v

. If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites l

e [ Corce

Search

Evemuher‘e y SearCh J‘)‘j 2012 PEE )}Ju.ij DL Domaln w J‘ Juu

Aktive Directory Active Directory Users and ..o 5 L

S ol |, Computers

Sites and

omains and

L] Active Directory Users and%omputers l;‘i-

File Action View Help
@ BEGd=z HE T&aETER

N.agﬂa.lt. Type Description "ﬂﬂj.’ fu LS}) JJ. w‘)ﬂ ‘5‘}7:‘ )" J\.&).

builtinDorain

] Active Directory Users and Com
I [ Saved Queries
b |55 Siscouir

1 Computers Container Default container for up... . .
Delegate Contral... janizational... Default container for do... " ‘) ; ls [P ‘ 3 ISCO.Ir l>= N :‘ )J 45
Find... ntainer Default container for sec... - -
Change Domain... ntainer Default container for ma...

= ntainer Default container for up...
Change Demain Controller.., P

Operations Masters «, ;5 5 LS
Raise domain functional level...
Operations Masters.., €
- , LS sl |
All Tasks 3 )
View 3
Refresh
Export List...

Properties

Help
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B

Operations Masters

RID  |PDC | Infrastructure

The operations master manages the allocation of RID pools to other Domain
Controllers. Only one server in the domain performs this role.

Operations master:
[5-2008 3iscoir |

AN

| Server-1.3scoir [

To transfer the operations master role to the following
computer, click Change

Operations Masters

RID | PDC | Infrastructure

The operatiorle master emulates the functions of a pimary Domain Controller
{PDC) for pre-Windows 2000 clients. Only one server in the domain performs
this role.

Operations master;,

[5-2003 3scour 7|

To transfer the operations master role to the following
computer, click Change.

| Server-1.3iscoir |

Close Cancel

Operations Masters

[RID_[PDC | Infrastructure

B

The infrastructure master ensures consistency of objects for inter-domain
operations. Only one server in the domain performs this role.

Operations master:
[5-2003.Fsco i

NI

X

| Server-1.3iscoir |

To transfer the operations master role to the following
computer, click Change

S SUs Change s, » s Jll 2012 «

S SISYes g5y 2 s IS5 s

l k Are you sure you want to transfer the operations master role?

Active Directory Domain Services =

SIS Yes 55, dn 5 aoS SUS Change 5, » PDC s s

LY

5L e s 5 aus SUs Change 5,  Infrastructure s s

368
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S eere Active Directory ., 5 &5 Search s,y YL sla)lS el Sl Ay

Everywhere S ol |, Domains and Trusts

Active Directory| E

Active Directory Domains and Trusts s, » s, s>l 5l dx

<=zl |, Operations Master 458 5 1S el SIS 5 K8 b &

35 Active Directory Domains a <
omains and File Action View Help ey
@ ENCIEIN ]
e : 5 Active Directory Domains and Trust] Name Tune
dministrative b i Zisco.r A Change Forest...

Change Active Directory Domain Controller...
Operations Master.., €=——"

Raise Forest Functional Level...

View 3

Refresh
Export List...

Properties

Help

Operations Master .l g w“
2003 ;| wleMbl Jlisl b aes SIS Change sy » Caad ool s

The domain naming operations master ensures that domain names are

unique. Only one Active Directory Domain Controller in the enterprise

performs this role. ;}_J, rl?u‘ 2012 4_;

Domain naming operations master:

|s-2DD3 Jiscor N |
q

To transferthe domain naming master role to the
following computer, click Change.

| Server-1.Jscoir |

X Administrator: Windows PowerShell oS 500 Y Clles pbxil 51 A

E"Jgrr'ua'l'n n-a.Fr'ring master - B J‘.’)ls C-”'l)jﬁ\ L’ ‘) PowerShe” oI
PDC . -
RID pool manager rver r ..

R e R e e ssws 5 &S 1>l Administrator

mand completed succ
5 LS 5,0y |, netdom Query fsmo
Sl gy JSE oo LL Ol s S

@w}\SW\GMWW@‘)J

Uzl (gl 5 aS el esls Jlanl 2012 5,0 4 AiL Schema Master 45 5l cad ks 5 s ols Jis]

2 bl L 5 syl b ol
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(%] Administrator: Windows PowerShell =

s &S 1> |, PowerShell .., ..
Corporation. All rights reserved.

schmmgmt. d11

I, regsvr32 schmmgmt.dll s

RegSur32 ;1Schema Master .5, b s |

o DlIRegisterServer in schmmgmt.dll succeeded.

AL e 53 Ly Sole S
. P s 03 Sl Sole J S 5y b

Search
Everyuhere < JS e &0 1, MMC s e 5 5 Search 505 YL LIS plonsl 5l o

S 5 )

*  DNS
oty -
=1 Consolel - [Console Root] == -
Action  View Favorites Window Help !En
Ga Mew Ctrl+MN
(= Open... Ctrl+0 Actions
5 Ctrl+5
SaveA " Lo itemsto || Console Root =
i [this view. Mare Actions 3
Add/Remove Snap-in... Ctrl+M
. . Options... '\\
S 25 Ns File syl s gl 2l 5l o -
2 dsa
LS ozl 1, Add/Remove Snap-in 3 senvices
' 4 secpol
Exit
< m b4
Add or Remove Snap-ins -
You can select snap-ins for this console f'ro_m those a_vailab\e on your computer and configure the selected set of snap-ins. For Active Mjf —> [P )" W d ‘ D) >
extensible snap-ins, you can configure which extensions are enabled. - rk -
Available snap-ins: Selected snap-ins: .
Snap-in Vendor |~ _| Console Root Edit Extensions. .. B, BUAY (] t}u_a 5 ‘ ‘) D | reCtO ry SC h ema
&5, Active Directory Domains a... Microsoft ¢ N " N
Microsoft § = SRS
g Active Directory Sites and s Microsoft ¢ B M . - - .
: Active Directory Users and ... Microsoft ¢ vove Up J‘}M‘ 4_9[..,0‘ w...:J 4" L’ HL:'S k_i:'ls Ad d 6j)
-] ActiveX Control Microsoft ¢ i
[Z ADST Edit Microsoft ¢ Mave Down
Auﬂworization Manager Microsoft ¢ v\:ms &:LS O k 6}) - J\S—’ 9
__o‘ﬂ Certificates Microsoft ¢
B Component Services Microsoft ¢
é‘ Computer Management Microsoft ¢
= Device Manager Microsoft ¢
124 Disk Management Microsoft 2
£ DS Micrasaft ¢ ™
< ] > Advanced...

Description:
View and edit the Active Directory Schema

Mo [ e |
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L Console1 - [Console
File Action View Favorites Window Help

e 2n[E B

| Console Root MName

I+ E Active Directorey Schema [Servell T Claccar

Operations Master...
Permissions...

Reload the Schema
View

MNew Window from Here
MNew Taskpad View...
Refresh

Export List...

Help

Change Active Directory Domain Controller...
Connect to Schema Operations Master

\

Change Directory Server

Cument Directory Server:

Server-1.3isco.r

Change to:
(O Any writable Domain Controller
(®) This Domain Controller or AD LDS instance

s Active Directory Schema (¢,  aiw o0l )3

Change Active Directory «.5 5 LS <l

S ozl |, Domain Controller

This Domain 4, ;S axiw ol s

AD LDS
e ol s S ol | instance

Controller or

Look in this domain: |3.igco_ir

Name Site
<Type a Directory Server name[:port] here>
5-2003.3isco.ir

Default-First-Site-Name

Default-First-Site-Name:

DC Type DC Version  Status

GC
GC

WaK3
Windows...

Online

/
V.

Unavailable

b 2012 BE B cbj?_-jﬂ LSLAJ}J&N
SIS 0k gs p s S bl

LY

[ ok | [ Cance

Hebp |

File Action

o= #E 0=

View Favorites  Window

Console1 - [Console Root\Active Dire
Help

~| Console Root
[ E Active Directory Schema [Serv

‘ Mame

| Classes

Permissions...

View

Refresh
Export List...

Help

Change Active Directory Domain Controller...
Connect to S5chema Operations Master

Operations Master...

Reload the Schema

Mew Window from Here

MNew Taskpad View...
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The schema master manages modffications to the schema. Only one
server in the enterprise performs this role.

Change Schema Master

Cument schema master (onling):
|5-2003 3scoir |

To transfer the schema master role to the targeted

schema FSMO holder below, click Change.

| Server-1.3iscoir |

Close | | Help |

SleMbl Jlisl I8 6 s SIS Change o) Cwand ool o

g esls Jasl 2012 4 2003

) Administrator: Windows PowerShell

ng master

manager
icture master 5
nd completed successfully.

P5 C:\Usershadministrator.3I5C0=

syws 5 Lys PowerShell sl
5L 53 1, Netdom Query FSMO
LS o edalin oS 55boles (S | ]
2003 5 . 5l Sledbl Jusl s
2 S Ssen 2012 5 .
Ll o Vo 5l sdples al>

rr S B 1 01 5 e b s iy 5 4 SeS g Olgeas 15,2003 5, 5 S e oS

S5l as Sles Uosd Jate dodor 55w 4 JolS D) gty SDBI B s pldl Cdsa |y Slles ol Aes
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