1 oS gid 59w o

las ol

)9 )W o

bl2k@rapmail.net

shabgard security Teams

By : bl2k@rapmail.net shabgard security teams



2 UL VA T SUWRUINTY

1S58l wow el wlewlais
5B L el 6> ow b M8 Jio (uld sl Sl s (wsr) Sslail ol 5l S58el> Sy Gwsil pulaii
£95
ol Oloudaid 9 picuuow @ 399 Shy Sd9)9 Sy IS L8

S 50id aShx puiS o ghd (sdxo A Sl 95 sorw Jlail aul (sdoc 43,8 g9, 5l Jd
0,30 5,18 o> 3,90 49w AS Cwd HSow UL 9 0wy VLG 4 wleudais

#/etc/rc.d/init.d/network stop
Shutting down interface eth0 [OK]
Disabling Ipv4 packet forwarding [OK]
et Shy
# /etc/rc.d/init.d/network start
Setting network parameters [OK]
Bringing up interface lo [OK]

Bringing up interface eth0 [OK]
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#vi [etc/profile
26S 35lg 15 505 belas HISTSIZE= aolS lasy

TMOUT=7200
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fetc/exports ;s 5 wlgiws silao

#vi [etc/exports

(ro=readonly ,root_squash=no access roothus s,lg |, ;15 belas> Jlio ,el

/dir/to/export hostl.mydomain.com(ro,root_squash)

/dir/to/export host2.mydomain.com(ro,root_squash)

single-user-mode cJl> 5 H9,uw S;lul 1) 5l S,Sgl>
U9 H9 - D)0au) D99 UHQuo )d (> LS ._5\.0)15 ¥ &9):».» level 1 )90 VU as U»SQ...J 590 L-,._:_|)>
gio Wos 3l Heiws 5l oslaiwl Wi 5> Wl Gl 5l SySel> Sl v s A, Ju5lS S)le S

LILO: linux single I

padso pll ) 505 3,000

#vi [etc/inittab
o b ol
id:3:initdefault:
PABS (50 s 35 JSb @
id:3:initdefault:
~n~:S:wait:/shin/sulogin

Ol wus sl

#/sbin/init q

S AdlgS Sow € (s iwd 300599 U9l gio e 5l S, g0 ol Ll b VU »,lg0 plxil b
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325 9,80 A 55e) Wor S aiusS Ul iwles @ Ly iy il 9 55 ubS Shy o3V Gl Jlecl
bgso L6 5>

#vi [etc/lilo.conf

boot=/dev/sda

map=/boot/map

install=/boot/boot.b

prompt S B> g, b ol g Slawl ) 5,000 wowlgs;> B> Sl
Timeout=00g-w (swi 031> iules ;00 36>9 W)50,5 55¢) wer Lkl Lules Ve

linear message=/boot/message 9. Bi> (susSiol Jugs 0,%i A 3l pic &ygwo,d
default=linux restricted  © 90 ;5 350 U (sewyiwd pac g yiiw JyiS @ 5l wygo)s
wew, wll> 55 we

password=<password> 1uS >)lg il |, 595 5,500

image=/boot/vmlinuz-2.4.2-2

label=linux
initrd=/boot/initrd-2.4.2-2.img
read-only

root=/dev/sda6

PuS s >)|9 |) BYSIPL YEWA) lilio.conf JJ[S LU U9 = U|).g)l5 LS )iwd plc lSI)._J

#chmod 600 /etc/lilo.conf
Ol wus sl
#/sbin/lilo -v
LILO version 21.4-4, copyright © 1992-1998 Wernerr Almesberger [ba32
extentions copyright © 1999,2000 John Coffman
Reading boot sector from /dev/sda

had : ATAPI 32X CD-ROM drive, 128kB Cache Merging with /boot/boot.b Mapping message file
/boot/message

Boot image : /boot/vmlinuz-2.2.16-22 Mapping RAM disk /boot/initrd-2.2.16-22.img
Added linux *
/boot/boot.0800 exists

no backup copy made.

Writing boot sector.
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CTRL4+ALT+DEL ww S, Jgoso Sla adS oaslal [S 5l

#vi /etc/inittab
o b ol
ca::ctrlaltdel:/sbin/shutdown -t3 -r now
P> (50 s 505 JSob @
#ca::ctrlaltdel:/sbin/shutdown -t3 -r now

#/sbin/init q

Sudy o ploul abgsye LS 55 5 JSoh @ Ol piuawow JguuuS @ Csowyiowd Sy i e

#vi [etc/securetty

oSl ttwl
oS 2 HEttyZ
fwo/3 #tty3
fwo/Sd #ttya
Fwol s #EttyS
fwvo/6 #Ettys
ol T HEtyT
oS8 #ttwa
fwo/S 9 #ttya
w10 HEttyrlD
fwo,l11 #ttyll

3l5 39>9 46,9 i wygo 4 aS ULu,S 9 S,,lS Sl 0g)S Wi

4t 3 #F 4 36 3F 3% SF 36 S 36

Vua&rdel adm
userdel lp
userdel shutdown
userdel halt
userdel news

userdel mail
userdel uucp
userdel operator
userdel games
userdel gopher
userdel ftp
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oslasiwl L9y Sl 09,5 Wi iy

groupdel adm
groupdel lp
groupdel news
groupdel mail
groupdel uucp
groupdel games
groupdel dip

=t 8F 4% 4F 36 3F 3%

thD)skujMLuquu_ﬂy qgnxshb)xy.UD)SCGLb|

#useradd admin

01 3)l9 500 Shy 300 e
#passwd admin

390 Adlg> 05 Wgo W (9>
Changing password for user admin
New UNIX password:
Retype new UNIX password:

passwd: all authentication tokens updated successfully

passwd,shadow...ug> (swopo SleLld )5 wlhusi w0 )5 Sl |y
PES (o Jos 5 wgo

# chattr +i /etc/passwd
# chattr +i /etc/shadow
# chattr +i /etc/group

# chattr +i /etc/gshadow

39 oslaiwl -1 8 b a0 il a5 g0 )
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5,5 oslaial Olgine o1 ilo Sla,lul s o gilys shfstab L s aS suld awusS

defaults iy, Wles g Sl Lo yiws
Noquota Do not set users quotas on this partition.
nosuid SUID/SGID (sww yizws skl pac.

nodev oyl oul @ )i_p Sl Cawiows pac
noexec i bl SHub Sl anlby Sly=l pac
quota Allow users quotas on this partition.

ro wulgs bhsd

rw Ulex 9 wig

)90 A i 5> S il ol 088 i s b
(0w aiiwg V.Y yuSeid Sy slacl (o) 05 w9 a4 b JSlas>

/boot 5 ME All Kernel images are kept here.
<Swap> 512 MB Cur swap partition. The virtual memory of the Linux operating system.
f 256 MB Cur root partition.
fusr 512 MB Must be large, since many Linux binaries programs are installed here.
/home 5700MEB Proportional to the number of users you intend to host.

{i.e. 100 MBE per users * by the number of users 57 = 5700 ME)
fwar 256 MB Contains files that change when the system run normally (i.e. Log fles).
Jtmp 329 MB Cur temporary files partition {must always reside on its own partition).

/chroot 256 MB If you want to install programs in chroot jail environment (e DNS, Apache).
iwarilib 1000 MB Partition o handle =L or Proxy Database Server files (e HyS0L, Sguid).
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Partition 01: f [Root File Bystam)

Partition 02: Linuz Snap parition (Mituzl Fle Systam)

P artition 03: fbo ot Linw« Kernel patition)

Farlition 04 fuxr (Shared Binari=s partiior)
P arfition 04 fhome (e partition)
P arfition 06: fehroot( Chroot jail parition)
P aration O7: fvar (Aecounting & Sdminizt Znee)
Partition 02: ~varfib ([ atabasz es partion)
P artition 09 Mmp (Temparar file parition)

S90 csw osl> wluw /etc/fstab L whgixo 5l @igos S, Jlio Sl

LEEEL=/cachs
LABEL=/hcome
LABEL=/tmp

To read:
LABEL=/caches

LAEEL=/home
LEBEL=/tmp

For example change:

fcache ext? defaults 2

Jhome ext defaults 2

Stmp ext? defaults z

fcache ext? defaults, nodev 12

Jhome extZ defaults, nosuid 12

Atmp ext2 defaults, noesuid , noexec 1l

Jdeviroot f
/proc fproc
Jdew/sdal
Sdevw/=dald
fdevisdas
Jdew/=das
Jdew/=zdalz
fdewv/=da’l
Jdewi=dall
fdev/=sdalZ
noene Sdevipts

[roctideep /]# cat /proc/mounts

ext? rvw 0 O

Broc rw O O

fhoot ext? ro O 0

fcache extz rw,nodew 4 0

Jchroot ext? rw 0 0

Shome extz rw,nosuid 0 &

S tmp extz rw,noexec, nosuid 0 0
fusr ext2 rw 0 0

Swar ext? rw O 0

fwvar/lib ext2 rw O 0

devpts rw O 0O
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Cowld o 52 B 2uS) oS s by Skl 5l s,8gl>

‘ #chmod 700 /bin/rpm I

puS sw pSetc/profile a4y bglas Us,S adlol b o) pscwuw 4 39,9 Sy Uloj ,laso

#vi [etc/profile
HISTSIZE=1000

P2 Hlaso ol @
HISTSIZE=10

.bash_history ;16 ,> History o 0,.55 5l S,uSel> sl

HISTFILESIZE=0

3555 5w 5L8 Bad 390 S i W 5S5S 39,9 W90, ppo Slplldog el 5l Sologil i8S

#vi [etc/syslog.conf
lol ;5 belas
authpriv.*;mail.*;local7.*;auth.*;daemon.info /dev/Ip0
SoJ piunw 0,Lgs S;lul ol
#/etc/rc.d/init.d/syslog restart
o9 plil (n>9,3
Shutting down kernel logger: [OK]
Shutting down system logger: [OK]
Starting system logger: [OK]

Starting kernel logger: [OK]

#chmod -R 700 /etc/init.d/* I
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S Sl sugs wleMbl aS 1S (w pMel | 595 £9i 5 JunlSo puSeidd J5sS i @ 39,9 5l d=s 42,9 Ui Lol
Cowl J> LB B9 JSino 4y whnss Jlocl b sgiimo wlws> ;335045

#vi [etc/rc.local

# Thizs will owverwrite /fetc/fissue at ewvery boot. S0, make any changes you
# want to make to fetcfissus here or you will lose them when you reboot.
ffieche "" > fetc/issue

feche Y"SRY »>» Jfetc/issue

flecho "Kernel 5{uname -r) on Sa 5{uname -m}" >»> fetc/issue

#

flcp -f /fetc/issue fetc/issue.net

ffieche >> feto/issus

2 Wgo g issue |, issue.net slplld Wi> g 39>90 bghs Us)S Jled ,ue b

Then, remove the following files! fssue. et and izsue under fato/ directory:
[roocti@deep /]# rm -f Jetc/issue
[rocti@deep /]# rm -f Jetc/issue.net

oiod >l 8 SGID(-rwsr-xr-x) SUID (-r-Xr-sr-X) ol wsgy Jled L root 56 55 aS (sulpbld Us,S gy
Ll sJgeso;es

+ Tofind all files with the '= bits from root-owned programs, use the command.
[roct@deep]d find / -type f % { -perm -04000 -o -perm -02000 ) -exec ls -

14} \;
*erysr=se-% 1 roob rook 34220 Jul 18 14:13 Susr/bin/chage
k=pwsr=ge=-% 1 rook rook 36344 Jul 18 14:13 Jusrc/bin/gpasswd
-EWHE-SE-X 1 reet Tarn 35196 Jul 12 03:50 /usr/binfman
-E-g-—H--X 1 root root 13538 Jul 12 07:56 Susr/bin/passwd
—EWXE-SE-X 1 root mail 10932 Jul 12 10:03 fuse/bin/suidperl
~EWSE-SE-X 1 root mail B3772 Jul 1% 10:03 Su=r/bin/sperl5.6.40
—EWXE-2E-X 1 reot alocate 23964 Jul 23 17:48 Susr/binfslocata
kmp=gr=sr-x 1 roob ELy G524 Jul 12 03:19 Susr/bin/wall
P g == =3 1 rook reckt 13184 Jul 21 19:15 fusrc/binfchfn
hm =3 1 resot rookt 12640 Jul 21 19:15 Juse/bin/echsh
hempWE==H=3 1 reset rookt 5464 Jul 21 19:15 Jusec/bin/newgrp
*mrwRr=sr=% 1 rook ELy B500 Jul 21 15:15 Susrc/bin/wcite
*=rWsr=xr=x 1 root root G2EE Jul 26 10:22 Susr/sbinfusernstatl
—EWXE-8E-X 1 root utmp 5584 Jul 13 00:46 Susr/sbinfutempter
h-pusr=RE=-% 1 roob rookt 20540 Jul 25 07:33 /binfping
-bEWar-HE-2 1 reot reoct 141B4 Jul 12 20:47 /binfsu
*epwsE=Rr=x 1 rookt reok 55356 Jul 12 05:01 fbin/mount
tempwar=gr-x 1 reokt root 25404 Jul 12 05:01 /binfumount
*=puHE=82E=-% 1 roobt rookt 4116 Jul 26 10:22 /shin/netreport
-r-SE-HE-X 1 root root 14732 Jul 26 1d4:06 /fsbin/pwdb chkpewd
~E-BE-HE-X 1 root roct 15340 Jul Ze 14:06 Ssbinfunix chkpwd
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2S00 a0l 5l 9y ol ol 55 Ohsiws b awyiws oul 0SS Jld e iy

chmod a-s fusrfhiﬁfchage
chmod a-=z Jfusrc/bin/gpasswd
chmod a-s Jusc/binfwall
chmod a-s fusr/bin/chfn
chmod a-s Jusc/bin/chsh
chmod a-s fusr/bin/newgrp
chmod a-s fusr/bin/write
ghmod a-= fusr/shin/usernetotl
chmod a-= /bin/ping

chmod a-s /bin/mount

chmod a-s /bin/umount
chmod a-s /sbin/netreport

b &6 dF J3F 9F 36 S J4F J3F dF d3F 38

S pMel 49,w 4 9, MAC( Media access control)w,sl aSis Jsls guilo S s o3l

For each IP address of INTERNAL compulers in your network, use the following
command 1o know the MAC address associate with the IP address.
[roct@deep /]# ifconfig
ethl Link encap:Ethernst HWaddr 00:50:DA:C6:D3:FF
inet addr:207.3%.78.3 Bcast:207.35.78.32 Mask:255.255.255.224
UP BROADCAST ROUNNING MULTICAST MTU:1500 Metric:l
EX packets:1887318 errors:0 dropped:0 cverruns:l frame:0
TE packets:270832% errors:0 dropped:0 overruns:0 carrier:l
collisions:18685 txgueuslen:lid
Interrupt:10 Base addres=:0xb000

ethl Link =ncap:BEthernet HWaddr 00:50:DA:C6:D3:08
inet addr:192.168.1.11 Beast:192.168.1.255 Mask:255.255.255.0
UP BROADCAST RUONWNING MULTICAST MTU:1500 Metric:l
BX packets:182937 errors:0 dropped:0 overruns:0 frame:0
TX packets:17%612 errors:0 dropped:0 overruns:0 carrier:(
collisions: 7434 trqueuwelen:lOD
Interrupt:1l Base address:0xz800

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOFBACK EUMNIHG MTU:3%24 Metric:l
EX packets:T465 errors:0 dropped:l overruns:0 frame:d
T¥ packets:T465 errors:0 dropped:0 overruns:D carrier:0
collisions:0 txqueuslen:O

59 (s lg (siws wyge WMAC sl whigiws ol b

# arp —-s 207.35.78.3 00:50:DA:C6:D3:FF
# arp -5 1%2.168.1.11 00:50:DA:C65:D3:05

o0 S5lal ol 0,9 i Whuusi pllslasy
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find / -name ".. " -print -xdewv
find / -name ".*" -print -xdev | cat -v

find / -type f \({ -perm -2 -o -perm -20 \) -exec l= -1lg {} \;

(594 v @id,S Lhi s fdev/ asba Sl acil anils asgi )i, alei (wols 09,5 @ aS sulgsd Us,Slay

#find -nouser -o -nogroup I

End Part 1
Coming Soon Next Section...

bl2k @rapmail.net
Shabgard Security Teams
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