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e-T&&Is-1{}1 | sh
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---/usr/local/cpanel/bin/proftydvhosts.o 2003-02-22
09:38:52.000000000 - 0700

+++ /usr/local/cpanel/bin/proftpdvhosts 2004-05-27
00:10:20.000000000 — 0600

@@-1,5 +1,6 @@

-#! [usr/bin/perl

+#! [usr/bin/perl-T

+% ENV = (PATH => "“/usr/bin:/bin/:/sbin:/usr/sbin”);
BEGIN {
Push @ INC, “/scripts”);
>

----spap----
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Chgrp root / usr/ local/cpanel/ hin / proft pdv hosts

Schared Script ol Sls 1ad8 .au s ) SCHPL g (u,s FIX @ alial lad ol bl
root group L wb Laia AT Gudial @l ol sl wis Jaas root wheel « 1, b
A0 gl 3yl g wheel
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Performing white box security audit...

1. PASSED: cPanel INSTALLED (9.3.0-RELEASE 5)
2. FATLED: Privileged UID Vulnerability Check {99) Explain
3. FAILED: nobody execution Explain
4. FATLED: Stealth Snoop Vulnerability [‘home/barg] Explain
5. PASSED: Simple $HOME Scanning [/home/barg]
6. PASSED: Group $HOME Scanning [‘home/barg]
7. PASSED: Root /home scanning
8. PASSED: Simple WEBROOT Protection
9. FAILED: Real WEBROOT Protection Explain
10. FAILED: suEXEC mod php Taint Vulnerability Test Explain

E¥EC [id -a] a= [barg]:
uid=3201a(barg) gid=32016(karg) groups=3201a (karg)

11. FATLED: One or more insecure cPanel configurations were detected. Visit A-Squad.Com for
details on where to find more secure cPanel hosting,

Username: tanslat v
Password: (not required)
Command: |Is /etc/valiases

[ Test Execution ]
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1-http: //www.security focus.com/archive/1/365328

2-http: //cve.mitre.org/cgi-bin/cvename.cgi?name-CAN-2004-0529
3-cPanel’s Internal Ticket Request: # 17703 (no public URL)

4-http: //www.a-squad.com/audit/
5-http://bugzilla.cpanel.net/show_bug.cgi?id=668
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Support@cypherHost.com
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