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Nmap Idle Scan Technique (Simplified)
http://www.Insecure.org

Step 1: Chooze a "zombie" and probe for its current IP Identification (IPID, nurmber:

IPID Probe
SYNIACK Packet

A ttacker | _Response; IPID=31337 Z ombie
RST Packet

Step 2; Send forged packet "from" Zombie to target. Behavior differs depending on port state

Probe to OPEN port 80 OR Frobe to CLOSED port 42

Session Request "from" Z Session Request "from" Z

A SYN to port 80; Src IP: Z A SYN to port 42; Src IP: Z
e -\0‘5@3

3 W Target Target
S 0o
Z Bogus Session; IPID=31338 Z
RST
L. - .
Step 3: Probe Zormbie IPID again:
1P1D Probe IPID Probe
SYNIACK S5YNIACK
A Response; IPID=31339 Z A Response; IPID=31338 Z
R8T RST
IPID increased by 2 since step #1, =0 IPID only increassd by 1, port 42 is CLOSED!

port @0 on target must be open!
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# nmap -PO -p- -sl Zombie.com www.Target.com

Starting nmap V. 3.10ALPHA3 ( www.insecure.org/nmap/ )
Idlescan using zombie Zombie.com (192.150.13.111:80); Class:
Incremental

Interesting ports on 208.225.90.120:
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(The 65522 ports scanned but not shown below are in state: closed)

Port State Service
21/tcp open ftp
25/tcp open smtp
80/tcp open http
111/tcp open sunrpc
135/tcp open loc-srv
443/tcp open https
1027/tcp open 11S
1030/tcp open iadl
2306/tcp open unknown
5631/tcp open pcanywheredata
7937/tcp open unknown
7938/tcp open unknown
36890/tcp open unknown

Nmap run completed -- 1 IP address (1 host up) scanned in 2594.472 seconds
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