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If netcat is compiled with -DGAPING _SECURITY HOLE, the -2 argument
specifies a program o exec arter making or receiving a successiut
connection. In the listening mode, this works similarly to "inetd” but
onky for a single instance. Use with GREAT CARE. This piece of the
£Lode is nomally not enabled; if vou know what you're doing, have fun
This hack also works in UDP mode. Mote that vou can only supply -2
with the name of the program, but no arguments. If you want to launch
something with an argument list, write a two-line wrapper script or
Just use inetd like always

: loadporis =/
set "to be tested” indications in BLOCE, from LD to HI. Almost too small

/* ..to be a separate routine, but makes maing) a little cleansr

{void lpadports (block, lo, hi
sChar * block
;USHORT ko
;USHORT hi

1
SUSHORT x

(if {! block
#("17bail {"loadports: no block
((if (! lo) |] (! hi
sibail (Mloadports: bogus values %ed, %ed”, 1o, hi
x =hi
¥} {while (lo <= x
;blocklx] =1
i
{
{* loadports */ {

ifdef GAPING _SECURITY HOLE#

[* = global pir to -2 ang char = prilgie = NULL;
ifdef WIN32#

BOOL doexec{SOCKET ClentSocket); [/ this is in doexec.c
elsex



: doexec =/
fiddle all the file descriptors around, and hand off to another prog. Sort
of like a one-oft "poor man's inetd™. This is the onby section of code
dhat would be security-critical, which is why it's ifdefed out by default
Us2 at vour own hairy risk; if you leave shells Iving arcund Dehind open
£* Ulistening ports you desarve 1o lose
(doexec (fd
qimk £d
i
sregister char * p

AF 0T e precise order of fiddlage dup2 (fd, 0);
ifdef WIN3I2#

J(chosesocket (fd
elseF

S*= 0* s apparently crucial; this is chosea (fd);
endif#

FF L0 awiiped directhy oot of "inetd dupz (0, 13;

ildup2 (0, £

5 LF* shorter argv[D p = strrchr {pridgie, Y");

(if {p
i++p
else
rp = prdigie
({Debweg ({"gonna exec %bs as Yhs.", prddgie, p
ifexecl (prddgie, p, NULL
Fr LS this gets sent out. Hmmy bail {"exec %es failed”, prl0gee);
M doexec *®f 4
endif#
A endif S GAPING_SECURITY _HOLEF#
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[v1.10 NT]
connect to somewhere: nc [-options] hostname port[s]
[ports] ...

listen for inbound: nc -1 -p port [options] [hostname]

[port]
options:
-d detach from console, stealth mode
- prog inbound program to exec [dangerous!!]

-g gateway  source-routing hop point[s], up to 8

-G num source-routing pointer: 4, 8, 12, ...

-h this cruft

-1 secs delay interval for lines sent, ports scanned
-1 listen mode, for inbound connects

-L listen harder, re-listen on socket close

-n numeric-only IP addresses, no DNS

-0 file hex dump of traffic

-p port local port number



-T randomize local and remote ports

-s addr local source address

-t answer TELNET negotiation

-u UDP mode

-V verbose [use twice to be more verbose]
-W secs timeout for connects and final net reads
-Z zero-1/0 mode [used for scanning]

port numbers can be individual or ranges: m-n [inclusive]
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