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Nmap Idle Scan Technique (Simplified)
http://www.Insecure.org

Step 1. Chooze a "zombie" and probe for its current IP Identification (IPID) number:
1PID Probe
SYNIACK Packet
Attacke,l Response; IPID=31337 Zomble
RST Packet
Step 2. Send forged packet "from" Zombie to target. Behavior differs depending on port state:
Probe to OPEN port 80 OR Probe to CLOSED port 42

Session Request "from" Z Session Request "from" Z
A SYN to port 80; Src IP: Z A SYN to port 42; Src IP: Z
3 0\0{5&
A

Target

ERCK Target
S . . B0

Z Bogus Session; IPID=31338 Z
RST

Step 3: Probe Zombie IPID again

IPID Probe IPID Probe
S5YNIACK SYNIACK
A Response IPID 31339 Z Response IPID 31338 Z

IPID only increased by 1, port 42 i1s CLDSED!

| — | —

IPID increased by 2 since step #1, =0
port 00 on hm'-;tt must be open!
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