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Abstract

Despite the emphasis on removing the gap between software models and implementation code, there has been made
little effort to apply software tools to enforce access control models directly into program code. In this paper, the design
and implementation of an access control policy enforcement environment is described. Within this environment, the
modeled VBAC (View-Based Access Control) policies defined in XMI (XML Metadata Interchange) format are
trandated into VPL (View Policy Language). This VPL code can then be easily tranglated into Java primitives. Finally,
these Java primitives are enforced into the Java program code to be secured. This approach removes the gap between
modeling and enforcement of access control policies, and can ensure that the code is secured as desired by the designer.
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