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Client Firewall Wab Server Hacker
192.188045 182.1680.41 10.0.01 "Spoofing"
10.0.01

Close TCP connection

{— between 10.0.0.1:80 -
and 192.168.045120

Remoe rle:
Part 1220
192, 16RI4E

apen to 10.0.0.1

Close TCP connection
betwieen 10,0,0.1:80
and 192.168.0 AR1220

O

Open 192.160.0.451220
Back 10,0555

Check:
is port 1220 on

182160045
open to 10.0.5.557
No Rule

Black
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O

Client

192.168.045

Open AL0LLAH0
Back 192, 1680451220

O

i o=

Firewall Web Server Hacker
192.16801 10.0.01 10.0.555

Aadd rule:
Part 1220 m
192, 168045
open to 100,01

Open 10.0.0.180
Back 192168045120

Open 192,168,045 1220

is port 1220 on
192, 168045
open to 1017
Pass

Open 192.168.045120

Check:
is port 1220 on
192168045
open to 1005557
Block

Open 192.168,0451220
Back 10,0555

O O
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[ B10a17] 10..1.1 | [l 1281109210 192.168.13.15

Client Firewall

Public Web Server

From: 128.110.121.1:15465
To: 192.16B.13.15

"open default.html"

From: 192.168.13.15
To: 128.110.121.1:15465

¥

"send default.html"

From: 10.1.1.7:1234
Teo: 192.168.13.15 = Entry
"open default.html" created
o
Twom
o0
ugl
Hed
From: 192.168.13.15 =%
< To:10.1.1.7:1234 gu-
"send default.html" PR
E=T
1h
e
From: 10.1.1.7:1234
Teo:192.168.13.15 = Entry
"close session” deleted

From:128.110.121.1.15465

Te: 192.168.13.15
"close session"
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Y
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block in quick on x10 from 192.168.0.0/16 to any

block in quick on x10 from 172.16.0.0/12 to any

block in quick on x10 from 10.0.0.0/8 to any

block in quick on x10 from 127.0.0.0/8 to any

block in quick on x10 from 0.0.0.0/8 to any

block in quick on x10 from 169.254.0.0/16 to any

block in quick on x10 from 192.0.2.0/24 to any
block in quick on x10 from 204.152.64.0/23 to any

www.Simorgh-Ev.com




block in quick on x10 from 224.0.0.0/3 to any
block in quick on x10 from 20.20.20.0/24 to any
passinonx10all
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block out quick on x10 from 192.168.0.0/16 to any
block out quick on x10 from 172.16.0.0/12 to any
block out quick on x10 from 10.0.0.0/8 to any
block out quick on x10 from 127.0.0.0/8 to any
block out quick on x10 from 0.0.0.0/8 to any

block out quick on x10 from 169.254.0.0/16 to any
block out quick on x10 from 192.0.2.0/24 to any
block out quick on x10 from 204.152.64.0/23 to any
block out quick on x10 from 224.0.0.0/3 to any
block out quick on x10 from 20.20.20.0/24 to any
pass out on x10 all
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pass in quick on x10 proto icmp from any to any icmp-type 0
pass in quick on x10 proto icmp from any to any icmp-type 11
block in quick on x10 proto icmp from any to any
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pass in quick on tun0 proto icmp from any to 20.20.20.0/24 icmp-type O
pass in quick on tun0 proto icmp from any to 20.20.20.0/24 icmp-type 11
block in log quick on tun0 proto icmp from any to any

block in quick on tunO from 192.168.0.0/16 to any

block in quick on tunO from 172.16.0.0/12 to any

block in quick on tunO from 10.0.0.0/8 to any

block in quick on tunO from 127.0.0.0/8 to any

block in quick on tunO from 0.0.0.0/8 to any

block in quick on tunO from 169.254.0.0/16 to any

block in quick on tunO from 192.0.2.0/24 to any
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block in quick on tunO from 204.152.64.0/23 to any
block in quick on tun0 from 224.0.0.0/3 to any

block in log quick on tunO from 20.20.20.0/24 to any
block in log quick on tunO from any to 20.20.20.0/32
block in log quick on tunO from any to 20.20.20.255/32
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block in quick on tunO from 192.168.0.0/16 to any

block in quick on tunO from 172.16.0.0/12 to any

block in quick on tun0 from 10.0.0.0/8 to any

block in quick on tunO from 127.0.0.0/8 to any

block in quick on tunO from 0.0.0.0/8 to any

block in quick on tunO from 169.254.0.0/16 to any

block in quick on tunO from 192.0.2.0/24 to any

block in quick on tun0 from 204.152.64.0/23 to any

block in quick on tunO from 224.0.0.0/3 to any

block in log quick on tun0 from 20.20.20.0/24 to any

block in log quick on tunO from any to 20.20.20.0/32

block in log quick on tunO from any to 20.20.20.255/32

pass in quick on tun0 proto icmp from any to 20.20.20.0/24 icmp-type O
pass in quick on tun0 proto icmp from any to 20.20.20.0/24 icmp-type 11
block in log quick on tun0 proto icmp from any to any

passin all
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block in quick on x10 proto tcp from any to 20.20.20.0/24 port = 513

block in quick on x10 proto tcp from any to 20.20.20.0/24 port = 514

block in quick on x10 proto tcp from any to 20.20.20.0/24 port = 23
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pass in quick on x10 proto tcp from any to 20.20.20.0/24 port = 25 keep state
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block in quick on x10 all

pass out quick on x10 proto tcp from 20.20.20.0/24 to any keep state
pass out quick on x10 proto udp from 20.20.20.0/24 to any keep state
pass out quick on x10 proto icmp from 20.20.20.0/24 to any keep state
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pass in quick on x10 proto tcp from any to 20.20.20.0/24 port = 25 flags S keep state keep frags
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block return-rst in log proto tcp from any to 20.20.20.0/24 port = 23
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block return-icmp(port-unr) in log quick on tunO proto udp from any to 20.20.20.0/24 port = 111

return-icmp- Jl 3ol Jis »ld (uoaT a5 39 05bus 38 )5y 355 ()T b osub o3l 38 ICMP aiuy aSiyl sl 0
23,5 oslauwl as-dest(port-unr)

block return-icmp-as-dest(port-unr) in log quick on tunO proto udp from any to 20.20.20.0/24 port
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block inal

block out all

block return-rst in proto tcp from any to 213.29.6.0/24

block return-icmp(port-unr) in proto udp from any to 213.29.6.0/24

pass out quick proto tcp from 213.29.6.0/24 to any keep state

pass out quick proto udp from 213.29.6.0/24 to any keep state

pass out quick proto icmp from 213.29.6.0/24 to any keep state

pass in quick proto tcp from 192.200.9.0/24 to 213.29.6.0/24 port = 21 flags S keep state
pass in quick proto tcp from 192.200.1.0/24 to 213.29.6.0/24 port = 21 flags S keep state
pass in quick proto tcp from 192.200.2.0/24 to 213.29.6.0/24 port = 21 flags S keep state
pass in quick proto tcp from 213.29.6.0/24 to 213.29.6.0/24 port = 21 flags S keep state
pass in quick proto tcp from any to 213.29.6.0/24 port = 22 flags S keep state

pass in quick proto tcp from 192.200.9.0/24 to 213.29.6.0/24 port = 23 flags S keep state
pass in quick proto tcp from 192.200.1.0/24 to 213.29.6.0/24 port = 23 flags S keep state
pass in quick proto tcp from 192.200.2.0/24 to 213.29.6.0/24 port = 23 flags S keep state
pass in quick proto tcp from 213.29.6.0/24 to 213.29.6.0/24 port = 23 flags S keep state
pass in quick proto tcp from any to 213.29.6.0/24 port = 25 flags S keep state

pass in quick proto tcp from 192.200.9.0/24 to 213.29.6.0/24 port = 53 flags S keep state
pass in quick proto tcp from 192.200.1.0/24 to 213.29.6.0/24 port = 53 flags S keep state
pass in quick proto tcp from 192.200.2.0/24 to 213.29.6.0/24 port = 53 flags S keep state
pass in quick proto tcp from 213.29.6.0/24 to 213.29.6.0/24 port = 53 flags S keep state
pass in quick proto udp from 192.200.9.0/24 to 213.29.6.0/24 port = 53 keep state

pass in quick proto udp from 192.200.1.0/24 to 213.29.6.0/24 port = 53 keep state

pass in quick proto udp from 192.200.2.0/24 to 213.29.6.0/24 port = 53 keep state

pass in quick proto udp from 213.29.6.0/24 to 213.29.6.0/24 port = 53 keep state

pass in quick proto tcp from 192.200.9.0/24 to 213.29.6.0/24 port = 80 flags S keep state
pass in quick proto tcp from 192.200.1.0/24 to 213.29.6.0/24 port = 80 flags S keep state
pass in quick proto tcp from 192.200.2.0/24 to 213.29.6.0/24 port = 80 flags S keep state
pass in quick proto tcp from 213.29.6.0/24 to 213.29.6.0/24 port = 80 flags S keep state
pass in quick proto tcp from any to 213.29.6.0/24 port = 110 flags S keep state

pass in quick proto tcp from any to 213.29.6.0/24 port = 995 flags S keep state
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..)}Jid\h.gjilmh_(ﬁﬂ)J\LvLchL))ﬂ;uo\i\.ch'N a0y 35 )l oslaiwl .5 55 0 )i (5 il e 9

&g)f)loaLé:ml.Js,ﬂggéﬂ)bUT)llsabuu)ssyﬂogu\.\,gg).mcx._»l)Lm)lm Ulsise =S &iy 35 Jl oslaiwl b
PV ogum/\sWindowsM_:_,qSMB oS 9 s SHal b isiel SIS S g 50 ach -M

BPF sl ilyd 4-7

LT 9 05,8 Dbl ) Waius jl ol e BPF ol ,ilé % Jlocl b wlgsso SNOM 5,55 slas so dod s
Aile T.msa sl )l oslatwl B9=xs 9 o 38 .3adS DS oslaiwl 3)ge Snort sas sy yils » sl b
23,5 bl y) e Jl Olgiige Su3hrs )3 393 90 ICMP (slaaius 83alin (sl p Mo .aubb 5o tCpdumMp

snort -dev icmp
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:.))Sué)smSl'lortck.g'FaJ:g)fl.g|)J:gléuh|’3\;uixyidilé\_§3).)|))ﬂﬂéw|o|ﬂuo

snort -dev -F bpf-rules-file

)Iosmlbo%é&)ﬂpm.mlomML@T)bmoﬁgucggwwgw\_g)l)ﬂp)_m
oJ.oT)._g)' 03 6AlS BledS (ol o A5 9l 50 a3 BlelS -yl a8 5 9 NOL 5 Or ‘andL,.&]a.Lo\;»|)L§.c

A5 sl S )s () g0 VS w)le
wbe pl bl p6 K b (popsT O Silg3 50 aF bl NOSE asiy suaie IP (o )sT
13l 50 ) wolic DA duMA

ether proto \ip and host host
il host s Tawe [P o s

bl oSt iy suasio b Taue IP upsT

a5 0l S b oplad 6 Algs e A bl ENOSE anwy suase Ethernet yu)sT
sl /etc/ethers )

bl €N0St asu Suaise Ethernet yu)sT

bl €N0St asu suaie Ethernet yu)sT

asu Ethernet suoso b Taae Lisy (338 oo oslauwl gateway olgicas ) host azuw,
oaub iy x5 0l S 3L NOSt .auil hoSt asu [P suaie &5 5 Tawe a5 Sy 2l host
b /etc/ethers L /etc/hosts s

03 03 iy x5 eb S b o pleuds S 3319550 NEL.aubl NEL aswy Suaio &b )T
.l /etc/networks

Sl NEt Ay Touwe &b (o sT

i NEL asuwny Suaido b Tauwe &Suis (wsT

dst L SIC wlols I plas o (MASK Suwle Dluial L) bl NEL aiw &b u)sT
Sl o JI a8 sisle3 50

dst L SIC wlels Sl plas 1o (i 18N Cole Sluial L) bl NEE At &Sub o)sT
Sl o JI a8 sisle3 50

port .auil POrt uT suade w sy 6oleids 9 subly IPPUDP L IPITCP g5 I aiws
)9 8 )leud )51 .3 [EIC/SEIVICES s oaub iy 5 ol S b o pleud S Nilg3 50
Sas 93 0 A oo UDP 5 TCP )s 1) caliske (s uw 95 osub &3
Sty

Al POrt oT Tawe w99 8 ladds 9 bl IPIUDP L IP/TCP ¢ 65 I aiuwy

Al POrt o T suaie b Tase =) sy 6)leits 9 bl IPPUDP L IP/TCP ¢ 55 1 asu
bl length Jl jues asws Jsb

b length Jl i aiws Jsb
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renawl

dst host host

src host host
host host
ether dst ehost

ether src ehost
ether host ehost
gateway host

dst net net

src net net

net net

net net mask mask

net net/len

dst port port

src port port
port port
lesslength
greater length




paolize I S5 S5lg5 50 Protocol sl Protocol T Jssg » 5 bl IP g95 1 asuwy ip proto protocol
&l 3oa tCP 5 UAP ACP aF Ll Jl .aubl awbls [ udp L tep nd dgrp dicmp
S 3 VLT Jl Jud a0l duiwdy (sl
el g baal Lxigl s €ther i oslawl .aubl ethernet broadcast ¢ o5 Jl aiws ether broadcast
bl [P broadcast ¢ o3 il aius ip broadcast
el s bal Lxigl s ether i eslasl .ol ethernet multicast ¢ o5 1 asuw ether multicast
Al [P multicast ¢ o5 )l aiws ip multicast
decnet L, rarp arp dp sslgs ;e protocol sl Protocol anw Ethernet Jsis . gher proto protocol
23 15 )3\l b 5 bl 5o S3ulS lelS £ ja wlelS oyl ples sl
Al lelS cal Sl IS 18 Ailg5 50 P AT il 50 EEHEr Proto P e ip, arp, rarp, decent

bl el cpl Sl plaS ya Algs 50 P &S Subl 50 1P Proto P aase tcp, udp, icmp

Snort gdds S B 57

:3ubb so —alicke wemd Ada Jwolis (SNOrt.conf) Snort sai »5w o

oloskais plw 5 LIiNCIUDE s jusio by 25 -
lapreprocessor -

Sheals olsd - -

caos sldsale -

sl 03T 40 v Snort.conf s S, Sl a5 gai

#

# Taken and modified from "vision.conf", part of Max Vision's

# ArachNIDs work. See/usr/doc/snort-1.6/READM E.snort-stuff for more
# information on how to use thisfile.

var INTERNAL 192.168.1.0/24
var EXTERNAL 63.87.101.0/24
var DNSSERVERS 63.87.101.90/32 63.87.101.92/32

preprocessor http_decode: 80 443 8080

preprocessor minfrag: 128

preprocessor portscan-ignorehosts: $DNSSERVERS

preprocessor portscan:  $EXTERNAL 35 /var/log/snort/portscan.log

# Ruleset, available (updated hourly) from:
#
# http://dev.whitehats.com/ids/vision.conf
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# Include the latest copy of Max Vision's ruleset
include /etc/snort/vision.conf

#

# Uncomment the next line if you wish to include the latest

# copy of the snort.org ruleset. Be sure to download the latest
# one from http://www.snort.org/snort-files.htm#Rules

#

# include /etc/snort/06082k.rules

#

# If you wish to monitor multiple INTERNAL networks, you can include
# another variable that defines the additional network, then include

# the snort ruleset again. Uncomment the two following lines.

#

#var INTERNAL 192.168.2.0/24

# include /etc/snort/vision.conf

#include other rules here if you wish.

oslaiwl b jus )5 Jobb K pailsd 9 VAl (sauls aols Jl oslaiuwl b W jusio w8 55 S gubs 50 038k &S ) ghailod
(385 5o plaml )35 a4 &) wlowhis b 5w 9 Uial 5L ) Jolf mud 53 .5 )8 50 plomil S slw 4y 5 Include i

)l 3939 SNOM i )

lapreprocessor 1-5-7

Sbeals oled Jl 8w 5 aSiub 90 Jl i Hiubls po Jl pw &S S ladsale LPIEProcessor
503 s s 1) aiuws slgize 3isl g5 50 LPrEPEOCESSON .2 oo s 1) i 5 35 gib 50 Jlocl LT 55,
portscan )l sis)be a5 3l 395 ol jod PIEPrOCESSOr paia SNOM 8uS o5 kel Jlauid i o
rpc_decode .unidecode .http_decode .(stream M.s) streamé (defrag 3Ls) frag2 portscan_ignorehost

arpspoof s spade bo telnet_decode

sl 080T j3) )3 LAPIEProCESSON (pl I plas ya 3 )u)l8

TCP 5 UDP Scan .TCP SYN suile (323 50 (yuseidss ) pOrscan —aliss ¢l
Stealth
DNS (sl g pun 3,5 Lidiwe) S 0 Litiiue POISCaN 1) ola upoT aia b %

portscan

portscan_ignorehost

(39l LR ool 393 ol sla )l P 3 g 50 el

Sl wioa £ 93 (pal S9ib 50 rcl 5 383 50 plxil L IP defragmentation Joc frag2
235 gy

SIS e D) S 9Se 3)lge Jilgs e 9 38 S0 SIS ) TCP slaaim ob s dtreamé
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Jeas ASCI jbliae sl S & 1) URL sl psT )3 %XX sla 8D plos http_decode
SIS oo okl ) o (s p &5 38 50
)1 (500 3 ySec Unicode slaaiis ) il )3 Sl wawl hitp_decode sisle unidecode
S o o Gl Sias Solastusl @3 a4y ) RPC Sl s rpc_decode
bl se 03len bl Laiuw whgixe oT )3 &5 o & L ftp 5 telnet sl s telnet decode
DS 5o o
S o (b asiub s ) Back Orifice sl ,s bo
the Statistical Packet Anomaly Detection Engine  spade

A 5o (lwlih D arp «wMos arpSpOOf

SLpals guld 2-5-7

el a8 sl Giowd 5wl 0T Sbpalis oulss 58 me (SNOM.CONF) SNOM (saus 5K Jobb cromwd (5 pioseo
1) oMo e 5aa3a b 3kl o0 o) & Ldls 5 3 g o0 allibgs (pols 63c douw g3 ¢yuiled (al 3183 ol puss & s
osled ()._g|§3.nsm Db wled pl Astuis y )53u3a Jl oslaiwl 9 (138 35 ASub e Ay .aiS  Hlwlidh jus
bl e Sw piwd JoB guie 95
T 5003 J9) & enclin K, a5 Max ViSion ¢yulsd s m -
http://dev.whitehats.com/ids/vision.conf
Jim Forster (yulsd s m -
http://www.snort.org/snort-files.htm#Rules

o905 sladsale 357

Jalsda)b)|<LLm5uLo)3Ja;oa)Jo)|LwT)|L§)m\_ﬁ.))L) )3;30;3)'3.;\436|)4uﬂ3mk5&0|)snort
g0 ol 03 a5 wuwl oslaiwl JlB Sasa go5 K Il Gl SNOIT ) L aibl e oslaiwl Jold snort.conf

el o) JSib @ L sale ¢yl Jl oslaiwl 8 9= .35 g 50 pal s 55 as Lo sale Jl plas o
output name : options
o (sl
output alert_sydog: LOG_AUTH LOG_ALERT

Il oslaiwl 8955 3)g0 VS i wleMbl .ﬁ)bﬁuo Snort o sladsabe Jleal Sw) p 4 cowd ol S
)13 3935 SNOM & b gy yo wliime ) LT o yiell 5 U salo ¢yl
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(W lowin) alert_syslog

output alert_sydog: facility ptiority options

2 G b o3l ol uimed Joale ¢yl i 3350 SYSIOT Guss s 4 L) Ly )laske -S &y 35 sisle Jeale oyl
LOG- o el pol o piiny sl 35S s L)l 0355 asd 5l s L SYSIOQ sl pial)ly a5 38350

Options:

LOG_CONS
LOG_NDELAY
LOG_PERROR
LOG_PID

Facilities:

LOG_AUTH
LOG_AUTHPRIV
LOG_DAEMON
LOG_LOCALO
LOG_LOCAL1
LOG_LOCAL2
LOG_LOCAL3
LOG_LOCAL4
LOG_LOCAL5
LOG_LOCALG
LOG_LOCAL7
LOG_USER

Priorities:

output alert_fast: output_filename

LOG_EMERG
LOG_ALERT
LOG_CRIT
LOG_ERR
LOG_WARNING
LOG_NOTICE
LOG_INFO
LOG_DEBUG

bl e priority s facility (sl » wus »5 4 LOG_ALERT s AUTH

(W )losiun) alert_fast

s FUll s @ cous S5eiboe 0 a3 Jolb oS s pbus K 5 Aoa =) gen lajladia s ol )s

(W ylasinn) alert_full
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output aert_full: output_filename
s pal V3 S g 50 S LGS 2ls SALS DAL S S Wddu J.QT).A» ol jody Dlaid play ol (pl Vo
S35 bty Jl galass yals waws Jl el &5 3 b S (g3 ay s wawl (Koo Vb slaSsl 5 )
(L lasiun) alert_smb

output alert_smb: alert_workstation_filename

Windows e 3 b O sl plan K i $9) 2 35350 SMB S s Sl eslaiwl b Jsale ol
osls b Jeabe 4 i)l wlsicds s)ls JILE oT Do oy oiaangs 32l NetBIOS ol a5 hls .2 50 Jlw)l
35k i isiel wMite il (e (338 5o al ) o3 )l 8ol 3o S Jgale ol Sl oslaml a5 LT JI. sib e
D g 508 Ano o3 T Jl oslaiiwl wale (pred &

(la slasia) alert_unixsock

output alert_unixsock
inle 3T &l yo )3 Usd 3w 1550 53 Aol 5 b 0T 690 b iskel slalaia 5 03,5 skwl SOCKEL S
RV DY
(<S31,3) log_tcpdump
output log_tcpdump: output_filename
AU e 0,3 TCPAUMP (5 50L e 38 )3 1) i85 Yo »8 boa =D &4y 35 sisle
(=Sadl 3 9 Wy lauindy) XM L
output xml: [log | alert], parameter_list
38 b aSib (5390 o Jb )3 "SNML e 53 a4 1) lanasius wlsSise Jsale ¢l il olaiuwl b
(—Su81,3 9 W )l awinn) database
output database: [log | alert], database_type, parameter_list

L 2ilg5 50 SNOMt &5 slaosl36ol .o 5o s SQL 8313015 S ) 1) Ly plauidy b sl 5 wleMbl Jgalo ¢yl
bl 50 UNIXODBC L LB 5l slaeslsolil s Oracle PostgreSQL MySQL sus s LT

® Simple Network Markup L anguage
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SAINT

3BT 5 o) sk 4 aF wuwl sl 3ol Security Administraor’s Integrated Network Tool L SAINT
ovbsl 2 b aSub 5 vsseh SN0 3)90 )3 S 3 50 wledbl Jliul ol 39 50 oliiwl aub ol
osube o3l3oll s AF S 5o osTeen .. 5 Statd TFTP FTP NIS NFS finger ,ubs e yus w
SLbUG 5 YK 3 93 g0 S pw 350 )3 Sledbl 535,85 22 )3 oaub 6 9T gon s 3 sub 50 0 piad
w90 WT 690 p plbT woleMbl ()T gon Jl dsy 3bliso - 9 03ub 03ls VDS slacuwlun asib b3 y2o

.)}.muo o.)l.cT u.a."i;)|)f UT L)ul.m|)._» as .));uo

o 02 e &5 =l HTML 0,8 a4y 338 5o oslaiwl wledbl jinles )sbio a3 SAINT a5 dles dxiao
o Souw LYNX 5 Netscape MoSaiC sislo (o 5 )5 50 Jl 0l gs oo wlxio

03 HB3g5 ax aF 383 e eusuits TPING Sl oslatwl b ) slanl s> aF cawl =g ¢yl 43 SAINT Joe Gbs)
Ol asbly asils H1H3 Jlg pold wlin VS el uas SAINT oT 650 2 a8 Giuble a5 S g10)3) 35l Dl 3 A
Soa 50 SLONOSE i Joe oyl Jl 2 (ol 39350 51 NOSE ax &5 383 ousis b5 338 e oslaiwl tCP_SCAN
03 SleMbl g3)sT wuwsy Joe 45— aol o Vgige A ) (pl &S Soib 50 0 a3 Sh S 5 oauib s 9T pen
LT &5 3uS 5o o) » BNOSE e =38l Jl a2y 4ol 3 ) 9350 D suis 50 0313 —3 )13 oaue o 1 NOSE 0 3,50
03 &5 3o g0 Jlael T 59, » latest/probe i slallss Hauis S g > a5 a5 b el oo S sl host

.J._g.))f))).ob.ﬁzo).)bihrubjuoc\.\'.)}ﬂ;uo.)l.7_<.3|uTt5|)._»u;5)';\_§_g<\:_L§3

1337 50 S )0 &S 95 Aalsl )3 &5 8IS 5o Skl ) (G693 2als 5 Ll 39 uas SAINT )l j8le 5 a5 i85

osls 90 2 @lss Jlacl ssbiio & 315 13 6 988 uls (V> a5 ladsl o 3l SAINT bin/*  §
S 5o 0 Slaiwl

) oleMbl wlwl ax 53 SAINT aS 83 o s 318 )3 5935 pls ol v a5 la ol config/*  §
KyeLe)

S oo 03 a8 s MMl L 5 perl sy Jold 3i)ls H1H5 6958 pls ol )3 a5 Slaasl o html/*  §
S gl 50 0315 Hiules
)1 soa 9 Perl sladsale 6358 ls ¢yl o> perl/*
Dl 3i)le a5 31 39a 5 Silebl sl b (5 535 0l (il v Tesults/<database name>
gy ) s sl D13 A5l ol NOSt &y b gy e IP 835 58 55 05 Jols ol @ll-hosts -
I3 rules s, 58 5ls s as) *.saint sl )l ol law o3 &5 ol (ol x5 5 Jobis Jold ol facts -

236 guls 50 Sl (Al

Soib alla host 59, s el )13 aF ol Sllael Jolis Jolbd ol todo -

.)).uk).uﬂ D aSiub el AJ|)3L,0<\S\L\.A»| UJLQLS)JJ.)’\_\M»T BJJ);)._» PR J.»ls L')'-EI CVE -
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LT Gobil o B 35 gib 5o oslaiwl SAINT lowgs 35018 J18 (50558 pls ol o3 a5 o Jols rules/*  §
Db Jlacl b hOSt 55, 5 a3 3, 50 probe
bl oo SAINT 4y b g 50 SOUrCE COA .35 105 33 )3 59555 ml> (ol SIC/* §

SN Sy Jb 1-8

A5 A5 e asiie S Byl S S 5o VT T b 9huls aF wuwl bl (s yiene CONfig/saint.cf Jols
Dl 3i5)le 3 g 50 Lasuie Jald (ol ) AT (3 )lg0 .30 Jee oo ax & SAINT

- Attack level

- Dangerous checks

- Which probes correspond to the attack level
- Custom attack level

- Password guessing

- Thetarget file

- Thewhat’sand where’s of current probe
- Timeouts

- Timeout signals

- Multitasking

- Proximity variablesT rusted or untrusted
- Target netmask

- Targeting exceptions

- Workarounds: DNS, ICMP

- Firewall variables

Attack level

A5 (5 peolie SIS o a1 395 S w2 b a5 atACK leVEl &y wuul b gy yo CONFIG Jold Lo allae (sl
:l._»\ua»|).3|).3.)).ﬁ:»é.i|3juo)i,o|)l_;wl

O=light
1=normal
2=heavy
3=heavy+
4=top10
B5=custom

:Jlo
$attack level=3;

Danger ous checks
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AL 3 S e g0 Sb b g ol attack
0=no
1=yes
:Jbo

$exterme=0;

D50 I )2 220 Mloe 43S (pl 03 5: JIed ) g0 VS

Buffer overflow in 11S 5 for windows 2000
iPlanet Web Publisher buffer overflow
iPlanet HT TP method buffer overflow

Which probes correspond to the attack level

03 33350 SLAPIODE) 3gibs osliiuwl HOPIODE ax jl aF 2 Jo (s Sgub oliil a5 aftack jl o=bows ,9

()l )ly8 I'UleSLs)}RY)._glb

Jlo
@light = (

‘dns.saint’,

'ostype.saint’,

‘rpc.saint™

‘showmount.saint?

)i

@normal = (

@light,

Custom attack level

Sgub o3kl laprobe ax sl custom attack jl eslaiwl )50 )3 3 gib 5o (s oo ¢yl Jow g3

:Jbwe
$attack level = 5;
@http = (

'tcpscan.saint 80,

‘http.saint?

@custom_level ="http";

Password guessing
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5 aa b gl )l password calise slhost s, . FUSErSL s finger jloslaiwl b 368 50 sz SAINT
Do oo puss yiehl ¢yl w55 3 Esaa b (51 PASSWOrd ylss oo &5 ileds slass
:Jbe

$password_guesses = 2;
Thetarget file

A Il Sl oslaiwl b)) K 63 gis usS 595 & HBS 3) 90 Juadie & cuwl Y 393 IS £ 9 b sl SAINT
IS )18 5185 3 ) 90 S Aae )T Jols ) a5 aubb e 5395 wlsic

o

$use targer_file=1; (0=no, 1=yes)
$target_file = "target_file";

Statusfile
Soibize puss el oyl Jows 53 45 383 50 )3 Sl )d 383 5o plsl as |y (s Probe o oL SAINT
:Jbo
$status file="status file";
Timeouts

ole) amw SAINT alul)y ¢l o3 a8l 50 VI )l Silo) wiw Jl dms 25 5o oslawl SAINT a5 (sl probe ;o
wmawl a8 55 5das ) doa IS sl

$long_timeout = ...;
$med_timeout = ...;
$short_timeout = ...;

Olo) e a5 A 5o yuss BMEOUL jusie 2T 5o Al s o o) s L i)l I plas o Jolie o
Sl lade ax 1) probe ,a sl

:Jbo
$timeout = 1; (O=short, 1=med, 2=long)

allan plas o TIMEOUL as wwl oY Soib a3 )5 Hlas )y Sislite yle) e PrODE & sl aS 55) 50
S8 o w900 FF_IMEOUL jiol)ly Joww g5 Joc (ol 45 3 9ib oalsis

o

54-
www.Simorgh-Ev.com




$snmp_timeout = 120;
Timeout signals
Soub 03liw 38 JiSuw ax > gub IMEOUL Probe K a5 ko) aF 3 g 5o cyuss il ¢yl Jouws 53
:Jbo
$timeout_kill = 9;
Multitasking

HASaa i Dal plejed w)pgw 4 1) Probe (pais ilss e SAINT oSt L)y wae s (il 381 sl
Sgibso e SMaximum_threads ,isl )l Jouws 55 9l jod S0l 38 (pl Sloss

:Jbo
$maximum_threads = 5;
Proximity variables

593 50wl Aub ax8 5 515 ) tArget wlsic 4y a5 s1OSt I asy a5 Hlah0st slass HiSTan el )b ¢yl o 53

D35 50 ousE S gib ) 2
:Jbo
$max_proximity_leve = 2;

Trusted or untrusted
AL 9 bbb se ol UNtrusted as host s, Jl hal Jo8 SAINT a5’ wllow oyl pals lis sl »
:Jbo

$untrusted_host = 1; (0=no, 1=yes)
Target netmask

L o smurf g5 I broadcast dlea (6 520 )3 ks 3,50 NOSE LT a5 sy Gauseis Ailsi SAINT asiyl sl
bl anils 1) broadeast s asus () sT 30b @ b sl faggle

:Jbo
$target_netmask = "255.255.255.0, 255.255.255.128";
Targeting exceptions
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03 38 6,50 shost a5 ol (Koo g yuss oawlie Jsb &y 15 390 SO ST 3 150 (a2 o>
Mm@)),bql)_\m.&o_\._gl._»d.yééwl)lLs)*f}l;ksl).,.gsﬁf)l)édu)ﬁ)}hud.’SA|NT[o}v_m
S8

:Jlio
$only_attack_these = "podunk.edu, 192.9.9";
$dont_attack_these="gov, mil";
Workarounds: DNS, ICMP
3,5 Jlas 9T )5 1) DNS I oslaiwl 30b 338 resolve 1) b s T silgi SAINT asT sl 0
:Jlio
$dont_use _ndookup = 0; (0=use nslookup, 1=don’t use nslookup)

AT 50905 .45 b sl 393 50 NOSE a5 iy b3S 0 PING 15T 1ol NOSE S s &y g9 b I Ju3 SAINT

Do yastine apdd (pl CONFIG Jobd )3 3L 3 108 )50 Joe ol &F 3 g asuwlga
;o
$dont_use ping=0; (0=use ping, 1=don’t use ping)
Firewall variables
S ppsie 0T Sl allue ¢yl B el @Y 3515 s a8 ) 2 &3 Jlo pls iy 51 SAINT a5 ) 505
;o
$firewall_flag=0; (No firewall environment (0) or expect afirewall (1))

as fW_timeout . g 5o oslaiwl w2 pokiio & &5 318 3935 3w 5,50 6 il Jls w6 b adasly s
s fw_loadlimit (ais' o (s b bl aibls 39a 5 3ils3 50 Wb ghad Jl Jud CONNECLION a5 ko) Hislas
L el pln Loyds a5 fW tCp SCan 5 ssibge oslaiwl glojwd wlbl)l Lilas gals gl

3 oy 0 3Ll 231950 BtCPSCAN_timout sls & (10000*fw_timeout)fw_|loadlimit
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uleyd ba 2-8
Shal Gl ol gl s aubl Al Sea s Swrws YT )9 0 4 AF Soub 5o oolaiwl (Slo) Ylopd b
3ablse 2) gm0 & SANT Hgimd we 3 .1 Hl s Crontab »s b LT 5 wub o5 HASCHIPL Glss 5o ol giuns
saint [optiong] [targetl] [target?] ...

G b gkl |PU»).)T\;»)}:0 3.)«._».3.3|93L,otarga YV SUREINT [ V- RN gRErer UJLQhOSt ‘target ) slbie
bl WIP I i) Jolids a5 bl )50

35T 50 abo 93 50 (S0 piel )l ) dolsl ps
-alevel
3 g 50 03 laiwl AMACK hous (yuass (sl 0
O=light, 1=normal, 2=heavy, 3=heavy+, 4=top10, 5=custom
$attack_level oslauwl 3) g0 susio
-A proximity
S gub 50 03Lsuwl Proximity descent yuss » glaie &
$proximity_descent :oslaiwl 3) g0 ssio
-C 'name=value; name=value...'

Sl 03 pusie SIS ) gimw ¢yl .3 g 50 o3laiwl SANE 5 yiol)l Jlade russ sl

-C custom level
S8 Sl b s 3) 50 8o o wlgie ) g (nl bawss
$custom _level :oslaiwl 3) 90 ssio
-d directory
iy LT s 5 ailgse LT Il 355 wleMbl SaiNt a5 (sl database el ¢puss ol
$saint_data o slaiwl 3) g0 susio
f
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firewall 30T woubls 9,5 Jled ) shaio 4y
$firewall_flag :oslatwl 3) 50 jusio
-Ffilename

23 1 NOSE ¢yl (udT Ylss 5o <3 8 S Sw) 2 350 (pastie SNOSE a5 il oub dwlsa A 35) 50 )
SIS 50 0 03 yuss Jold DI D) 455 )90 LSLQU»).)T saint D5 cpl o gs . Sls )l 8 SLs

$target_file :oslauwl )50 rusio

-g guesses

weSuie AU 1o 1) (51 CCOUNE ) gae &olS ) waa b B auS 5o suw SAIN a5 ileds Slass ) giuwd ¢yl o g3

23,5 50

$password_guesses :oslaiwl 3) g0 usio

-h"host1 host2 ..."
Sgib oo oy 31 sseh w g & b SANt Jus &)l as LalP qu)ysT )siws ¢pl b
$allow_hosts :osleiwl ) g0 puSie
-i
SIS o M8 30 Jls 4y b osud (59T gen wiledbl
-k
3 gub 50 o3kl SAINE 3 5 Kill sl
-l proximity
S 5o s b ProXimity mlows ,islaa
$max_proximity_level :oslaiwl 3) 90 ssio
-mthreads
S e asiie 1) 3 gub 5o Jlagl NOSE 3 ple jodd ) g0 a5 & idles 5 e Slass
$maximum_threads :o slaiwl 3) 50 ssio
-n netmask
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32T 50 v siuwd (pl el wlsie a3 aub ()T 338 H1H3 Sw) 2 ) 50 ASub K AT 5) 910

Starget_netmask :oslaiwl 3) 90 o

-0 list
g oo )y 0T ISt )3 a8 ylaasuis 5 wdomain (ahost lass
$only_attack these :oslauwl 3) 50 ssie
-O list
D38 505 DS ) 02 3050 03T list s a5 slaasiis 5 ladomain dahost
$dont_attack_these :oslaiwl 3) 50 jusio
-p port
S gy 50 0315 Ly o LT as as tep Sl g
$server_port :oslaiwl 3) g0 susio
-q
~oleMbl Gigles 93 b 2B
-
BYXISPRENIN
$remote_mode :oslaiwl 3) 50 ssio
-S
3 9 50 03wl SUDNEL EXPANSION s )5 Jlss ) ghaie 4
$attack_proximate_subnets :o slausl 3) go susio
-Sstatus file

- gus 50 o 3laiiwl STAUS Jols s 5 astine e

Sstatus file :oslauwl 3550 o
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-t level
S o yuss [ tiMeout ylo) waw
O=short, 1=medium , 2=long

Stimeout :o ksl 3) 50 jusio

-u
untrusted host s 55, Jl 1l
$untrusted_host=1 :oslaiwl 3 ) 50 usio
-U
trusted host % 59, Jl Ll
$untrusted_host=0 :oslaiwl 3 ) 50 susio
-v
wmnl 5258 50 0 dEDUGYING w3 55 Jlad ) 5liio &
$debug :oslaiwl 3) 50 usiio
-V
3 5 50 o 3laiwsl plasl 9 VEISION yiales sl
-X
3 sib 50 03 laiwl LNOSE (55, 2 SU pba slawus plal g3 )5 Jles sl
Pextreme=1 o slaiwl 3) g0 susio
X
39050 A S phod sldeaus 35 Jes e sl
$extreme=0 o slaiwl 3) g0 usio
-z
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SleMbl Gl o 38 3-8

Dl ais)le aF 3 508 50 )13 oslaiml 3) 90 o3l3olL Hla SAINT Hs

wmsanl 034 48,5 wledbol 815 ,8 ,)s:facts -

258 50 V3 Ryl ) i AT wl aiwslss SANE a5 la hOSt ples - all-hosts -
Ssibze paguive Jald (pl ) wwl oaub plxsl Lo hOSt 59, 0 &S Jlecl :tOdO -
Saibze EINE Jolb ¢yl )3 TOP-10 5 CVE &y b g o wsleMbol :CVE -

g 5o 13a K% I | law g5 slous 40 wleMbl

facts SileMbl 5L 1-3-8

S8 50 JE oabh il wleMbl s 5 (sl BB GWI pw 393 90 LGS padguw] oSl (pl Vo

- Target

- Service

- Status

- Severity

- Trusted

- Trustee

- Canonical service output
- Text

Service. sl oals el 9T 590 » b 353 Joc SAINT a5 sl 61 hOSt 4y b g po [P 80uis” i Target
Ll s wusis s StalUS ol 438 )5 = )si0 NOSE (al (590 o s 4 AT S 5o (asuie &5 il (s
J.J\J.o()azum |)°J.m

a available

u: unavailable (e.g. timeout)

n: network (e.g. network or broadcast address)
b: bad (e.g. unable to resolve)

x: look into further?

S gl 50 0315 Hiules
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Critical Problems (Red)

rs: administrator or root shell access
us : user shell access

ns : unprivileged (nobody) shell access
ur : user file read access

uw : user file write access

nr : unprivileged file read access

nw : unprivileged file write access
ht : evidence of a hacker track

bo : buffer overflow

nfs: accessto NFSfilesystems

dos: denial of service

Areas of Concern (Y ellow)
yus: user shell through X
yi : information gathering
ype: privilege elevation
Potential Problems (Brown)
zcio: check it out for possible vulnerabilies
zwoi: do you want this acccessible on the Internet
Others
g: Services (green)
i: Information
A oSt . g e axali trustee s trusted ylgic wss a5 wawl oSt s3iasyLis Trustee s Trusted
bl AxblS s i ik ITUSIER o) 5i0 45 AT Hldcomd &y 2islg3 50 33 sub 50 9 p2e tTUSIED =) 50 o
by p)lf 83003 Yl @ o o A5 oo pamd wiowd 53 & @ ouwys trustee s trusted s o
wogo & trustee sl K 51 Jle sl aubbse NOSt 8aias plis wuwh wxew 5 =l Object
Trustee =) 50 4, target.com LwysT L sl host »s /home as ais e (esie il /home@target.com
Sgubs oo odlaiwl iy w5 et trUStEd alid 350 )3 .3l e tTUSIIED Gl b ybo Sl s piws Jobb 5 sl
Sabbse 0T 390 )3 b el bl o 1oy 6 udsmumwT G A s3)lse »s Canonical service output

Do 50 0303 (Hls GBS Vs aF wwl ke Text

al-hosts yileMbl 3L 2-3-8

3 Sl U b LT i 9 A 5o asuiie 1) dine &5 b (N0 lanl 353 LIS g5 i sl SAINT
sl 1) 3 )l50 Jobis Juls ol sl 58 58350

- Hostname
- IPaddress
- Proximity level

-62-
www.Simorgh-Ev.com




- Attack level
- Subnet expansion
- Time

todo (yileMblS5L 3-3-8

RID J.»ls L).»|)Ja.a»).m\_u»| odub 0).5';.') ol ol [ol.z.d LQ.)}'» =Ty ._5|).3 SAINT QSUJLQ.d d.ds L')'-EI PR
:J.Ai;l._»uo)._g)'.))b.c’éé.i);

- Hostname: The hostname of the targeted host
- Probe name: The name of the probe which was run against the host
- Arguments: The arguments with which the probe was

CVE LileMbl Sl 4-3-8

I, abb CVE L 5 SANS Top 10 Internet Security Threads waw »s a5 3o 1o SuwT a5 i) g0
3l 5o ) lge Jolis Jold ¢l Mo 8 .35 e (astite

- Top 10 flag: Whether or not the vulnerability is on the Top 10 list ("yes" or "no")
- CVE name(s): The CVE name or names corresponding to the vulnerability, if any
- Vulnerability Text: Corresponds to the text field in the facts database

95 LT 4-8

Sl S e ilg3se A pal VS dsage wledbl 3)lS Soag LAY Aw (b Az 9 LIS VS
Jl 3i5)le (S3haind duw ¢yl . 3ubl 50 ddlus S5 (590 o SILAS & ISE SIS dga 9 (s (pl V> &5 Folas
- Vulnerablities

- Host information
- Trust

IS DS 6 pedaamw] (B 2o 03 LS 9 M)l 39a 5 cand LIRS )3 aF dgibse (auie Jol SAbaiws )3
asub S ) L SEIVEN a5 38350 lis 5wl 63 sl shls Host information b s (saiaiuws
oW AL )3 AiSb 50 Lo SUDNEL 4 1) aSds (yuizred 5 S Laelas alub PAPRCIES host (s )ls )l 8

wmawl o) g ax as trustee s trusted sl host ¢yu &bl &5 > g 50 (astine

wleMbl HUS Hs &S Glo uls Lo 50 okie D wleMbl ol sy as s)ls 3939 Slo pls wledbl yo HUS HS
SIS oo uss D 31 3939 Sen g0 T b adayl) ) &5 (5 aa Jlade 5 el )l L3 vulnerability auws

www.Simorgh-Ev.com




sl 5185 3 )90 NOSE (5 330w T 3a Ylise saidsylin )l )13 host &uws wledbl JUS ) & slo pls

Dl 3 )be af J.u»l.tuo (oo s ) sbhls LQO)._QL)

QI S T 5 psma )50 aT Rla s w0 )8) Critial problem -

3513 1S T (B pm0 )3 puditine jaE b 5 eaiune ) gloy &5 LBy yuw (>,)) Areas of concern -
253 wleMbl b 5 ) gac &olS oS b o]

s ¢yl &5 bl b 5 2ibl ,dsawT Mlgs e &5 Hla s, (sl 543) Potential problems -
SIS Guas pas 0T 3) 50 )3 A8 ,T ) g0 (53 xSy &y S

Sk pad (20 03 &5 HlaGuss pw :(Juw) SEIViCEs -

el 030 o (SileMbl aSST b o s Jled w9 :(oluw) Other information -

oLl TOP-10 ¢ jl nlammwT O3ls glis sl a5 31 3525 RO, L s ) o puls (l 2 osde

> 550

D g 50 031 Fub 93 wileMbl S8 S ) g0 S 393 g0 SlAGIBALLS dolsl )
Vulnerabilities

)1 3sa 9 Vulnerabilities &y b g yo wledbl G303 sl y Gibs) aws

ol zbais 3,08 5o g0 b NOSE 55, 2 a5 placus ples AApproximate Danger Level -

5y S e 33343 ) LT &S (5 b3 yliue ulwl L NOSE sy ¢yl )3 .23 e (oo ) Ssn e
St

Jae (gl 03 g 5o sbaiwns W yba g5 Gubwl ol NSt Jaw ¢l s :Type of Vulnerability -

Hba gl rme )3 AT (e hOSt plas Ha dslsl )3 5 T e Seage SlauwT 5 sla yba il

S b ST (B rse )3 K plas asiyl ulwl o Lo host s, ¢l s VUlnerability Count -

J.b}.m\_’o (G Awd diwud
Host I nformation

host (s lwlas sl Sisliie S GBS .35 H0 (asie Jolf = )go & NOSE 1o wleMbl (saiaiws ¢pl )3
30T 50 anldl ) AT 31 3939 o) (pl V3 LKA I

a5 555380 el Jlod LT (590 12 a5 o s pun (bl o NOSt sy ol »s Classof Service -
5 g 5o 13n S35 I 34 e o3liuwl &5 (5l j8lestuw (bl . oSt i) (ol s System Type -
39 5o (S idiws A3 &5 ol domain wlwl » host s ¢l o> Internet Domain - -

Subnet -
Hostname -
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Trust

it BElsS alub )3 wueal b sNOS a5 soi jasie B 3 S 5o plal Jsbie ol & Gabains ol

S 50 D) 990 O3 93 e ) Ol e bl pa By ol )3 LNOSE (5 5l jo
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