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[global]

Workgroup =WKG

Netbios name = MYNAME
[sharel]

Path = /tmp

[share2]

Path = /my _share folder
Comment = some random files
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Authentication configuration
Firewall configuration

Mouse configuration

Network configuration
Printer configuration

System services

Timezone configuration

Ay Cwedle | SWat Llie «cad 55 e 5 05,8 il |, System services

I Services I

What services should be automatically started?

L]

W

el en ==l an e le e
bl bl bl b b d

'Y




(.asb inetd

# service xinetd restart
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# useradd -c “Jack Baumbach” -m -g users -p mOr3plan jackb

# mkdir /export
# chmod utrwx , g+rx , otrx /export

# chown jackb.users /export
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s Sk 5 e |, smb.conf LG

# Global parameters
[global]

workgroup = MIDEARTH
netbios name = HOBBIT
security = share

[data]

comment = Data

path = /export

read only = yes

guest ok = yes

# testparm 1S cs testparm 4t ,, U 1, smb.conf L

stestparm sows sl 2l 516 5i axlse olas lapliy b ol (S testparm gl ) 5l ds

il awd Lbtestparm 5 5 dall aebsl (blodis tadas Uast O (gl o5 S

Load smb config files from /etc/samba/ smb.conf
Processing section “[dat}’

Loaded services file ok

Server role : Role STANDALONE

Press Enter to see a dump of your service definitions
[press enter]

#Global parameters

[global]

Workgrpup = MIDEARTH

netbios name = HOBBIT

security = share

[data]

comment = Data

path = /export

read only = yes

guest ok = yes

Jae (MIDEARTH Ll 55 ) sl aseie WOTKGroOUp w1, 555 (659 s 86 ;8 as s o

S e Ailey Jhze S 563 S TEbOOL |5 OF S s ROBBINS w1 070U 5 agles
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s s s Slyges Ml ey oS Ll smbpasswd LG 4 15 L3 ke s Jackb olas S i

# smbpasswd -a Jackb

New SMB password : m03paln
Retype new SMB password : m03paln
Added user Jackb.

:.xﬁ;scwlﬁjajygbsmb.conf&uw

# Global parameters
[global]

workgroup = MIDEARTH
netbios name = HOBBIT
security = SHARE
[data]

comment = Data

path = /export

force user = Jackb

force group = users
read only = No

guest ok = yes

guest ok , force group , force user le molb 5l eslizal L S o sdaline o5 shilen
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# Global parameters
[global]

Workgroup = MIDEARTH
netbios name = LUTIEN
security = Share

printcap name = cups
disable spools = yes

show add printer wizard = No
printing = cups

[data]

comment =All printers
path = /var/spool/samba
guest ok = yes

printable = yes

use client driver = yes
browseable = No

a3 el [y Sl IS Ll il b oS il ool At Ul S G g8 Jlis

Cub bl [l &S giles /Var/spool/samba (g, S uls oS s redas LU el el 3
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# chown root.root /var/spool/samba

-1l sticky-bit S Lread-write & s 4 aan gl » L (5,55 pls (glajsoee

# chmod a+rw TX /var/spool/samba
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Lis oS g dalg eols o,d las G il e S e Sedamy oS 1 e o 5L Gl
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# useradd -c ““ Jack Bumbach” -m -g users -p mOr3paln Jackb
# useradd -c¢ “ Mary orville” -m -g users -p secret maryo

# useradd -c¢ “ Amed sehkah” -m -g users -p secret ameds
(St B 5 &) 5o 4 |y smb.conf LG

# Global parameters

[global]

workgroup = MIDEARTH
netbios name = OLORIN
printcap name = cups
disable spools = yes

show add printer wizard = No
printing = cups

[data]

comment = Home Directories
valid users = %S

read only = No

browseable = No

[ public]

comment = Data

path = /export

force user = maryo

force group = users

guest ok = yes

[ printers]




comment = All printers
path = /var/spool/samba

printer admin = root,, maryo

create mask = 0600
guest ok = yes
printable = yes

use client driver = yes
browseable = No

# smbpasswd -a root
password = Bigsecret
# smbpasswd -a Jackb
password = mOr3paln
# smbpasswd -a maryo
password = secret

# smbpasswd -a ameds

password = mysecret

# nmbd; smbd;

# mkdir /export

1 /eXport (s, 58 ls (olas

# chown maryo.users /export

# chown u=rwx, g=rwx , o-rwx /export

Lt bl 2 e s s w Ll LT &S s S

# smbclient -L localhost —U %

Y1




Domain=[MIDEARTH] 08=[UNIX] Server=[Samba-3.0.0]

Sharename Type Comment

public Disk Data

IPC$ IPC IPC Service (Samba-3.0.0)
ADMING IRC IPC Service (Samba-3.0.0)
hplj4 Printer hplj4

Server Conment

OLORIN Samba-3.0.0

Workgroup Haster

MIDEARTH OLORIN

ik 38 o s OROLIN il 4 maryo ,.,8 L
# smbclient //oroline/maryo -Umaryo% secret

08=[UNIX] Server=[Samka-3.0.0]
amb: M\» dir

D 0 BSat Jun 21 10:58:16 2003
oc D 0 Bat Jun 21 10:54:32 2003
Documents D 0 Fri Apr 25 13:23:58 2003
DOCWORK D 0 Sat Jun 14 15:40:34 2003
OpenOffice.org D 0 Fri Apr 25 13:55:16 2003
.bashrc H 1286 Fri Apr 25 13:23:58 2003
.netscapad DH 0 Fri Apr 25 13:55:13 2003
.mozilla LH 0 Wed Mar 5 11:50:50 2003
Jermre H 164 Fri Apr 25 13:23:5& 2003
.acrobat [DH 0 Fri Apr 25 15:41:02 2003

5217 blocks of size b24288. 34725 blocks available
smb: \> g

Domain Member Server :0 Jte.

i s St 535 L 45 SPYFall pley 5130 5 S poal s o sl S5 L bl S 3

5,5 538 655 - Application Server <K g, (license coussiss bl o) ol > Jl= s 5
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LU 3 s b axzls home o) 68 5y S b Ol S pled .ol MATYO )8 55 Olad Ly e
Sledlbly cuils dalg VAlINor (b w sy O LS ol phonms andys LS Sy Mg
Ly s o) &Sl gl s 0 ol O 5 5 5 5,05 513 Domain Controller s, 56 ol 8
il il g 5 SIS a4 Ll S (gollel ks
.aﬁw}»@stomainav\@_;ﬁujtsw\rwlﬁj@xeulws};g”ﬁ@béﬁ,ts@ﬁ

oS bS5 <52 4 |y smb.conf LG

[global]

workgroup = MIDEARTH
netbios name = VALINOR
security = DOMAIN

printcap name = cups

disable spools = yes

show add printer wizard = No
idmap uid = 15000-20000
idmap gid = 15000-20000
winbind seperator = +
winbind use default Domain = yes
use send file = yes

printinf = cups

[homes]

comment = Home Directories
valid users = %S

read only = No

browseable = No

[ spytfull ]

comment = Accounting Application only
path = /export/spytfull

valid users = (@ Accounts
admin users = maryo

read only = yes

YA




[ public]

comment = Data

path = /export/ public
read only = No

[ printers]

comment = All printers
path = /var/spool/samba
printer admin = root , maryo
create mask = 0600
guest ok = yes

printable = yes

use client driver = yes

browseable = No

Lol s ot e 358 JalS > o cpl Lz oS S 4> 55) 15 JOIN 4b,, » DOmain «
(.aes start |,
#net rpc join—U root% 'bigsecret '

Joined domain MIDEARTH.

ol ol Il 3 5 e e OF (g5, WINbInd & e 555 1SCA 5 0 055, disable |
350 Slolo a5l & wig oS Conl OF Al ails ax 5 O 4 al & K6 a8 Asd hekas
4 S Sl 3 2o Sl oo AL Dol Cl (e Gl K(ga OAS Gbe s sl
A el oo (sl

Aos start | Lele s g

ssbie 4 Ol ) s OF 3 1, 5 s s S Al 1 Jete/nsswitch.conf LG b
<! winbind s 5,8 5055 ot resolve s ol

passwd : files winbind

group : files winbind

AR




hosts : files dns winbind

s olanl WhINfo olitul gl ) se 4adS G L

# wbinfo -set -auth-user=root%' bigsecret '

L 55 0 T€SOIVE zwys & ooy S 5 Ol o8 Slhlzel LT a8 S oy o3 Sl gt gl L

# wbinfo -u

MIDEARTH+maryo
MIDEARTH+Jackb
MIDEARTH+ameds

MIDEARTH+root

# wbinfo -g
MIDEARTH-+Domain Users
MIDEARTH-+Domain Admins
MIDEARTH+Domain Guests

MIDEARTH+Accounts
LT aS ws 01y e getent 5l esliced .o b S o LIS x> 4 Winbind Ul & s o)

146 L 358 o el s USEINAME resolving

# getent passwd maryo

maryo:x:15003:15003:Mary Orville:/home/MIDEARTH/maryo:/bin/false

# touch /export/a_file
# chown maryo /export/a_file

#1s -la/export/ a_file




-TW-T--- I maryo users 11234 Jun 21 15:32 a_file

# rm /export/a_file

b bl oS el bl Ll bt Jlm ool plal oS 5ok a1y Sy L5 bl &

# mkdir -p /export/{spytfull public}
# chmod ug=rwxS,0=x /export/{spytful] public}
# chown maryo.Accounts /export/{ spytfull public}

ilos s eSS 1y -l e S s 5 s

X Jad
by iz g6l 5 Lalw 5o (2igl (slas o
4sdle
s b b 5 |y 3 i OF Gl WIS e balu oS ol g1l ol e b ol
$3H0 3 QEW LS s o 4l 5 pls Sl (5015 0 0 535 Lol S sl (slas o 2 (5 e 550

s gl

.J..ubdaﬁ)@AJM&GL&\)L&)}JMJJMJ&LA&MZQ‘J%J@ g_J&‘
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Doamin Controller
Primary Doamin Controller
Backup Domain Controller
ADS Domain Controller

Domain Member Server
Active Directory Domain server
NT4 Style Domain Server

Stand-alone Server

Lol 55 Aol slas g0

505 OB S s e L Ol (gl 30 (S8 Llos sims o s o 5 sl Glade il gl s
g5 L SMB CIFS ¢l lis 5 .ol s Ol 2 ke by sy e el glacln Jlesl

315 5 gy el (cla.d).)m

User level Security
Share level Security

I, share level security s, o s3lwesly &) 50 sl 4 User level Security By s s
Hd';:;.al LEL‘*CE“ Solwesly alia 59 = ROEY T.mp— 3,5 il ol Ul o0 Dyse S o4 ki
)\ M)L& E) JJ":‘L;‘ aus

SERVER , ADS , DOMAIN , USER , SHARE

1% Security Modes
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- YU Ll 50,8 s e S AvaaL{.La C;b BRI ("’Ab} s S | caie glade ol
User | Share level L x kS o ) sl sl ax L3« 2,5 SMB Server « .l AT

S e e dins s Sl b o R 300 0k s e 8 el e b level

(User level Security) ,,is ol o

el el 0 1S s il D3 el S il e el mlaw g o el
R O P I e LG Py P PN S P Yo P PRGN
B el e sl sy b S 3 L 0l el s paeaedS L el sl Ll e Ll
5 AL s S e My e e om0 S g e 4SS 53 (AR g LS e o ins e 5 e
1l g 55 Jadh 03 1S g e ol 253 35 5 U b e LS Sl os
o5 &elS 5 6 el
oS s e (ele U
S3 spetalS d 0313 Osy L5 o 0 S s e S B 1) Sl 5250l 0is g5 e S
Slaisme 5 Gai= LIS &S sl cpl 0 (53 O S Mount s gl 1y el axsldS Sljz..i\a\.g@b.»
235 0303 00 1S g g s 4y Tl S SIS 5 013 0 03 e e
0t oy 3 o338 ) ol ST il 253 Ao oS g (S 5] Sl (S rieat
el Olge a4 oS das e Lolan U G el 18 s e 4 G LSS el 0 G s L

Mov\;;w)ﬁ ;}'i‘)"u A J\A‘j} Wﬁjja.vjb ol &L\.ebm)ﬁ )j.&LJSJJULS CL’ LS‘J" &:JL&‘&_M

17" Authenticate
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plmil 1) SIS a8 (93,08 waly S eslinad 55 e et gl Ui s 1 15 e 21,
3,05 pb WInDD s

I, security i, smb.conf LG s LWL« cl 5 5 ool a4 lS T 53 Sl (ol 6o
oS A )laie USET 4

Security = user

e USCT (s (55 5 SAMDA-2-2.X Olej 5l 145

(Share level Security) Share sl xaw
MK‘J&- )jla “ MEAPTRARLY gs‘j;.:\ “ CA.AJA é‘f J‘ib auUijjﬂ A “;"::“"’\ v,:la.; Cf U‘i\ BE
53 (...14.5 e AEL adls Hasdds SOl S xis & A Sheslaad gl é\j 03 el Sllol s

security = share

(User level Security) Domain ...l e

S s account G Lelu 5as s, 45 Sl e opl 4 &S o S Domain s s Ll 35
o A e b Ol sls Domain Controller « |, cllol i slgmal s s eles & 5 1> Domain
A el e DOMAIN 51 (g 520 Ol g 4 Lolis odins g s i o0l L S0 o ls

: V.Ja..? s 570

s plonil ) 5 Sladas 5w, smb.conf LG «

security = domain

workgroup = MIDEARTH

Ye




DA Jate gl st ate ab s DOMAIN 4 LU XS Jas s 4 Sledas pl Sl gl
s fl?v.." L sl Domain «

ol ¢l 4 account < server Manager i sl L Win NT Domain controller s,
S sl Lol 8ias s 5

bl Ll 23 5 5mes 355 (oS 5 ot S5

#net rpc join -U administrator%password

NT4-Style « ;5 55 b 015 o Sobogl 5b a0 OF 5l day 5 Y=Y Glalur Glaasens 53 1453

14 ez domain

# Smbpasswd -j DOMAIN-NAME -r PDC-NAME \ -U Administrator%password

s gn plail i35 5es Sl LIS fped ¥ e gLl s
#net rpc join -U Admin strator%password
kb s wledas ol 5 o PDC-NAME | domain b O3S padie 4 sy m
335 0 ool smb.conf
2B als 5Bl e sl skl (ST S Sl SO S e eslial el 51 B
bab 4z Sl ol b slastl windows DC Luys eus cllolgpies UID K

S ax>| ,» Domain Membership

(User level Security) ADS ol mba

19 1.
Join
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wl .45 Jeas Active Directory Domain « 1ils o ¥ sloels o2 s YT slele s

e pae plos « Native . s Active Directory ..:b | > Ji= s Native e s cpuels aSalKn
s ol Backup Domain Controller « ki 5 ass o ,S 8511 NT4-Style Joleqrs b sl
25 s« lysmb.conf LBl e ol s Ll b (gl s e S 85 Lz.s NT4-Style

RS s

realm = your.kerberos. REALM
security = ADS

Sl andls 5L L5 bl 4 cd (Ses raens
password server = your.kerberos.server

(User level security) Server sl

oo ptls Gos i e Olgie a Lol 80ms g e 45 3,8 o 13 oslinul 5550 oK syl
5 e sl Server ol mhaw wls 53 dnles eslind bl ool 5l 4 353 0 o5 US| S
sl OSCis

Windows NT4/200x password server ¢, s -8 ol v oo iy -

el oA (nd oS ol Olas paSSWOI SEIVer aSiul 5l Ol pe -

o 3 5530l 5 L profile wal > o alal&s o5 4 opl 5 8 LIS Lls o Winbind L -

b Sl St oS
e sl 150 5 555 )5, password server L gVlasl ssd el ol Ses do ol -

3,0 &5 5L S Ysb

Al




@ Lol 5as s s o0 ol 055 shutdown SLSU [ 5b 4 5500, password server 5, -

Al o et
Zw‘aﬁaz)jimd‘@kﬁfQWﬁJJJ

Encrypt passwords = yes
Security = server

Password server = “NetBIOS name_of a DC”

el Joad

Stand—alone Servers

PRV

Gl 3 xS els 51 W s e o] +l> s Stand-alone Server i e ;5 aw b ol 3

Joe WOTKGroup < (slaodins pu gy a2y 5 Ao (els e 5 e Jitee 4 G (695
el s sd gleesls OF 0sb b s el o> L w5 Stand-alone Server < .S
08 plas O dom 55 45 545 a a5 il slad =S f3lu> | Stand-alone Server < 354

Sl el g s ol &8s, 34 g0 slaosls

yv




plnsl b oS Jladas print Server < o L 5 Lol 3L Sxl ki file-Server & o S
b el S (sla LG 5 bl el o loslsl 3 S (55 g el ey oas
ol sl 1 OT ) Ll i b s eias s e (S5 Lb xig G S S SIS
&S .« )8 Shared . )3 &5 Sl Lis Stand-alone Server <G 3l eslial > ol o 2 dasl 2
gl g

o U585 Sl gdas O (g5 5l e pes LG =L pls ¢l Stand-alone Server <
Ll dalg e 018 51 sl SO SSKG) gl g 4S e cpl 4 S e V.A‘J.élocal Sygo 4l
A dalg o zs B USER e 53 b 5 SHARE e 3 b s 0T (555 397 50 e S ole
LS ol pl mdly dle s 315 0L sl 3 4 ol LS 4 0T oo 6l il
S pledle an A dal g Gl 4 (g5, 108IN (gl s e L Stand-alone Server
8 el oY o s e gl pels (535 1 10N Jas s A8 e sslial skt s e o
oo S0 o AL el 5 Sde Bias g e (S5 e 6 L L 50 BL Gl 8
13503 355 Sl Sl ol iz 55 plonil LT o Bl Jee G o

S Ly e Shse o bl Wl 0 Spge L 4 Ol 8 Clloldal 4 bge sy
S Glodas s 55 SMB IS5, b 5l 2= L 5 (Temote SETVer) ;s ol s yu s
s Domain Security ;i s suae Sl

w2 5 (PAM) Pluggable Authentication Modules I ol blra
o el oSS O 4 by e elus s (NSSWITCH) Name Service Switcher
Sl L edias s O et b ST LAal (6 505 3as s S5 Sl (s Lol Gy

L S LS esladl 100&1 uIliX /lll’luX W )}&QL@.LS Wt;ib )\ Sl L;AA L.ALA ZMijﬁ cm.S
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L smbpasswd local LG 3l el Sae U 5 5,05 3 /etc/ shadowl , /etc/passwd LG

S eslad L5J<'L‘> CIFS SMB BEE &.s S Wlnblnd E) PAM )‘ @'} L’j LDAP

s » Print server ; Document server :Jis

Document server

smb.conf LG ;5 0l 4 by ledis gl =5l ails Document Server & ol o

Sl 3 /export s, 48 4ls s L document ples 45 (S o 55 S sl |y 5 Sk b

eSS e el 3 5 G 5 31 s> share o, « home directory

# Global parameters
[global]
workgroup=MIDEARTH
netbios name =GANDALF

security= SHARE

passdb backend= guest
wins Server = 192.168.1.1
[data]

comment =Data
path=/export

guest only= Yes

to 3,1 5 5 5 /ete/passwd

el 0l by MIDEARTH w30 01 ¢ )S65 S5 ool GANDALF - ile ol 543 Jlie s
s 2 52 Ol e 55 Oesle ol 050 b

x s passdb backend « e 5 L Lpd o b s SO s s lagien b 550 il cnl ol

ol a5 WINS Server o .ol e osls Wbl 0158 ded 4 s j2ees 3311 ol k5 guest

A

.(._A\uJS sl K s sk




<5 » Print server
S 555t ol | 5 S Al 5 PN ey e 230 (sl
Al a4zl 5L o pde 4 LS print Server
daly= CUPS s 5,50 Ol suias s s, Print spooling & processing i
24
Sleis Wl 4l e 5 s g SE Gl Kl 4 bl Ol By s e ]
s bl s 4 4SS sl Kb ¢l 2 1L, CUPS & by,
58 Lalg eslinad Postscript gls, plys 51 Lis 08K 8 s oo don
/var/spool/samba ;> &S o il 3 S 1y sbr 4 by JOD o Ol sdias s s e (Jls ol 5o
@y Lale CUPS Clr St5lsy by st 13 0 o o5 clin 0l 53 6 55 dals ar
1l 5L s 53 5 e slml (GUESE) LU O )8 b g s VL] pled O g 0 0
O 2o b Ysome il anils guest ¢l o plS Sl il unix /linuX e s
Bl 53 ot b 4 6l Ol pl ol &S b liss walys e 1, sl nobody
S |l 1 e sl 1y el 4 S s glsla

$ testparm -s -v | grep “guest account”

53 3 g5 (fete/passwd) ol 53 8 pl &S W tedas
WIItE gz (lils L kS (eSS OF j5 1) Ol 4 by e sla JOD sal g o Lales &S (g, 55 15
deas elil | D) 5 ool g Sheslaad L asl guest 58 ¢l 5

# mkdir /var/spool/samba




# chown nobody.nobody /var/spool/samba

# chmod a+rwt /var/spool/samba
tas plamil 5 sl |, smb.conf L ;s oY ek

# Global parameters
[global]
workgroup=MIDEARTH
netbios name =GANDALF

security=SHARE
passdb backend =guest
printing = cups
printcap name = cups
[ printers]

comment = All printers
path = /var/spool/samba
printer admin = root
guest ok = Yes
printable = Yes

use client driver = Yes
browseable = No

£)




Lkaccount Sdbl & b g o b uslus
4o dle

J)jﬂ &Lﬁ mediaj &v«; Jj.lé DL b )j,&«C)L@.ls Lﬁe&jﬁs/w‘)ﬂ iij anj LSLQJ‘)J"‘"’.j DL
O3 S50, e 3 Lol olys b Lela sl B e ek e, L V.C.é‘j SR Sl 4 35 eslindd
ok hash & 0 & Sg 0,8 s 53 S (gseldS L o el sy aed s lalS

20 Plain text
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~LalS Laodi 1S g gl 3 538 B3 oS iy Lk 1L &l Wl Sl de &S olassdys )
S ok ey OlalS a4 Wil e Hse LISl sl B e aSd (o) 0l ey D se 4l S se
T osme 5 58 eliul S 0L 3olkul ey 1 Ol el B3 cped 4 L S
33 8 gl ol b 0S $,4¢< NT hashes s LanMan e s ol 5 1) (seclels)
Sl 6l sk o bele S Sl Ol 0 K3 5 S oo G el G ol
BL e a0 ol Jsds @l 0o sl Jsdsd e 4 Ll b 5s pl (S B s 5 4 Lln Ll
S e by S Sl 5 ZISID L 1 iy 4y b (6,08 Sl ol Ll JlS
Lmap & Lis o5 8 ol O L 0l b sl xl Jl= s winbindd 81wtz . UID™ L,
sds i ¢l UID 5 SID oy s 50

SID

guest

smbpasswd

QOur Domain?

ldapsam

ldapsam_compat

PassDB tdbsam

winbindd_idmap.tdb

\x
Winbind
/ I

ldapsam

'

Mo Yes
Fail Ui

IDMAP: Resolution of SIDs to UIDs.

1 Security Identifier
2 User identifier

Y




UiD

v / guest

smbpasswd

PassDB tdbsam

ldapsam

\ |dapsam_compat
No

— winbindd_idmap.tdb
Winbind
*\‘\_ Idapsam
Yes
Mo
<
Yes

IDAMP: Resolution of UIDs to SIDs.

3l s 6t e ldS 6l SMB Sy s e eSS oS e b w

LS login 08 S Y gons Sz 03 e 5 oAb SLlS 5sb 4 bl sl 5y bl
S8 SMB s e s ol il 5 3 sl b <3 S, 2ls e oo 4 O pehds
g O s Lol 3 g5 o 5oy Ol b 51 13 aS 3 pb pod o3l b mdls e Sy g 4 S helS
sds hash ol essls O o 0t 0 nl apde od S i RL o5l hash S
Sl bl ol asis 1 seddS Wl a5l Olg e & cad Cas e ldS dlae
s Sl oS g Ko sl 4 O3l by Il S il and sl Tl Ol e

oo ol O 5, 5l b S 5l eslanad b Ol b by oS eslinal edas s g
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Jlodl sb a4l sdd Chidls 5 (6w ) s S Wb peledS b6 im0 5,5l

L K K s 4 5 4SS Sy & T2l O Do 4 s SlaaalS pal s o

odd o, g SllS o
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3y sniffer Joo Hse aadS s sladsl
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Syl 34
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e =Y

e 9 J9kes $ 8 sbauwlis ou Resolve




Lile s b UID w5 oSKs 5o Slles a (lanS 3 Sy Al e &S shilea
SIS 4 1y sl Wl Wb s S el (sl Lale oS i€ 50 5 500 5L SID G w oS 5
il 03 S al 3 55 93 IS4l sl s Tesolve

&« 20 5l Unix/Linux 5> UID o Lale s 2*SAM 6, el ols oSyl Uy
Lg e b ol Lol 358 00 L] e aCCOUNE @ by o sld 4 )8 O B85 .55 Tesolve ol
ols ool o bl gl Lol Olion ol e 3 lS slol sl LS 03,5 Lol oy Sl
503 5L e 608 cle G« Local SAM s 68 slelo

JG,s idmap gid ,idmap uid sls i 5 bl SID 5 UID .. mapping 0353 ol
L piMaAP Ll o 5 oy SAM 5,0 G 51 018 4l b 2L ol 5525 .l smb.conf

A4S a0 O ls man page 5 smb.conf LU« iy Sl ¢l .ol g)5,5

Accounte, »ue gba !
J.J)L& )‘J”‘ jJ U’-’-‘ LJJ‘J )L’:S)-‘ )J )‘J”‘ )J Lﬁ J.:..:-'Ld 9 U‘J—’)[S LSL@_’LM&- C))Uﬂ.’ 9 ‘:",’.J',’."\'A 6\J.: LAL.«

2l Ol 53 pl s Shee o) 4 aslsl s . smbpasswd pdbedit |

smbpasswd s>
s> « smbpasswd ...l yppasswd s passwd slaasl , 4 +i smbpasswd b, 5 Sles

LI client-server w5 5 sl e <K e eSS by eolus s password ol YY als

#* Security Account Manager Database
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ol Gblse i onl 2,8 o oled S L aeeialS i gl Joms SIDA L 48 s 5l S e
s

el andl)asls 1y NT 55005 slaodans ju s (35 ssedelS ois <l 5 Ul Smbpasswd
S8 sseialS x5 S 5 350 e3liw 3 NT PDC w il 5 oS el pdy 0l Sl Lis S
(..:LNT Domain .,

3,5 o3linad Ol 25 gl plal > Smbpasswd |

il b S (05 S wlsl

ol b s S Gl -

ol b sl8 G 0s S enable -

oeile b8 G 05 5 disable

NULL & )8 5 acds olas -

. interdomain trust account <. s _

(S o Jos 25 S se 4 Smbpasswd gl s eslinal sl

$ Smbpasswd
Old SMB password : secret

Y Ldr [ pedadS ol 50 4 Ll e 5 el s s 4lIS secreté\)ﬁ‘s

New SMB password : new secret
Retype New SMB password : new secret

Aedd i Milgte |y 365 sedalS Lis (oS Smbpasswd i~ 4 Pl gole g8 L By

5 AAL LS e 1) s aadS daler e 65 1 (5 pU il S |l | 0T 100t L aSalKen
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wd‘fjtsds&lﬁ) LS‘J")LS(_}'.’.‘ J\.l)b b)j&wmxj o)b-‘ wv\.e)}&wé)b)s J‘}.« Q}.,\JW
By o 30 d Lles S el 31,5 ee

&S o Jos yppasswd ,passwd .l Smbpasswd s i shiles

pdbedit ;5.5

ol b e ldS nlus o e gl s 55d eslital LIS e TOOt Loy Lis pdbedit
a3 gl Bl g5 e | 5 slasls Pddbedit ...

8 slgle> ¢!, modify;add . remove _

Ol slples 058 ) -

migrate user accounts _

i 503 1 e G sls e el Smbpasswd « el Slhes plrl 4 38 pddbedit Bl
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$ pdbedit -Lv met
UNIX username:

NT username:
Lccount Flags:
User S1D:

Primary Group 3ID:
Full Name:

Home Directory:
HomeDir Drive:
Logon Script:
Profile Path:
Domain:

Account desc:
Workstations:
Munged dial:

Logon time:

Logeff time:
Kickoff time:
Password last set:

Password can change:

met

[UX ]
S-1-5-21-1446123455-1407424037-3116680435-2004
S-1-5-21-1448123459-1407424037-3116680435-1201
Melissa E Terpstra

\\frodo\met\Win9Profile

H:

scripts\logon.bat

\\frodo\Profiles\met

MIDEARTH

melbelle

0

Mon, 18 Jan 2038 20:14:07 GMT
Mon, 18 Jan 2038 20:14:07 GMT
Sat, 14 Dec 2002 14:37:03 GMT
Sat, 14 Dec 2002 14:37:03 GMT

Password must change: Mon, 18 Jan 2038 20:14:07 GMT
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Action | MS Windows Command UNIX Command
create md folder mldir folder

delete rd folder rmdir folder

refale renaime oldname newname mv oldname newname

File andDirectory Access control
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$ 1s -la

total 632

drwxr-xr-x 13 maryo  gnomes 816 2003-05-12 22:56 .

drwxrwxr-x 37 maryo  gnomes 3800 2003-05-12 22:29 ..
dr-xr-xr-x 2 maryo  gnomes 48 2003-05-12 22:29 muchado(2
drwxrwirvx 2 maryo  gnomes 48 2003-05-12 22:29 muchado03
drw-ru-ru- 2 maryo  gnomes 48 2003-05-12 22:29 muchado04
d-w-——w--w- 2 maryo  gnomes 48 2003-05-12 22:29 muchado05
dr--r--r-- 2 maryo  gnomes 48 2003-05-12 22:29 muchado(8
drwsrusrvx 2 maryo  gnomes 48 2003-05-12 22:29 muchado08
—————————— 1 maryo  gnomes 1242 2003-05-12 22:31 mydatal0.lst
——W-—u-—W- 1 maryo  gnomes 7754 2003-05-12 22:33 mydatal2.lst
S e s g 1 maryo  gnomes 21017 2003-05-12 22:32 mydatal4.lst
—IW-TW-TW-— 1 maryo  gnomes 41105 2003-06-12 22:32 mydatal6.lst
$
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—E0 WPLte, Create files
Can Pead, Fead files
Can Execute, List files
Can Write, Create files
Can Read. Read files
Can BExecute, List files
Can Write,  Create files
“an Read, Rread files

Iz a symbolic link
Is a directory
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Block Deice :b
Pipe Device : p

Unix Domain Socket : S
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Control Parameter Description - Action - Notes

admin users List of nsers who will be granted administrative privileges on the
share. They will do all file operations as the super-user (root).
Any nser in this list will be able to do anything they like on the
share, irrespective of file permissions.

force group Specifies a UNIX group name that will be assigned as the defanlt
primarv group for all users connecting to this service.
force user Specifies a UNIX user name that will be assigned as the default

user for all users connecting to this service. This is useful for
sharing files. Incorrect use can cause security problems.

ouest ok [f this parameter is set for a service, then no password is required
to connect to the service. Privileges will be those of the guest
account.

imvalid users List of uzers that should not be allowed to login to this service.

only user Controlg whether connections with usernames not in the user
list will be allowed.

read list List of nsers that are given read-only access to a service. Users
m this List will not be given write access, no matter what the

read only option is set to.

nsernaie Refer to the smb.conf man page for more information — this is
a complex and potentially misused parameter.

valid users List of uzers that should be allowed to login to this service.

write list List of users that are given read-write access to a service.
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Control Parameter Description - Action - Notes
create mask Refer to the smb. conf man page.
directory mask The octal modes nsed when converting DOS modes to

UNIX modes when creating UNIX directories. See also:
directory security mask.

dos filemode Enabling this parameter allows a user who has write ac-
cess to the file to modily the permissions on it.

force create mode This parameter specifies a set of UNIX mode bit permis-
stons that will always be set on a file created by Samba.

force directory mode This parameter specifies a set of UNIX mode bit permis-
sions that will alwayvs be set on a directorv created by
Samba.

force directory security mode | Controls UNIX permission bits modified when a Win-
dows NT client is manipulating UNIX permissions on a
(][]‘1-11“[‘.\'.

force security mode Controls UNIX permission bits modified when a Win-
dows NT client manipulates UNIX permissions.

hide unreadable Prevents clients from seeing the existence of files that
cannot be read.
hide unwriteable files Prevents clients from seeing the existence ol files that

cannot be written to. Unwriteable directories are shown

as usual.

nt acl support This parameter controls whether smbd will attempt to
map UNIX permissions into Windows NT access control
hsts.

security mask Controls UNIX permission bits modified when a Win-

dows NT client is manipulating the UNIX permissions
on a file.
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Control Parameter

Description - Action - Notes

create mask

Refer to the smb. conf man page.

directory mask

The octal modes nsed when converting DOS modes to
UNIX modes when creating UNIX directories. See also:
directory security mask.

dos filemode

Enabling this parameter allows a user who has write ac-
cess to the file to modily the permissions on it.

force ereate mode

This parameter specifies a set of UNIX mode bit permis-
stons that will always be set on a file created by Samba.

force directory mode

This parameter specifies a set of UNIX mode bit permis-
sions that will alwayvs be set on a directorv created by
Samba.

force directory security mode

Controls UNIX permission bits modified when a Win-
dows NT client is manipulating UNIX permissions on a
(][]‘1-11“[‘_\'.

force security mode

Controls UNIX permission bits modified when a Win-
dows NT client manipulates UNIX permissions.

hide unreadable

Prevents clients from seeing the existence ol files that
cannot be read.

hide unwriteable files

Prevents clients from seeing the existence ol files that
cannot be written to. Unwriteable directories are shown

as usual.

nt acl support

This parameter controls whether smbd will attempt to
map UNIX permissions into Windows NT access control

lists.

security mask

Controls UNIX permission bits modified when a Win-
dows NT client is manipulating the UNIX permissions
on a file.

S e mbe 595 (o s J S
OT 035 25domn 5 o nd U S (gl ke min o 655 Lol Wl oy & o cpl o
23l S e i a Slp Rosdons s el mes Ll (B30 sk 4 il e
B ol s w1 plgns sl Olg e ed aniliS STdl 4 mbe ) NT4/xp/200x s s
S 3adus 03 B Ak sk a s L mbe O 4 e mas o3l S 4 St aSyl 5 hate 43S

(Evergne ) s1 3l oles ¢l » .ol Full control oy 4 mlis 0 o 2

oy




share info.tdb ol b G ) s 8 4 by e Sledis oS ke wie p gl Lol

ctdb sla LBUS 5 0T Jome Vaeme 503 Lol Llals S8 a0 S b6 ol Jome S o 0,503

old el 5 hlelS Ll e g5, tdbdump it . 31 .c.l /usr/local/samba/var s L.l
S Olowtal 5 s 1y U 0T Sl gomn 15 o 25 5 5ws sl b Lk el

S |l 1y gmes cpl tdD gl LB (558 005 25 s

tdbdump share info.tdb

S fin pabs gla) goms ks
b )b.:‘ g)'.’.J:‘@" cv\?Sdc oslaisl oS u"j‘g‘:"lﬁ LERE WeWY] v\ib L LLSJ:.JJ chd LSLA)j}“ “:",’.)'.’."\'A 6b.:
sla,l5 windows xp/200x ; windows NT4 o scdy 55 gl aalsl s oS sl OF L cnlse

(’“‘SJGJ“JJJ‘)LGJTLJ)SS)NJJ?)A

Windows NT4 workstation /Server

bolos s s 5, S5 (555 b 5L Sl sl Slajme S s Sl el &S (6ol5l iyl
s 53 Js Sl NT 5sais s sla asend ol on Ysame Slpl ol .ol NT Server Manager
0 OIS Gl e b a5 55kl Sl Sole culu 511 OF Wb 5 o Workstation sls
Sl s 5 Djse
Copde ol o a8 sl s3dias s, (S35, .S |>1 |, NT4 Server Manager 4t .
s Shared directories s, 5 ile bzl |, computer Lol gse 3l il SUS s

Al

oA




sl | PrOPETHES Cend sy 1S SIS S oy e | OF dal st o S S 280 e (S,

S Jlasl sls a3 a8 1y gledas 5 4, PErMISSION s w bl s .S

Windows 200x/xp

(MME !, ComputerManagement Snap-in ol sl OF 51 a5 200X 55005 5o
Control panel > Administrative s ;5| . .41 Microsoft Management Console
kel Jes 23 oo w5 S 111, 0f syls 3 Tools> Computer Management

o5 S5 login (psls s S1.ls okl |, Connect to another computer (Action (s 5
CHlolGatear cpels 53 A4S e 3,05 8 User name .y o axlse login gl play G L il
s (G50 Al e ol 4 il o5 S login Admimstrator L 310 dal s

el Tl (el oS esls OLES Lelu sas s o Select Computer o by o amio s S
S+ Gyt LS SIS (H)eadle 555 e S 350 Name als s 1 Lele sotias s g
IS SIS amio o S 5 Shared Folder

S S 1y e s Sla e O S5y dalys o &S S 2l e Sy b Dewl) T3 o
Iy 5,4 ol e .us» Share permissions « b, .. Tab s ..slLs double click

S Jlas!

MS Windows Access Control List and UNIX Interoperability

o9




5 04> sl Security Setting dialog box ;| .l g s el o NT i s 08w 5 s e
5 ele o 03 e lalpl S35 Ll Gl Lol S el S lame 035 mead
L S

belw S e b g5, File Security o.»

Lolos 83 s 3 o (S5 45 (5555 2o b LG o (55, NTA200X/Xp 6,8 s oo S $55 5l
w bge o ey B S sl | properties ol 5L g g 5l .S SUS ol ol axiliS STzl 4
« Auditing Ownership a.Ss aw bl .S SUS Security Tap s, .35 5L properties
o3 Ll |, Permissions

File ownership o>

e led |y b cxlo a5 ws usl = 5L dialogbox s s ownership .S (s,

“ SERVER \user (Long Name)”

rlo S el S 28 Pl ST ol Lol a5 o NetBIOS name « SERVER

53 Sl pl Vaems ) sl b ime 5 08 55l3 Slbws 5 (5, S Long Name 5 ol LU
SIS S g aeS KU close waSs g5, (ayls Hl 3 WS e OlLlS uolos 3l GECOS s
dals o3l 0L NT SIEverPne 8 Olse o L6 oo cail eas s false « ntacl i
doalys ) b colo i bl lad 5 A4S e S bl s Takeownership iaSs e 53
10gin 0T L 4 (5 I8 oS 55500 48 OF )3 5 o ol amio G caaSs cpl Ol b &3l s il

oS 53T00t )lS Slastl s ks b Comlo i james & ol ol cpl e 555 e g ol S




msre 23 01 L Led & (68 4 bbb Comlo &S 1l dalt sl aaSs opl (g5, 0585 SIS 5 e

.J;M‘ﬁ)lSL:.AL‘JJ w‘).k.\sﬂaj J\i(oJJSlOgin Sistes ;Juff

Ls,sS nls 5 JoU sl g O
w5 L 6T Slas e o 5 S35 s 5 B o s S SIS PErMSSion s (555 S|

SERVER! ser (Long Name)

Full ;5 bjsme asl false mt acl )l 3145 sl pl L. esls oy S JS wb
ol only LS (slajgmee 4S5 ol ol 5yls sy a5 (Gl Ll L NT O LS Gl o5y dal Control
e 5ok a0 Wysme pl pwy a0 A5 cpl aelsl sl by ) Csline (688 5l 5 LB 6l s

JU sl g
readwriteexecute U 4w glajsmes Ko ,s User/group/world s luknl ols zoaw
2 other & by glajsme oS 5l &0 s Jods NT s sz se slajims 0 b Lol law s

4 S 4 55 USETc roup a by e slajsms 55 o G NT ;5 Everyone e U SO

(NT s Take ownership L5 s 5 (5,55 ) 35,5 o » NT userNT local group

S35 gl o) g

v




50 by Ko dols 3m s NTES s L6 53 555 s (51 Soslisn la s i a3
S 5 Bk il e fes ar Wilg e GLS o o552t a4yl 5 Sl 5555 00
el ($5 58 pls Js sla LU lasgms s bgs e

5315 0T e Lol & 50 013 A3l 42315 oS d (6l Shsmmn b S 3 (U ST S
354 o 48 Zero Permission of « 5 45 . s Takeownership « NT

SosS 2o b R S i b e

Ll b 5 by e dialog box s Wl s b ol & 6555 ab b B S slas e o
il eas Loy false o w18 553 5 skiles 0t acl bl 81555 el 0K £aSs Ol
AE ol g axl e TACCeESS denied” el L b gme ks gl A oK

SUS Lol Add S (55 035 SUS pn S a5 L oS GlasS sl 4 b e o )
The remote 4. leslis b Yozml ) Ad dal g esls 0L Lod & Lales 0,8 e Add (555 05,8
L lad &S ol opl OT s (.03 sl 3= | 5s percedure call failed and did not Execute
dialog box s 5 aas i 1, e (50l gla user/ group/ world 4 L 5 e glaj e Ll 55 s
RUPRERCN

LIS s 5 355 Gl sy s user/ group/ world  LUas as gaze Sl SO aSalSn
B oS Oy XS o e Sme I Olgis 0 S Sb 03 1 e OF Ll 258 635 0K
3 S5 Same 4 by e G s ST S e SUPPOTT 5 dagh s Iy NE AC] I TW X (slgs

Aol S odusl Lalu Jan 5 Jlesl ol jsome onl 253 Sl NT s Delete Access Je L

1y




35i 0 Jesl (6558 pls IS @ gz pl (AiS o s GU5S b S Ss |y S lad aSal&s s
Replace Permission on « L, check boX Wb -pl ol sl o L 4 Cod G5 2!

Lolw ys mask ol )b o)
5 4 LsL. create mask st el b ol J 28 (gl o aS Lyl 39 55 bl Jler

ZJJ))L;a

Security mask
Force Security mode
Directory Security mask

Force Directory Security mode

1 b sse OF L Lales (S o SIS 15 0K IS 5 055 55 50 (slas e el 6l 20 4 L o
¥ e 3 AS S 5 e WSSs s> rWXaiser/group/world  bas slaas gazme o
2 A Sy ilodd o Security mask L 53 oS slgs assemee L1y LB (slajgzs
dal 55 dlesl b jgme o O (il ) OF Security mask uel )L ST el ol esls ,uiS 45 5o
6 01 039 S 3,10 eiS G IS 4 Sl opl ime & Security mask s o 035 i Nl s
- sk il e el T o STl sds el S i o5l oS el e
dod ol ojlrl (58 4 SGl gl ol dalg |, Create mask Ll lds Oles 53
oS o225 0777 w1, Create mask b s 1, L6 G (55, user/ group/ world (sl s
AL D3 el B gleny OOy el b esls oad Glag e &S S o o el el e ) 5 ey

Slajgme il 08 &S Wss ey 65 5b b L ol a2ies Y5l il Force Security mode

1y




Aas .55 |, user/ group/ world pled glajgme Ll S S oSl gl ey ok | Security
25 @ a5 000 & bl pl b LU S s

8 gl pl b AS e Jes b S VU 55 b 3,se s 4 i dlen Lol (5,55 105 (6
Force Security s> « 5 Directory Security mask zl,L ;| Security mask jwl,L sl-
Directory Security mask |l .S . oslizsl Force Directory Security mode ;| mode
Force Directory Security il 5 5,05 |, Directory mask il jlais Olea 5 5 i j5b &
.>,ls |, Force Directory mode il Jliis (5 5 i ,sb 4 5o mode

3 bl o bgme i 5o Ol & S Gl g5k [ S ke mle dalp Li S
L s Slahs we Ola by e tsys smb.conf’ L6 s b st full Control ollag, 5 s
1A rt?d‘

Security mask =0777
Force Security mode= 0
Directory Security mask= 0777

Force Directory Security mode= 0
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hosts allow = 127.0.0.1 192.198.2.0/24 192.168.3.0/24
hosts deny = 0.0.0.0/0
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UDP/137- Used by nmbd
UDP/138- Used by nmbd
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hosts deny = 0.0.0.0/0
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Classical Printing Support and CUPS
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LS Pipe

[global]

printing = bsd

load printers = yes
[printers]

path = Jvar/spool/samba

printable = yes

public = yes

writable = no

Testparm 4t 5l salazul
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Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"
Processing section "[printers]"”

[global]
snb ports = 445 139
lpq cache time = 10
load printers = Yes
printcap name = /etc/printcap
disable spoolss = lNo
enumports command =
addprinter command =
deleteprinter command =
show add printer wizard = Yes
0s2 driver map =
printer admin =
min print space = 0
max print jobs = 1000
printable = HNo
printing = bsd
print command = lpr -r -P’}p’ %s
1pq command = lpg -P’%p’
lprm command = lprm -P°%p’ %j
lppause command =

lpresume command =
printer name =
use client driver = No

[homes]

[printers]
path = /var/spool/samba
printable = Yes
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fgloball]

printing = bsd

load printers = yes

show add printer wizard = yes
printcap mame = Setc/printcap
printer admin = @ntadmin, rooi
maz print jebs = 100

lpg cache time = 20

use client driver = no

[printers]

comment = ALL Prainters
printable = yes

path = fvar/spool/samba
browseable = no

guest ok = yes

publeic = yes

read only = yes
writable = no

fmy_printer_name]

comment = Printer with Hestricied deccess

path = Svar/spool/samba_my_printer

printer admin = kurt

browseable = yes

printable = yes

writable = no

hosts allow = 0.0.0.0

hosts deny = turbo_gp, 10.1680.50.23, 10 160.51.80
guest ok = no
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# members of the ntadmin group shonld be able to add drivers and set

4 printer properties. root is implicitly always a ‘printer admin’.
printer admin = @ntadmin

{printers]

fprintd]
comment = Printer Driver Doumload drea
path = Jsetc/samba/drivers
browseable = yes
guest ok = yes
read only = yes

write list = @ntadmin, root
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Common UNIX Printing System (CUPS)
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Common UNIX Printing System
Internet Printing Protocol

Line Printer Daemon

Server Message Block
Postscript Printer Description
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# rpm —e lpr
# rpm —i cups-1.1.linux-M.m.n-intel.rpm
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# /etc/software/init.d/cups restart
# /etc/rc.d/init.d/cups restart
# /etc/init.d/cups restart

# /sbin/init.d/cups restart
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CUPS il ol

92 9 4.2'5) Smb.COI’lf Jib 4 WLS h;ﬁ C,.“} u.:JSo)LM: DL cCUPS ;“Jl?; o= J( oalara LE‘J"
oas el 1) 5 e

Printing = cups
Printcap name = cups

QJM‘CUPS g.fL?:M‘)‘oJLA‘)LrUJbA&Sﬁjdbﬂbg)wg?ud&lﬁjjd‘f

fgloballd
load printers = yes
printing = cups
printcap name = cups

fprinters]
comment = ALl Printers
rath = fvar/spool/samba
browseable = no
publeic = yes
guest ok = yes
writable = no
printable = yes
printer admin = root, @ntadmins

I, Postscript s PDF dtext i1 3 slge 5 L LG plod Al o by 4 G5 Jle Slekas L
3 Sl A3 Il Sl Sedamy oS i Jle daled Ol (S e S35 Sy OB S s Sl &S
Soslize yab by Kol G Ll S iy e aes sl 1 CUPS s w55 dal it 36 0T Sl eslizad L

doles cds smb.conf Lb s 0 Sledas 4 ol ci m i ol Sladis b
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fglobal]
printing = cups
printcap name = cups
load printers = yes

fprinters]
comment = ALl Prenters
rath = Svar/spool/samba
public = yes
guest ok = yes
writable = no
printable = yes
printer admin = root, @niadmins

[spectal_printer]

comment = 4 spectal printer with his oun setfings

path = Svar/spool/samba-special

printing = sysv

printcap = Ipstat

print command = echo "NEW: f‘date’: printfile XFf" "
== /imp/smbprn. log ;
echo " ‘date’: p-Xp s-Ks f-Xf" == /imp/smbprn.log ;'
echo " ‘date®: g-¥7 J-%J z-¥z c-}¥c" == Stmp/smbprn.log ; rm Xf

public = no

guest ok = no

writable = no

printable = yes

printer admin = kurt

hosts deny = 0.0.0.0

hosts allow = turbo_xp, 10.160.50.23, 10.160.51.60

5 SYSV « printing s zl L olx Sl B 5 3 WS e sdalie e 5 oS shales

50 guest s @admin & 5 colkurt K- admin of e dle .ol o L&y Ipstat « printcap
Sl ol e 350 sl s Network Neighborhood ) 55 5 55l 15 OF (g5, olbr &5
OF 4 s e s 0 ool Sl b es 3 3503 32 Sl cal oS Al L OF Sl eslinad
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CUPS 5 jodoes olods
3,05 345 ol 53 CUPS wla ks rl;,;':\ sy

—J3 w.ef",.i\ )\ oalaal )

command-line ;I eslaal .Y

(=] ﬁk‘}‘ oalaiw!
)‘ oalazul 6\]’ | OJ‘j»Q-; JBQ.‘CUPS C)L«.:L.AS ;57)" 6‘)" u‘)? wﬂ\&g_CUPS BEE g

aled 355 1 s sl 503503 SL 1 s s ge S gt Al b 20l 0l

http://localhost:631/admin
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Administration Classes Help Jobs Printers Software

Manage Jobs

Add Printer Manage Printers

Copyright 1993-2002 Easy Software Products, All Rights Reserved. The Common UNIX Printing System, CUPS, and the CUPS log:
property of Easy Software Products. All other trademarks are the property of their respective owners.

Sledis @ 5 dole SUS Add Printer ¢, Kb 055 Add 6l 5 UL (B dmin @ ax 55 L

2l or ol ed 2ol b G 5 e 4 5 Oladlal A s el ol a2




command-line ;f o5l

3403 01 0Ll 5 Pl Cupde 53 Sl slenhb CUPS (oaiS 55 b il 3 o5 phailes
o3lizul Ol o Ipadmin sz 51 command-line s « Wl w5 5 LBl 5 eslinad sl
3,05 L3 /usr/sbin g, ¢S uls 55y gmaes ol 3 ge
Al K 035 Ll
add sl 55 0 o3linal Sl 03500 BLSIL 5 sl sl 4 =P S5 L Ipadmin s )
Pglad oslizal 55 g 51 L CUPS & Kb K03 5
# /usr/sbin/lpadmin -p printer -E -v device -m ppd
G g Cyso 4 B ses ok Lae parallel o, 4 o HP Desklet S &l e
EEPIPIS1]
# /usr/sbin/lpadmin -p DeskJet -E -v parallel:/dev/lpl -m deskjet.ppd
 11.22.33.44 .51 L gl bzl 5l eslinad L HP LaserJet S Coossadd o
HGIOW VS LTSN
# /usr/sbin/lpadmin -p LaserJet -E —v socket://11.22.33.44 -m laserjet.ppd
1l 23 Slagd g S gs ) IS 55k 4
Sl 3 s WS Ol ST Sl 5l o8 K w Kb K 0s S wlsl -C class @
2 e el
S o asia |y (ol PPD LG K Ysme o sl Slr s S -m model e

5 sl sl S o Ll 13 Just/share/cups/model/ e 55 Yjens WPPD

.L.Sa.ul...:.» J?Wd))_m @jy)lpinfo ‘)j.\.w.)‘)‘ b)LW\lJJ:J\)JL;G b wj.:.w.)
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S class O 81 a8 o Gl edd Lasie class oo 5l 1 a5y S T class @
A i 1y class of sl

S o e Ly AS 13 LU Kl L sl e a5 g device -V device-uri o

sl s job s el Js |, S B e

S o e Sl s sl e PPD LG S =P ppd-file @

Al S 02583 (2 By sk o -d printer

Al K Sl
o S8 w55 CUPS b Ll e 5l Kl S Gl ¢l

# /usr/sbin/lpadmin —x printer
Sl & 055 Stop  Start

53 .S e Stop 5 Start |, Sl of sls queue Sl S (g5, disable  enable ol yzas

- b 3y TeStart b bl S o 3L s 1 dy e OF & &5 slajob ool disable o ¢ Sbr a5

S S ey S Sl Gl Sl a8 el ke Jlos sl SohB ppl S Ol 1 0T Wl s
A dal g Ol sy 0T 40 45 L8 JOD S O s 3l day S 2ol kS

# /usr/bin/enable printer
# /usr/bin/disable printer

Rolr 4 by job syt

48 eslinal 5 Ol gmes LAl S e el Sl G 65, JOb s, L s sl

# /usr/sbin/accept printer
# /usr/sbin/reject printer
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CUPS ,: K> s, Quota lass

Codsdows Sl a Gy, Olmio sluw 5 o3lbl Bl 51 Wlg o CUPS s o 5l eslizad L
Jlosl Oy Hsb & OlS oled 05 AS n e 85 ol Syapoms ol &5 dglad 2 el sl
1S UGS pens Al e Jle Olgie 4 dgles Ll S pdos 311y ol S S Al 5 ad 5 35 o0
s job-quota-period « job-K-limit (sls zel,l U ez sdoee ol S Ol S 0 Lilgn s )8 a
335 o s JOb-page-limit

el el il W Ol pl S e e | quOta (¢ K Ole s ods jOb-quota-period zel,L
o sdos JOD-K-IIMIt el ,l 55 Al a5l YOAY v v e ole G 5 £ YA atin G 5 ASTr e 55, SO
St 3l Ll 5 e 5o Job-page-limit el Lo 2V0 .S e asiie CulshS o 1) Lajob 51l
ol a8 5 Jle 4 S e LS Ol Al e Ol )18 a5

#/usr/sbin/lpadmin -p printer -o job-quota-period=604800 -o job-k-limit=1024
#/usr/sbin/lpadmin -p printer -o job-quota-period=604800 -o job-page-limit=10

Al S 4 fn (512 OIS 03 505 2 gukome
s b el Jﬁu Sl & S O3 g0 3 gdoes Ol (B wladas 5 o de

5l wﬁd}ﬁ%@d‘ﬁ)grw G s wadl sl s -U @yblpadmm

# /ust/sbin/lpadmin -p printer -u allow:all

o Ll ek s sl asl Ol sl mary 5 paulppeter S an das ol sl S|

S Jes p5 s
# /ust/sbin/lpadmin -p printer -u allow:peter,paul,mary

S e oS deal iy ST
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# /usr/sbin/lpadmin -p printer -u deny:peter,paul,mary
S Jlasl ol 058 S 1 ool LIS e e

# /ust/sbin/lpadmin -p printer -u allow:peter,paul,mary, @printgods

sl 0 313 Ol e 30 PIINEZOAS o5 S slasl s i 5550 58 4 o de VL o

el S e eslinal Ol slS Samee e SOl Lis Oley s 55 CUPS &8 sl ails a5 e
Ko e 5 S e allow cod e 31 e it deny Loy allow e Wis e e
Al g Il Cd S k25 Ol s el allow el o K- deny o) deny
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Aol S e 1y 355 sl Sl il8 o - 4 5 ol &
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BYE-Y) &&4‘: X3 ol ué.";jﬁ C>|le5 J| ealaiwl

4o dle

5P Winbind .48 o > sl 65, 1) e logon Ul oS sl gl 51 S Winbind
els O oyl she & NSS® S PAM™ (o555 GLRPC il s ol oS siluosly
sl 3 LS e eslizal S S oS ol 65 UNIX 01008 Olgie 4 ilyn NT o0
G maed S o e |y s il Wig e ST plS S e o5 L) Winbind (esen
S a1 e 4l 5 il e OF s s S8

e o el | 5 il S 4 Winbind

PAM L) 0l 1, sleel oy p 5 Sl pydas

(NSS L) basts Lus

Unix  p Lis « S+ ¢, winbind_idmap.tdb o6« ols & Winbind
slers S 0l Gl ki Las ol AS e oo etd | LWindowsNT SIDs 5 UIDs/GIDs

Al e UID/GID &= S 5h o oslinal

* Pluggable Authentication Module
3% Name Service Switch




»» winbindd 81 Jb- a5 e Sl |, winbind a5 el smbd (xS 55 58 &S pailes
g 3l s 28 aaly eslind fete/group s /ete/passwd o ledlbl 5l smbd wsls |l Jl-

S S 5 IS 4 S sl s eslial Salys mapping

IDMAP
6
1 i ;
2yl WINEIND
SMBD WINBIND / ... oY - ~
5

LOCAL MAP DOES NOT HAVE MAFRING

1 someone asks for mapping

21db search and does not find it

4 remote mapping is asked {winbind in this case)
Bwinbind resolves the map and stores it into tdb
& someone get the mapping back

LOCAL MAP HAVE MAPPING

1 someone asks for mapping
2tdbfind and

Areply

Gaomeone get the mapping back

o8 Sl Gl ol 1y Sslie slde NT jau s cole s Sl oS a8 Ul o o5 @

M5 e a8 e el T (3laesly sl ks Slags3 5SS 5 5 LS e IS @ baes S
3 03l o350l oS Jsame 5 G g alp JSCh (I 53 BB b 4 (e 53) LT 02500 S
Shs enged sl Sadny 5w et 33 Sus 0SS Gl L 608 Glples S el
53 Lol S e ol e 53 G ol 5 BB Sl s a3 D505 eal3 6l Lela slaals

.JJJ@JSJQ\JULSQJ\})QJ}Q Wlol gl oS Ll 5L caltes olus 93 4 O S, ol
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by Jlas 015 e 2 bl 655 Slkes T S3leobgas oSS 4 Sl
:;rﬂjjjziq-js s v s |y S0 St !> Unified logon
NT a0 0,0 5058 Sledbl 0551wty -
Sookas Ol Cllolgaas -
NT 505 08 Gl p osededs ois -
S 3l Olg e G55 Jilowe pled 6l o5 5 o3l Jo-el, S WinbInd e U
O 3 Ll o 5 W NT b ae cpsls lisle G oS 555 e o3lizad oLl sl 5> Winbind
das e o3l lesle ool 4 Winbind .S eslizal oSS sls workstation 5 Laedias s o 3l
Slp i Sl SO eSS 4 3l 4yl Dok S BLal ls w4 ) 3 oSS Glpstenn U
-~ overhead ;I 5 as el S o e 5o (ol Sale Esl Al ool il (6,08 slple
Aals
$uS 0,8 & X> Winbind
J>= > winbindd ;. Ss&s .ol client/server ¢ lkxs .l winbind P
“ e e gl 52 ol el el 55 Oy e 5 e o S S s el & el
Hgd e Aol B S e ssb a5 Lgd e A5 PAM S NSS 08k, S

tl o 03531 55 53 AS e e3lizul LT 5l winbind «5 g5l 5

37 .
Synchronize

av




Microsoft Remote Procedure Calls

e S st slesile m &S L s e Cile Slles ¢l RPC 1 ls o o5 shailes
50 Winbind 555 o eslisal Ol spooling wlles 5 018 Cllolgmdas (sl o e
S e ol Ll S5 Sledbl 0351 Cds 5 cmals 010 5 s S s (gl il GWRPC
osliw 3 Windows PDC <« Losines 65,8 5 1,18 Sledl 03551 ey d(ﬁ%w\j}'ﬁ S B
LS o LASUNIX j3 65 S 5 508 b LNT g8 Clas Sled winbind ;5 .

Name Service Switch

e b 3l sy (S Sl Jole s ST 3 055 0l 45 wfeature ;1 < NSS
Ol ledbl mail aliases bw s 5L 5,5 Sdbl gl by 4 o pws S8 J a8
L Gl sy DSl Ll e S5 Workstation G M s,ls sage i 1, 6 8 5 hostname
LS AN ool Sen Il GIASE s SO 533 Sy e e BB G ) Lkl (6 S
oyslie 5 o8 Sledbl gl NIS ooy SO b e 350 s Joms 5Ll g, 511, ledibl
3,08 Lauly glaasl 3K S&S hostname =yl gl o DNS fas s &1L 5 S
el 5 g8 L Tesolve oKa 53 Sledlbl aie G Olgie ) 355 b das s o5l Winbind « NSS
= o 3l odal Gy Sledbl 5 S o oslizal Laadansl s ol 51 WINDINA .S 3 me oSog 55055
Ol o v 5 opl as3,8 o S8 w0 018 i Sl g gl 2 1) LRPC L s NT 5005 s
Cowds el WINDINA (¢l 21 b 5 a8 S g pdle G5y 31 NT cpials 018 Sledb
A3 5 1 Bleds TIUSt 1 555 cpsls 0 48 olapmels OIS Sledbl Ol 5 o cpizean 555

Slp el s oS 53 s e o B .ol ete/nsswitch.conf NSS L, J =5 LG

s O Sledas 4 by e oS e s /ete/nsswitch.conf LG C Lbuls (as o Sledlbl o S
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« nsswitch.conf LG ;5 31 passwd s ¢l Jis Olse 4 LS o oy |y Sl a5 5550

.ul.: ol r.,\k..' 25 RSP

Passwd: file example

I, /lib libnss_example.so Jsile o s /lib/libnss_files.so Jsil Js1 C Llsls
3K 1 Dbl il oS plaS e s 35S el Sledbl s w4 T s 5 el
a3 g ey s, ge Sl 25

39003 4l den oS ol ol 0T 5 S e Lge Winbind sl oLl o, G NSS szl
5 b osls L1 b g s 0l s libnss_winbind.so LG s sk ebel G5 bl
C LLulsS a4 ool 5l sl e e3ls 13 sl O s Jete/nsswitch.conf LG s “winbind”
Ly e 1o |y winbind dgas 3 5 0l 48 ol S| resolve slgial s s 4 o Sl ¢l 5

Pluggable Authentication Modules

Glr I o SO 550 ol 35 PAM s Pluggable Authentication Modules
s (63,8 laasli s 5Lss 055 LlalS O Ol o PAM Ll asspms 5 ulidc sn
A3 o Gl Il ¢l e PAM 5 S o Sl b sa sledss il sl
g Jal gt Ade
055 Sl oo S e 5 e lalS o pde w0 by s PAM 6 20 5 Winbind
eile S s WIS o NT 555 008 Gl ol G 53 S o eslial W85 5 5ty Ll
e oldS U5 e immen 5 L ol sl el PDC G o1y 5 5 aes login oSy

sy a5 1y st
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S aS s s sl adl s e ol /ete/pard (g8 nls 55 J S slehl v s PAM
S Gpd s gl (3,8 Wl Kl Cllolgaar culst s SO B sl Sllel i«
@ bl SO s el 5y NSS wibe s s ) p dbse cwnd 3 C Lls ;5 PAM
Bb 55 558 ey b oS wasl Lan 5355 0 SISy 5l 4 )y sl 5 L e olaxs] Winbind
55 0 els 13 /lib/security s, 415 ;> pam winbind.so

User and Group Allocation
S Al polant O 4 T RID G o5 e slaml 65,5 & plS S NT/200X 5oy s 53 o8 4
ol slite 5 S e 5 Aas e obanitl o S 5 S 4 oSKiis 8 loslad b oS RID 65l o
S o3 el b w b LSl i ol S s WUNIX ID & LRID L Winbind 8
Sl 5 Cul (ras G a3 s o 3 tdD s G s ID mapping « by e el

s sl WURNIX ID & GRID s sl

Result Caching

~aipn Al gl el ool I s T e 05 8 5 lS Bl i 5 et Jos Jlab 0t S 5
Alo eslezul Caching s S5 Ll g5 e Winbind S o Gro ke ol SE &S
Cache Winbind L. 5 PDC | ¢ led ool jor 0 355 0 2L, PDC 5l a8 Sledlbl Cs o
SleMbl 45 L 558 e alsl S o ks a5 S LS e Sledbl oS L s oled opl 3 pd e
35 S o b 8153 e anglin (ol PDC (655 45T Lyl 5550 5l 3550 | aps Cache

Juj.ﬁuu;a Q.éL;J) QL&%‘PDC 6))}‘%)5}&@ A.I*f:\.lf)tscaChe S0 S50 el

38 Relative Identifier
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Winbind k35 5 s

s 4 g 5l S S o s 1L, WINDINA i w0 b e sla)lS 5 Sledas i ol 5o
doled C3s L SSK w cl p’ﬁl chm

o Oy S O 51 S o S s 4 ol J s et bl Sladis LB ST 4l
o Ol fete/pam.d 6,5 uls Dby S 1 e e eslizal PAM 51 s e ST aple
Ly Sl 151 OV el s o Sy ST el 2T s 5 el

L s o OF Slaes LU 51 PAM 5550 53 &8 ol l G5 5)l50 5l 58 Oy s
S cd Wihind s o Joli ¥ slale dnes o 2T 0l (S o Lok e 555 055 login
sl ey ol 511 O 415 e

S alpmts e IS 5 Lalu sks 3l S1ral 4 e 5 LLb il oels 0L &l ol
e a3 4 e e S PAM WL sl axsls oz 355 o0 alyl Lalos Sas s s oo Jos 5
sk i | PAM Glbls 3l il Les Winbind Glgdssle 055 LLalS sl A3l o a5
1S axxl s PAM ol s « (PAM development libraries). sl azils s, KNS

http://www.kernel.org/linux/libs/pam/

Joo S Bgte 1y dimen Ll Il 3 6 Lol Sla s o plad el 51 15 sl p3Y ias

oS gl 55 PAM skl gleanas &S L2 ieks 50 5 winbindd 5 smbd sambd
Als Ll 3 Jete/pamd
oS s s, winbind Libraries nsswitch.confﬁm
oS 3 bais alinbe Jy ol UNIX/LANUX Jole gt slaasins 53 5kl > S PAM

h ES e a5l L lees 5 Ll ol oS | pandevel  a by ssbilS Loteen ol




S ol L s (S35 omlie Glhoe 55 |, WINDINA (sl Loyl [ sb 4 Yslal o 0le
Al azils sonsswitch.conf LG s x5 4 ks olobls ol el (Sas

Gl o 55 ol oY nsswitch L winbind . - e Sl Gle Sl 2 slaabls
s fl?v-'" Lo s oses bkisd S e

# cp ../samba/source/nsswitch/libnss_inbind.so  /lib
1S sl 5o 1,y symbol link el O ooan
# In —s /lib/libnss_winbind.so /lib libnss_winbind.so.2

G das o3l 5 03,5 il |y /ete/nsswitch.conf LG L root 8 olye o i J>-

Iy of 5 4, nsswitch.conf LG a4 o .l oy, LB wiIinbind s w Law s 018 5 Leas S

S i S e

passwd : files winbind
shadow : files

group : files winbind

b3 sk 4 ae sdoe (3L LU e 5l ae WINDINA e 5L 3,5 sladibils
s 3domn (3Llel 4 5L 5 35 plawil jrm e S Al (sl S5 Ksd e 2l Idconfig Cache
ens pleil | SN mws ssb 4 5 st b Al e ASL

# /sbin/Idconfig -v | grep winbind

&S o s LB winbindd .5 sl 5 1 libnss_ winbind (G s




Winbind i ,; smb.conf . ks

55 bzl cpl .ol L smb.conf LG szl e winbindd s Slis s J 2S5l
slglobal cus o5 5 K8 4 Liledd o350 o ssb  Winbindd(8) « by p SoS Slino

Pl pasie I35 Al i KL aS ol el )l S s el smb.conf |G

fglobal]
# separate domain and username with "\, like DOMAINY username
winbind separator =\
# use nids from 10000 to 20000 for domain nsers
idmap uid = 10000-20000
# nse gids from 10000 to 20000 for domain groups
idmap gid = 10000-20000
# allow emumeration of winbind users and groups
winbind enum users = yes
winbind enum groups = yes
# pive winbind users a real shell (only needed if they have telnet access)
template homedir = /home/winnt/}D/}U
template shell = /bin/bash

PDC w|:4{\¢4L~J‘9ﬂb:}q§J—M
5 Oeels rU PDC e L8 A{PDC eels S w bl o las g Jlasl Gl o 1y 15 smws
22,03 518 b gl 1 p3Y Sz cpels 03 8 el 608 rUAdministrator

# /usr/local/samba/bin/net rpc join -S PDC -U Administrator

Pl b 25 S5 4 e S Ol Bb e el

“joined the domain DOMAIN.”

# / usr/local/samba/sbin/winbindd




el 0l oz /ust/local/samba (g, 55 ls s Ll a8 ol ol 153 B Slows 5 5o 14T
S g 1 355 s 55 Loles il e 3L 5L ol Sas
Ll Il 55 el 53 s 355 1l dual™ e s Wi e winbindd & agly el LI
5 g 03ls &b 0L oS s 5y 40 iy 45 CACHhE S w0 il i 3 0 o Sl 6l lais Sl Lol
oo LU Gl Sl s A cache s oS Lled s ol cache Slasse sk o 053 5
Sl gl AEl e e 5 i35 O S st 358 e Esl DI 6l > winbindd Os S 0 ss
idoles eslizl -B 31 b w0 dual s « |, winbindd
# /ust/local/samba/sbin/winbindd -B
o 53 5 LS Il pstes g talae WINDINA 055 L2l Jl s 51 sl e S
& 55 eles Winbindd s 51 > &
# ps -ae|grep winbindd
S sdalie g2 3 5 bt et e L Ol s s o

3025 ? 00 : 00 : 00 winbindd

v\::.v:».’ Jj>- U:’Ab Q\J.»)LSGJL:)J C)L&)Uo\ szwgi V\?,‘jj& Jb—cs_,)-

# /usr/local/samba/bin/wbinfo -u

s ok Lz PDC 505 s, O 5l e L G s

40
Dual daemon mode




CEO\Administrator
CEO\burdell
CEO\Guest
CED\jt-ad
CED\krbtgt
CEO\TsInternetUser

el "\ - winbind s lu> 3 CEO 6 Jus el VU S ol Crﬁ\j

i s e S i

# /usr/local/samba/bin/wbinfo —g

CEO0\Domain Admins

CE0\Domain Users

CEO\Domain Guests

CEO\Domain Computers

CED\Demain Controllers

CEOM\Cert Publishers

CEO0\Schema Admins
CEO\Enterprise Admins
CEONGroup Policy Creator Owners

oS edalie | (local) s s 55 5 PDC (g5, 000 el wsls o 50 getent &b L

ZJ.:)'Q)}&

# getent passwd
# getent group

PAM _ winbind s
B sl Ll s Ll S eslinad s (gl s e SlolGideas sl WINbIN i sl S
Sy fete/pamd 55 50 5l I a4 B S1 &S oS e aSt s 5L wan | Sl PAM

Hoas plil [ IS ol a8 ol O 235 dl eyl S




Ll Jsslbe ol S dsls 5 PAM Jsilbe o K5 sl ms o b Winbindd estisal ol
255 Llals ../source/nsswitch s, 55 u1s 53 55 55w

# make nsswitch/pam-winbid .so

33 e ol ass S PAM Security S5 sladssl s 5> 4L pamwinbind .so LG
oS xls solaris s 5 /lib security (s, ¢S .15 RedHat s St S o 65 cilos sla o A
3 Jal = fust/lib security

# cp ../samba/source/nsswitch/pam-winbind.so  /lib/security

LU s el 1) PAM <l L Linux/FreeBSD-specific clep ol gl bl o
Sl i 4 g5l /ete/pard/samba

-4z winbind LFTP 5 Js.xs Login Telnet L S5 gla s s s o3l 4l gl
53 eeak (/etc/inetd.conf L ) fete/xientd.d la entry s |, Sk Ll s Sl
5 lete/xientd.d/telnet ¢ls LG 3l enable=no clgas LU o uis gl OF 5l ax 5 edhat?.]
A a5 enable=yes « |, /etc/xinetd.d/wuftp

Geels Ol (ol (slagg, o8 pls b aS ol 5L ppizman S S s 0 P g e Sl )
s general ¢, S 15 K« |, home directory template «Sol b 5 Lsl axsls 5,0 g3, 1
ol template homedir sglobal ol L 5l eslinal U a1y a0 S0 das o5 psls O )l8 ples
RSy

axils s Lale LG o winbind ftp <ol gl 5 3 &y s 4 Ll 5 e Jetc/pand/ftp LG




auth required /lib/security/pam_listfile.so item=user sense=deny \
file=/etc/ftpusers onerr=succeed

auth sufficient  /lib/security/pam_winbind.so

auth required /1lib/security/pam_stack.so service=system-auth
auth required /lib/security/pam_shells.zo

account sufficient /lib/security/pam_winbind.so

account required /lib/security/pam_stack.so service=system-auth
session required /lib/security/pam_stack.so service=system-auth

s ok 5 s a |y /ete/pard/ login LB aol S e aaeen

auth required /lib/security/pam_securetty.so

auth sufficient /lib/security/pam_winbind.so

auth sufficient /lib/security/pam_unix.so use_first_pass

auth required /lib/security/pam_stack.so service=system-auth
auth required /lib/security/pam_nologin.so

account sufficient /lib/security/pam_winbind.so
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e admin log
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client codepage

code page directory
coding system
domain admin group

domain guest group

forece unknown acl user

nt smb support

post script

printer driver

printer driver file
printer driver location
status

strip dot

total print jobs

use rhosts

valid chars

vis options
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Remote Management

User

abort shutdown script

shutdown seript

and Group Account Management:

add group seript

add machine script

add user to group script
algorithmic rid hase

delete group script

delete user from group seript
passdb backend

set primary group script

Ve




Authentication:
e anth methods
s Tealm
Protocol Options:
# client lanman auth
e client NTLMwv2 auth
e client schannel
s client signing
s client use spnego
e disable nethios
+ utlm anth
& paranoid server security
& server schannel
® server signing

s smb ports

use sprego
File Service:

e et quota command

» hide special files

» hide nnwriteable files

» hostname lookups

o kernel change notify

e mangle prefix

e map acl inherit

o msdfs proxy

s set quota command

s use sendfile

s vis objects
Printing:

e max reported print jobs
Unicode and Character Sets:

o display charset

1)1




o dos charset
o unicode
o UNIX charset
SID to UID/GID Mappings:

e idmap backend

idmap gid

idmap nid

winhind enable local accounts

winbind trusted domains only

temnplate primary group

enable rid algorithim

LDAP:

o ldap delete dn

ldap group suffix

ldap idmap suffix

ldap machine suffix

ldap passwd syne

ldap user suflix

General Configuration:
o preload modules

& privatedir
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encrypt passwords (enabled by defanlt)
mangling method (set to hash2 by default)
passwid chat

passwi program

password server

restrict anonymous {integer value)

security { new ads value)

strict locking (enabled by default)

winbind cache time (increased to 5 minutes)

winbind uid (deprecated in favor of idmap nid)

winbind gid (deprecated in favor of idmap gid)




