.\u-v_).b

u}jwdu.&é;

Y

S1,S eslw Sl w3 L a0 B Y (lews 53 45 sl 51 glodSimegibas ol xils 3l |3
aaly aadd (g5 ol () Jae) Jhe 055 7t oS Ol 1 skl 553 00 £5,5 003 S
OF 8L 5) el ol sl b cpl el 4l 5 210l 5 o Sesls larTy Clablowe
s s ey GladaodS a2 gl w0 aS el glaasl sl 51 LSS s (Gl o3l 5l
bgm_a:Jui\ﬂ<u@JM\)@uﬁL@_ﬂ@ﬂogﬁwomoL«@@
23) Al e by SIS 4S5 53 S My S U 3 1, 01 Ll o gl & S 5,80
o (4SSl BT sl ol Ol ey (51,0 0 51 8 ade SO (sl a5 e
il b o US4 bg e o 8l (S50 550 03 5tk e sy oS Wl o3

D] ol Al s oS Al (s STl |y Cladlovec B

:protection loop

:C922 8E0614A3 MOV ES, [A314]

:C952 50 OE PUSH AX & CS

:C954 E81BFF CALL C872 <- call protection scheme
:C957 5B POP BX twice

:C959 8B76FA MOV SI, [BP-06] <- prepare store room



:C95C DI1E6 SHL SI,1

:C95E 8942FC MOV [BP+SI-04],AX
:C961 837EFA00 CMP Word Ptr [BP-
:C965 75BB JNZ Cc922

:C967 8E0614A3 MOV ES, [A314]
:C96B 26F606BE3501 TEST Byte Ptr ES:[35BE],01
:C971 74AF JZ C922

:C973 8B46FC MOV AX, [BP-04]...
Let's see now the protection scheme called
:C872 55 PUSH BP

:C8F7 90 NOP

:C8F8 OE PUSH CS

:C8F9 E87234 CALL FDOE <- call
:C8FC 5B POP BX

:C8FD 5B POP BX

:C8FE 8B5E06 MOV BX, [BP+06]
:C901 DI1E3 SHL BX, 1

:C903 39872266 CMP [BX+6622],AX
:C907 7505 JNZ C90E <-
:C909 B80100 MOV AX, 0001 <-
:C90C ERO2 JMP C910

:C90E 2BCO SUB AX,AX <-
:C910 8BES MOV SP,BP

:C912 5D POP BP

:C913 CB RETF <-

<- final prepare

<- store AX
06],+00 <- good guy?
<- loop, bad guy

<- bad guy?

<- loop, bad guy
<- go on good guy
from :C954

user input

<- right answer?
no, beggar off

yes, AX=1

beggar off with AX=0

back to main
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(03,5 s 03l slebs ) (xoring)
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Byte to encrypt

FF

5E

XOR

XOR

I.>J3§

key result
Al 5E
Al FF

As you can see XOR offers a very easy way to encrypt or to

decrypt data,

encrypt decrypt:

mov

for instance using the following routine:

bx, offset where encryption/decryption starts

xor loop:

mov
XOr
mov
inc

cmp

jle

ret

ah, [bx]
ah, encrypt value
[bx], ah

bx

bx, offset start + size

xor_ loop

<_

<_

get current byte
engage/disengage xor
back where you got it

ahead one byte

<- are we done?
no, then next cycle

back where we came from

L{Ekin‘sj_iug ol slar sk L (Col) Cnl 5 omS dian 038 (S, 3o b CoeS
sdee Ol 03,5 olssl 5 (s olas 03,50 Cowtd) 2CN gy INT21 5l oslizal
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mov

int

ah,2Ch

21h

cmp dl1,0

i 2olas sae



je random value

mov encrypt value,dl
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MOV SI,jumbled data ;Point to the jumbled data



MOV CX,10 ;Ten bytes to decrypt

mn_ loop: XOR BYTE PTR [SI], 44 ;XOR (un_ scramble!) a byte
INC ST ;Next byte
LOOP mn_loop ;Loop the 9 other bytes

daly XOR 15 £8 5ay b ST o od S5 (GssD) s 41 by 03 «SrsS aalis !
|y 25 asl 3Ly 8ST ) &KT 5l 1 88 5, L ot XOR b 63 03 500 c2lp LS
g 0ot OLiglol Jome 3 ot ciuly o3 ol (S |

gdwr_ﬁLSJf_LJ Sl 5 bl .ol 88 sae (o)) JIS sl Hlas 3550 o0l 52
Fel (S oMl 50, b S 5l eslizal Ll 5 enlee .5l 5L Lasds

Sldes 65 2L 5 S 5 5 plpkir b oS ol (LOOP) ail> 08 8 3 &S (550,
Sy el OF 555 5503

I ST 55 305l s Sse o 5Ly S Ol s 2 OSes Shile a
ool sl 51 03,8 il A 5 A e a4y liine s e 53 Sl &S
L;\J_gudiw&.u: Sy = s 034 Calls 5 Jumps J»LZ«ScL;é:Lajg’\SL;L@.LMJlU:M:
S (Bl g5 il reman A0l 650 mod L siin eslin ol 5oy ciiS
G b Jmd a3 5 (00 (608U i 31 Yleas1) 03 gas eslinal 3slize Lol 3L 803
S, il osliul 3,40 L;Lé_gj\&ﬁ@w;,j& 355 01 S 1, Junk US 45 S s
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Clls

MOV DX, 10 ;Real part of the decryptor!
MOV SI,1234 ; junk

AND AX, [SI+1234] ; junk



CLD ; junk

MOV DI, jumbled data ;Real part of the decryptor!
TEST [SI+1234],BL ;junk
OR AL,CL ; junk

mn_loop: ADD SI,SI ;junk instr, but real loop!
XOR AX,1234 ; junk
XOR BYTE PTR [DI], 44 ;Real part of the decryptor!
SUB SI,123 ; junk
INC DI ;Real part of the decryptor!
TEST DX,1234 ;junk
AND AL, [BP+1234] ;junk
DEC DX ;Real part of the decryptor!
NOP ; junk
XOR AX, DX ; junk
SBB AX, [SI+1234] ;junk
AND DX, DX ;Real part of the decryptor!
JNZ mn_loop ;Real part of the decryptor!
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ool el Olsien 1y i sl ok 5,0 TO sl 53 el (6 e oS (0 55 ST Sl

13 4a0 dasand

MOV SI,10h ;Start address



MOV AL, [SI] ;Index from initial address

G LS polial 1 a8 (3l sl g O 4 1y el sl opl gl e S5l a8
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MOV DI, 0BFAAh ;Indirect start address

MOV AL, [DI+4066h) ;4066h + OBFAAh = 10010h (and FFFF = 10h)!!

(055 S ol sleds)) (ol 1IS)

)L:_..,_fle_:a;ﬂ)lS)wwél_mos\aj\cﬁlé_ébuélﬁéﬂjjkp‘ﬁﬂ sde (5,8, 58
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slael 53 ads sl CaBgie 5o e 4y o9n a5 SVsles ol o5 Sl Sl eslind

(sl i o S5l Sladie b 038 SIS shaie 4 48) 43S SIS e

methods) in order to break the key into prime numbers. To teach
you how to do this sort of "high" cracking is a little outside

the scope of my tutorial: you'll have to write a specific short
dedicated program, linking together more or less half a thousand
PC for a couple of hours, for a 250 bit key, this kind of things
have been done quite often on Internet, were you can also find
many sites that do untangle the mysteries (and vagaries) of such
techniques.

As References I would advocate the works of Lai Xueejia, those
swiss guys can crack *everything*. Begin with the following:
Xuejia Lai, James Massey, Sean Murphy, "Markov Ciphers and
Differential Cryptanalysis", Advances in Cryptology,

Eurocrypt 1991.

Xuejia Lai, "On the Design and Security of Block Ciphers",

Institute for Signal and Information Processing,



ETH-Zentrum, Zurich, Switzerland, 1992

Factoring and primality testing is obviously very important for
this kind of crack. The most comprehensive work I know of is:
(300 pages with lengthy bibliography!)

W. Bosma & M. van der Hulst

Primality Testing with Cyclotomy

Thesis, University of Amsterdam Press.

A very good old book you can incorporate in your probes to build
very effective crack programs (not only for BBS accesses :=) is
*the* "pomerance" catalog:

Pomerance, Selfridge, & Wagstaff Jr.

The pseudoprimes to 25*10"9

Math. Comp. Vol 35 1980 pp. 1003-1026

Anyway... make a good search with Lykos, and visit the relevant
sites... if encryption really interests you, you'll be back in

two or three (or thirty) years and you'll resume cracking with
deeper erudite knowledge.

[PATENTED PROTECTION SYSTEMS]

The study of the patented enciphering methods is also *quite*
interesting for our aims :=) Here are some interesting patents,

if you want to walk these paths get the complete texts:

SIS 1y G » Ol st L@;Ip‘ﬁs@ b~ | Lai xueejia sls jl L 4 a0 Ol sins
3 S

(s oo bl (5o o)

el o 5 Sl SIS Lo Glal gl 038§ 0 o Slediny gz 3 e
sl o8 sl 3 sl STieS o S50l o led s pl o=

S a1 O oS slaasens Wl



1 odd (5 sbaasl s (1l (8l (810315 5505 Best i 4 3lazec USPat 4168396
03 bl gl s i 4 e b 55 48 (6 5 5eslS Glaasl e LS
Ao LASI OLZslaesls cassl gl =l S Jod Ll e (6 s Slma 8 sla 5 5alS
ol s S U1 OF s 5 03505 S1S 1 0l (6 5w 40l ok LEBI 05315
2 o3l S gy &S o 1l OR ol slaesess 5 s o 50 5 (slas yomme 32 )b
B Gl Jodl sl b el 2

S Glaal p aS gl S @ A e eslinul Loy Kol 81 a5 gazee SO Sl s oo
s 3 g dal g5 OF gl a3 K05 0lb3ls s 2 oo Lyl oli3ls s SO Jame s
Ol ol Slsbas S5 55 (sle (slgoly 5 0l (6 (sbaali x5l b dses Wl el Best
TSP R

£~ 15§ 5 5l S Johnstone ay 3laze 4120030 =5 o Lo | USP[JOHNSTONE]
ol s Ll glllaesls oSSy shas ol ys 5oy s clmosls (slghoally smws o O 3 45 dads
MaLS a8 ¢ plebandly gs L 038 IS 0555 5 Mol s ol 53 2355 g0 0,575 SIS 1r
s 0I5 LS GulS ates O3 5 clilodd (g 0305 sl a5 5 Slles US'L
el 0 S Ol g (S

35 4 Gk Sl elsS Cules 158l sl SeSS USPat 4183085(TWINPROGS)
03 g1 o Cblim ((pel) abibl S canl il sl S o Ol | caol y 810 alasl-
ol s SO LT Al J 28 (gl o blim laie il e sl alabl (SGealail oo
S o Al S e 3l Sl ln mmmen 5 0del 3z el a3 s 2

SOWPRE NG PR RO I sl aasl= 511, s 2 slehendl 523



A5 531 ksl s acal y S (IS G b Sl Lol W5 B s s e ol
LU » S Authenticator Jole (e Ol USPat 3996449[ Authenticator]
ol g 5 pealS 3 48 A3l e O ol Sl IS5 3 (g3le slasly ali sl 5 oo
Sl IS L 0T ol hslae IS0 55 4l (o3l (slgely OR e 3 )b 51 il 355 s
L of Ol a8 asl jase 25 LB 3 ltkal je;y 4adS b aalS ol &S0, 4alS 5!
e gl ol 0,53 5 0enlS 3 aS oIl s 5oy 4adS L Cosih e

5ol dpls by ol Jlslas JK5 55 o3l slealies o8 S50 ol po b aglin S
W Slomn sl gl (gl 2 3 o el Sl OF 61|

[PGP] K.S1,8 ol g

DS sh L o e [ ges SIS a8 5 b L PGP 03 S SIS sk o
a aS plsattack polastl 5yl S G e Al JSie PGP SS1S dn e a3 4,
Ay Oy R S o 550 5 3550 IS Gley Laib 5 S e S e lu VE s pen
sl 55 50 5 sein alal

Ladad 5 0T 4 S os O sl S1S Ll cod Coen SIS

03 7S S GLil5 codiS oslinul L APGP Jro ¢ o0 poe LIS L (6 505 Sleotoms 3
Sl 03,5 (g S Of 3 &S il e D=(d)n) (g3l KT 1S 5 E=(e,n) ab 5 0
o3l ol (gl (3l ST GlaalS 4l 55 anlige o ses bU 5 08 0Seslina ples

J\JSJ_ASNLCE_.»):C,_:,A\JBH\JPQQ| oﬁﬂjfjﬁjbupb'-éuom



Wouobw\é‘)\ﬁuwajLdsob-u.lj‘)uu‘}::.u bco.l.'JSoJLi’;..»\

p a5 b plpatian e 50 (IS sk s
e.multidot.d.ident.l (mod(l cm((p-1), (g-1)))),

(where "1 cm((p-1), (g-1))" is the least common multiple of the

numbers p-1 and g-1)
QWQ_:;»\‘JJL.A =l Kl i q 9P S eise s, il Olge 15 d

Sl Ol @ 3P Sl bdaaa oy sla, 5816 4 5515 S G 5P s 13
S Aol St 55 (6 K05 5 S and men 4 5 03 S N sde dnl S
P el S 53 el Lol (Ol 525 556) Jale a5 g me Sl ST eslinad Slee
o3l ol E(e,n) (g3l (g AdS 4 ST ey a0l 5L a3, Yo Vb sie G, 580
SN 355 bl (5 5 b 6 P e sl sSL ol e ses LIS S
55 JolS e plaaim e 5 ad e atdh o i daan 3l (6,8 5586 s edes
0313 i rayas AS L (505 Slpatns 5 Jlizms laliasl O el S5l 5 slaas i
AiSr 4SS ply w1 S o gt b e Glgat ST Lol
saia 5 ol dyb L aods &g | ol s d b 6l el coly 4ol V,:wiﬂ
A3 e Shis aw s 5 0355000

s JLS edd asile e 5 Lely SO L Ll Gleslu IS s alee
C sl ol s SIS 58 e st e3bai baly 55 8L 5 ol

Al oy Aol 5 Sl lalaal yagdle (g3l Lbas 1l by eodt (slgaz; S
oy el Oyt s Oy Jae 5 RSA esls Clislos MDS oy 40> ERTURT

¢Lug§au)j~@‘wbl§»&¢b&w>b- dosloee 5,8 LS o VYA oLy ad



Sl S 51 S et 4S50 3 3,8 S o3 ol Ul G 5 S S
St VYA oM s ol i oS Sl s MDS L eils ol Cablows (ply 40dlst
el g Lo, Sl 4

AS a 4SS MDS5 & cailr S ptekae Jas 612 PGP &S o Koo Ol 5T 4 Ol gms
Gl Ut o (Sosp bl oS Ol J3las 5 ol Lo s S PGP (g1, !
MD4 Jlsds = b ool bl s 5 d ol 51 S5 mmy cpl o0l sy e oy e
33 dilyie bl Cnd I3 5 5 el s L (5 7 b s «(MDS)
(LAt o il ) LDzt S a8 sl ol 4l S5l SO 5 (lo i3 puite
gos Ll Lol 5hcd 8 dal s by ids 1 PC (g5, Attack a2l anils (525
aal ol By e Sl i LS ol - S5S1,S [DOS 4GW] 2e 10 4 (61 S
Sl G el

Sl sl s 5 Ol (5 2 4655 41, DOS 4GW Kis| s

oL o=l bbb il 4t 5 € 0L 4 DOS 4GW iz 5 OS » slaasl ;S|
Aol S5 sl oS g ) sl ol b gimme b e o3l Lk 0 C Loy 1550 5L
i 586 1 50

ool Sleins 5l e Logiien 5 s sod e3lal 1 555 (1001) (63,508 a0l s a3y g
o5 b LS Wil ste 3L s STS (6l p Slianl 0L Kl o € cdiSind esbizudd
A8y C o550 0

Sosm bt ol o s eslial o GlelS O 2 o (o3l iy ps OB LS eslinal iy

S ey 1 Lol eSSl Gl 05 a0 € ddr slls asle S5 5



5C assal laasl sl e IS eslinal gl 51 Ollaal 4 Oy 12 5 Al gy 5
S I ) cdeads plxil 45T (glo st pa as oy (65,5 C s

el predae 5 O Jles 0, K 5L 1, C

53 ol G4l b 239 5 ok 225 C 0Lk Mo 81503 5 e Lol
1,490 9090 90" 5|, EXE LG « DOS 4GW (slaael s 5l esbizaal .S Iy 1 Shoand
o5 |l INT 21 G Y 555 g0 edalie BilalS oS 505 55 Yponn il ol S 1y
43S 7 e 1, DOS S LEXEC . AH 3 4C L

155 035 g 42 S e |y BPINT 21 AH=4C il 510l 3 55 oSzs L S1)
:[Mov AH, 4C & int 21] L ¢y sles 1 . 515 0 b4 4¢ CD 27

O35 5,5 (8l 6ol leals (ds S5l 4l a4 Ll cienl U115 o s ol
(AsS Glowtal OLESS 3 s 5w |y Ll ia)ls 5525 AX 5 4C

Iy ol sledls s Al sie AC s o V) By (YL 55 352 50 lgml s L
Lo s esls i 3exe js Sl 51 VL ol wor , “CCY ol Y- “E8 xx xx” 1S
S sy JKa) e | exe

ol s 3 ped anr o 1) JSG 4 AS | 21 ) Jeadl) g2id B AS (o o 5 gunelS aSn3 50
el o o e 4y S e Joe INT 01 faall 523 0l sins “CC”
STEGONATED 5 4S o8 _ises

d oS bl Gleis, b jes aedS 038 g etdes b 5 1y o Dl L35 0 5

SO L) K Olgu i gas S 0,3 b Ll il oS 0L oS A1 5425



Al 53 Ly ot gl SIS Sl ol (g3 50 O 40 by ¥ WAW L6
'J’<'.'.'> sbals,

L JeSe S il anils dal e S5 LSS5 b 6 meS b b b st oSOyl 4 4y
u_w\rjg_ﬁcﬁg)yja Sl OLiS G i S LYY AT A Sl eslanad L Ol st
Sad e els Ol LS L cy VA /YO L Lais LSy wlus o3 esls oS

s agets |y O sl Ol ged et 5l eslizal L

23 Sl oS ey 05 3 ey liads plol OL1S olas L OLIS abiblons 4l
So L) ey aedS L hablone oy 03503 055 Sl 1 Sl Sl Sl g LSy
S sl ods Jlims slal (g dads )3 eslinal 5550 (550, (’L::fhg-il-i‘dﬂu
13 sy Wl gad s Laesls I (o3l 3 slas e 3 OSGl il (53U

53 5908 o it sl am by pe slgtend 4 5l g s 1 el el o, SIS
Zen- eSS 5 mal o3 Lo (gl o3 500 ol g staliiie asbisie | Ll Lo (b
ez T8 15 65556 300 4 Sl g wr A8lsn U 4y, K sl 5 | cracking

L ol L cditens &5zl (S oo slassals 55 e Ll s 0l s 59 cpl cct
CiiS aa e S A3l Al SIS Lo uls A mail e 4 Ales S el b oS
A8 e o5 G L Lt el A3l st s ST L e [ a3 Olas o ples S
gl 53 Ales S S ¢ b e S55 Lk oS ragh pp e LS o kel S o
Sy 0 e sl 5 DLl sl o algt s gl | eilagil sl s o

E-mail +OR



an526164@anon.penet.fi (+ORC)



